HowTo mise en place d'EntralD (via GUI)

® Cinématique de configuration par I'administrateur de l'autorisation des comptes EntralD a monter des tunnels VPNSSL.
® Application SNS dans EntralD
O Création de I'application
® Configuration de l'application SNS dans EntralD
= Configuration du jeton
" Création du secret
© Association des utilisateurs
® Configuration du SNS
© Configuration de la méthode OIDC pour EntralD
= Mettre a jour le profil d'authentification OIDC
© Configuration des URL de redirection dans EntralD
® Renseigner dans I'application SNS Connector, les URI de redirection souhaitée a partir de celles proposées
= Vérifier de nouveau la configuration du SNS
© Importation des groupes de sécurité d'EntralD
© Configuration du groupe de sécurité dans les UAC pour autoriser le VPNSSL
= Création d'une regle d'authentification
= Création d'une regle d'acces
© Utilisation du client VPN SSL 5.1

1 Cette procédure décrit I'ensemble des opérations de configuration a réaliser a la fois dans EntralD et sur le SNS.

Néanmoins, il est fortement recommander d'avoir au préalable des notions sur la solution EntralD et les possibilités offres par I'authentification
via une application "OpenID Connect".

Cinématique de configuration par I'administrateur de l'autorisation des
comptes EntralD a monter des tunnels VPNSSL.

Déroulement :

. Sur EntralD, configuration de I'application SNS dans EntralD

Sur EntralD, association des utilisateurs, dont celui de test, a un groupe de sécurité qui sera autorisé pour le VPNSSL.
. Sur EntralD, exportation des groupes de sécurité d'EntralD concernés par le SNS.

Sur le SNS, configuration de la méthode OIDC pour EntralD

Sur le SNS, importation des groupes de sécurité d'EntralD

. Sur le SNS, configuration du groupe de sécurité dans les UAC pour autoriser le VPNSSL.

. Sur le Client VPNSSL, monter le tunnel avec un compte de test

. Sur le SNS, validation dans le monitoring des utilisateurs et des tunnels VPNSSL.

ONOUTAWN

Application SNS dans EntralD

@ L'ensemble des manipulations sont a réaliser dans la partie 'ldentité’

Création de l'application

Configuration de I'application SNS dans EntralD
Depuis l'interface d’administration de votre espace EntralD "Inscrire une application" nommée "SNS Connector"
avec "URI de redirection (facultatif)" en mode "Web"

et mettre 'URL publique du SNS par exemple : "https://vpnssl.mycompany.com/auth/v1/oidc/token/sslvpn"
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[EntralD] Paramétrage d« < Register an application +

« > C @ QO A == hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/CreateApplicationBlade/quickstartType~/null/isMSAApp-~/False EN g n B @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableaude bord-Con... & vSphere-Accueil (JZeta [JStormshield CIScrum [JLambda » O Autres marque-pages

orm... (@
zeTa @

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior [

Home > App registrations > SNS Connector | Authentication > App registrations > Zetal > App registrations >

A Home ) .

Register an application X
Diagnose & solve problems
% Favorites v "Name

The user-facing display name for this application (this can be changed later).

S Identity /[ 'sNs Connector %
@ overview
@ s . Supported account types

Who can use this application or access this API?
* Groups v

(®) Accounts in this organizational directory only (Zetal only - Single tenant)
i Devices O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Muttitenant) and personal Microsoft accounts (eg. Skype,
B Applications ~ Xbox)

O Persanal Microsoft accounts only
Enterprise applications

I App registations Help me choose.

B Protection v
Redirect URI (optional)
{2)  Identity Governance ™ Well return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
N changed later, but a value s required for most authentication scenarios.
1 External dentities v
Web ~ | [nttos/s om %
Show more
& Protection v
Identity Governance v
B Verified ID \/ Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
By proceeding, you agree to the Microsoft Platform Policies 7
Learn & support A

Regist
.

[EntraiD] Paramétrage de App registrations - Micro X [lES

« > C @ O B &= https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickstartType~/null/sourceType/Microsoft_AAD_IAM T W ®@ In @ @ B a5 » =

sns-firewall-entraid > AUTHENTIFICATION 0% Courrier - Pascal BO = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableaude bord-Con... & vsphere-Accueil (JZeta [JStormshield CIScrum [JLambda » [ Autres marque-pages

Microsoft Entra admin center £ Search resources, services, and docs (G+/) T Copilot

Home > App registrations > SNS Connector | Authentication > App registrations > Zetal >

App registrations # X

A Home

Diagnose & solve problems

Newregusuau&n @ Endpoints X Troubleshoot () Refresh ¥ Download [ Preview features | 27 Got feedback?

K Favorites v

© Iidentity A @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide d ipdates but we will no longer pr pe ppl *
need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ overview

Qv o Al i Owned applicati Deleted

sers e

AR Groups v 2 Start typing a display name or application (client) ID to filter these r. i Add fiiters

& Devices 4

& This account isn't listed as an owner of any applications in this directory.

Applications ~
ew all applications in the directory

Enterprise applications

| App registrations

& Protection v

€21 Identity Governance v

{0 External Identities v
Show more

& Protection v
Identity Governance ~

B Verified ID v

& Learn & support ~

Configuration du jeton

1/ Aller dans "Inscription d'application” ; cliquer sur "Afficher toutes les applications dans I'annuaire” et sélectionner I'application SNS connector, puis
"Configuration des jetons"
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[EntralD] Paramétrage d« < App registration:

= C @ O @ == hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickstartType~/null/sourceType/Microsoft_AAD_IAM EN g n B @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0x Courrier - Pascal.BO TOAD S Coverit

@ ndex of fgitfeatures/...  Tableaude bord-Con... & vSphere -Accueil [JZeta [JStormshield CIScrum [JLambda » [ Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copior g

PN Home >
Home.

App registrations = X

Diagnose & solve problems

New registration @ Endpoints % Troubleshoot () Refresh & Download [ Preview features & Got feedback?

*  Favorites v
. Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will
S Identi ~
iz need to be upgraded to Microsoft Authentication Library (MSAL) and Microseft Graph. Learn more
@ overview
All applications  Owned applications  Deleted applications
R Users N pp pp pp
. Groups ~ £ SNS Connector x| T Addfilters
L& Devices v
1 applications found
@ Applications ~ Display name 1 Application (client) ID Createdon 1 Certificates & secrets

SNS Connectgr 22a690f-324-4629-bbb2-d415ddd2a321 2/24/2025
Enterprise applications

| #pp registrations

B Protection v
21 Identity Governance v
{0 External Identities v
Show more
& Protection v
(2} ldentity Governance v
= Verified ID v
2 Learn & support ~

https://entra.microsoft.com/# «

Token configuration :

[EntralD] Paramétrage de X [P JENCRRCERNIERRp -+

« C @ 2 https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Overview/appld/2F2a690! 629-bbb2-d415ddd2: % ¥ I B @ B a » =

sns-firewall-entraid < AUTHENTIFICATION o3 Courrier - Pascal.BOU... TOAD S Coverity®:: @)Index of /git-Featuresy... Tableau de bord - Con... @ vSphere - Accueil [(DZzeta [JStormshield [Jscrum [3Lambda » [J Autres marque-pages

Microsoft Entra admin center P Search resources, services, and docs (G+/) o Copiior [ag

Home > App registrations >

3 SNS Connector # - x

A Home

Diagnose & solve problems

¢ Dekte @ Endpoints [ Proview featues

*  Favorites ~
L ! s @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& identity A & Quickstart
Integration assistant A Essentials
@ overview
K Diagnose and solve problems Display name SNS Connector Client credentials Add a certificate or secret
~
A Users M Application (client) D : 212a690f-324-4629-bbb2-d415ddd2a321 Redirect URls Lweb,0 spa, 0 public dlient
anage
D @mrs v Object ID : 1133dc6a-beb3-430-6720-6d9b2cT50030 Application ID URI + Add an Application ID URI
& Branding & properties
Directory (tenant) D : 04c72059-b1c8-4061-bf04-1334693 Te5de Managed application in .. : SNS Connector
B Emims ™ "3 Authentication
Supported account types : My organization only
@ Applications. ~ Certificates 8 secrets
T —— @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but we
Enterprise applications 'gurationy will ng longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
- APl permissions
| App registrations
@ Dxpose an API Get Started  Documentation
£ Protection v
i App roles
B Identity Governance N & Ownes Build your application with the Microsoft identity platform
% i ~ Roles and administrat
P e & ol andadminstrators The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, standards-
o B Manifest based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more?
ow more
Support + Troubleshooting
2 - v~
(o s 2 New support request u F =
& °
N > :
(& Identity Governance ~ E
B Verified ID ¥ call APIs Sign in users in 5 minutes Configure for your organization
Build more powerful apps with rich user and Use our SDKs to sign in users and call APIs in a few Assign users and groups, apply conditional access
business dta from Microsoft services and your own steps. Use the quickstarts to start a web app, mobile policies, configure single sign-on, and more in
2 Learn & support ~ company's data sources. app, SPA, or daemon app. Enterprise applications.
View API permissions View all quickstart guides Go to Enterprise applications
https://entra.microsoft.c iew/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/appid/2F: d. bbb2-d415ddd2a321/i pp~/fal

2/ Ajouter la revendication optionnelle "preferred_username" pour I''D Token (.} obligatoire pour SNS)
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[EntralD] Paramétrage de x  EEESNCHIECISIVINGEIRE +

« > C @ QO A == hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/appid/2F2a690f-32d4-4629-bbb2-« Xa vy n B @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableaude bord-Con... & vSphere-Accueil (JZeta [JStormshield CIScrum [JLambda » O Autres marque-pages

orm... (@
zeTa @

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copior g

- Home > App registrations > SNS Connector
Home.

'|! SNS Connector | Token configuration = X

Diagnose & solve problems

AP Got feedback?

*  Favorites v
Optional claims
. ™
S Identity ~ Quickstart Optional claims are used to configure additional information which is returned in one or mare tokens. Learmn moreg?
7 Integration assistant
@ overview 4 Add optional :Ialr& + Add groups dlaim
X Diagnose and solve problems
R Users ~
Manage
A2 Groups ~ Claim © Description Token type T Optional settings
B3 Branding & properties
= o No results.
Deres D Authentication
B Applications ~ Certificates & secrats

Enterprise applications el EE DT
- AP permissions

| App registrations

& Expose an API

& Protection v
App roles
{23 Identity Governance v & Owners
0 External Identities N & Roles and administrators
S 0 Manifest
Support + Troubleshooting
& Protection v

& New support request

Identity Governance v
= Verified ID v
Learn & support ~

« > C @ O B &= https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/appld/2f2a690f-32d4-462 ®@ In @ @ B a5 » =
sns-firewall-entraid ©: AUTHENTIFICATION 03 Courrier - Pascal.BO! © TOAD S Coverity®:: @ index of /git-features/...  Tableaudebord - Con... & vSphere - Accueil [JZeta [JStormShield [JScrum [JLambda » [3 Autres marque-pages
Microsoft Entra admin center P Search resources, services, and docs (G+/) o Copilot @
Home > App registrations > SNS Connector . .
A Home Add optional claim X

SNS Connector | Token configuration 2

Diagnose & solve problems

- Once a token type is selected, you may choose from a st of available optional claims;
& Got feedback?

K Favorites v
Overview Optional claims “Token type
. o Access and ID tokens are used by applications for authentication. Leam more
S Identity ~ Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learm more ¥ 2P ¢
Integration assistant ®
@ overview t Add optional claim -+ Add groups claim O Access
X Diagnose and solve problems
8 Users v O s
Manage
@D ~ Claim © Description § .
& Branding & properties (8] ctaim Description
No results
3 Devices ¥ 9 Authentication [ acct User's account status in tenant
B Applications A Certificates & secrets [ acrs Auth Context IDs of the operations the bearer is eli
1 Toke — [ auth_time Time when the user last authenticated; See OpenID Conn.
Enterprise applications Wi Token configuration
| > APl permissions O ay User's country/region
App registrations
email The addressable email for this user, if the user has one
@ Expose an API g
B Protection v [ family_name Provides the last name, surname, o family name of the us.
App roles
{3 Identity Governance N~ Owners [ wd 1P address
N [ given_name Provides the first or "given” name of the user, s set on th.
{1 External Identities N/ & Roles and administrators
[ in_corp Signals if the client is logging in from the corporate netw.
A B Manifest
[ ipaddr The IP address the client logged in from
Support + Troubleshooting 7 toginnint Login hint
£ Rt N2 Newsupport request )
- pport req| [ onprem_sid On-premises security identifier
(e N preferred_usemame Provides the preferred username claim, making it easier f.
[ puwd_exp The datetime at which the password expires
B Verified ID v [ pwd_url A URL that the user can visit to change their password
[ sid Sassion ID, used for per-session user sign out
A 1 tanant rtne Racruirea tanant's ronntrftanion
2 Learn & support ~

. [

3/ Pour "Ajouter une revendication de groupes", et dans I'encart "Modifier la revendication de groupes", cocher "Groupes de sécurité" avec ID sur "ID de
groupe".

0 optionnel pour SNS mais fortement recommandé afin de pouvoir bénéficier des UAC/AAC/politiques de filtrages et d'authentification sur les groupes de
sécurité.
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[EntralD] Paramétrage de x  EEESNCHIECISIVINGEIRE +

= C @ QO A == hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/appid/2F2a690f-32d4-4629-bbb2-« Xa vy ® In @ @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverit @ Index of fgit-features/... ~ Tableaude bord-Con... & vsphere -Accueil (JZeta [JStormshield CIScrum [JLambda » O Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior g

- Home > App registrations > SNS Connector
Home.

'|! SNS Connector | Token configuration = X

Diagnose & solve problems

AP Got feedback?

*  Favorites v
Optional claims
" &

S Identity ~ Quickstart Optional claims are used to configure additional information which is returned in one or mare tokens. Learmn moreg?
5 Integration assistant

@ overview } Add optional claim -+ Add groups claim
X Diagnose and solve problems &

R Users ~
Manage

e ~ Claim * Description Token type T4 Optional settings
B Branding & properties

- o preferred_username Provides the preferred usemame claim, making it easier for apps to provide username hints and show human readable dis... 1D

evices D Authentication
B Applications ~ Certificates & secrats

Enterprise applications T znerein

5 API permissions
| App registrations
& Expose an API
B Protection v
App roles
{23 Identity Governance v & Owners
0 External Identities N & Roles and administrators
Srerrmm 0 Manifest
Support + Troubleshooting
. i v %
(. G & New support request
(2} ldentity Governance v
= Verified ID v
2 Learn & support ~

« C @ @ I @ @ B A » =
sns-firewall-entraid AUTHENTIFICATION 0z Courrier - Pascal.BO! S ity®:: - » [0 Autres marque-pages
Microsoft Entra admin center 5 Search resources, services, and docs (G-+/) 1 Copilot
& Home Home > App ragistrations > SNS Connector Edit groups claim X

SNS Connector | Token configuration 2

Diagnose & solve problems
- @ Adding the groups claim applies to Access, ID, and SAML token types. Learm more(
& Got feedback?

K Favorites v
Overview o i .
ptional claims Select group types to include in Access, D, and SAML tokens.
. o @ security groups
S Identity ~ Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learm more = 1y group
[] pirectory roles
Integration assistant
@ overview + Add optional claim - Add groups claim (] Al groups (includies 3 group types: security groups, directory roles, and distribution lists)
Q o & Diagnose and solve problems [ Groups assigned to the application (recommended for large enterprise companies to
Users avoid exceeding the limit on the number of groups a token can emit)
Manage
@D ~ Claim © Description
& Branding & properties 5 .
= o preferred_usemame Provides the preferred username claim, making it easier for apps to provide username hintsand ~ Customize token properties by type
SES D Authentication b
B Applications ~ Certificates & secrets
(® Group ID
Enterprise applications I T O sAMAccountName
[ - API permissions O NetBiosDomain\sAMAccountName
Ay trati
P EGRIELTS @ Expose an AP (O DNSDomain\sAMAccountName
O Protection v (O On Premises Group Security Identifier
App roles [ Emit groups as role claims
£2 Identity Governance N & Owners
Vv Access
{0 External Identities & Roles and administrators
~ SAML
A B Manifest
Support + Troubleshooting
2 i v -
(el=teD & New support request
(@i Identity Governance ~
B Verified ID v
2 Learn & suppart ~

@ A noter quiil est possible de limiter les groupes a inclure dans I'lD Token & ceux assignés a l'application, mais cela est conditionné & abonnement P1.
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[EntralD] Paramétrage de %  EEERISIGUMERETI VGRS +

« > C @ QO B == hitps//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/applid/2f2a690f-32d4-4629-bbb2-« %a €% o @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableaude bord-Con... & vSphere-Accueil (JZeta [JStormshield CIScrum [JLambda » O Autres marque-pages

Microsoft Entra admin center 0 Search resources, services, and docs (G+/) o &

Home > App registrations > SNS Connector

A Home . .
'|! SNS Connector | Token configuration =
Diagnose & solve problems ‘

o @ Aading the groups claim applies to Access, ID, and SAML token types. Leam morec;
A7 Got feedback?

*  Favorites v
Optional claims Select group types to include in Access, D, and SAML tokens.
o © @ securi . .
S Identity A Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learn more?) L " o change the groups assgne to the application,selectthe application from the
¢ ntegrat ot [ Directory Enterprise applications list. Select Users and Groups and then Add user/group. Select
Integration assistant e group(s) you want to add to the application from Users and Groups.
@ overview + Add optional claim - Add groups claim [ Mgraug " TR o I
X Diagnose and solve problems [ Groups assigned to the application (recommended for arge enterprise companiesto (&)
R Users 7 avoid exceeding the limit on the number of groups a token can emit)
Manage
~ laim escription
® Groups Claim Descript
B3 Branding & properties . .
- o preferred_usemame Provides the preferred username claim, making it easier for apps to provide username hintsand ~ CUstomize token properties by type
evices D Authentication
A D
B Applications ~ Certificates & secrets
il ® Group ID
Enterprise applications el EE DT O sAMAccountName
I 5 API permissions O NetBIOSDomain\sAMAccountName
App registrations
& Erpose an AP (O DNsDomain\sAMAccountName
8 Protection v O On Premises Group Security Identifier
App roles [ Emit groups as role claims
{23 Identity Governance v & Owners
~ Access
0 External Identities N & Roles and administrators
v SAML
Srerrmm Bl Manifest
Support + Troubleshooting
& Protection v

& New support request

Identity Governance v
= Verified ID v
Learn & support ~

« > C @ O B &= https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/TokenConfiguration/appld/2f2a690f-32d4-462 ®@ In @ @ B a5 » =
sns-firewall-entraid ©: AUTHENTIFICATION 03 Courrier - Pascal.BO! © TOAD S Coverity®:: @ index of /git-features/...  Tableaudebord - Con... & vSphere - Accueil [JZeta [JStormShield [JScrum [JLambda » [3 Autres marque-pages

Microsoft Entra admin center D Search resources, services, and docs (G+/) % Copiior [l

. Home > App ragistrations > SNS Connector
Home
SNS Connector | Token configuration 2 X

Diagnose & solve problems

A7 Got feedback?

K Favorites v

Overview Optional claims

" - kstart
@ Identity ~ Quicksta Optional claims are used to configure additional information which is returned in one or more tokens. Learn moreq?

Integration assistant
@ overview } Add optional claim + Add groups claim

X Diagnose and solve problems

K Users v
Manage
@D ~ Claim © Description Token type Ty, Optional settings
& Branding & properties
groups Optional formatting for group claims 1D, Access, SAML Default
& Devices 4 D Authentication
preferred_usemame Provides the preferred usemame claim, making it easier for apps to provide username hints and show human readable dis... 1D
B Applications ~ Certificates & secrets
Enterprise applications I T L3

= APl permissions
I App registrations

@ Expose an API

& Protection v
App roles
€21 Identity Governance N & Owners
1 External Identities & Roles and administrators
S B Manifest
Support + Troubleshooting
& Protection v

& New support request

Identity Governance ~
B Verified ID v
2 Learn & support ~

4/ A partir de App registrations SNS Connector Overview

® Copier la valeur du "ID de I'annuaire (locataire)" pour renseigner le “IssuerlD" dans la configuration du SNS.
® Copier la valeur du "ID d'application (client)" pour renseigner le "ClientID" dans la configuration du SNS.
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[EntralD] Paramétrage de x  EEESNCHIECISIVINGEIRE +

= C @
sns-firewall-entraid

Microsoft Entra admin center

A Home

Diagnose & solve problems

*

Favorites

Identity
Overview
Users
Groups

Devices

& B % » 0 ¢

Applications
Enterprise applications
| #pp registrations

Protection

B m

Identity Governance

&

External Identities

Show more

& Protection

(2} Identity Governance

= Verified ID
2 Learn & support

QO B == https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationmMenuBlade/~/Over

AUTHENTIFICATION 0x Courrier - Pascal.BO

TOAD S Coverit

@ ndex of gitfeatures/...

0 Search resources, services, and docs (G+/)

Tableau de bord - Con...

ppid/2F2a690f-32d d415ddd2

P o

& vSphere - Accueil [JZeta [Jstormshield [JScrum [JLambda

B a

o copiior g

> SNS Connector | Token configuration > Enterprise applications | All applications > App registrations > SNS Connector > Enterprise applications | All applications > SNS Connector | Overview > App registrations >

3 SNS Connector »

<
I Overview

A & Quickstart
5 Integration assistant

X Diagnose and solve problems

v
Manage
~
B3 Branding & properties
Y D authentication
~ Certificates & secrets
Token configuration
5 API permissions
& Expose an API
v

App roles
& Owners
N & Roles and administrators

Hl Manifest

Support + Troubleshooting

& New support request

(EEEI LV & sns Connector - Microsor [

= C @
sns-firewall-entraid

Microsoft Entra admin center

A Home

Diagnose & solve problems

*

Favorites

Identity

Overview

Users

Groups

Devices

g 8 3 » O ¢

Applications
Enterprise applications
| App registrations

Protection

6

Identity Governance

a

External Identities

Show more

& Protection

(@i Identity Governance

B Verified ID
2 Learn & suppart

[O=]

= https://entra.microso

AUTHENTIFICATION 02 Courrier - Pascal BO

om/3tview/Microsol

[ Delete & Endpoints [l Preview features

@ ot s second? e would lov your fesdback on Wicrosof identity plator (previously Azure AD for developer). —>

A Essentials
Display name
Application (client) ID
Object ID

Directory (tenant) ID

Supported account types

SNS Connector
2122690f-3204-4629-bbb2-d4150dd2a321
f133dc6a-beb3-43e0-8720-6dgp2 COPY to clipboard

© 04CT2059-b1eB-4061-bf04-T346931e54e

"My organization only

Client credentials
Redirect URIs

Application ID URI

Managed application in

Add a certificate or secret

1web, 0 spa, 0 public client

Add an Application ID URI

+ SNS Connector

@ Starting June 30th, 2020 we will o longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We wil continue to provide technical support and security updates but we
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started

AAD_RegisteredApps/ApplicationMenuBlade,

@ Index of Jgitfeatures/...

Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication sevice, open-source libraries, and application management tools. You can create modern, standards-
based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn morer!

> &

Call APIs

Build more powerful apps with rich user and
business data from Microsoft services and your own
company's data sources.

View API permissions

P Search resources, services, and docs (G+/)

Overview/appld/2f2a690

Tableau de bord - Con...

Sign in users in 5 minutes
Use our SDKs to sign in users and call APIs in a few
steps. Use the quickstarts to start a web app, mobile
app, SPA, or daemon app.

View all quickstart guides

629-bbb2-d415ddd.

i vSphere - Accue

N @ I

[O2zeta Ostormshield [JScrum [JLambda

Configure for your organization

Assign users and groups, apply conditional access
policies, configure single sign-on, and more in
Enterprise applications.

Go to Enterprise applications

o @ B A

¥ Copilot

> SNS Connector | Token eonfiguration > Enterprise applications | All applications > App registrations > SNS Connector > Enterprise applications | All applications > SNS Connector | Overview > App registrations >

3 SNS Connector =

2 Search «

B Overview

A % Quickstart

Integration assistant

X Diagnose and solve problems

v
Manage

v
& Branding & properties

Y D Authentication

~ Certificates & secrets
il Token configuration
- API permissions
@ Expose an API

v

App roles
& Owners
\/ & Roles and administrators

I Manifest

Support + Troubleshooting

& New support request

Création du secret

i Delete @ Endpoints

[ Preview features

@ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

A Essentials
Display name
Application (client) ID
Object D

Directory (tenant) ID

Supported account types

SNS Connector
* 2122690f-32d4-4629-bbb2-d415ddd2a32 1 %
133 dc6a-beb3-430-8720-6d9b2CT50030
: 04c72059-D1c8-4061-0i04-334693 1e5de

My organization only

Copy to clipboard

Client credentials
Redirect URIs
Application ID URI

Managed application in

1w

Add a certificate or secret.

0 5pa. 0 public client

Add an Application ID URI

+ NS Connector

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We wil continue to provide technical support and security updates but we
will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started

Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create moder, standards-
based authentication solutions, access and protect APls, and add sign-in for your users and customers. Learn more

.@’m'ﬂ
3 5.

Call APIs

Build more powerful apps with rich user and
business data from Microsoft services and your own
company's data sources.

View APl perm

Sign in users in 5 minutes

Use our SDKs to sign in users and call APIs in a few
steps. Use the quickstarts to start a web app, mobile
app, SPA, or daemon app.

View all quickstart guides

1/ Dans le menu "Certificats & secrets", onglet "'Secrets client", créer un "nouveau secret client"

© STORMSHIELD, Page 7

Configure for your organization

Assign users and groups, apply conditional access
policies, configure single sign-on, and more in
Enterprise applications.

Go to Enterprise applications

»

»

(3 Autres marque-pages
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[EntralD] Paramétrage de x  EEESNCHIECISIVINGEIRE +

= C @ QO A == hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appld/2f2a690f-32d4-4629-bbb2-d415ddd - Ra vy n B @ B & » =

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverit @ Index of fgit-features/... ~ Tableaude bord-Con... & vsphere -Accueil (JZeta [JStormshield CIScrum [JLambda » O Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior [ag

> SNS Connector | Token configuration > Enterprise applications | All applications > App registrations > SNS Connector > Enterprise applications | All applications > SNS Connector | Overview > App registrations > SNS Connector

A Home .
SNS Connector | Certificates & secrets = X

Diagnose & solve problems

AP Got feedback?

*  Favorites v
A ) & Quistart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Ly scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
5 Integration assistant
@ overview
X Diagnose and solve problems
x
R Users v @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage
* Groups v
B Branding & properties
9 & prop Certificates (0) ~ Client secrets (0)  Federated credentials (0)
v /-
B B D Authentication
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
B Applications ~ Certificates & secrats
Enterprise applications Token configuration i (EDEIR Smj‘tb
5 APl permissions Description Expires Secret ID

| #pp registrations

& Expose an API No dlient secrets have been created for this application.

B Protection v
App roles
{23 Identity Governance v & Owners
0 External Identities N & Roles and administrators
Srerrmm 0 Manifest
Support + Troubleshooting
. i v %
(. G & New support request
(2} ldentity Governance v
= Verified ID v
2 Learn & support ~

(EEEIESEU VI & Add a client secret - Micrx [

« C @ O & &= https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appld/2f2a69 629-bbb2-d415ddd: %a ¥ ® I @ @ B s » =
sns-firewall-entraid * > AUTHENTIFICATION o0z Courrier - Pascal.BO! S ity@:: @ Index of /git-features/...  Tableau de bord - Con... @ vSphere - Accueil [JZeta [JStormShield [JScrum [JLambda » [3 Autres marque-pages
Microsoft Entra admin center £ Search resources, services, and docs (G+/) 1 Copilot
> SNS Connector | Token configuration > Enterprise applications | All applications > App registrations > SNS Connector > Enterprise applications | All applicatic N
A Home " Add a client secret X
SNS Connector | Certificates & secrets  »
Diagnose & solve problems Description [ Your secrect description |
% Favorites N Expires 180 days (6 months) v
Overview
5 ety A~ & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addres
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Integration assistant
@ overview
X Diagnose and solve problems
8 Users v @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage
B Groups v
B2 Branding & rti
rending & properties Certificates (0)  Client secrets (0)  Federated credentials (0)
& Devices 4 D Authentication
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passworc
B Applications ~ Certificates & secrets
e Syl 1l Token configuration 1 New client secret
-2 API permissions Description Expires Secret ID
I App registrations

@ Expose an API No client secrets have been created for this application.

& Protection v
App roles
€21 Identity Governance N & Owners
{0 External Identities & Roles and administrators
S B Manifest
Support + Troubleshooting
2 i v -
Protection & New support request
(2 Identity Governance v
B Verified ID v
2 Learn & suppart ~

© STORMSHIELD, Page 8



«

[EntralD] Paramétrage d- < [* NS INERCIRIVIEEEIRE - TOAD

- C @

sns-firewall-entraid

Microsoft Entra admin center

K3

a
5]

&

2

2/ Copier la valeur du secret pour par la suite renseigner le "ClientSecret" dans la configuration du SNS.

Association des utilisateurs

Home.

What's new

Diagnose & solve problems

Favorites v
Identity ~
Overview

Users ~
Groups v
Devices v
Applications ~

Enterprise applications

App registrations

Protection v
Identity Governance v
External Identities ~
Show more

Protection v

Identity Governance v

Varifiad 1N ~

Learn & support ~

O B 2 https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appid/2f2a690F-32d4-4629-bbb2-d415dd

AUTHENTIFICATION 0x Courrier - Pascal. BOU.

= TOAD 5 Coverity®:: @ Index of /git-features/...

Report FwQualif - entralD / VMSNSX01B2085A9@1(

P o
Tableau de bord - Con... & vsphere - Accueil [JZeta [JStormshield [JScrum [JLambda

£ Search resources, services, and docs (G+/) ¥ Copilot

Home > App registrations > SNS Connector

SNS Connector | Certificates & secrets =

<
i# Overview
& Quickstart
Integration assistant
X Diagnose and solve problems
Manage
B3 Branding & properties
D Authentication
Certificates & secrets
{l! Token configuration

5 API permissions

& Expose an API

i App roles
2 Owners
&, Roles and administrators

Hl Manifest

Support + Troubleshooting

& New support request

AP Got feedback?

x
@ Gota second to give us some feedback? =
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential.
x

@ Applicsion regisraton certfcate,seerts an federated credentils can be found i the tabs below.

Certificates (0) ~ Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

New dlient secret

Description Expires Copy toclipboard et ID

Your secrect description 8/23/2025 nrBQ~YmeCixsYiNBUNw TwPTq3GmRe9 % 4325322a-22¢0-418e-8949- 203391281784 1)

Association des utilisateurs a un groupe de sécurité qui sera autorisé pour le VPNSSL.

1/ Aller dans "Groupes" et créer un groupe de sécurité nommé 'VPNSSL EntralD Users'

[EntralD] Paramétrage de Groups - Microsoft Entra > [RESRIeVAs)

«

- C @

sns-firewall-entraid

Microsoft Entra admin center

©

@
]
a
(]

]

Home
What's new

Diagnose & solve problems

Favorites v

Identity ~
Overview

Users ~
All users

Deleted users

User settings

Groups ~
Overview

All groups

Deleted groups

Group settings

Devices v
Applications v
Protection v
Identity Governance v

External Identities v

Learn & support ~

OB

AUTHENTIFICATION 0z Courrier - Pascal BOU.

© https://entra.microso

Home >

@ Groups | Overview

O Overview

2 All groups

28 Deleted groups

X Diagnose and solve problems
Settings

&} General

& Expiration

@ Naming policy

Activity

& Privileged Identity Management

Access reviews

@ Auditlogs

S Bulk operation resuits

Troubleshooting + Support

& New support request

om/3#view/Microsol

 TOAD S Coverity®:: @ Index of /git-features...

Report FWQuali

VMSNSX01B2085A9@1¢ AUTHENTIFICATION

E N
[Dzeta [3stormshield [DScrum [JLambda

AAD_IAM/GroupsManagementMenuBlade/~/Overview/menuld/Overview

Tableau de bord - Con... @ vSphere - Accuel

P Search resources, services, and docs (G+/) ¥ Copilot

53 Nswgroﬁ% L Download groups B Preview features

Overview  Tutorials

Search your tenant

Basic information

Total groups 3 Dynamic groups 0
M365 groups 0 Cloud groups 3
Security groups 3 On-premises groups 0
Alerts

Feature highlights

(’S:) Access reviews
©—Y  Make sure only the right people have continued
access.

Quick actions

AR N

Add group Download groups

© STORMSHIELD, Page 9
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[EntralD] Paramétrage d New Group - Microsoft Er X TOAD X Report FWQualif - entralD / - VMSNSX01B2085A9@10 % AUTHENTIFICATION

<« C @ QO B =2 https;//entra.microsoft.com/#view/Microsoft_AAD_IAM/AddGroupBlade % W ©@ I @ @® B & » =

sns-firewall-entraid <+ AUTHENTIFICATION 0@ Courrier - Pascal. BOU. TOAD S Coverity®:: @Index of /git-featuresf... ~ Tableau debord-Con... # vSphere - Accueil [JZeta [JStormshield [JScrum [3JLambda » O Autres marque-pages

Microsoft Entra admin center 0 Search resources, services, and docs (G+/) ¥ Copilot

Home > Groups | Overview >

A Home
New Group X
“  What's new
Diagnose & solve problems A Got feedback?

Group type *
% Favorites ~ P

[ Security v
@ Identity A~ Groupname* O

[[venssL Entra ID users /]
@ Overview

Group description
8 Users A [ Your description for this group /]

All users Membership type

Owners

Deleted users

User settings
No owners selected

|"y<‘ Groups ~
Members
Overview No members selected
Al groups

Deleted groups

Group settings

L& Devices v
B Applications v
& Protection v
8 Identity Governance ~

External Identities v

& Learn & support ~

[EntralD] Paramétrage d Groups - Microsoft Entra X [EEER{eli\o} X Report FWQualif - entralD / - X VMSNSX01B2085A! x AUTHENTIFICATION

« C @ [ON:] https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/AllGroups/menuld/AllGroups EN ®@ In @ @ B &
sns-firewall-entraid <+ AUTHENTIFICATION 03 Courrier - Pascal BOU... TOAD S Coverity®:: @ Index of /git-Features/...  Tableau debord - Con... & vSphere - Accueil [JZeta [JStormshield [JScrum [JLambda » [3 Autres marque-pages

Microsoft Entra admin center £ Search resources, services, and docs (G+/) T Copilot

Home > Groups

A Home

g Groups | All groups X
“  Whats new
Diagnose & solve problems « % Newgroup & Download groups () Refresh 5 Manage view | A7 Got feedback?

O Overview
% Favorites v & Algroups |VP1 X | Y Add fiiter

& Deleted groups searchmode @D Contains
& identity X Diagnose and solve problems 1 groun found
@ Overview Settings

[ Nemen Object Id Group type Membership type Email
8 Users AN @ General
) O . VPNSSL £ntra ID users 8239ee3f-d506-4caa-9316-0abdeb610b1  Security Assigned
Mle=n & Expiration 4@7

8 Naming policy
Deleted users
Activity
User settings
2 Privileged Identity Management

A Groups ~
Access reviews
Overview B Auditlogs
| Angroups % Bulk operation resuits
Deleted groups Troubleshooting + Support

Group settings & New support request

&1 Devices v
& Applications ~
& Protection v
{23 Identity Governance v
{1 External Identities ~
& Learn & support ~

https://entra.microsoft.c:

de/Microsoft_AAD_ i de/groupld/s2 F-d506-4¢aa-931 10b1/menuld/

2/ Associer a ce groupe, les utilisateurs qui seront autorisés a monter un tunnel VPN SSL (0 plusieurs méthodes possibles)

© STORMSHIELD, Page 10



[EntraiD] Paramtrage o

< @

sns-irewallentrald + AUTHENTIFICATION 03 Courrler - Pascal 80U

Microsoft Entra admin center

A Home
7 Whatsnew

I Diagnose &sole probems
* Favories

S identity

© Ovenview

A users
o
o
s

15 coues
o
f=m
et s
Cenr )

2 owen

& Applications

B Protection

[ identity Govemance

5 Eutemal Identities

2 Leam &support

VMSNSX012085)

© n q B 8 »

Tableau de bord - Con... # vsphes

Accuell [Zeta [ystormshield [scrum (3 Lambda » Dau

e P

marque-page

> Searc rsource,sevices, an docs (G11) mezsaenadesom. (@)

Home > VPNSSL Entra D users

& VPNSSL Entra ID users | Members X

- add members T Bulkoperatons () Refresh € 7 Gotaeoncs

Mansgeview
0 Owniew

X Dingnoss an sobe proslems Dirsct members Al members

Manage

[ sewen ¥ Ada e
Poperes

1 group member found
2 Members

2 Owers O rame Type Email Userype Ojectia I

0O @ uscone

2 Roles and adminsacors

s User Member 6CS4910-ch 10415 Id3e ZacsSEfaTc

! Acmiisat units
# Group memberships
B Applctions
& Licenses
Aaure ol asigments
Aty
2 Prvisged denty Mansgement
r—
& Auitions
Bulkoperation resuls
Troubleshooting + Support

& Newsupportrequest

sns-irawallentrald ©~ AUTHENTIFICATION 03 Courier - Pascal 8OU...

Microsoft Entra admin center

A Home
4 Whatsrew

B Diagnose & sohe probems

* Fovorites

S idantity

© Owrvien

R uses
Alusers
Deletedusrs

User sttings

5 Gouws
e

1 At
B
eemEr

B owem

B Appiications

B Protection

@& 1centiy Govemance
et External Identities

2 Leam & support

ToRD x VMSNSXO!

B8 8 »

TOAD S Coverity®:: @ index of git-Features/... ~ Tableau debord-Con... i » [ Autres marque-pages.

Sphere - Accueil [Zeta D stormshield DScrum 0 Lambda

5 Searc resurcesevcas,an o (64 o ——

Home > Groups

22 Groups | All groups x
% Newgroup & Download groups () Refresh 5 Manage view w A7 Got feedback?

© Owiew

2 Al goups \ wwn T Addfiter

2 Delered groups

Searchmode @D Contains

X Dingnose an sohe provlems 1 groupfound

Setings

0 Namer Objectid Groupype er

O 0 ooy

ership type Enail
@ General
@ Epration 2396631506 4ca 9315 0abl9ebG1061  Securty Assigned
© Naming poicy
Aty
2 Prvisge denty Mansgement.

r—
& uditiogs
" Bk operation esuts
Troubeshooting + Support

& Newsupportrequest

[Entrai0] Parameétrage &

@

sns irewallentrald ¢ AUTHENTIFICATION 03 Courrier-PascalBOU... * TOAD S Coverity®:: @ Index of it features/.

Microsoft Entra admin center

A Home
o Wt new

B Diagnose &sole probems
K Favorites

o iy

© Ovenview

R users
.
o
et

15 coues
o
Ao
et s
g s

2 owen

8 Applications

B Protection

[ identity Govemance.

5 External dentities

2 Leam & support

VmsNSxo1E2

jOverviewf B a »

Tableau de bord - Con... # usphere - Accuell (Jzeta (3stormshield [Scrum (3 Lambda % [ Autres marque-pages

® p———

5 Search tesource,sevices, an docs G+1)

o VPNSSL Entra ID users =

@ peere Got tesdacir
© Owniew
X Dingness and sobe problams Ovenview

Manage Bascinformation

11t Propertes

2 Memberg, VPNSSL Entra ID users [
2 ouners

Your descption or tis roup
2 Roles and adminsvators

i admisease s Membershipsype susignes Tl drec members 0
o mensentg: source o = o
Applcatons
e secrty Grouns o
& tienses
J— Osieaid 2330310506 s 3316 abaseneion) Devicet) o
. Gretedon 22025 2080 Ot o
5 Povged deniy Varsgement gy
B wiioss Group membersips ® o Total members
Sk opraton esuts o o o
Viewroup mambesis Vew roupcumes View goup members

Troubleshooting + Support

& Newsupportrequest
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Microsoft Entra admin center

L3

a
*

s
[o}
A

I=

B
&
a
El
&

3/ Dans la vue

<« > C @

[Entrai0] Parameétrage d

dd members - icrosof x [RERESY

c s/ fentra microsoft.com)

sns i ourrer - Pascal BOUL

92b610b1/m:

> Searc rsource,sevices, an docs (G11)

Home > VPNSSLE
Home.
&s VPNSSL Entra ID users | Members
Whats new G
Diagnose & sole problems - s memers T Bulkoperato

0 Owniew

Dirsctmembers Al members

Favotes K Diagnosean o proems
Mansge
dentty ~ i
11 Proerts
0 goup menbers founa
Ovenven 2 Members. o
uses A B owes O rame
g Rme——
Altsers No members have been found
P T—
Deeedusers
# Group menberps
Usrstings
” B Applications
L - % Licenses
Overven Aawe ol assigaments
Aigrous Aty
S 2 Pruteoed ety Managemens

r—
Group sttings

& uditiogs
Deices Y & sukoperaion esuts

Rz Y Troublesnooting + Support
Protection VB Newsupport rquest

Identy Goverance v

Extemal entites v

Learn & support ~

[EntralD] Paramétrage d« < Group: rosoft Entra % TOAD
Q8 =
sns-firewall-entraid ¢~ AUTHENTIFICATION 0 Courrier - Pascal BOU...

Microsoft Entra admin center

Home > Groups

A Home

Add members

© Trychanging oradlng fitr f you donsee whatyoue ocking for.
searcn ©
Tresal found
Al Uses Groups

Devices  Enterorise spplications

Name Tpe oeais

Userone User

Ll

Report FWQualif - entralD /

TOAD S Coverity®:: @ Index of /git-featuresy...

0 Search resources, services, and docs (G+/)

% T © 0
um ©tambda

Selected ()
9 Reset

useri@zetal onmiciosoftcom

VMSNSX01B2085A9@1¢

Tableau de bord - Con...

@ serone
BB ez onmicrozctcon

o @

"Tous les groupes", copier la valeur "ID d'objet" pour renseigner le UID du groupe dans la configuration du SNS.

AUTHENTIFICATION

hitps://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/AllGroups/menuld/allGroups

& vSphere - Accueil [JZeta [Jstormshield [JScrum [JLambda

@

O Copilot

s Groups | All groups

“ Whats new Zeta

Diagnose & solve problems

© Overview
*  Favorites v & Algroups
2 Deleted groups
© iy > X Diagnose and solve problems
@ overview settings
R users A & General
Al users & bxpiration

& Naming policy
Deleted users
Activity
User settings
2 Privileged Identity Management

' Groups ~ ~
= Access reviews
Overview & Auditiogs
| A groups % Bulk operation results
Deleted groups Troubleshooting + Support

Group settings 2 New support request

& Devices v
& Applications v
& Protection v
€21 Identity Governance v
{0 External Identities v
2 Learn & support ~

% New group

L Download groups () Refresh &} Manage view

vpn

Tl Delete

A7 Got feedback?

X | Y Add fitter

searchmode @D Contains

1 group found

Name 7

. VPNSSL Entra ID users

{D Assignement des utilisateurs a I'application

Object Id

8239e€3f-d506-4caa-9316-0abd%eb610b 1]

Group type Membership type

Security Assigned

Email

o @

B a =

[ Autres marque-pages

Via Entreprise applications SNS Connector Properties, il est possible d'autoriser I'acces a I'application a tous les utilisateurs du locataire
ou de limiter son accés a une liste d'utilisateur.
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[EntraID] Paramétrage dr NS Connector - Microsol X [IECIREeTY)) x NS Zeta - Tableau Agile - VMSNSX01B2085A9@10 X AUTHENTIFICATION X [sNs-37546] [pimd] flux x  +

<« C @ O B = httpsi//entra.microsoft.com/#view/Microsoft_AAD_IAM/ManagedAppMenuBlade/~/Properties/objectid/417bcace-e8cb-447b-90fe-60887aed81f0/ap Ra ¥ In @ & B &

sns-firewall-entraid ¢ AUTHENTIFICATION 0z Courrier - Pascal.BOU... - TOAD S Coverity®: (@ Index of /git-features/... ~ Tableau de bord- Con... & vSphere-Accueil [(JZeta [JStormshield [3Scrum [JLambda

Microsoft Entra admin center 0 Search resources, services, and docs (G+/) 0 Copilot

Home > Enterprise applications | All applications > SNS Connector

A Home
SNS Connector | Properties
Diagnose 8 solve problems N Enterprise Ay on
< [i=] [ Delete | A Got feedback?
*  Favorites v { Overview
View and manage application settings for your organization. Editing properties like display information, user sign-in
Deployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
S Identity A~ Administrator roles. Learn more.
# Diagnose and solve problems
@© Ooverview If this application resides in your tenant, you can manage additional properties on the application registration,
Manage
" Enabled for users to sign-in?
R Users Nt Properties ¢
% Groups ~ & Owners IF this option is set to yes, then users and other apps or services must firt be assigned -]
this application before being able to access it
&, Roles and administrators
& Devices v If this option is set o no, then all users will be able to sign in, and other apps and ]
. services will be able to obtain an access token to this service.
2 Users and groups
8  Applications ~

9 singlesign-on This option does not affect whether or not an application appears on My Apps To
show the appiication there, assign an appropriate user or group to the application

| Enterprise appications -

< Provisioning “This option only applies to the following types of applications and services: applications

using SAML, OpenlD Cannect, OAuth 2.0, or W-Federation for user sign-in,

App registrations

Application proxy

Application Proxy applications with Microsoft Entra pi enabled, and
applications or services for which other applications or service are requesting access
£ Protection v C Selfsenice tokens bbb2-d415ddd2a321 o)
ecuriy attribut
v This option has no effect on users’ access to the app when the application is configured
9 imiemE for al\:/)n’ the ather single sign-on modes. " " ? -90fe-608872ed8 10 D ‘
o Security
{0 Extemal ldentities v S
Assignment required? Yes  TED
& Conditional Access
Show more o
8, Permisions sl o users e amd
& Protection v © Tokenencryption Notes
Activity
(2] Identity Goverance v
D Sign-inlogs
B Verified ID ) i Usage & insights
& Auditlogs
.
& Provisioning logs
2 Lean & support A

9= Access reviews

Tenuhlachnntinn & Snnart

Dans le cas ou cette option est positionnée sur Yes, il faut assigner les utilisateurs que I'on souhaite autorisés via Users and groups

S Zeta - Tableau Agile - VMSNSX01B2085A9@10 UTHENTIFICATION NS-37546] [pimd] Flux
<« C @ Q 8 = https;//entra.microsoft.com/#view/Microsoft_AAD_IAM/ManagedAppMenuBlade/~/Usersfobjectid/417bcac6-eBcb-447b-90Fe-60887aed81f0/appld/> % 1¥
sns-firewall-entraid AUTHENTIFICATION  0a Courrier - Pascal.BOU.. # TOAD S Coverity@ © Index of /git-features; Tableau de bord - Co & vSphere - Accueil [(Jzeta [DJsStormshield [JScrum [3JLambda

Microsoft Entra admin center 5 Search resources, services, and docs (G+/)  Copiior g

o Home > Enterprise applications | All applications > SNS Connector
Home
SNS Connector | Users and groups

Enterprise Ay

Diagnose & solve problems ion

« + Add user/grou& E il R O Refresh Manage view A7 Got feedback?
% Favorites v i Overview
Deployment Plan (@) The application will not appear for assigned users within My Apps. Set isible to users?" o yes in properties to enable this

B Identity ~

K Diagnose and solve problems
@ Overview Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Manage
R Users v Properties £ First 200 shown, search all users & groups
£ Groups ~ & Owners

Display name Object type Role assigned

B Devices ~ & Rolesand administrators

£ Ui No application assignments found
@ Applications ~

D Single sign-on

| enterprise appications 3
® Provisioning

App registrations £ Application proxy
B Protection v € selfsenvice
{21 Identity Governance 2 - “
gl Extemal ldentities N Security
& Conditional Access
Show more
i Permissions
& Protection v O Tokenencryption
Activity
Identity Governance v
D Sign-inlogs
B Verified ID o i Usage &insights
@ Auditlogs
& Provisioning logs
2 Learn & support A

= Access reviews

Tenublachnntinn < Snnnrt
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[EntralD] Paramétrage d¢ x Add Assignment - Micros < [IECIREeINY] X NS Zeta - Tableau Agile VMSNSX01B2085A9@10 X AUTHENTIFICATION X N o

« - C o QO B == httpsi//entra.microsoft.com/#view/Microsoft_AAD_IAM/AddAssignmentBlade/objectid/417bcac6-e8cb-447b-90fe-60887aed8 1f0 ® In @ @& B &

sns-firewall-entraid < AUTHENTIFICATION 0z Courrier - Pascal.BOU. = TOAD S Coverity®: @ Indexof /git-features/... ~ Tableau de bord-Con... # vSphere-Accueil [JZeta [JStormshield [JScrum [JLambda

Microsoft Entra admin center 0 Search resources, services, and docs (G+/) © Copitor g

R Home > Enterprise applications | All applications > SNS Cannector | Users and groups >
Home
Add Assignment

Diagnose & solve problems

% Favorites v

A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application.

D Identity ~

@ overview Users,
None Selecte

R Users v &
Select a role

/' Groups ~

5 Devices v

|8  Appications ~

Enterprise applications

App registrations

8 Protection v

(2] Identity Governance v

i External Identities v
Show more

& Protection v

Identity Governance v
! Verified ID ~
2 Leam & support A

NS Zeta - Tableau Agile - % VMSNSX01B2085A9

UTHENTIFICATION x [SNs-37546] [pimd] flux X +

« = C o https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AddAssignmentBlade/objectid/417bcac I @ @

sns-Firewall-entraid ¢ AUTHENTIFICATION 0z Courrier - Pascal.BOU... # TOAD S Coverity®: @ Index of /git-features/... ~ Tableau de bord- Con... & vSphere-Accueil [JZeta [JStormShield [3Scrum [JLambda

Microsoft Entra admin center P Search resources, services, and docs (G+/) ) Copitor JliL

Home > Enterprise applications | All applications > SNS Connector |Users and | Js@rs

Add Assignment

A Home

Diagnose & solve problems

() Try changing or adding fiters if you don't see what you're loaking for. Selected (1)
X Favorites ~ D Reset

A\ Groups are not available for assignment due to your Active Directory plan level. You & Search
the application.

© Identity ~ user one X @  Userone
1 result found BB ser1zetat onmicrosoft com

© overview Users Al Users

None Selected -
R Users v

Select a role
. Name Type Details

Groups v
@  UserOne User user] @zetal onmicrosoft.com

& Devices v
|Q€ Applications ~

Enterprise applications

App registrations

& Protection v

{2 Identity Governance ~

{8 Extenal ldentities v
Show more

& Protection v

Identity Governance ~
B Verified ID v
2 Leamn & support ~

:
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[EntralD] Paramétrage d¢ x Add Assignment - Micros < [IECIREeINY] X NS Zeta - Tableau Agile VMSNSX01B2085A9@10 X AUTHENTIFICATION X N o

« - C o QO B == httpsi//entra.microsoft.com/#view/Microsoft_AAD_IAM/AddAssignmentBlade/objectid/417bcac6-e8cb-447b-90fe-60887aed8 1f0 ® In @ @& B &

sns-firewall-entraid < AUTHENTIFICATION 0z Courrier - Pascal.BOU. = TOAD S Coverity®: @ Indexof /git-features/... ~ Tableau de bord-Con... # vSphere-Accueil [JZeta [JStormshield [JScrum [JLambda

Microsoft Entra admin center 0 Search resources, services, and docs (G+/) © Copitor g

R Home > Enterprise applications | All applications > SNS Cannector | Users and groups >
Home
Add Assignment

Diagnose & solve problems

% Favorites v
Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
Ips g ¥ Ty Pl 9
the application.
D Identity ~
@ overview Users,
1 user selected.
R Users v
Select a role
/' Groups ~
5 Devices v
|8  Appications ~

Enterprise applications

App registrations

8 Protection v

(2] Identity Governance v

{0 Extemal ldentities v
Show more

& Protection v
Identity Governance v

! Verified ID ~

2 Leam & support A

SNS Zeta - Tableau Agile - % VMSNSX01B2085A9@10 X UTHENTIFICATION X [SNS-37546] [pimd] flux 1 X+
« > C o https://entra.microsoft.com/#view/Microsoft_AAD_IAM/Managed AppMenuBlade/~/Usersfobjectid/417bcas 887aed81f0/appld/2 X ¥ In @O @
sns-firewall-entraid ©* AUTHENTIFICATION 0% Courrier - PascalBOU... = TOAD § Coverity®: @ Indexof /git-features/... ~ Tableau de bord-Con... o vsphere-Accueil [JZeta [IStormShield CISerum [JLambda

Microsoft Entra admin center P Search resources, services, and docs (G+/) & Copitor [l

Home > SNS Connector

A Home
SNS Connector | Users and groups

Diagnose & solve problems Enterprise Applicatior
« - Add user/group o () Refresh €53 Manage view A Got feedback?
X Favorites N B Overview
Deployment Plan (® The application will not appear for assigned users within My Apps. Set ‘visible to users? to yes in properties to enable this.
© Identity ~
X Diagnose and solve problems
©  overview Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
Manage
R Users N~ Propertes First 200 shown, search all users & groups
. Groups Vv & Owners § §
Display name Object type Role assigned
B s ~ & Rolesand administrators
O @ User One User Default Access
& 28 Users and groups Pl
Applications ~

D Single sign-on
| Enterprise appications

2 Provisioning

App registrations Application proxy

& Protection v C selfsenice
{2 Identity Governance ~ “ e
{8 External ldentities N Security
& Conditional Access
Show more
e Permissions
& Protection @ Tokenencryption
Activity
Identity Governance ~
D sign-inlogs
B Verified ID o i Usage &insights
& Auditlogs
& Provisioning logs
2 Leam & support ~
9= Access reviews
p . microsoft.com/#blade/Microsoft_AAD_U: dTenants/UserPr 10/6¢594910-cb14-4F5F-9d: fs8a7c

@ 11 est possible d'assigner les utilisateurs a 'application via leur groupe de sécurité, mais cette option est soumis & abonnement P1.

Configuration du SNS

Configuration de la méthode OIDC pour EntralD

Pour cela il faut recopier les éléments suivants de la configuration d'EntralD (vue d'ensemble, voir étapes précédentes) :
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® TenantID : ID de lI'annuaire (locataire)
= ClientID : ID d'application (client)
= ClientSecret : Présent comme "Secrets client”

Mettre a jour le profil d'authentification OIDC

Dans l'interface d'administration Web, aller dans le panneau 'Authentification’.
Dans le menu 'Activer une méthode', choisir 'OIDC / Entra ID'

Recopier les éléments de la configuration d'EntralD dans l'assistant.

!\ Passer a la configuration des URLs de redirection avant de terminer I'assistant.

@ Le parameétre "IssuerlD" sera construit tel que : "https://login.microsoftonline.com/$TENANTID/v2.0"

Les URL de redirection sont construites a partir de la configuration du Portail Captif (Systéme/Configuration -> Configuration générale ->
Configuration avancée -> Portail captif)

Configuration des URL de redirection dans EntralD

Renseigner dans I'application SNS Connector, les URI de redirection souhaitée a partir de celles
proposées

1/ Mettre a jour 'URI de redirection déja présente

(G EETEEEN BN & SNs Connector - Microso! % [ESR{elv) X Report FWQualif - entralD / - X VMSNSX01B2085A9@10 %

<« 2> C @ QO A & hitps;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/2f2a690F-32d4-4629-bbb2-d415¢ Xa vy 9 Ihn @ @ B a

sns-firewall-entraid ¢ AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableau de bord-Con... & vSphere-Accueil (JZeta [JStormshield CIScrum [JLambda [ Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiiot g

Home > App registrations > SNS Connector

A Home
3 SNS Connector | Authentication = X
¥ Whats new
Diagnose & solve prablems P Se « A Got feedback?
i# Overview
i v .
i i & Quickstart Platform configurations
° § A Integration assisant Depending on the platform or device this application is targeting, additional configuration may be required such as
Ly Yo eome o redirect URIs, specific authentication settings, or fields specific to the platform.
iagnose and solve problems
@ Overview { Add a platform
Manage
A Users ~
B Branding & properties
. Groups V' 3 authentication Web Quickstart  Docsc?  [il]
Redirect URIs
B Devices v Certificates & secrets
The URIs we will accept as destinations when retuming authentication respanses (tokens) after successfully authenticating or signing out users. The redirect
B Applications A Il Token configuration URI you send in the request to the login server should match one listed here. Also referred to as reply URLS. Learn more about Redirect URIs and their

restrictions
- APl permissions
Enterprise applications

& Expose an API [ https://vpnssl mycompagny.com T @
App registrations
| Aep oo B Approles Add URI
& Protection N~z Owners
21 Identity Governance /& Roles and administrators
Front-channel logout URL
o y Bl Manifest
17 External Identities v This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
work correct
o Semmm Support + Troubleshooting v
. e.g. hitpsy/example.com/logout -
& New support request
2 .
0 baeEE ~ Implicit grant and hybrid flows
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
(3} Identity Governance v doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Leam more about
tokens.
B \asifiadin v
- Select the tokens you would like to be issed by the authorization endpoint
2 Learn & support A~
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https://login.microsoftonline.com/$TENANTID/v2.0

(EEER LRIV EEEE & SN Connector - Microsol X TOAD X Report FwQuali x VMSNSX01B2085A9@1¢

<« C @ QO B8 == https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/2f2a690F-32d4-4629-bbb2-d415¢ Ra ¥ o @ B & » =

sns-firewall-entraid <+ AUTHENTIFICATION 0@ Courrier - Pascal. BOU. TOAD S Coverity®:: @Index of /git-featuresf... ~ Tableau debord-Con... # vSphere - Accueil [JZeta [JStormshield [JScrum [3JLambda » [ Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior [

Home > App registrations > SNS Connector

A Home
3 SNS Connector | Authentication = X
“  What's new
Diagnose & solve problems ) Se: < & Got feedback?
i# Overview
i v ) .
PO & Quickstart Platform configurations
~ § ~ Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
Ly Yo eone ooy redirect URIs, specific authentication settings, or fields specific to the platform.
iagnose and solve problems
@ Overview { Add a platform
Manage
R Users ~
B3 Branding & properties
. Groups Y~ D Authentication Web Quidstart - cosf (i)
Redirect URIs
B Devices v Certificates & secrets
The URIs we will accept as destinations when retuming authentication respanses (tokens) after successfully authenticating or signing out users. The redirect
& Applications ~ 1l Token configuration URI you send in the request to the login server should match one lsted here. Also referred to as reply URLs. Learn more about Redirect URls and their
5 APl permissions restrictions g @ Must be unique
(o e i @ Less than 256 characters in length
& Expose an API [[https2//vpnsstmycompagny.com/ath/v1/oidc/token/ssivpn 7] @ Does not contain widcard characters
| App registrations @ Must start with "HTTPS or “httpy/Alocalhost”
Approles Add URI @ Must be a valid URL
& Protection V& Owners
21 Identity Governance & Roles and administrators
Front-channel logout URL
o y Bl Manifest
17 External Identities v This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
r correct)
e Support + Troubleshooting work comectly
2N . X e.g. hitpsy/example.com/logaut -
2 Newsupport request
& Protection v

implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

Identity Governance v doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens, Leam more about
tokens.
2 \asifiad In v

Select the tokens you would like to be issued by the authorization endpoint:

bo

Learn & support ~

.

2/ Ajouter si nécessaire I'URI de redirection pour autoriser l'authentification via le portal captif du SNS

(EEED LU EERE & SN Connector - Microsol X TOAD X Report FWQualif- entraiD / VMSNSX01B2085A9@1C

<« C @ Q B8 = https;//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/2f2a690f-32d4-4629-bbb2-d415¢ Ra ¥ o @ B & » =
sns-firewall-entraid <+ AUTHENTIFICATION 0@ Courrier - Pascal. BOU. TOAD S Coverity®:: @Index of /git-featuresf... ~ Tableau debord-Con... # vSphere - Accueil [JZeta [JStormshield [JScrum [3JLambda > [J Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior g

Home > App registrations > SNS Connector

A Home o
_:D SNS Connector | Authentication = X
“ What's new
Diagnose & solve problems O S < & Got feedback?
B Overview
i v N
= & Quickstart Platform configurations
A ) ~ Integration assistant Depending on the platform or device this application is targeting, additional configuration may be reqired such as
Ly Yo eone ooy redirect URIs, specific authentication settings, or fields specific to the platform.
fagnose and solve problems
@ ovenview { Add a platform
Manage
8 Users ~
B Branding & properties
. Groups Y~ 9 Authentication Web Quidstart - cosf (i)
Redirect URIs
B Devices v Certficates & secrets
The URIs we will accept as destinations when returning authentication responses (tokens) after successiully authenticating or signing out users. The redirect
B Aplications A~ Il Token configuration URIyou send in the request to the login server should match one listed here. Alsa referred to as reply URLS. Leam more about Redirect URIs and their

restrictions
- AP permissions
Enterprise applications

& Expose an API p: /oidc/token/sslvpn W
App registrations
I 2op App roles Add i8I
& Protection N~ & Owners
&) Identity Governance \ & Roles and administrators
Front-channel logout URL
o y Bl Manifest
{7 External Identities v This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
work correct
S Support + Troubleshooting v
. [ eg. nttpsi//example.com/iogout %
& New support request
2 .
) beER ™ Implicit grant and hybrid flows
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
(3 Identity Governance v doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens
For ASP.NET Core web apps and other web apps that use hybrid authentication, select anly ID tokens, Leam more about
tokens.
B vaifiad In v
, Select the tokens you would like to be issued by the authorization endpoint
2 Learn & support ~

https://entra.microsoft.com/s
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(HEEDEZTEEEN IR & SNs Connector - Microsol X TOAD X Report FWQualif - entralD / - VMSNSX01B2085A9@10 %

<« C @ O B == hitps//entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/2f2a690F-32d4-4629-bbb2-d415¢ %a €% n B @ B &

sns-firewall-entraid * AUTHENTIFICATION 0 Courrier- PascalBOU... = TOAD S Coverity®:: @ Index of /git-features/... ~ Tableaude bord-Con... & vSphere-Accueil (JZeta [JStormshield CIScrum [JLambda » [ Autres marque-pages

Microsoft Entra admin center 5 Search resources, services, and docs (G+/) o Copiior g

- Home > App registrations > SNS Connector
Home

5) SNS Connector | Authentication = X

“  What's new

i# Overview
i v ) .
PO & Quickstart Platform configurations
° § A Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
Ly redirect URIs, specific authentication settings, or fields specific to the platform.
X Diagnose and solve problems
@ Overview { Add a platform
Manage
8 Users ~
B3 Branding & properties
. Groups Y~ D Authentication Web Quidstart - cosf (i)
Redirect URIs
B Devices v Certificates & secrets
The URIs we will accept as destinations when retuming authentication respanses (tokens) after successfully authenticating or signing out users. The redirect
B Avplications ~ 1l Token configuration URI you send in the request to the login server should match one lsted here. Also referred to as reply URLs. Learn more about Redirect URls and their
restrictions
5 API permissions
Enterprise applications o @ Must be unique
D token/sshvpn
& Expose an API v @ Less than 256 characters in length
| App registrations 5 Approles https://vpnssl.mycompany.com/auth/v1/oidc/token/portal v \ @ Does not contain wildcard characters
& o @ Must start with "HTTPS or “httpy/Alocalhost”
Protection 2 Owners Add URI @ Must be a valid URL
21 Identity Governance & Roles and administrators
o y Bl Manifest
P External Identities ~ Front-channel logout URL
- Showmore Support + Troubleshooting This is where we send a request to have the application clear the user's session data. This is required for single sign-out ta.
- work correctl.
& New support request
2 Protecti o e.g. hitpsy/example.com/logaut -
& Protection
Implicit grant and hybrid flows
(8] Identity Governance v
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and ID tokens
B vosifiad In v For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens, Leam more about
tokens.
2 Learn & support ~

https://entra.microsoft.com/#blade/Microsoft_AAD_IAM/EntraDashboard.ReactView
3/ Sur cette méme page, en profiter pour vérifier les configurations suivantes :
® S'assurer que les options "Access tokens (used for implicit flows)" et "ID tokens (used for implicit and hybrid flows)" ne sont pas cochées
afin de garantir que I'application n'utilise ni le flux implicite ni le flux hybride, conformément aux bonnes pratiques de sécurité.
® |’'option "Accounts in this organizational directory only (Single tenant)" doit étre sélectionnée. Les autres options n'ayant pas fait I'objet de
tests internes, leur fonctionnement ne peut étre garanti et elles ne sont pas officiellement supportées.

® | 'application utilise des redirect URI et ne repose pas sur des flux de type public client. L’option "Allow public client flows" doit donc étre définie
sur "No".

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (5PA) and
doesn't use the authorization code flow, or if it invokes a web APl via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

|:| Access tokens {used for implicit flows)
|:| ID tokens (used for implicit and hybrid flows)
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Supported account types

Whao can use this application or access this API?

@ Accounts in this organizational directory only (Zetal enly - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsaft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: (" Yes ]

= App collects plaintext password (Resource Owner Password Credential Flow) Learn more !
= No keyboard (Device Code Flow) Learn more]
= 550 for domain-joined Windows (Windows Integrated Auth How) Learn moref

Vérifier de nouveau la configuration du SNS

Si toutes les URI de redirection listées par SNS ont été renseignées dans I'application SNS Connector coté EntralD alors plus aucun warning ne sera
affiché et la configuration sera considérée comme valide.

%\ Terminer I'assistant de configuration
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A& UTILISATEURS / AUTHENTIFICATION

METHODES DISPONIBLES POLITIQUE DAUTHENTIFICATION PORTAIL CAPTIF PROFILS DU PORTAIL CAPTIF

+ Activer une méthode ~ X Désactiver OpenlD Connect / Microsoft EntralD

Méthode

@ Loap Domain stormshield.onmicrosoft.com

31 S5L Fill in informations about SNS application of your Microsoft Entra ID tenant :

M RADIUS Service URL (Issuer ID) https://login.microsoftenline.com/04c72059-b1c8-4061-bt
Invités Application ID (Client) 2123690f-32d4-4529-bbb2-d415ddd2a321

[23] Comptes temporaires

5 Parrainage Client secret S .
[z Agents TS URL of services

g~ 0IDC / Microsoft EntralD
Copy and fill in the following URL in SNS application of your Microsoft Entra ID tenant

Captive portal https://10.2.10.32/auth/v1/oidc/token/portal
https://10.2.10.32/auth/v1/oidc/token/portal

SSL VPN portal https://10.2.10.32/auth/v1/oidc/token/sslvpn
https://10.2.10.32/auth/v1/oidc/token/sslvpn

Web administration https://openvpnserver.com/auth/.. [#

@ URLs related to the Captive portal and SSL VPN portal are generated from the Systéme /
Configuration module (advanced properties).

Force re-authentication if Entra ID session exceeds this duration :

Maximum duration 1 - Dayls) O - Hour(s)

TEST CONFIGURATION

Importation des groupes de sécurité d'EntralD
1/ Création d'un groupe OIDC correspondant aux utilisateurs du VPNSSL
Se rendre dans le panneau 'Utilisateurs' et I'onglet 'ENTRA ID'
Ajouter un groupe de sécurité et appliquer la configuration
Exemple :

® Name="VPNSSL EntralD Users"

® UID="8239ee3f-d506-4caa-9316-0abd9eb610b1"

® Description="Your description for this group"

= UTILISATEURS / UTILISATEURS
[TAB-TITLELLDAP [TAB-TITLE]:ENTRA ID

MICROSOFT ENTRAID (STORMSHIELD.ONMICROSOFT.COM)
#, Configure auth method

Q Entrer un filtre. SelectAll | + Add - X Supprimer # Edit | ® Verifier futilisation | % Import security aroups
Security groups / Application roles T vid Description
& Security groups (1)
82392e3f d506-4caz-9316-0abadens10b1 Your description for this group

2, VPNSSL EntralD Users

B Application roles (4)
User with administrator credentials, granted via 0IDC claims

£% Administrators SNS.Config.All Write

£ Auditors SN Config All Read User allowed to read configuration, granted via GIDC claims
#% Sponsors. SNS.Sponsor Sponsor users, granted via OIDC claims

4 VPNSSL users SNS.VPNSSL Users with VPNSSL access, granted via 0IDC claims

Configuration du groupe de sécurité dans les UAC pour autoriser le VPNSSL

Création d'une régle d'authentification

La regle d'authentification doit porter sur les interfaces "out" pour permettre I'accés au portail captif, mais également "sslvpn" pour autoriser la monter des
tunnels VPNSSL pour ce type d'utilisateur.

Panneau "Authentification”, onglet "Politique d'authentification” pour créer une régle portant sur la méthode OIDC et appliquer la configuration.
Exemple :

® Action = Autoriser
® Source = "any@any"
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® |Interface = "out, sslvpn"
® Méthode = OIDC

& UTILISATEURS / AUTHENTIFICATION

METHODES DISPONIBLES POLITIQUE D'AUTHENTIFICATION PORTAIL CAPTIF PROFILS DU PORTAIL CAPTIF

+ Nouvellerégle ~ X Supprimer | T Monter  § Descendre | {# Couper [# Copier %) Coller
Etat Action Source Méthedes (évaluées par ordre) Mot de passe 4 usage unique
- X 8  Any user @any| M out
2
1 @D Activé © Autoriser = o~ oioc /A

Création d'une régle d'acces

Panneau "Droits d'acces", onglet "Acceés détaillé" pour valider ou rééditer la régle autorisant les accés au VPNSSL.

Exemple :

® Utilisateur = "VPNSSL EntralD Users"
® Domaine = stormshield.onmicrosoft.com
® VPN SSL = Autoriser

2 UTILISATEURS / DROITS D'ACCES

ACCES PAR DEFAUT ACCES DETAILLE

=+ Ajouter X Supprimer | T Monter 4 Descendre
IPSEC VPM S5L Parrainage
& Interdire

Etat Uilisateur - groupe dutilisateurs

1 @D Activé A= WPNSSL EntralD Users@stormshield.onmicrosoft.com & Interdire € Autoriser

Utilisation du client VPN SSL 5.1

Commentaire

Description

Lors de la configuration de la passerelle (en connexion directe ou en tant que connexion enregistrée), en mode "Stormshield", cochez la case "Se

connecter avec l'authentification unique”

@ Le champ Serveur doit nécessairement renseigner le FQDN du SNS qui correspond a I'URL de redirection préalablement configurée dans le

SNS et EntralD.

En particulier, renseigner directement une adresse IP du SNS retournera une erreur "interne".
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+ Ajouter une nouvelle connexion

Mode Stormshield Import de fichier OVPN

Mom *
EntralD SNY
Serveur * Port =
snevh stormshield.eu 443
Description

Authentification
Se connecter avec lauthentification unigue
Options de connexion

[:] Se connecter automatiguementiy

I"""- -‘l“l
| Annuler | [T
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