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Getting started
Products concerned: SNS 5.x

In response to the application of a filter policy (filter and NAT rules), these rules are reloaded
and connections are reassessed, either in synchronous or asynchronous mode.

Synchronous reloading is the default mode. When a filter policy is applied, connections are
immediately reassessed to ensure compliance. The duration of this operation varies by the
number of connections found in the status table of the intrusion prevention system, and by the
number of filter rules found in the applied policy. The operation may last as quickly as a few
milliseconds. During this time, no traffic can pass through the firewall.

The administrator has to enable asynchronous reloading. This means that when a filter policy is
applied, TCP and UDP connections are not reassessed immediately, but on the next time they
are used. This spreads out the workload of the intrusion prevention system over time. You can
choose to enable asynchronous reloading if your network connection is slow or unstable when
a filter policy is applied (particularly if the policy includes FQDN objects).

This technical note describes how the asynchronous reloading of filter and NAT rules works, and
how to implement it.
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How it works
Asynchronous reloading distributes the workload of the intrusion prevention system over time,
and speeds up the application of a new filter policy (filter and NAT rules).

Asynchronous reloading supports most filter policy change operations such as:

l Administrator manually changing the filter policy,
l Automatic application of filter policies after an object database has been updated,

especially when FQDN objects are used,
l Automatic reapplication of filter policies after the time has been changed, when time

objects are used.

Asynchronous reloading is ignored when:

l Traffic is reassessed: Ethernet connections, IPState connection table (GRE, ESP protocols,
etc.), SCTP association,

l The filter policy is changed due to a change in the network configuration,
l A configuration is restored,
l Connections on the passive firewall are reassessed after the configuration is synchronized

in a high availability (HA) cluster.

Asynchronous reloading does not apply to configurations that are deployed by the SMC server
on firewalls. For more information, see the section Deploying a configuration on firewalls in the
SMC administration guide.
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Enabling asynchronous mode
Before activating this feature, we recommend customizing the idle timeout for TCP/UDP
connections, in order to monitor the persistence of asynchronous connections.

To do so, go to the section Monitoring the persistence of asynchronous connections in this
technical note.

From the CLI console (Configuration > System > CLI Console):

1. Enable asynchronous mode by running the following command:
CONFIG SECURITYINSPECTION COMMON STATEFUL AsyncReload=1

2. Apply the configuration by running the following command:
CONFIG SECURITYINSPECTION ACTIVATE

These commands are explained in detail in the CONFIG SECURITYINSPECTION menu of the
CLI SERVERD Commands Reference Guide.
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Monitoring the persistence of asynchronous
connections

When a filter policy is applied while asynchronous reloading is enabled, TCP/UDP connections
will switch to asynchronous mode. They remain in this mode until they are reassessed.

TCP/UDP connections are reassessed in three cases:

l Receiving or sending a packet for the connection. The connection will then revert to
synchronous mode.

l Connection idle timeout: this timeout can be customized for TCP/UDP connections to suit
your architecture and requirements. We recommend that you customize this duration
before enabling asynchronous reloading. However, it can also be done when asynchronous
reloading is enabled.

l Manual reassessment: you can launch the immediate reassessment of all TCP/UDP
connections, which will then revert to synchronous mode.

First case: receiving or sending a packet for the connection

In this case, the connection is reassessed and reverts to synchronous mode if the new active
policy still allows it. If it is no longer allowed, it will be deleted.

Second case: connection idle timeout reached

In this case, the connection will be deleted because it has reached its idle timeout.

You can customize the idle timeout for TCP/UDP connections. We recommend that you adapt
this duration to your needs and architecture before enabling the feature.

To customize the connection idle timeout:

1. Go to Configuration > Application protection > Protocols > IP protocols > TCP-UDP.

2. In the Timeout (seconds) field, adjust the connection idle timeout value:
l TCP connection: default value: 3600 seconds (1800 seconds for example),
l UDP session: default value: 120 seconds (you can keep this value for example).

Third case: manual reassessment of connections

You can launch the manual reassessment of all TCP/UDP connections. In this case, they will be
immediately reassessed against the active filter policy, and retained or deleted according to the
rules defined in the new policy.

To launch the reassessment of all TCP/UDP connections, from the CLI console (Configuration >
System > CLI Console), run the following command:

CONFIG FILTER RELOAD
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Monitoring the use of asynchronous reloading
In asynchronous reloading, when a filter policy is applied, some TCP/UDP connections may
appear to have no filter or NAT rules. This is a transitional state. When a new packet is received
or sent for the connection, the intrusion prevention system reassesses the connection against
the active filter policy. If it is still allowed, it will be retained, and its filter and NAT rules are
updated. Otherwise, the connection will be deleted.

This section describes the elements that can be monitored when asynchronous reloading is
used.

Dashboard

When asynchronous reloading is enabled, an information message appears in the Messages
widget of the Monitoring > Dashboard module.

SNS firewall audit logs

Go to Monitoring > Logs - Audit logs > System events:

l A system event is displayed when asynchronous reloading is enabled or disabled,

l The reloading message in a filter policy specifies the filter policy in question, the duration of
the reload, and whether it occurred while asynchronous reloading was enabled (in which
case it will be tagged as asynchronous reload) or disabled (in which case it is tagged only
as reload).
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Monitoring connections

In Monitoring > Monitoring > Connections, connections in asynchronous mode are tagged with

the icon in the Asynchronous reload column.

You can choose to display only connections in asynchronous mode. To do so, click on Filter,
then check the View all connections related to asynchronous reloading criterion.
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Further reading
Additional information and responses to questions you may have are available in the
Stormshield knowledge base (authentication required).
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