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Getting started

The SNS 5.1 version includes support for IKEv2 tunnels with certificate-based authentication
based on the EAP-TLS protocol used in particular by the native Microsoft Windows VPN client.

Requirements

* The user accounts used for the IPsec VPN must be stored in an LDAP directory defined on
the SNS firewall (internal directory in this document). The process of creating an LDAP

directory (internal or external) is described in the Directories configuration section in the
SNS User Guide.

* An email address must be defined for each user present in the directory in order to identify
them when establishing an IPsec tunnel. Indeed, this email address will be compared to the
one in the certificate presented by the user.

Limitations

The EAP-TLS authentication method:
¢ Can only be used in mobile policies,
» Not compatible with Restricted Broadcast (DR) mode.

Definitions and terminology

EAP-TLS (Extensible Authentication Protocol — TLS): TLS-based authentication protocol defined
by RFC5216. It allows peers to authenticate each other by certificate. This method is called
“Smartcard or other certificate (EAP-TLS)” in Microsoft Windows.
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Generating mobile peer identities

This section covers the creation of mobile user identities.

It assumes that the reference directory for the IPsec VPN, the firewall's internal LDAP directory
in this example.

External PKls

In the certification authority (CA) that manages the identities of IPsec mobile peers:
1. Generate the identities of all IPsec mobile peers.
2. Generate the identity of the firewall for the IPsec VPN.

3. Export these identities (certificate + private key) as well as the CA certificate. It is best to
export these items as .p12 containers.

4. Import the CA certificate and the identity of each user to their workstation.
5. Import the CA certificate into the internal PKI of the SNS firewall.
6. Import the SNS firewall identity into its internal PKI.

Internal PKIs (PKIs on an SNS firewall)

If the CA that manages the identities of mobile peers does not exist and has to be
created

1. Go to Configuration > Objects > Certificates and PKI.

2. Click on Add

3. Select Root authority or Sub-authority if this CA is under a root CA in your PKI.
A wizard will automatically appear.

4. EnteraCN. In this example: CA-EAP-TLS.

The Identifier will automatically be filled in with the name of the CA. This name can be
changed.

5. Enter the Certificate authority attributes:
* Organization (0],
* Organizational Unit (0U],
* City (L),
e State (ST),
e Country (C).

(4" EXAMPLE

Organization (0): Stormshield
Organizational unit (OU): Documentation
Locality (L): Lille

State (ST): Nord

Country (C): France.

6. Click on Next.
7. Inputthese data then confirm the Password that protects the CA.
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8. You can enter a contact Mail email address for this CA.

9. The default Validity suggested is 3650 days (recommended value].
This value can be changed.

10. Key type: SECP or BRAINPOOL key types are recommended.

11. Select the Key size (bits).

12. Click on Next.

13. Certificate CRL distribution points: add the URIs of the CRL distribution points.

14. Click twice on Next.
A summary of the information on the CA will be shown.

15. Confirm by clicking on Finish.

Export the CA certificate in PEM format

1. Select the CA created earlier. In this example: CA-EAP-TLS.
2. Click on Download.

3. Select Certificate, then the PEM export format.
A message will give you the download link.

Create the firewall identity for the IPsec VPN if needed

The certificate associated with this identity will be presented by the SNS firewall during the
tunnel negotiation (phase 1).

If the identity of the firewall used for the IPsec VPN does not yet exist:

1. Go to Configuration > Objects > Certificates and PKI.

2. Selectthe CA used for the IPsec VPN. In this example: CA-EAP-TLS.
3. Click on Add and select Server identity.
4

. In the Fully Qualified Domain Name (FQDN] field, enter the name for the firewall identity. In
this example: FW-EAPTLS.stormshield.eu.
The ID will automatically be filled in with the name of the peer. This name can be changed.

Click on Next.

Enter the password of the CA that signs this identity.

Click on Next.

Select a Validity duration in days (365 days suggested by default).

Select the Key type: BRAINPOOL or SECP key types are recommended.

10. Select a Key Size and click Next.

11. Add an alias corresponding to the firewall’s simple name. In this example: FW-EAPTLS.

12. Click on Next.
A summary of the identity will appear.

w oo N O ;

13. Click on Finish to confirm the creation of this user identity.

Creating the identity of each peer

1. Go to Configuration > Objects > Certificates and PKI.
2. Selectthe CA used for the IPsec VPN. In this example: CA-EAP-TLS.
3. Click on Add and select User identity.
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In the CN field, enter the peer’'s email address defined in the directory for this user.
In this example: john.doe@stormshield.eu.

© nNotE
This email address must be the same as that of the user account used for the EAP-TLS
method (internal directory in this example).

Enter an Identifier for this user. In this example: john.doe.

. In the Mail field, enter the peer's email address defined in the directory for this user. It must

be identical to the one entered for the CN. In this example: john.doe@stormshield.eu.

7. Click on Next.
8. Enter the password of the CA that signs this identity.
9. Click on Next.

10.
11.
12.
13.

14.

Select a Validity duration in days (365 days suggested by default).
Select the Key type: BRAINPOOL or SECP key types are recommended.
Select a Key size.

Click on Next.
A summary of the identity will appear.

Click on Finish to confirm the creation of this user identity.

Repeat this process for each mobile peer.

Exporting the identity of each peer

N oG~ wN e

Go to Configuration > Objects > Certificates and PKI.

Select the user ID to export.

Click on Download: select Identity then as P12 file.

In the Enter the password field: create a password that will be used to protect the P12 file.
Confirm this password.

Click on Download certificate (P12).

Save this file in P12 format on your workstation.
This file must be imported on the user's workstation when configuring their tunnel in the
IPsec client.

Repeat this process to export the identity of each mobile peer.

Deleting the private keys of peer identities on the firewall (recommended)

Once the P12 file has been to imported on the peer's workstation, you are strongly advised to
delete the private key of this peer's identity.

1.
2.
3.

Go to Configuration > Objects > Certificates and PKI.
Select the identity of the peer whose private key you wish to delete.

Click on Actions: select Remove private key.
The private key will then be immediately deleted.

Repeat this process for each affected peer.
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Create mobile users and their membership group
for the IPsec VPN

The suggested method consists of creating a group that contains all the mobile users allowed to
set up IPsec VPN tunnels, then assigning the appropriate privilege to this group.

This section assumes that the LDAP directory containing the users is configured and
operational. If you need to create an internal LDAP directory on the firewall, refer to the section
Creating an internal LDAP in the SNS v5 User Manual.

© NortE

If you are using an external directory, users must have been created there beforehand and this
directory must be defined on the SNS firewall.

In this case, go directly to the Creating a group that contains all the users allowed to set up IPsec
VPN tunnels.

Create a mobile user in the firewall’'s internal directory

Go to to Configuration > Users > Users and Groups:

1. Click Add user and select the directory to which you want to add the user. In this example:
internal LDAP directory corresponding to the stormshield.eu domain.

n

In the ID (login), enter the user’s login in the form firstname.lastname. In this example:
john.doe..

Enter the user's Name. In this example: eaptls.

Enter the user’s First name. In this example: user1.

Enter the user's Email address. In this example: john.doe@stormshield.eu..
Enter and confirm a User password.

Click on Next then on Finish.

N ok~ w

Create the other mobile users to connect to the IPsec VPN by following steps 1-7 again.

Creating a group that contains all the users allowed to set up IPsec VPN tunnels

© NoTE

For an external directory, such groups must be created directly on one of the workstations that
hosts the directory.

Create the group and associate an initial member with it

Go to to Configuration > Users > Users and Groups:

1. Click Add group and select the directory in which this group will be created. In this example:
internal LDAP directory corresponding to the stormshield.eu domain.

2. Inthe Group name field, enter a representative name. In this example: EAP-TLS VPN Users.
You can add a Description.
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3. Inthe Initial member field, select the previously created user. In this example:
john.doe@stormshield.eu.@stormshield.eu.

4. Click on Create.

Adding users to the group authorized to set up an IPsec VPN tunnel

Go to to Configuration > Users > Users and Groups:

1. Onthe left side of the screen, select the group. In this example: EAP-TLS VPN Users.
The properties of the group and the list of its members are displayed on the right-hand side
of the screen.

2. Inthe List of group members, click on Add.
3. Selectthe desired user and click Apply.

4. Once all users have been added to the group, click the Apply button at the bottom of the
group properties.
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Allowing mobile users to set up IPsec VPN tunnels

In Configuration > Users > Access privileges > Detailed access tab:
1. Click on Add.

2. In the Domain name field, select the directory (domain) of users authorized to set up IPsec
tunnels. In this example: stormshield.eu.

3. Inthe User — Group field: select the user group from the list. In this example: EAP-TLS VPN
Users.

4. Click on Apply.
A row will be added to the grid.

5. Click on the cell in this row in the IPsec column and select Allow.
6. Double-click on the cell in this row in the Status column to show the status Enabled.
7. Click on Apply then on Save.

The users in this group are now allowed to set up IPsec tunnels:

2 USERS/ACCESS PRIVILEGES
DEFAULT ACCESS DETAILED ACCESS

+ Add X Delete | + Up & Down
Status User - user group IPSEC SSLVPN Sponsorship

1 @& Enabled Az, EAP-TLS VPN Users@stormshisld.eu © Allow @ Elock @ Elock

Page 11/27 | sns-en-IKEv2 Mobile IPsec VPN EAP TLS Authentication Technical Note - 07/30/2026 e,

D Y



‘Al SNS - TECHNICAL NOTE
STORMSHIELD IKEV2 MOBILE IPSEC VPN - EAP-TLS AUTHENTICATION

Creating an authentication policy

Set LDAP as the authentication method for mobile users

Go to the Configuration > Users > Authentication > Authentication policy tab.
Add an authentication rule:

1. Click on New rule and select Standard rule.
A rule configuration window opens.

In the menu on the left side of this window, click on Action.
In the Action to apply for this rule field, select Allow.
In the menu on the left, click on User.

u s whN

In the Domain name field, select the directory (domain) of users authorized to set up IPsec
tunnels. In this example: stormshield.eu.

6. In the User - Group field, select the group created earlier (Mobile Users in the example).
Example: EAP-TLS VPN Users..

7. Inthe menu on the left, click on Source.

8. Click Add an interface and select the interface that mobile users are connecting to. Example:
out.

9. Inthe menu on the left, select Authentication methods.
10. Select the row in the grid that contains the Default method and click on Remove.
11. Click on Enable a method and select LDAP.
12. Click on OK.

13. Double-click on the cell corresponding to the Status column to enable this rule.
Its status will switch to Enabled.

14. Click on Apply then on Save.
The authentication rule configured is:

2. USERS /[ AUTHENTICATION

AVAILABLE METHODS AUTHENTICATION POLICY CAPTIVE PORTAL CAPTIVE PORTAL PROFILES

+ Newmle v X Delete | t 4 Down | i# Cut [# Copy ¥ Paste
Status Action Source Methods (assess by order) One-time password

1 &0 Enabled © Allow 2, EAP-TLS VPN Users @stormshield.eu| s out £zl LDaP ]
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Implementing a mobile IPsec configuration

In this document, mobile users set up tunnels with an IP address that was obtained
automatically by their VPN client from the firewall (config mode).

@) IMPORTANT

By default, when a tunnel is established with the native Microsoft Windows client, the virtual
address of the VPN interface overrides the default route of the client workstation. The entire
network traffic of the workstation then uses the IPsec tunnel. This behavior is called full-
tunneling. It is recommended to maintain this behavior for safety reasons.

Creating objects for network resources that are accessible to mobile peers
This section proposes to create an object representing the resources accessible through the
IPsec tunnel that will be used in the filtering policy.

This object can be:

* Ahost: to allow access to a single host through the IPsec tunnel,

* A network: to allow access to a single protected network on the firewall through the IPsec
tunnel,

* Ahost/network group: to allow access to a group of hosts and/or protected networks
through the IPsec tunnel.

In Configuration > Objects > Network:

Click on Add.

Select the object type (Host, Network or Group).

Enter a Name for this object. In this example: IKEvZ2-EAPTLS-GRP-DST.
Depending on the object type:

* Machine: Fill in the IPv4 address field,

* Network: Fill in the Network IP address field in the form network / mask (Example:
192.168.1.0/24 ou 192.168.1.0/255.255.255.0),

* Group: select the objects (hosts and/or networks) to include in the group.
5. Click on Create.

> w e

Defining a network object that contains IP addresses assigned to mobile peers

The network assigned to clients must not already be known to the firewall.
To do this, it must not be:
e Adirectly connected network,
* A network known through routing,
* Anetwork involved in the configuration of another IPsec tunnel.
In Configuration > Objects > Network:
1. Click on Add.
2. Select Network.
3. Enter a Name for this object. In this example: IKEvZ EAPTLS Clients Network.
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4. Enter the Network IP address field in the form of a network/mask.
This network must contain at least as many IP addresses as users likely to connect
simultaneously to the IPsec VPN tunnel.
Examples:
192.168.9.0/24 or 192.168.9.0/255.255.255.0: 256 addresses therefore 256 .
192.168.9.0/24 or 192.168.9.0/255.255.255.0: 512 addresses, therefore 512 .

5. Click on Create.

Create IPsec mobile peers

Microsoft Windows uses outdated encryption algorithms by default: these will be modified on
workstations by following the procedure described in the section Edit encryption algorithms on
client workstations in order to match the settings of the StrongEncryption profiles of the SNS
firewall used in this document.

These parameters are as follows for phases 1 (IKE] and 2 (IPsec]:
* Encryption algorithm: AES256-GCM,

* Hash: SHA256,

* DH group: DH19 NIST Elliptic Curve Group.

Create the IPsec profile

In the module Configuration > VPN > IPsec VPN, Peers tab.

Click on Add.

Select Mobile Client.

Name your mobile configuration. In this example: mobile IKEvZ EAPTLS.

Select IKEv2 for the IKE version field.

Select the Strong€Encryption IKE profile.

Click on Next.

For Authentication Type, select EAP-Transport Layer Security (TLS), then click Next.

In the Certificate to present field, select the certificate presented by the firewall to set up
tunnels with these mobile peers. In this example: FW-EAPTLS.stormshield.eu.

© NGk wWwNRE

9. Click on Next then confirm by clicking on Finish.
10. Click on Apply then on Save.
11. Click on Yes, activate the policy.
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The profile configured for IPsec mobile peers is therefore:

ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION ENCRYPTION PROFILES

Q Enter afilter + Add + = Actions
MOBILE_IKEV2_EAPTLS

E Nomade client (1)
mobile_IKEv2_EAPTLS

General

Comment

Remote gateway Any

Local address Any -
IKE profile StrongEncryption -

IKE version IKEv2 <

Identification

Authentication method EAP-Transport Layer Security (TLS) A
Gateway certificate CA-EAP-TLS:FW-EAPTLS.stormshield.eu - X
Local ID

Peer ID

Add the CA that issued the certificates for mobile users in the trusted authorities

© nNotE
If the CA was issued from an external PKI, its certificate will need to be imported in advance in the
firewall’s Certificates and PKIs module.

In Configuration > VPN > IPsec VPN, Identification tab:

1. In the Approved certification authority table, click on Add.

2. Select the CA that issued the mobile user certificates. In this example: CA-EAP-TLS.
3. Click on Apply, then on Save to save the changes.

Creating the IPsec policy

1. Go to Configuration > VPN > IPsec VPN > Encryption Policy - Tunnels tab.
2. Selectthe IPsec policy you want to change. In this example: IPsec 01.
3. Click the Mobile Client tab.

Config mode mobile policy

1. Click Add and select Mobile client in config mode.
A configuration wizard will start.

2. Inthe Local resources field, select the all object.

@ IMPORTANT
You must select the all object, not the resources accessible to mobile users through
the IPsec VPN tunnel. This is due to the default operation in full-tunneling mode.

3. Inthe Peer selection field, choose the mobile profile created previously. In this example:
mobile IKEvZ EAPTLS.

4. Inthe Remote networks field, select the network object created in the Define a network
object containing the IP addresses assigned to mobile peers step. In this example: IKEvZ
EAPTLS Clients Network.
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5. Click on Finish.

6. Double-click on the Status column to enable the rule.

7. Click on Apply, then on Save to confirm and enable this configuration.
8. Click on Yes, activate the policy.

The IPsec policy configured in Config mode is therefore:

ENCRYPTION POLICY - TUNNELS PEERS IDENTIFICATION ENCRYPTION PROFILES

#,(01) IPsec 01 - = Acions~ | @
ROUTEBASEDTUNNEL  POLICY-BASED TUNNEL  MOBILE CLIENT

Q Enter a filter # | +Add~- X Delete | U § Do #out [#copy ) Paste | ® Showdetails | E, Searchinlo g & EditConfig mode (selection)

Status = Local network Peer Remote network Domain name Group Encryption profile Config mode=~

1 @on X all mobile_IKEv2_EAPTLS i IKEv2_EAPTLS_Clients_Network StrongEncryption @on

Optimizing IKE traffic during IPsec

You are advised to modify several firewall settings in order to optimize the IKE traffic of the
negotiation of IPsec tunnels and to secure authentication.

Requirements

For the purposes of the examples, the recommended optimizations and security measures
assume that the IPsec policy used on the firewall for mobile users is the IPsec 01 policy
(Configuration > VPN > VPN IPsec module).

Optimizing tunnel traffic by restricting IP datagrams

The maximum packet size allowed may vary widely depending on your ISP.
Stormshield advises limiting the size of the IP datagrams of IKE negotiations to 1280 bytes:

1. Login to the web administration interface of the firewall.
2. Go to Configuration > System > CLI.

3. Enable IKE fragmentation by typing:
CONFIG IPSEC PEER UPDATE name=IPsec Mobile Profile Name ike frag=l1
where IPsec Mobile Profile Name represents the name given to the IPsec peer profile. In this
example: mobile IKEv2 EAPTLS.

4. Set the maximum size of IKE datagrams to 1280 bytes using the following command:
CONFIG IPSEC UPDATE slot=xy FragmentSize=1280
where xy represents the number of the mobile IPsec policy.
In the example, this is the IPsec 01 policy: xy will therefore be equal to 01.

5. Apply these changes by typing:
CONFIG IPSEC ACTIVATE

Reloading the IPsec policy to apply changes made earlier

Go to Configuration > System > CLI.

2. Reload the IPsec policy by typing:
CONFIG IPSEC RELOAD

Caution: This command resets all existing mobile and site-to-site tunnels.
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Optimizing tunnel traffic: restricting MSS

Traffic transported by IPsec is encapsulated in ESP, which adds a header of several dozen bytes
to the packets transmitted inside the tunnel.

Itis therefore necessary to activate automatic limitation of the size of the segments (MSS:
Maximum Segment Size] exchanged between the client and the firewall.

With this option, packet fragmentation can be avoided or kept to a minimum. For packets
exchanged between the client and the firewall, MSS imposes a packet size below the MTU
(Maximum Transmission Unit] on the various network devices that intercept these packets.

Modifying a TCP-UDP inspection profile
In the Application protection > Protocols > IP protocols > TCP-UDP module:

1. Select the TCP-UDP inspection profile in which you wish to apply this change. tcpudp 03 in
this example. This inspection profile is automatically selected from the global profile with
the same index (03 in this example], which is applied in the rule for Allow IPsec VPN access
in the filtering policy.

2. Select the Impose MSS limit checkbox.
Enter the value 1300 (bytes) (recommended by Stormshield).
3. Confirm the change by clicking on Apply.

4. Confirm by clicking on Save.

Allow traffic passing through the IPsec tunnel in the filter policy

The traffic required to establish IPsec tunnels for mobile users are not handled by an implicit
filtering rule. It is therefore necessary to create the corresponding rules manually.

© REMINDER

By default, when a tunnel is established with the native Microsoft Windows client, the virtual
address of the VPN interface overrides the default route of the client workstation. The entire
network traffic of the workstation then uses the IPsec tunnel. This behavior is called full-
tunneling. It is recommended to maintain this behavior.

In the context of full tunneling, it is necessary to add filtering rules that allow traffic to pass
through the IPsec tunnel to authorized internal networks, as well as enabling Internet browsing
by mobile clients.

Go to the Configuration > Security Policy > Filter - NAT > Filtering tab.

Create the rules necessary to establish the tunnels

1. Inthe filter grid, select the line below which you want to add the rule allowing IPsec VPN for
mobile clients.

2. Click on New rule.

3. Select Simple rule.
A new row appears.
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On the newly added row, double-click in one of the cells.
The configuration window of the rule opens. Fill in the various fields as follows:

* |n the left General menu: set the Status to On.
* In the left Action menu, General tab, set Action to pass.
* In the left Source menu:
° General tab, for the Source hosts field, select the Internet object.

° Geolocation/Reputation tab: you can select a geographical area to filter the
geographical origin of IPsec tunnels. In this example: the France object.

¢ |n the left Destination menu, General tab, for the Destination hosts field, select the
Firewall out object.

* In the left Port - Protocol menu, for the Destination port field, select the isakmp and
isakmp natt objects.

Click OK to validate filter rule creation.

Go under the rule previously created and repeat steps 2 to 4 by filling in the different fields
as follows:

¢ In the left General menu: set the Status to On.
* In the left Action menu, General tab, set Action to pass.
* In the left Source menu:
° General tab, for the Source hosts field, select the Internet object.

° (Geolocation/Reputation tab: you can select a geographical area to filter the
geographical origin of IPsec tunnels. In this example: the France object.

¢ |n the left Destination menu, General tab, for the Destination hosts field, select the
Firewall out object.

* In the left Port - Protocol menu:
° Destination port field: select the Any object.
° Protocol Type field: Select the IP Protocol object.
° IP Protocol field: select the vpn-esp object.

Click OK to validate filter rule creation.

Status

on

&on

filter rules obtained are therefore as follows:
> Action B Source Destination Dest. port Protocol Security inspection =
& Internet .
- ; ¥ isakmp
© pass TED‘HDE:‘:;E Firewall_out ¥ isckmp_nax [ips)
& Internet
© pass Geolocation Firewall_out B Any vpn-esp i)
| L0 France

Create filter rules for authenticated mobile user traffic

Traffic to
1.
2.
3.

authorized networks
In the filter grid, go under the rules necessary to establish the tunnels.
Click on New rule.

Select Simple rule.
A new row appears.
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4. On the newly added row, double-click in one of the cells.
The configuration window of the rule opens. Fill in the various fields as follows:

* |n the left General menu: set the Status to On.
* In the left Action menu, General tab, set Action to pass.
¢ In the left User menu:

° Set the drop-down list to Equal to.

° For the Directory/Domain name field: select the directory in which the users
authorized to set up a tunnel are declared. In this example: stormshield.eu.

° In the User - Group field: select the user group authorized to establish a tunnel. In this

example: EAP-TLS VPN Users@stormshield.eu.
* In the left Source menu:

° General tab, for the Source hosts field, select the object corresponding to the network

assigned to the mobile clients. In this example: IKEvZ2 EAPTLS Clients Network.
© Advanced properties tab:
- For the Via field, select IPsec VPN tunnel.
- For the Authentication method field, select IPsec VPN.
¢ |n the left Destination menu, General tab, for the Destination hosts field, select the

networks that mobile users can access through the IPsec VPN tunnel. In this example:

IKEv2-EAPTLS-GRP-DST.
* In the left Port - Protocol, for the Destination port field: select the Any object.

 Optional: In the left Inspection menu, for the Inspection profile field, select the TCP-UDP

inspection profile with the MSS option you may have created. In this example: IPS 03.
5. Click OK to validate filter rule creation.

The filter rule configured is therefore:

IKEV2 MOBILE IPSEC VPN - EAP-TLS AUTHENTICATION

2, any (@ ofg IKEv2_EAPTLS Clients_Network

via IPsec VPN tunnel

Status =7 Action = Source Destination Dest. port Protocol Security inspection

aon © pass Auth. by IPsec VPN B35, IKEv2-EAPTLS-GRP-DST B Any & (IPs_03)

Internet browsing

1. Inthe filter grid, go under the previously created rule.
2. Click on New rule.

3. Select Simple rule.
A new row appears.
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4. On the newly added row, double-click in one of the cells.
The configuration window of the rule opens. Fill in the various fields as follows:

In the left General menu: set the Status to On.

In the left Action menu, General tab, set Action to pass.
In the left User menu:

° Set the drop-down list to Equal to.

° For the Directory/Domain name field: select the directory in which the users
authorized to set up a tunnel are declared. In this example: stormshield.eu.

° In the User - User Group field: select the user group authorized to establish a tunnel.
In this example: EAP-TLS VPN Users@stormshield.eu.

In the left Source menu:

° General tab, for the Source hosts field, select the object corresponding to the network
assigned to the mobile clients. In this example: IKEv2 EAPTLS Clients Network.

© Advanced properties tab:
- For the Via field, select IPsec VPN tunnel.
- For the Authentication method field, select IPsec VPN.

In the left Destination menu, General tab, for the Destination hosts field, select the
Internet object.

In the left Port - Protocol menu, for the Destination port field: select the https object.

Optional: In the left Inspection menu, for the Inspection Profile field, select the TCP-UDP
inspection profile with the MSS option you may have created. In this example: IPS 03.

5. Click OK to validate filter rule creation.

The filter rule configured is therefore:

Status =7

aon

Action = Source Destination Dest. port Protocol Security inspection =

2, EAP-TLS VPN Users @ ﬂﬁ IKEv2_EAPTLS_Cliems_Network
© pass Auth. by:IPsec VPN & Internet ¥ hitps A (Ps_03)
via IPsec VPN tunnel

NAT rule for internet browsing

Go to Configuration > Security policy > Filtering - NAT > NAT tab.

1. Inthe NAT grid, select the line below which you want to add the rule for Internet browsing of
mobile clients.

2. Click on New rule.

3. Select Dynamic rule with port address translation (Dynamic PAT).
A new row appears.
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4. On the newly added row, double-click in one of the cells.
The configuration window of the rule opens. Fill in the various fields as follows:

In the left General menu: set the Status to On.
In the left User menu:
© Set the drop-down list to Equal to.

° For the Directory/Domain name field: select the directory in which the users
authorized to set up a tunnel are declared. In this example: stormshield.eu.

° In the User - Group field: select the user group authorized to establish a tunnel. In this
example: EAP-TLS VPN Users@stormshield.eu.

In the left Original Source menu, General tab:

° For the Source hosts field, select the object corresponding to the network assigned to
the mobile clients. In this example: IKEv2 EAPTLS Clients Network.

°  For the Incoming interface field, select the ipsec object.
In the menu on the left, Original destination:
° General tab:
- In the Destination hosts field, select the Internet object.
- In the Destination port field, select the Any object.
© Advanced properties tab: For the Outgoing interface field, select the out object.
In the left Translated source menu, General tab:
° In the Translated source host field, select the Firewall out object.
° In the Translated source port field, select the ephemeral fw object.

In the left Translated Destination menu, General tab, for the Translated destination host
field: select the Any object.

5. Click OK to validate the creation of the NAT rule.

The NAT rule obtained is therefore as follows:

Status

@on

Source

a1 EAP-TLS VPN Users @ off IKEV2. @ Internet
imerface: ipsec interface: ou

Original traffic (before translation) Traffic after translation

Protocol Options
Destination Dest. port Source sre. port Destination  Dest. port

. B Any =. (B Firewall_out ¥ ephemerslfw [ Any
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Configure the native Microsoft Windows client

Import the Certification Authority (CA) Certificate

On the Microsoft Windows client:

1. Inthe search bar, type certificates and select Manage Computer Certificates.
The certificate management console opens.

2. Click Trusted Root Certification Authorities.

3. Right-click Certificates in the right-hand window and select All Tasks > Import...
The certificate import wizard starts.

© IMPORTANT
Make sure that the selected Store location (certificate store) is Local Machine.

4. Click on Next.

5. Select the CA certificate used to sign the identities of users using the |IPsec VPN. Example:
CA-EAP-TLS.pem and click Next.

6. For the Place all certificates in the following store step, leave the default selection Trusted
Root Certification Authorities and click Next.

7. Confirm the import by clicking Finish.
8. Confirm the warning message by clicking Yes.
9. Close the management console.

Import the user's certificate

On the Microsoft Windows client:

1. Inthe search bar, type certificates and select Manage User Certificates.
The certificate management console opens.

2. Click Personal.
3. Right-click Certificates in the right-hand window and select All Tasks > Import...
The certificate import wizard starts.
4. Make sure that the selected Store location (certificate store] is Current User.
5. Click on Next.
6. Selectthe user's certificate. Example: john.doe.p12 and click Next.
7. Enter the password protecting the certificate and click Next.
8. Place all certificates in the following store: leave the default selection Personal and click

Next.
9. Confirm the import by clicking Finish.

Set up Microsoft Windows VPN client

1. Inthe search bar, type vpn and select VPN Settings.
The VPN client management console opens.

2. Click Add VPN.
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3. Fillin the following fields:
* VPN provider: select Windows (built-in),
* Connection name: enter a name. Example: vpn-eap-tls.

» Server name or address: Specify the FQDN name or IP address of the firewall serving as
the IPsec gateway. Example: vpneaptls.stormshield.eu.

e VPN Type: Select IKEv2.
* Type of sign-in info: select Certificate.

4. Click Save.
The VPN connection is added to the VPN management console.

5. Expand the details of the newly added connection and click Advanced Options.
In the More VPN Properties section, click Edit.

7. Security tab: For the Data Encryption field, select Maximum strength encryption (disconnect
if server declines).

8. Security tab: for the Authentication > Use Extensible Authentication Protocol (EAP) field,
select Microsoft: Smart card or other certificate (EAP-TLS) (encryption enabled] ... and click
Properties.

9. Clear the Connect to these servers [Examples: srvi; srv2; M\.srv3\com) checkbox.
10. Select the Trusted Root Certification Authorities. Example: CA-EAP-TLS.
11. Click OK then OK to validate the configuration.
12. Close the management console.

Modifying encryption algorithms on client workstations

Microsoft Windows uses outdated encryption algorithms by default: 3DES, SHA1 and Diffie-
Hellmann DH2 group.

It is necessary to modify them to increase security and to be compatible with the algorithms
selected on the firewall.

1. Launch the Microsoft Powershell utility.
2. Enter the following command:

Set-VpnConnectionIPsecConfiguration -ConnectionName <connection name> -
AuthenticationTransformConstants GCMAES256 -CipherTransformConstants
GCMAES256 -EncryptionMethod GCMAES256 -IntegrityCheckMethod SHA256 -
PfsGroup ECP256 -DHGroup ECP256 -PassThru -Force

Where the parameter <ConnectionName> corresponds to the name of the VPN connection
created in the Configure Microsoft Windows VPN Client section. In this example: vpn-eap-tls.

The command returns the update information:

PS C:\WINDOWS\system32> Set-VpnConnectionIPsecConfiguration GCMAES256 GCMAES256 GCMAES256
SHA2 ECP256 ECP256

nts : GCMAES256
: GCMAES256
ECP256

: SHA256
: ECP256
: GCMAES256

IMPORTANT
If you are configuring a VPN connection for all users or a device tunnel, you need to add the
parameter "-AllUserConnection” to the "Set-VpnConnectionlPsecConfiguration” command.
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[Optional] Enable split tunneling and specify the networks accessible through
the IPsec tunnel

© REMINDER
By default, when a tunnel is established with the native Microsoft client, the virtual address of

the VPN interface overrides the default route of the client workstation. The entire network traffic
of the workstation then uses the IPsec tunnel. This behavior is called full-tunneling.

Full tunneling may make some local networks unreachable. To avoid this phenomenon, it is
possible to enable split tunneling. This mechanism serves to distinguish the streams that must
use the IPsec tunnel from the rest of the network traffic, but it is not recommended in terms of
security. In addition, it imposes major maintenance costs as it requires that each of the
networks accessible by the client on each workstation be determined.

@ IMPORTANT
The split tunneling mechanism is not recommended in terms of security. It also generates
maintenance constraints since each network to be reached must be added on each of the client

workstations to remain consistent with the firewall configuration.

Enable split tunneling

This can be done in one of two ways:

* Via the Microsoft Powershell utility,
* Via the graphical configuration interface of the Microsoft IPsec client.

Use a Microsoft Powershell command
1. Run the Powershell utility.
2. Enter the following command:
Set-VPNconnection -name "<connection name>" -SplitTunneling $true

Where the parameter <ConnectionName> corresponds to the name of the VPN connection
created in the Configure Microsoft Windows VPN Client section. In this example: vpn-eap-tls.

Use the Microsoft IPsec client configuration GUI

In the search bar, type vpn and select VPN Settings.

Expand the details of the newly added connection and click Advanced Options.

In the More VPN Properties section, click Edit.

On the Networking tab, select Internet Protacol Version 4 (TCP/IPv4) and click Properties.
Click Advanced... and uncheck the Use default gateway on remote network option.

a s w e

Configure networks accessible through the IPsec tunnel

When split tunneling is enabled, each of the networks accessible through the IPsec tunnel must
be configured manually using the following Microsoft Powershell command:

Add-VpnConnectionRoute -ConnectionName '<connection name>' -
DestinationPrefix <network address>

Where:
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* The <ConnectionName> parameter is the name of the VPN connection created in the
Configure Microsoft Windows VPN Client section. In this example: vpn-eap-tls.

* The <network address> setting corresponds to the network/network mask pair of the
network to be reached through the IPsec tunnel.

@ IMPORTANT

This command must be repeated for each remote network to be reached through the IPsec
tunnel.
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Viewing Tunnel Details on the Firewall - Check Logs

Showing details of tunnels on the firewall

The Monitoring > Monitoring > IPsec VPN tunnels module is used to view the established
tunnels. Select a tunnel to display the various information and statistics relating to it:

M MONITOR / IPSEC VPN TUNNELS

Q Enter a fifter T Refresh | Type: All - Status: All = | %, Configure the IPsec VPN service

Status Local traffic endpoint IPSEC Interface (VTI) Local gateway Remote gateway PeerID Remate traffic endpoint PPK protection
ElNomade dlient (3)

Qo Network_ssivpn NrA

© ok Network_amz1 N/

ok Network_in N/A
Route-Based tunnel (1)

Security Association (SA) IKE

Status established Local ID Anonymized Authentication sha2_256 PPK protection Disabled

Local gateway ~Anonymized Peer ID Anonymized Encryption  @es/256 KEM algorithm

Remote gateway Lifetime lapsed 3m PRF sha256

Role responder NATT nane PFS 9

Security Association (SA) IPsec

Status installed Bytesin Authentication KEM algorithm

Local gateway Anonymized Bytes out Encryption e5_gom_16/256

Remote gateway Lifetime lapsed 3™ ESN @ pisabled

UDP encapsulation @ Disabled

Check logs — View errors

When a tunnel fails to establish, the Monitoring > Audit Logs > VPN module allows you to view
error messages to help guide the troubleshooting process.
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