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Getting started

The authentication method chosen for this tutorial is based on certificates.

For details on operations regarding the PKI, please refer to the tutorial “IPsec VPN -
authentication by certificate”.

Further on in this document, the central site will be named “Hub”, and both satellite sites will be

represented by “Spoke A” and “Spoke B”. Needless to say, this type of architecture is not
restricted to just two satellite sites.
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Architectures shown

Case no. 1: internal traffic via IPsec tunnels

Only internal traffic between the three sites (Hub, Spoke A and Spoke B) goes through tunnels
via the Hub. Internet traffic is managed locally on each site.

Site distant (Spoke A)

This infrastructure may sometimes be preferred over the one presented in case no.2 for
economic reasons, in particular: centralized internet access on the Hub may require a lot of

throughput and end up being much costlier than a set of lower-capacity internet access
channels.

Case no.2: all traffic via IPsec tunnels

All the traffic goes through the Hub through tunnels. Internet access is centralized at the Hub
level.

‘?\9\9

9@-"’_ .
site principal (Hub) \\

Site distant (Spoke A)

This infrastructure presents the advantage of the centrally managing internet access and the
associated security policy.
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Configuration requirements

In this tutorial, the private networks of the 3 sites will be distinct [example: 192.168.0.0/24,
192.168.1.0/24 and 192.168.2.0/24).

The necessary network objects have been created on each of the sites to interlink:
 the public IP address of the Hub Firewall: Pub FW Hub,
¢ the local network of the Hub site: Private Net Hub,
 the public IP address of the Spoke A Firewall: Pub FW Spoke A,
* the local network of the Spoke A site: Private Net Spoke A,
* the public IP address of the Spoke B Firewall: Pub FW Spoke B,
* the local network of the Spoke B site: Private Net Spoke B.
Check that your PKI has been set up:
* There is a certification authority (CA),
o C(ertificates have been created for the Firewalls,
* The respective certificates have been imported on the Firewalls of the Spoke sites,
* The CA has been added to the list of trusted CAs on each of the Firewalls to interlink.
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Case no.1: configuring the central site (Hub)

On the Hub site you will have to:

Creating the Site Spoke A and Site Spoke B peers,

Creating tunnels,

Creating filtering rules,

Creating NAT rule.

Creating the Site Spoke A and Site Spoke B peers

In the menu Configuration > VPN > IPsec VPN > Peers tab:
1. Click on Add.

2. Choose New remote site.
The wizard will ask you to select the remote gateway. In this case, this gateway will be the
public address of the Firewall on the Spoke A site (object Pub FW Spoke A).

3. By default, the name of the peer will be created by adding a prefix “Site ” to this object
name; this name can be customized. Press Enter.

4. Next, select the Certificate method.
5. Click on the magnifying glass next to the Certificate field

6. Selectthe certificate corresponding to the Hub Firewall.
The Trusted CA field is automatically entered by the certificate.

7. In the same way, create the Site Spoke B peer using the following values:
* Remote gateway: the Firewall of the Spoke B site (object Pub FW Spoke B],
* Certificate: the certificate of the Hub Firewall.

SELECT A CERTIFICATE

Search... X J
4 [~ SSL proxy default authority
4 [= documentation stormshield.eu
= SpokeA
=] SpokeB
=] Hub
=] FW-Site-A documentation stormshield.eu

documentation.ston

Creating tunnels

In the menu Configuration > VPN > IPsec VPN > Encryption policy — Tunnels tab:
1. Click on Add.
2. Select Site-to-site tunnel.
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3. Follow the instructions in the wizard to define the tunnel meant for traffic between the sites
Spoke A and Spoke B:

* In the field Local network, select Private Net Spoke A,
* Inthe field Peer selection, select Site Spoke B,
* In the field Remote network, select Private Net Spoke B,
e Click Finish.
4. Do the same thing to create the three other tunnels:
* Private Net Spoke B => Site Spoke A => Private Net Spoke A,
* Private Net Hub => Site Spoke A => Private Net Spoke A,
* Private Net Hub => Site Spoke B => Private Net Spoke B.

=-8-= SITE-TO-SITE (GATEWAY-GATEWAY) =S8 ANONYMOUS - MOBILE USERS

Searched text % + addv X pelete | T up ¥ Down | 2 cut [ copy P paste

Line  Status Local network Peer Remote network Encryption profile Keep alive = Comments
1 ®@on @ Private Net Spoke A Site_Spoke_B Private_Net_Spoke_B StrongEncryption 0

2 ®@on @ Private_Net_Spoke B Site_Spoke_A Private_Net_Spoke_A StrongEncryption 0

3 ®@on @ Private_Net_Hub Site_Spoke_A Private_Net_Spoke_A StrongEncryption 0

4 ®@on @ Private_Net_Hub Site_Spoke_B Private_Net_Spoke_B StrongEncryption 0

Creating filtering rules

Define the filtering rules needed for exchanges between Spoke sites, Spoke sites and the Hub
as well as local traffic to the Internet:

FILTERING IPV4 NAT

| + Newrnle~ X Delete | * 3 | & o | i#Cut [* Copy *F Paste | E, Searchinlogs =
Status = Action =v Source Destination Dest. port Protocol = Security inspection
=l Traffic from Spoke A and B to the Hub {contains 1 rules, from 1 to 1)

"E Private_Net_Spoke_A
1 oo ®@on © B pass  |off private_Net_spoke_B o2 Private_Net_Hub B any =
via IPSec VPN tunnel

= Traffic from the Hub to Spoke A and B {contains 1 rules, from 2 to 2)

Private_Net_S
“E rivate_Net_Spoke_A B any Ps)

2 o & on © pass "E Private_Net_Hub "E - —
rivate_Net_Spoke_B

= Traffic from Spoke A to Spoke B (contains 1 rules, from 3 to 3)

I “E Private_Net_Spoke_A .
3 oo © ass | =
) P via IPSec VPN tunnel n{g EEESS e Aoy
=l Traffic from Spoke B to Spoke A {contains 1 rules, from 4 to 4)
4 oo & on © pass nﬁ FTE LS R "E Private_Net_Spoke_A B any [IPs|
via IPSec VPN tunnel -
= Traffic from the Hub to the Intemet (contains 1 rules, from 5 to 5)
¥ http
5 oo & on © pass o2 Private_Net_Hub B Intemer ¥ https [IPS|
¥ ans
=l FW Administration (contains 1 rules, from 6 to 6)
6 oo & on © pass E any Any 8t admin_srv [IPs]
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Creating NAT rule
To allow hosts on the network Private Net Hub to access the internet, create the following NAT
rule:
FILTERING IPV4 NAT
| + Newrule~ X Delete | * & | & . | i?cuwt [?copy %) Pasie | B, searchinlogs 3 searchin monitoring
g Original traffic (before translation) Traffic after translation
Status
Source Destination Dest. port Source Src. port Destination Dest. port
1 on o2 private_Net_Hub i?e:'gi:;?m B any - Pub_FW_Hub + ¥ ephemeral fr Any
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Case no.1: configuring the satellite sites Spoke A
and Spoke B

In a Hub and Spoke configuration, a satellite site only knows one IPsec peer: the Firewall of the
Hub site.

* Defining the IPsec peer,
¢ Creating tunnels,

e Creating filtering rules,
e Creating NAT rule.

Defining the IPsec peer

Spoke A site
Following the method described in the paragraph Creating the Site Spoke A and Site Spoke B
peers, create the peer Site FW Hub using the following values:

* remote gateway: Firewall of the Hub (object Pub FW Hub),
* certificate: the certificate of the Spoke A Firewall.

Spoke B site
Following the method described in the paragraph Creating the Site Spoke A and Site Spoke B
peers, create the peer Site FW Hub using the following values:

* remote gateway: Firewall of the Hub (object Pub FW Hub),
* certificate: the certificate of the Spoke B Firewall.

Creating tunnels
Spoke A site
Following the method described in the paragraph Creating tunnels, create the two tunnels
needed:
=-8-= GITE-TO-SITE (GATEWAY-GATEWAY) =88 ANONYMOUS - MOBILE USERS
Searched text %+ add® X Delete | T up & pown | 2 cut @ copy P paste
Line  Status Local network Peer Remote network Encryption profile Keep alive = Comments
1 & on @ Private_Net_Spoke_A Site_FW_Hub Private_Net_Hub StrongEncryption 0
2 &on @ Private Net_Spoke A Site_FW_Hub Private_Net_Spoke_B StrongEncryption 0
Spoke B site

Following the method described in the paragraph Creating tunnels, create the two tunnels
needed:
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=-8-= GITE-TO-SITE (GATEWAY-GATEWAY) =88 ANONYMOUS - MOBILE USERS
Searched text %+ add® X Delete | T up ¥ pown | 2 cut [2 copy P paste
Line  Status Local network Peer Remote network Encryption profile Keep alive = Comments
1 & on @ Private_Net_Spoke_B Site_FW_Hub Private_Net_Hub StrongEncryption 0
2 &on @ Private Net_Spoke B Site_FW_Hub Private_Met_Spoke_A StrongEncryption 0

Creating filtering rules

In this tutorial, traffic between private networks is voluntarily not specified (destination port:
ANY]). To optimize performance (save bandwidth and machine resources), it is important to
refine the filtering on satellite sites (authorized protocols, ports, etc) in order to prevent
unnecessary packets from going through the tunnels. This filtering policy will also be on the
Hub site.

Spoke A site

Define the filtering rules needed for exchanges between Spoke A and Spoke B, Spoke A and the
Hub as well as local traffic to the Internet:

FILTERING IPV4 NAT
| + Newrule ~ X Delete | + & | & & | i?ocuwt [2copy R Paste | E, searchinlogs
Status  =v Action  =w Source Destination Dest. port Protocol | Security inspection =+
=l Traffic from Spoke A to the Hub and Spoke B (contains 1 rules, from 1to 1)

“E Private_Net_Hub
B any

1 an & on © pass nﬁ Private_Net_Spoke_A i
“E Private_Net_Spoke_B
=l Traffic from the Hub and Spoke B to Spoke A (contains 1 rules, from 2 to 2)

“E Private_Net_Hub
2 oo @ on © pass ol Private_Net_Spoke_B CH] Private_Net_Spoke_A Any 1PS]
via IPSec VPN tunnel

=l Traffic from Spoke A to the Internet (contains 1 rules, from 3 to 3)

¥ htip
3 @ on © pass “tg Private_Net_Spoke_A ® Internet ¥ nttps (1PS]
¥ dns
=l FW Administration (contains 1 rules, from 4 to 4)
4 & on © pass B any Any 14 admin_srv (1PS]

Spoke B site

Define the filtering rules needed for exchanges between Spoke B and Spoke A, Spoke B and the
Hub as well as local traffic to the Internet:

Page 11722 | sns-en-IPSec VPN Hub And Spoke Technical Note - 12/09/2019 "



%

STORMSHIELD

SNS - TECHNICAL NOTE
IPSEC VPN: HUB AND SPOKE CONFIGURATION

FILTERING

1

=l Traffic from Spoke B to the Hub and Spoke A (contains 1 rules, from 1to 1)

= Traffic from the Hub and Spoke A to Spoke B (contains 1 rules, from 2 to 2)

¥ htip
3 @ on © pass “lg Private_Net_Spoke_B ® Internet 4 https (1PS]
¥ dns
=l Fw Administration (contains 1 rules, from 4 to 4)
4 & on © pass B any Any 14 admin_srv 1PS]

IPV4 NAT
| + Newrule ~ X Delete | + 3 | & & | i?ocuwt [2copy R Paste | E, searchinlogs

Status  =v Action =v Source Destination Dest. port Protocol | Security inspection =+

“E Private_Net_Hub
=

& on © pass "E Private_Net_Spoke_B “E e [ G B Any
rivate_| poke.

“E Private_Net_Hub
=*S Private_Net_Spoke_A “fg Private_Net_Spoke_B Any 1PS]
via IPSec VPN tunnel

& on © pass

Creating NAT rule

Spoke A site

To allow hosts on the network Private Net Spoke A to access the internet, create the following

NAT rule:

FILTERING

IPV4 NAT
| + Newrule >~ X Delete | + & | & | Pcuwt [2copy 3 Paste | B searchinlogs 3 searchinmonitoring = ~
= Original traffic (before translation) Traffic after franslation
Status
Source Destination Dest. port Source Src. port Destination  Dest. port
@ Internet -
&@on o2 Private_Net_Spoke_A Tnte;aire"]oul B any = Pub_FW_Spoke_A  *& ¥ ephemeral_fw Any

Spoke B site

To allow hosts on the network Private Net Spoke B to access the internet, create the following

NAT rule:

FILTERING

IPV4 NAT
| 4+ Newrule ~ X Delete | + & | # & | i?cut [#copy ) Paste | B, Searchinlogs [ Searchinmonitoring = ~
= Original traffic (before translation) Traffic after translation
status Source Destination Dest. port Source Sre. port Destination ~ Dest. port
& on “ﬂ Private_Net_Spoke_B iﬁe:::it ut Any - Pub_FW_Spoke_B < ¥ ephemeral_fw Any
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Case no.2: configuring the central site (Hub)

On the Hub site you will have to:

Defining the IPsec peer,

Creating tunnels,

Creating filtering rules,

Creating NAT rule.

Defining the IPsec peer

Following the method described in the paragraph Creating the Site Spoke A and Site Spoke B
peers in Case no. 1, create both peers Site Spoke A and Site Spoke B.

To define Site Spoke A, use the following values:

* remote gateway: Firewall of the Spoke A site (object Pub FW Spoke A,

¢ Certificate: the certificate of the Hub Firewall.
To define Site Spoke B:

* remote gateway: Firewall of the Spoke B site (object Pub FW Spoke B],

* Certificate: the certificate of the Hub Firewall.

@ Certificate

Certificate :
Pre-shared key (ASCII)

Pre-shared key (PSK)

Select a certificate ®

Search.. x| |= -

4 (57 550 proxy default authority

4 [F5j Documentation

x [0

Confirm : B spokea
E,} SpokeB
B Hub
Creating tunnels

Follow the method described in the paragraph Creating tunnels in Case no. 1 to define the

following VPN tunnels:

=-8-= SITE-TO-SITE (GATEWAY-GATEWAY)

=88 ANONYMOUS - MOBILE USERS

searched text %+ add> X pelete | T up ¥ pown | i2cut [2 copy P paste

Line  Status Local network Peer Remote network Encryption profile Keep alive
1 & on @) Site_Spoke_A Private_Net_Spoke_A StrongEncryption 0

2 & on @ Site_Spoke_B Private_Net_Spoke_B StrongEncryption 0

Creating filtering rules

Define the filtering rules needed for exchanges between Spoke sites, Spoke sites and the Hub

as well as local traffic to the Internet:
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FILTERING IPV4 NAT
| + Mewrule = X Delete | * & | & & | #cut [ Copy ¥ Paste | 5 Searchinlogs =
Status =r Action = Source Destination Dest. port Protocol = Security inspection =»
= Traffic from Spoke A and Spoke B to the Hub (contains 1 rules, from 1 1o 1)

"E Private_Net_Spoke_A
1 ®on © pass o2 Private_Net Spoke_B o2 Private_Net_Hub L+ Ps|
via IPSec VPN tunnel

'z Traffic frem the Hub to Spoke A and Spoke B (contains 1 rules, from 2 to 2)

Private_Net_S
”'tg rivate_Net_Spoke_A B any =

2 & on © pass “E Private_Net_Hub “E = Net_Spoke B
rivate_Net_Spol

=) Traffic from Spoke A to Spoke B (contains 1 rules, from 3 to 3)

E"l:E Private_Net_Spoke_A 5 B [+ =
via IPSec VPN tunnel E{E FIEEESET Any

=) Traffic from Spoke B to Spoke A {contains 1 rules, from 4 to 4)

© pass "E Private_Met_Spoks_B Private. Net S . [+ [ips]
via IPSec VPN tunnel n{g Al =

3 & on © pass

4 & on

=) Traffic from the Hub, Spoke A and Spoke B to the Intemnet (contains 1 rules, from 5 to 5)

ol Private_Net_Spoke_ A ¥ np
5 & on © pass "E Private_Met_Spoke_B B Intemet ¥ htps [IPs]
Private_Net_Hub ¥ ans

=l FW Administration (contains 1 rules, from 6 to &)

6 & on © pass Any Firewall_bridge 1 Admin_srv [IPs|

Creating NAT rule

To allow all hosts on private networks to access the internet, create the following NAT rule:

FILTERING IPV4 NAT

| + Newrule~ X Delete | + & | # & | i2cut [2 copy ) Paste | B, Searchinlogs 3 searchinmonitoring = ~
= Original traffic (before translation) Traffic after translation
Stas Source Destination Dest. port Source Src. port Destination ~ Dest. port
“E Private_Net_Spoke_A
1 & on “E Private_Net_Spoke_B ﬁe:::? ut Any = Pub_FW_Hub "C Y ephemeral_fw Any

“ﬂ Private_Net_Hub

Sources have been indicated individually in this rule, but obviously groups will need to be used
once the number of satellite sites increases.
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Case no.2: configuring the satellite sites Spoke A
and Spoke B

In a Hub and Spoke configuration, a satellite site only knows one IPsec peer: the Firewall of the
Hub site.

* Defining the IPsec peer,
¢ Creating tunnels,
e Creating filtering rules.

Defining the IPsec peer

Spoke A site

Following the method described in the paragraph Creating the Site Spoke A and Site Spoke B
peers in Case no. 1, create the peer Site FW Hub using the following values:

* remote gateway: Firewall of the Hub (object Pub FW Hub),
* certificate: the certificate of the Spoke A Firewall.
Spoke B site

Following the method described in the paragraph Creating the Site Spoke A and Site Spoke B
peers in Case no. 1, create the peer Site FW Hub using the following values:

* remote gateway: Firewall of the Hub (object Pub FW Hub),
* certificate: the certificate of the Spoke B Firewall.

Creating tunnels

Spoke A site

Follow the method described in the paragraph Creating tunnels in Case no. 1 to define the
following VPN tunnel:

=-8-= S|TE-TO-SITE (GATEWAY-GATEWAY) =88 ANONYMOUS - MOBILE USERS
Searched text % + add* X Delete | ¥ up ¥ Down | {2 cut [2 copy ) paste
Line  Status Local network Peer Remote network Encryption profile Keep alive = Comments
1 ®@on @ Private Net_Spoke A Site_FW_Hub StrongEncryption 0
Spoke B site

Follow the method described in the paragraph Creating tunnels in Case no. 1 to define the
following VPN tunnel:

| sns-en-IPSec VPN_Hub And Spoke Technical Note - 12/09/2019 ...



%

STORMSHIELD

Page 16/22

N

SNS - TECHNICAL NOTE
IPSEC VPN: HUB AND SPOKE CONFIGURATION

=-8-= |TE-TO-SITE (GATEWAY-GATEWAY) =88 ANONYMOUS - MOBILE USERS

Searched text 7| + add~ X pelete | ¥ up ¥ Down | 2 cut [2 copy ) pase

Line  Status Local network Peer Remote network Encryption profile Keep alive = Comments
1 &@on @ Private_Net_Spoke B Site_FW_Hub StrongEncryption 0

Creating filtering rules

In this tutorial, traffic between private networks is voluntarily not specified (destination port:
ANY]. To optimize performance (save bandwidth and machine resources), it is important to
refine the filtering on satellite sites (authorized protocols, ports, etc) in order to prevent
unnecessary packets from going through the tunnels. This filtering policy will also be on the
Hub site.

Spoke A site

Define the filtering rules needed for exchanges between Spoke A and Spoke B, Spoke A and the
Hub as well as local traffic to the Internet (centralized on the Hub]:

FILTERING IPV4 NAT
| + Newrule~ X Delete | + & | & & | i{Pcut [2copy ) Paste | E, Searchinlogs
Status =v Action =v Source Destination Dest. port Protocol |~ Security inspection =
=l Traffic from Spoke A to Spoke B and the Hub (contains 1 rules, from 1to 1)

“E Private_Net_Hub

) B any =
“E Private_Net_Spoke B

1 @ on © pass “tg Private_Net_Spoke_A

=l Traffic from the Hub and Spoke B to Spoke A (contains 1 rules, from 2 to 2)

“}: Private_Net_Hub
2 & on © pass ol Private_Net_Spoke_B “‘E Private_Net_Spoke_A B any
via IPSec VPN tunnel

3 ®on © pass 98 Private_Net_Spoke_A B intemet ¥ ntips 1PS]
¥ ans
=l FwW Administration (contains 1 rules, from 4 to 4)
4 & on © pass B any Any 8t Admin_srv (1PS]

Spoke B site

Define the filtering rules needed for exchanges between Spoke B and Spoke A, Spoke B and the
Hub as well as local traffic to the Internet (centralized on the Hub]:
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FILTERING IPV4 NAT

Searching... | + Newrule ~ X Delete | + & | & o |ifcut [#copy ¥ Paste | B Searchinlogs
| | | Status == Action = | Source ‘ Destination | Dest. port | Protocol |Sewrity inspection =+

“E Private_Net_Hub
1 ®@on © pass o2 private_Net Spoke B off prvate et Spo B any iPS

“E Private_Net_Hub
o2 private_Net_Spoke_A off private_Net_spoke.8 B3 Any IPs|
via IPSec VPN tunnel

2 ®@on © pass

4 http
¥ htips IPS|
¥ dns

3 ®@on © pass 52 private_Net_Spoke_B & intemet

4 admin_srv
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Checking the tunnelsetup

From a client workstation located on the Spoke A site, first of all set up a connection to a host
on the Hub site (using a ping for example, if you have allowed ICMP in all filtering rules), in
order to test the setup of the first tunnel (Spoke A to Hub).

Via the Stormshield Network administration suite

Launch Stormshield Network Real-Time Monitor, log on to the Firewall of the Hub site through
the program and click on the module Logs > VPN. Check that phases 1 and 2 took place
correctly (message “Phase established”):

v Date ¥ Niveau d'erreur ¥ Phase ¥ Source ¥ Destination ¥ Message ¥ Identité du distant ¥ SPIentrant ¥ SPIsortant ¥ Cookie (entrant/sortant) ¥ Rale
10:20:49 | Information |2 Pub_FW_Hub Pub_FW_Spoke A Phase eﬂablishadl 0:04c372d8  0x09e42dch 0xBb44ebe0933b4060/0xed773512a6407edb  responder
10:20:48  Information 1 Pub_FW_Hub Pub_FW_Spoke A Phase established ba4 '73512a640fedb  responder
10:2048  Information 1 Pub_FW_Hub, Pub_FW_Spoke_A INITIAL-CONTACT sent 735123640fedb  responder
10:20:48  Information 1 Pub_FW_Hub Pub_FW_Spoke_A DPD support detected P
10:04:55  Information 0 Isakmp daemon started /

In the module VPN Tunnels, you can also view the first tunnel as well as the amount of data

exchanged:
Yue d'ensemble [w]
B Console Rechercher:
i ¥ Source V Octets  Destination ¥ Etat T Duréedevie ¥ Authentificatio ¥ Chiffrement
| Y Tableau de bord
——5,23'(0 Pub_FW_Spoke A mature _2"" 20sec hmac-shal 3des-che
{ Evénements

2 Mansgement de..
H Machines

2 Interfaces

27| Qualité de Service

| utitisateurs
|1] Quarantaine - B...

E Tunnels VPN

From the same client workstation on the Spoke A site, set up a connection to a host on the
Spoke B site, in order to test the setup of the second tunnel (Hub to Spoke B).

In the module Logs > VPN in Stormshield Network Real-Time Monitor, check that phases 1 and 2
took place correctly (message “Phase established”):

¥Daste ¥ Nivesud'erreur ¥ Phase ¥ Source ¥ Destination T Message ¥ Identité du distant ¥ SPIentrant ¥ SPIsortant ¥ Cookie (entrant/sortant) 7 Réle
10:28:47  Information B Pub_FW_Hub Pub_FW_Spoke_B Phase established 00573b30c  0x0739cB8c  0x78ad430165eb1b24/0xf1a3673f4de593L2  initiator
10:28:46  Information |1 Pub_FW_Hub Pub_FW_Spoke_B INITIAL-CONTACT sent 0:78ad430165¢b1b24/0xF1a3673f4de59312  initiator
10:28:46  Information 1 Pub_FW_Hub Pub_FW Spoke B Phase established 0:78ad430165¢b1b24/0xF1a3673f4de59312  initiator
10:28:46  Information 1 Pub_FW_Hub Pub_FW_Spoke B DPD support detected b24 0 initiator
10:20:49  Information 2 Pub_FW_Hub Pub_FW_Spoke & Phase established 004c372d8  0x09e42dc6  0xBbAdebeld33b4060/0xedT73512640fedb  responder
10:20:48  Information 1 Pub_FW_Hub Pub_FW_Spoke A& Phase established 0:8b44ebe0933b4060/0xedT73512a640Fedb  responder
10:20:48  Information 1 Pub_FW_Hub Pub_FW_Spoke_A INITIAL-CONTACT sent 0:844ebe093304060/0xed773512a640Fedb  responder
10:20:48  Information 1 Pub_FW_Hub Pub_FW_Spoke A DPD support detected b4 responder
10:04:55  Information 0 Isakmp daemon started /

In the module VPN tunnels, you can now see both tunnels:

¥ Source ¥ Octets ¥ Destination ¥ Etat ¥ Duréedevie ¥ Authentificatic ¥ Chiffrement
3 —

Pub_FW_Hub 1,&!!((3—5’51 % Pub_FW_Spoke_A mature hmac-shal 3des-che

Pub_FW_Hub 350 ° 180 ‘U Pub_FW_Spoke_ B mature 9sec hmac-shal aes-chc
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Information and diagnosis tools in console mode

showSPD command

The command showSPD displays the active IPsec policy on the Firewall. Its result will be the
same whether tunnels have been set up or not.

In Case no.2 of this tutorial (all traffic via IPsec tunnel), executing this command on the Spoke A
Firewall will return the following result:

The following information will be found:

The local network and the remote network: “192.168.0.0/24 [any] 0.0.0.0/0 [any]”,
The direction of the tunnel: “out ipsec”,

The IP addresses of the IPsec gateways: “esp/tunnel/local address — remote address”,
The ID of the Security Association (SA): “unique#16385”.

showSAD command
The command showSAD lists the security information of SAs (Security Associations) set up on
an IPsec gateway. Such information will be available only when tunnels have been set up.

In Case no.2 of this tutorial (all traffic via IPsec tunnel), executing this command on the Spoke A
Firewall will return the following result:
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The following information will be found:

* |P address of the sending gateway — |IP address of the receiving gateway.

e The SPI (Security Parameter Index]: “spi=169172253 (0x0a155d1d)”. The SPI is identified
according to the direction of the SA displayed. As such, for an SA described in the direction
remote IP — local IP, the SPI indicated is the incoming SPL. It therefore allows identifying
incoming traffic.

e The encryption method used: “E: 3des-chd”,
¢ The authentication method used: "A: hmac-shal”,

* The state of the tunnel: “state=mature”. This state can be mature (the tunnel has been set
up correctly: the SA is available and usable), larval (the SA is being negotiated) or dying
(the SA’s lifetime has expired and it will be renegotiated when the traffic requires it).

¢ The date/time the tunnel was set up and the current date/time,
* The number of bytes exchanged. current: 8840 (bytes).

Incident resolution - Common errors

* If you have chosen to use authentication by certificate, please refer to the section “Incident
resolution - Common errors” in the tutorial “IPsec VPN — Authentication by certificate”.

* If you have opted for authentication by pre-shared key, please refer to the section “Incident
resolution - Common errors” in the tutorial “IPsec VPN — Authentication by pre-shared key”.
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Additional information and responses to questions you may have are available in the
Stormshield knowledge base (authentication required).
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