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Compatibility

Update paths

Before updating a firewall to version 4.3.10, some intermediate updates may be required,
depending on the source version:

From a 2.X version Update to version 3.7.16 LTSB, then to the latest 3.7.X LTSB version
available

From a 3.X version Update to the latest 3.7.X LTSB or 3.11.X LTSB version available

From a 4.0.X version Update to version 4.1.6

From a 4.1.6 version or No intermediate updates required
higher

From aV/VS-VU firewall ~ See Migrating a V/VS-VU model virtual firewall to an EVA model

Hardware compatibility

SN160(W], SN210(W), SN310, SN510, SN710, SN910, SN1100, SN2000, SN2100, SN3000, SN3100,
SN6000 and SN6100

SNi20, SNi40 and SNxr1200

Stormshield Network Elastic Virtual Appliances: EVA1, EVA2, EVA3, EVA4, EVAU and VPAYG

Hypervisors
VMware ESXi Versions 6.5, 6.7 and 7.0
Citrix Xen Server Version 7.6
Linux KVM Red Hat Enterprise Linux 7.9
Microsoft Hyper-V Windows Server 2012 R2 and 2019

Authentication servers

Microsoft Active Directory - LDAP(S) Windows Server 2012 R2 and 2019
RADIUS Windows Server 2012 R2, 2016 and 2019
Kerberos

SPNEGO

StormshieldNetwork client software

Windows SSO Agent Version 3.0.2

Page 3/182 | sns-en-release notes-v4.3.10 - 07/21/2022 %


https://documentation.stormshield.eu/SNS/v4/en/Content/Elastic_Virtual_Appliances_Installation_guide/Migrating-From-Vmodels-To-EVA-models.htm

w

SNS - RELEASE NOTES - V 4.3

STORMSHIELD
Linux SSO Agent Version 3.0.2
SSL VPN client Version 3.0.1
IPsec VPN Client Version 6.87.108

SN Real-Time Monitor

SN Real-Time Monitor version 4.0.0 is not compatible with SNS firewalls in the current version. A
specific version of SN Real-Time Monitor compatible with SNS firewalls will be released later.

Web browsers

In order for the firewall administration interface to operate optimally, you are advised to use the
latest versions of Microsoft Edge, Google Chrome and Mozilla Firefox (ESR version - Extended
Support Release). For further information on these versions, please refer to the relevant
vendors for the life cycles of their products.

Public Cloud

Amazon Web Services
Microsoft Azure

3DS OUTSCALE
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New firewall behavior

This section lists the changes made to the automatic behavior of the firewall when your SNS
firewall in version 4.3.10 is updated from the latest 3.11.x LTSB version available.

Changes introduced in version 4.3.10

2 Find out more

* Quality of Service (Q0S) - queues are no longer defined by percentage of bandwidth. After
certain SNS firewalls, on which the QoS configuration used queues defined by percentage of
bandwidth, are updated to version 4.3.10 or higher, this percentage will automatically be
converted to equivalent absolute bandwidth values.

Changes introduced in version 4.3.7

# Find out more
» Stealth mode - SNS firewalls in factory configuration are now in stealth mode by default.

Changes introduced in version 4.3.3

2 Find out more

* (oS - QoS configurations set in versions earlier than SNS 4.3 are no longer valid. Traffic
shapers must be configured so that such QoS configurations can be enabled after the
update to SNS version 4.3.

* High availability and link aggregation - On configurations equipped with link aggregation,
when high availability is initialized, the Enable link aggregation when the firewall is passive
option is enabled by default.

e TPM-equipped firewalls (SNi20, SN1100 and SN3100] - After an update to SNS version 4.3,
secrets stored in the TPM must be sealed with the new technical characteristics of the
system, by using the command: tpmctl -svp <TPMpassword>.

For more information on this topic, refer to the Stormshield knowledge base. .

e TLS 1.3 protocol - Some TLS 1.3 traffic that previously could not be blocked, can now be
blocked due to a new server certificate analysis.

e TLS 1.3 protocol - The SSL proxy now supports the TLS 1.3 protocol.

* |Psec profiles/Diffie-Hellman groups - When an IKE/IPsec profile is created, the Diffie-
Hellman group suggested by default is now DH14 [more secure] instead of DH1.

¢ Protection from brute force attacks - Remote SSH access to the firewall is now protected
from brute force attacks.

e RADIUS authentication - The maximum number of tries and the idle timeout allowed to set
up a connection to a RADIUS server (main server and backup server) can now be
configured.

¢ RADIUS authentication - RADIUS servers can now be reached in IPv6.

e SSL VPN - The minimum mask size for the network object assigned to TCP and UDP clients in
the SSL VPN configuration is now /28. If the mask of this network object was /29, it must be
changed before migrating the firewall to version 4.3.3 or higher.
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* Certificate enrollment - When they submit a certificate enrollment request, users must now
personally define the encryption key used to encrypt their private key.

* Hardening of the operating system - a specific local port for connection to agents/servers
(main and backup] can no longer be specified for the RADIUS and SSO Agent authentication
methods. These options could only be configured by using the AgentBindPort and
BackupBindPort tokens found in the configuration files for these authentication methods.

* Hardening of the operating system - SNS firewalls now generate a system event whenever
the mechanism that verifies the integrity of executable files refuses to run a binary.

Changes introduced in version 4.2.5

2 Find out more

* SPNEGO authentication - The spnego.bat script, available in the MyStormshield personal
area, now supports AES256-SHA1, replacing the previous cryptographic algorithm used,
RC4-HMAC-NT.

Changes introduced in version 4.2.4

1) Find out more

* Hardening of the operating system - Only shell scripts are allowed, but they must be
explicitly called up by the interpreter (e.g., sh script.sh instead of ./script.sh).

* Hardening of the operating system - For scripts launched through the event scheduler
(eventd), the interpreter must be added for each task described in the event scheduler
configuration file.

* Hardening of the operating system - Scripts must be located only in the root partition (/) so
that they can be run.

» Stealth mode - SNS firewalls in factory configuration are no longer in stealth mode by
default.

* |Psec DR mode - New warnings now appear in the Messages widget of the dashboard when
IPsec DR mode is enabled.

* [Psec DR mode - After fixing an anomaly in the implementation of the ECDSA algorithm
based on Brainpool 256 elliptic curves, IPsec tunnels could no longer be set up in DR mode,
based on ECDSA and Brainpool 256 elliptic curves, between firewalls in SNS version 4.2.1 or
SNS 4.2.2 and firewalls in SNS version 4.2.4 (or higher).

¢ Active Update - For clients who use internal mirror sites, you need to update the Active
Update packets hosted on their own servers so that packets signed by the new certification
authority are used.

e Stormshield Management Center agent - On SNS firewalls managed via SMC in version 3.0, if
the link with the SMC server cannot be set up within 30 seconds after a configuration is
restored, the previous configuration will be restored.

* Logs - The possibility of storing all types of logs on a disk (including connection logs) has
been enabled again by default on firewalls in factory configuration

Changes introduced in version 4.2.2

 Find out more
* |Psec VPN - The firewall disables the ESN when the peeris in IKEv1.
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Changes introduced in version 4.2.1

 Find out more
* [Psec VPN - ESN support for ESP anti-replay is automatically enabled.

e |Psec VPN - DR mode in SNS version 4.2 is not compatible with DR mode in earlier SNS
versions, and the firewall does not allow updates of firewalls with DR mode enabled.

* The configurations listed below are no longer allowed in version 4.2:

° IKEv1 rules based on pre-shared key authentication in aggressive mode (mobile and
site-to-site tunnels),

° IKEv1 rules based on hybrid mode authentication (mobile tunnels),
© |KEv1 backup peers.

* Logs - A field specifying the type of VPN rule (mobile tunnel or site-to-site tunnel) was
added to IPsec VPN logs.

e SNMP - An SNMP trap is now raised whenever an IPSec VPN peer cannot be reached.
e SNMP - A new MIB (STORMSHIELD-OVPNTABLE-MIB] is available.
¢ SNMP - STORMSHIELD-VPNSA-MIB offers additional IPsec statistics.

* Authentication - Captive portal - On firewalls configured in strict HTTPS mode (using the
CLI/Serverd command CONFIG AUTH HTTPS sslparanoiac=1),the configuration of the
captive portal no longer allows the selection of certificates other than server certificates
containing the ExtendedKeyUsage ServerAuth.

e Authentication - SSO Agent - The SSO agent v3.0 or higher must be used with SNS firewalls in
version 4.2..

* SSLVPN - The SSL VPN clientv2.9.1 or higher must be used with SNS firewalls in version
4.2.

* Logs - Log files created when verbose mode is enabled on firewall services are now placed
in a dedicated folder /log/verbose and no longer directly in the /log folder.

e SSL VPN - The configuration file meant for the Stormshield SSL VPN client includes the
parameter auth-nocache to force the client not to cache the user's password (except for SSL
VPN clients configured in Manual mode).

e TLSv1.3 protocol - The TLS v1.3 protocol is used for services on the firewall (captive portal,
LDAPS, Syslog TLS, Autoupdate, etc.).

Changes introduced in version 4.1.6

2 Find out more

* After signature certificates are updated, the USB Recovery procedure must be used to install
a version lower than 4.1.6 on a firewall in version 4.1.6 or higher.

Changes introduced in version 4.1.4

E’Find out more

e SSLVPN - A new version of the component that SSL VPN uses in portal mode is offered to
users of this service.

Changes introduced in version 4.1.3

2 Find out more
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* |Psec VPN (IKEv1 + IKEv2] - The warning that appeared when a combined IKEv1/ IKEv2
IPsec policy was used has been deleted.

e SSLVPN - The SSL VPN client now applies the interval before key renegotiation set by
default on the SSL VPN server to 14400 seconds (4 hours).

» Default gateway - Default gateways located in a public IP network outside the firewall’s
public address range can again be defined on the firewall. This behavior already existed in
version 3.11.

Changes introduced in version 4.1.1

2 Find out more

o |DAP directories - Secure connections to internal LDAP directories are now based on
standard protocol TLS 1.2.

e HTTP cache function - The HTTP cache function can no longer be used in filter rules.

* Directory configuration - The default port used to access the backup LDAP server is now the
same as the port that the main LDAP server uses.

* SNMP agent - The use of the value snmp€ngineBoots has changed in order to comply with
RFC 3414.

 Configuring protected mode - A new setting (stealth mode] makes it possible to allow the
firewall’s response to ICMP requests. This new setting takes priority over sysctl
net.inet.ip.icmpreply calls.

Changes introduced in version 4.0.3

2 Find out more

* IPsec VPN - As some algorithms are obsolete and will be phased out in a future version of
SNS, a warning message now appears to encourage administrators to modify their
configurations. This message appears when these algorithms are used in the profiles of
IPsec peers.

Changes introduced in version 4.0.2

2 Find out more

* Tighter security during firmware updates - Security is now tighter during firmware updates.
In addition to update packages being protected by signatures to ensure their integrity,
Stormshield now also secures communications with the update servers used. These
communications now take place in HTTPS and over port 443.

Changes introduced in version 4.0.1

1) Find out more

* The network controller used on SNi40, SN2000, SN3000, SN6000, SN510, SN710, SN910,
SN2100, SN3100 and SN6100 firewalls has been upgraded and now allows VLANs with an
ID value of 0. This measure is necessary for the industrial protocol PROFINET-RT.
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 The internal name for interfaces has changed on firewall models SN160 and SN210(W). For
configurations based on these firewall models and which use Bird dynamic routing, the
dynamic routing configuration must be manually changed to indicate the new network
interface names.

¢ Upgrading will cause the reinitialization of preferences in the web administration interface
(e.g.: customized filters).

* Policy-based routing - If the firewall has been reset to its factory settings (defaultconfig)
after a migration from version 2 to version 3 then to version 4, the order in which routing will
be evaluated changes and policy-based routing [PBR] will take over priority (policy-based
routing > static routing > dynamic routing >... > default route). However, if the firewall has
not been reset, the order of evaluation stays the same as in version 1 (static routing >
dynamic routing > policy-based routing [PBR] > routing by interface > routing by load
balancing > default route].

* Industrial license - Industrial licenses are now verified and the configuration of industrial
protocols is suspended if the license is missing (or when firewall maintenance has
expired).

* New graphical interface - The SNS version 4.0.1 graphical interface has been fully reworked
to improve user comfort. It is now easier to switch between Configuration and Monitoring
modules.
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New features and enhancements in version 4.3.10

Description of network interfaces

Support reference 81461
Descriptions (optional) added to network interfaces from the web administration interface are
now stored in key=value formatin the network interface configuration file. These descriptions
can then be retrieved when the program is restored via USB key.

IPsec VPN

Support reference 84280
Data returned by the showsPD command is now more comprehensive and includes information

regarding VPN tunnel endpoints.
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Resolved vulnerabilities in version 4.3.10

ClamAV antivirus
A moderate severity vulnerability was fixed in ClamAV.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-017.
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Version 4.3.10 bug fixes

System

IPsec VPN - Router objects

Support reference 82369
In configurations where IPsec VPN tunnels were set up through a router object, switching from

one gateway to another within this router object could prevent some IPsec VPN tunnels from
being automatically set up again. This regression, which first appeared in SNS version 4.2, has
been fixed.

Quality of Service (QoS)
Issues relating to packet loss in traffic shapers configured with low bandwidth have been fixed.

Whenever traffic went through a default QoS queue, return packets would not take the same
queue. This issue, which caused packet loss, has been fixed.

The maximum length allowed for queue names in the CLI/Serverd command

CONFIG OBJECT QOS QID REMOVE has been raised from 20 to 32 characters. Using this
command therefore no longer causes issues when handling strings with names that exceed 20
characters.

The parallel processing of priority-based queues (PRIQ) no longer blocks other such queues
when one of them saturates an interface.

Disabling then enabling QoS again with the command sfctl (sfctl -q 0 && sfctl -g 1)
no longer prevents QoS queues from being processed.

Qualité de service (QoS) - Monitoring

Support reference 84509
In configurations that have more than 32 interfaces [phgsical, VLAN, etc.), the command used

while monitoring QoS could cause the SNS firewall to freeze. This regression, which first
appeared in SNS version 4.3, has been fixed.

Static routing and IPsec VPN tunnels

Support reference 84367
In configurations with a static route that passes through the IPsec interface, reloading the filter

policy would disconnect traffic passing through the IPsec VPN tunnel. This regression, which
first appeared in SNS version 4.3, has been fixed.

SSL traffic towards the SNS firewall

Support reference 84264
As TLS 1.2 is the lowest protocol version that can be used for SSL traffic towards the SNS

firewall, the configuration tokens corresponding to SSL v3, TLS v1.0 and TLS v1.1 have been
removed from the configuration file of the SSL protocol so that they cannot be used.
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SSL proxy

Support reference 84524
In configurations that contain an SSL decryption rule and an SSL filter rule set to “Do not

decrypt”, the proxy of the SNS firewall could wrongly exclude one of the TLS extensions
negotiated between the client and the proxy. This issue, which made it impossible to set up
connections corresponding to this TLS extension, has been fixed.

Admin account passwords containing UTF-8 characters

Support references 81324 - 80974 - 82761 - 84322 - 84503
Whenever the password of the admin account contained UTF-8 characters (e.g., the €

character], it could no longer be changed in the web administration interface. This regression,
which first appeared in SNS version 4.1, has been fixed.

Removal of a network interface alias

Support reference 79663
Checks have been added to prevent interface aliases from being deleted when they are used in

the configuration of the SNS firewall.

High availability (HA) - Synchronization

Support reference 83721
Anomalies that may cause excessive memory consumption have been fixed in the mechanism

that synchronizes the HA configuration.

USB devices/4G modems - Huawei E3372h-320

Support reference 84253
Fixes have been included to support version 10 of the firmware on Huawei E3372h-320 USB

devices/4G modems.

Logs

Support reference 82287
The size of the log processing queue and the memory allocated to this process have been

increased to minimize the risk of losing logs when the SNS firewall handles a high volume of
traffic.

SNMP agent - link aggregation

Support reference 82991
When a physical link was lost in an aggregate, "aggregate link down" SNMP traps could

sometimes get lost, and were not re-sent over the other physical links in the aggregate. This
issue has been fixed.
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Intrusion prevention engine

HTTP protocol

Support reference 84292
An issue regarding the HTTP protocol analysis, which would cause the SNS firewall to freeze,

has been fixed.

Number of protected hosts

Support reference 84537
An issue regarding the maximum number of protected hosts, which would arise when an SNS

firewall was updated to version 4.3.7 or higher, has been fixed.

Competing access

Support reference 84486
An issue with competing access between two mechanisms on the intrusion prevention engine,
which could cause the SNS firewall to freeze and disconnect its network access, has been fixed.
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Known Issues

The up-to-date list of the known issues related to this SNS version is available on the
Stormshield Knowledge base. To connect to the Knowledge base, use your MyStormshield
customer area identifiers.
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Limitations and explanations on usage

SD-WAN

© IMPORTANT
This is an early-access feature.
Refer to the section on Known issues before enabling this feature.

QoS

© IMPORTANT

This is an early-access feature.

Ensure that you have read the section on Known issues before enabling this feature or updating
an existing QoS configuration to an SNS 4.3 version or higher.

The following limitations have been placed on QoS implemented in SNS version 4.3:

e Maximum bandwidth supported: 1 Gbps,
* Interfaces supported:

° Ethernet,

% |Psec,

© GRETAP,

© Virtual IPsec (VTI],

© VLAN.

* PRIQ and CB0 queues are not compatible with one another and must not be used on the
same traffic shaper,

* All thresholds set on queues must be expressed either in absolute values only or
percentages only.

¢ The amount of reserved bandwidth must not exceed the traffic shaper’s bandwidth.

TPM-equipped firewalls

Support reference 83580
The list of TPM-equipped firewall models is provided in the section Trusted Platform Module in

the SNS User Guide.

After an update to SNS version 4.3, secrets stored in the TPM must be sealed with the new
technical characteristics of the system, by using the command: tpmctl -svp
<TPMpassword>.

For more information on this topic, refer to the Stormshield knowledge base.
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PROFINET RT protocol

Support reference 70045
The network controller used on SNi40, SN2000, SN3000, SN6000, SN510, SN?10, SN910,

SN2100, SN3100 and SN6100 firewalls has been upgraded and allows VLANs with an 1D value
of 0. This measure is necessary for the industrial protocol PROFINET-RT.

However, IX network modules (fiber 2x10Gbps and 4x10Gbps equipped with INTEL 82599) and
IXL modules (see the list of affected modules) were not upgraded and therefore cannot manage
PROFINET-RT.

IPsec VPN

Optimized distribution of encryption/decryption operations

In a configuration containing a single IPsec tunnel through which several data streams pass
through, enabling the mechanism that optimizes encryption/decryption operations may disrupt
the sequence of packets and cause the recipient to reject encrypted packets based on the size
of the anti-replay window configured.

Interruption of phase 2 negotiations
The Charon IPsec management engine, used in IKEv1 policies, may interrupt all tunnels with

the same peer if a single phase 2 negotiation fails.

This occurs when the peer does not send notifications following a failed negotiation due to a
difference in traffic endpoints.

As mentioned earlier, the behavior of the Racoon IPsec management engine was modified in
version 4.1.0 so that this issue no longer occurs in Racoon <=> Charon tunnels.

However, you may still encounter this issue when the Charon IPsec management engine
negotiates with an appliance that does not send failure notifications.

IPsec restrictions
There are several restrictions when IKEv1 and IKEvZ2 peers are used in the same IPsec policy:

* "Aggressive” negotiation mode is not allowed for IKEv1 peers using pre-shared key
authentication. An error message appears when there is an attempt to enable the IPsec
policy.

* The hybrid authentication method does not function for IKEv1l mobile peers.

* Backup peers are ignored. A warning message appears when the IPsec policy is enabled.

e The "non auth” authentication algorithm is not supported for IKEv1 peers. In such cases, the
IPsec policy cannot be enabled.

* In configurations that implement NAT-T (NAT-Traversal - transporting the IPsec protocol
through a network that performs dynamic address translation), the translated IP address
must be defined as the ID of a peer that uses pre-shared key authentication and for which a
local ID in the form of an IP address had been forced.

PKI
A Certificate Revocation List (CRL) is not required. Even if no CRLs are found for the certification
authority (CA), negotiation will be allowed.
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A CRL can be made mandatory with the use of the "CRLRequired=1" parameter in the CLI
command "CONFIG IPSEC UPDATE". When this parameter is enabled, you must have all the CRLs
in the certification chain.

Support reference 37332

DPD (Dead Peer Detection)
The VPN feature DPD (Dead Peer Detection] makes it possible to check whether a peer is still up
by sending ISAKMP messages.

If a firewall is the responder in an IPsec negotiation in main mode, and DPD has been set to
"inactive”, this parameter will be forced to "passive” in order to respond to the peer's DPD
queries. During this IPsec negotiation, DPD will be announced even before the peer is identified,
so before even knowing whether DPD queries can be ignored for this peer.

This parameter has not been modified in aggressive mode, as in this case DPD would be
negotiated when the peer has already been identified, or when the firewall is the initiator of the
negotiation.

IPsec VPN IKEv2
The EAP (Extensible Authentication Protocol) protocol cannot be used for the authentication of
IPsec peers using the IKEv2 protocol.

In a configuration that implements an IPsec tunnel based on IKEv2 and address translation, the
identifier that the source machine presents to the remote peer in order to set up the tunnel
corresponds to its real IP address instead of its translated IP address. You are therefore advised
to force the settings of the local identifier to be presented (Local ID field in the definition of an
IKEv2 IPsec peer] using the translated address (if it is static) or an FODN from the source
firewall.

A backup configuration cannot be defined for IPsec peers using IKEvZ2. In order to implement a
redundant IKEv2 IPsec configuration, you are advised to use virtual IPsec interfaces and router
objects in filter rules (PBR).

SN Real-Time Monitor

SN Real-Time Monitor version 4.0.0 is not compatible with SNS firewalls in the current version. A
specific version of SN Real-Time Monitor compatible with SNS firewalls will be released later.

Network

4G modems
In order to ensure a firewall's connectivity with a 4G USB modem, HUAWEI equipment in the
following list must be used:

e E3372h-153,
e EB372h-153,
e E3372h-320.

Other key models may work, but they have not been tested.
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Routing - Network directly connected to an interface on the firewall

Support reference 79503
Whenever a network is directly connected to an interface on the firewall, the firewall creates an

implicit route to access this network. This route is applied prior to PBR rules (Policy Based
Routing]: PBR is therefore ignored for such networks.

Spanning Tree protocols (RSTP / MSTP)

Stormshield Network firewalls do not support multi-region MSTP configurations. A firewall
implementing an MSTP configuration and interconnecting several MSTP regions may therefore
malfunction when managing its own region.

If MSTP has been enabled on a firewall and it is unable to communicate with equipment that
does not support this protocol, it would not automatically switch to RSTP.

Due to the way they operate, RSTP and MSTP cannot be enabled on VLAN interfaces and
PPTP/PPPoE modems.

Interfaces
On SN160(W) and SN210(W] firewall models, the presence of unmanaged switches would

cause the status of the firewall's network interfaces to stay permanently "up”, even when they
are not physically connected to the network.

The firewall's interfaces (VLAN, PPTP interfaces, aggregated interfaces [LACP], etc.) are grouped
together in a common pool for all configuration modules. When an interface previously used in
a module is released, it becomes reusable for other modules only after the firewall is rebooted.

Deleting a VLAN interface will change the order of such interfaces the next time the firewall
starts. If such interfaces are listed in the dynamic routing configuration or monitored via SNMP
MIB-II, this behavior would cause a lag and may potentially cause the service to shut down. You
are therefore strongly advised to disable any unused VLAN interfaces instead of deleting them.

The possibility of adding WiFi interfaces in a bridge is currently in experimental mode and
cannot be done via the graphical interface.

On SN160(W) models, configurations that contain several VLANs included in a bridge will not be
supported.

Configurations containing a bridge that includes several unprotected interfaces, and a static
route leaving one of such interfaces (other than the first), are not supported.

Bird dynamic routing

With the Bird dynamic routing engine in version 1.6.8, in configurations that use BGP with
authentication, the "setkey no" option must be used. For further information on Bird
configuration, refer to the Bird Dynamic Routing Technical Note.

When a Bird configuration file is edited from the web administration interface, the Apply action
will send this configuration to the firewall. If there are syntax errors, the configuration will not be
applied. A warning message indicating the row numbers that contain errors will prompt the user
to correct the configuration. However, if a configuration containing errors is sent to the firewall,
it will be applied the next time Bird or the firewall is restarted, preventing Bird from loading
correctly.

Policy-based routing

If the firewall has been reset to its factory settings (defaultconfig) after a migration from
version 2 to version 3 then to version 4, the order in which routing will be evaluated changes
and policy-based routing [PBR] will take over priority (policy-based routing > static routing >
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dynamic routing >... > default route). However, if the firewall has not been reset, the order of
evaluation stays the same as in version 1 (static routing > dynamic routing > policy-based
routing [PBR] > routing by interface > routing by load balancing > default route).

System

Support reference 78677
Cookies generated for multi-user authentication
After a new security policy is implemented on mainstream web browsers, SNS multi-user
authentication no longer functions when users visit unsecured websites via HTTP.

When this occurs, an error message or a warning appears, depending on the web browser used,
and is due to the fact that the authentication cookies on the proxy cannot use the "Secure”
attribute together with the “SameSite” attribute in an unsecured HTTP connection.

The web browser must be manually configured to enable browsing on these websites again.
5 Find out more

Preferences in the web administration interface
Upgrading to a major firmware release will cause the reinitialization of preferences in the web
administration interface (e.g.: customized filters).

Support reference 51251
DHCP server
Whenever the firewall receives INFORM DHCP requests from a Microsoft client, it will send its
own primary DNS server to the client together with the secondary DNS server configured in the
DHCP service. You are advised to disable the Web Proxy Auto-Discovery Protocol (WPAD] on
Microsoft clients in order to avoid such requests.

Support reference 3120
Configuration
The NTP client on firewalls only supports synchronization with servers using version 4 of the
protocol.

Restoring backups

If a configuration backup is in a version higher than the current version of the firewall, it cannot
be restored. For example, a configuration backed up in 4.0.1 cannot be restored if the firewall's
current version is 3.9.2.

Dynamic objects

Network objects with automatic DNS resolution ([dynamic objects), for which the DNS server
offers round-robin load balancing, cause the configuration of modules to be reloaded only when
the current address is no longer found in responses.

DNS (FODN) name objects
DNS name objects cannot be members of object groups.

Filter rules can only be applied to a single DNS name object. A second FQDN object or any other
type of network object cannot be added as such.

DNS name objects (FODN) cannot be used in a NAT rule Do note that no warnings will be
displayed when such configurations are created.
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When a DNS server is not available, the DNS name object will only contain the IPv4 and/or IPv6
address entered when it was created.

If a large number of DNS servers is entered on the firewall, or if new IP addresses relating to
DNS name objects are added to the DNS server(s), several requests from the firewall may be
required in order to learn all of the IP addresses associated with the object (requests at 5-
minute intervals).

If the DNS servers entered on client workstations and on the firewall differ, the IP addresses
received for a DNS name object may not be the same. This may cause, for example, anomalies
in filtering if the DNS object is used in the filter policy.

Filter logs

When a %Iter rule uses load balancing (use of a router object), the destination interface listed in
the filter logs may not necessarily be correct. Since filter logs are written as soon as a network
packet matches the criteria of a rule, the outgoing interface will not yet be known. As such, the
main gateway is systematically reported in filter logs instead.

Advanced antivirus
The option Activate heuristic analysis is not supported on SN160(W), SN210(W) and SN310
firewall models.

Link aggregation (LACP)

Support reference 76432
Link aggregation (LACP) is not compatible with the 40G SFP+ LM4 network module (reference

NA-TRANS-QSFP40-SR).

High availability

Migration
When the passive member of a cluster is migrated from SNS v3 to SNS v4, established IPsec
tunnels will be renegotiated; this is normal.

HA interaction in bridge mode and switches

In a firewall cluster configured in bridge mode, the average duration of a traffic switch was
observed to be around 10 seconds. This duration is linked to the failover time of 1 second, in
addition to the time that switches connected directly to the firewalls take to learn MAC
addresses.

Policy-based routing
A session routed by the filter policy may be lost when a cluster is switched over.

Models
High availability based on a cluster of firewalls of differing models is not supported. Clusters in
which one firewall uses 32-bit firmware and the other uses 64-bit firmware are also not allowed.
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VLAN in an aggregate and HA link

Support reference 59620
VLANSs belonging to an aggregate (LACP) cannot be selected as high availability links. This

configuration would prevent the high availability mechanism from running on this link — the
MAC address assigned to this VLAN on each firewall will therefore be 00:00:00:00:00:00.

IPv6 support
In SNS version 4, the following are the main features that are unavailable for IPv6 traffic:

* |Pv6 traffic through IPsec tunnels based on virtual IPsec interfaces (VTI),
* |Pv6 address translation (NATvG),

* Application inspections (Antivirus, Antispam, URL filtering, SMTP filtering, FTP filtering and
SSL filtering],

* Use of the explicit proxy,

* DNS cache,

e SSL VPN portal tunnels,

e SSL VPN tunnels,

¢ Radius or Kerberos authentication,

* Vulnerability management,

» Modem interfaces (especially PPPoE modems).

High availability

In cases where the firewall is in high availability and IPv6 has been enabled on it, the MAC
addresses of interfaces using IPv6 (other than those in the HA link) must be defined in the
advanced properties. Since IPv6 local link addresses are derived from the MAC address, these
addresses will be different, causing routing problems in the event of a switch.

Notifications

IPFIX
Events sent via the IPFIX protocol do not include either the proxy's connections or traffic sent
by the firewall itself (e.g.: ESP traffic for the operation of IPsec tunnels).

Activity reports

Reports are generated based on logs recorded by the firewall, which are written when
connections end. As a result, connections that are always active (e.g.: IPsec tunnel with
translation) will not be displayed in the statistics shown in activity reports.

Whether logs are generated by the firewall depends on the type of traffic, which may not
necessarily name objects the same way (srcname and dstname). In order to prevent multiple
representations of the same object in reports, you are advised to give objects created in the
firewall's database the same name as the one given through DNS resolution.
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Intrusion prevention

GRE protocol and IPsec tunnels

Decrypting GRE traffic encapsulated in an IPsec tunnel would wrongly generate the alarm "/P
address spoofing on the IPsec interface”. This alarm must therefore be set to Pass for such
configurations to function.

HTML analysis
Rewritten HTML code is not compatible with all web services (apt-get, Active Update) because
the "Content-Length” HTTP header has been deleted.

Instant messaging
NAT is not supported on instant messaging protocols

Support reference 35960
Keep initial routing
The option that makes it possible to keep the initial routing on an interface is not compatible
with features for which the intrusion prevention engine must create packets:

* reinitialization of connections when a block alarm is detected (RESET packet sent],
* SYN Proxy protection,
* protocol detection by plugins (filter rules without any protocol specified),

* rewriting of data by certain plugins such as web 2.0, FTP with NAT, SIP with NAT and SMTP
protections.

NAT

H323 support

Support for address translation operations on the H323 protocol is basic, namely because it
does not support NAT bypasses by gatekeepers (announcement of an address other than the
connection's source or destination).

Proxies

Support reference 35328
FTP proxy
If the "Keep original source IP address" option has been enabled on the FTP proxy, reloading the
filter policy would disrupt ongoing FTP transfers (uploads or downloads).

Filtering

Outgoing interface
Filter rules that specify an outinterface included in a bridge without being the first interface of
such a bridge will not be applied.

Multi-user filtering
Network objects may be allowed to use multi-user authentication (several users authenticated
on the same IP address] by entering the object in the list of multi-user objects (Authentication
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> Authentication policy).

Filter rules with a 'user@object’ source (except 'any’ or 'unknown@object’], with a protocol other
than HTTP, do not apply to this object category. This behavior is inherent in the packet
processing mechanism that the intrusion prevention engine runs. The message warning the
administrator of this restriction is as follows: "This rule cannot identify a user logged on to a
multi-user object.”

Geolocation and public IP address reputation
Whenever a filter rule specifies geolocation conditions and public address reputation, both of

these conditions must be met in order for the rule to apply.

Host reputation

If IP addresses of hosts are distributed via a DHCP server, the reputation of a host whose
address may have been used by another host will be assigned to both hosts. In this case, the
host's reputation may be reinitialized using the CLI command monitor flush hostrep ip
= host ip address.

Support reference 31715

URL filtering

Separate filters cannot be used to filter users within the same URL filter policy. However,
special filter rules may be applied (application inspection), with a different URL filter profile
assigned to each rule.

Authentication

Captive portal - Logout page
The captive portal's logout page works only for password-based authentication methods.

SSO Agent

The SSO agent authentication method is based on authentication events collected by Windows
domain controllers. Since these events do not indicate the source of the traffic, interfaces
cannot be specified in the authentication policy.

Support reference 47378
The SSO agent does not support user names containing the following special characters: " <tab>
&~|=*<>!()J\$%?"" @ <space>.As such, the firewall will not receive connection and

disconnection notifications relating to such users.

Multiple Microsoft Active Directory domains

In the context of multiple Microsoft Active Directory domains linked by an approval relationship,
an Active Directory and SSO agent need to be defined in the firewall's configuration for each of
these domains.

SPNEGO and Kerberos cannot be used on several Active Directory domains.

The IPsec Phase 1 negotiation is incompatible with multiple Microsoft Active Directories for the
authentication of mobile clients.

The IKEv1 protocol requires extended authentication (XAUTH).
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Multiple directories
Users that have been defined as administrators on the firewall must originate from the default
directory.

Users can only authenticate on the default directory via SSL certificate and Radius.

CONNECT method

Multi-user authentication on the same machine in cookie mode does not support the CONNECT
method (HTTP). This method is generally used with an explicit proxy for HTTPS connections. For
this type of authentication, you are advised to use "transparent” mode. For further information,
please refer to our online help at documentation.stormshield.eu, under the section
"Authentication”.

Users
The management of multiple LDAP directories requires authentication that specifies the
authentication domain: user@domain.

The <space> character is not supported in user logins.

Logging out

Users may only log out from an authentication session using the same method used during
authentication. For example, a user authenticated with the SSO agent method will not be able to
log off via the authentication portal as the user would need to provide a cookie to log off, which
does not exist in this case.

Temporary accounts

Whenever a temporary account is created, the firewall will automatically generate an 8-
character long password. If there are global password policies that impose passwords longer
than 8 characters, the creation of a temporary account would then generate an error and the
account cannot be used for authentication.

In order to use temporary accounts, you will therefore need a password policy restricted to a
maximum of 8 characters.

Vulnerability management

Support reference 28665
The application inventory carried out by the Vulnerability manager is based on the IP address of

the machine initiating the traffic in order to index applications.

For hosts with an IP address shared among several users, for example an HTTP proxy, a TSE
server or a router that dynamically translates the source, may greatly increase the load on the
module. You are therefore advised to place the addresses of these machines in an exclusion
list (unsupervised elements).

Stormshield Network administration suite

Support reference 28665
The command CLI MONITOR FLUSH SA ALL was initially meant to disable ongoing IPSec tunnels

by deleting their SAs (security associations). However, as Bird dynamic routing also uses this
type of security association (SA}, this command would degrade the Bird configuration,
preventing any connections from being set up.
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The Bird service must be restarted in order to resolve this issue.
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Documentation resources

The following technical documentation resources are available in the documentation base on
the Stormshield technical documentation website or on the Stormshield Institute website. We
suggest that you rely on these resources for a better application of all features in this version.

Guides

User Guides

e SNSv4.3 User Manual

e SNSv4.3 CLI / Serverd Commands Reference Guide
¢ SNSv4.3 CLI/ SSH Commands Reference Guide

Installation Guides

* Product Presentation and Installation SNS

* Installation and first-time configuration of an SNS firewall Guide
* SNS EVA virtual firewall Deployment Guide

* SNS PAYG virtual firewall Deployment Guide

Technical notes

Authentication
e SSO configuration: Microsoft SPNEGO
* Configuring "guest” methods
* Stormshield Network SSO Agent for Windows
e Stormshield Network SSO Agent for Linux

Configuration

* Adapting the SES security policy of a workstation to its SNS reputation
e Automatic backups

* Basic configuration in command line interface (CLI)

* Collaborative security

* Complying with regulations on personal data

* Configuring a 36/4G modem on SNS

* Custom Context-based Protection Signatures

* Filtering HTTPS connections

* Firewalls stacking: services disibution

¢ High availability on SNS

¢ Identifying industrial protocol commands going through the firewall
* Initial configuration via USB key

¢ Implementing a filter rule
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e Level 2 encapsulation
e SD-WAN - Selecting the best network link

Hardware

¢ Secure Return option

* Software Restoration via USB key

e |PMI Firmware Update (SN6000 and SN6100)

 Changing a Power Supply Module (SN3000 and SN6000)

* Protecting an SNS firewall's UEFI control panel with a password
* Enabling Secure Boot in an SNS firewall's UEFI

Logs
* Description of audit logs
* Integrating SNS logs in IBM QRadar

Routing
* BIRD dynamic routing

SNS for Cloud

e EVAon 3DS OUTSCALE

* EVA on Amazon Web Services

* EVA on Microsoft Azure

* SNS For Cloud - Amazon Web Services

 Deploy SNS For Cloud (2 network interfaces) on Microsoft Azure
e VMWare NSX - SNS firewall as an edge router

VPN

* |Psec virtual interfaces

* |KEv1 Mobile IPsec VPN - Authentication by pre-shared key
* |KEv2 Mobile IPsec VPN - Authentication by pre-shared key
* [Psec VPN - Authentication by pre-shared key

* |Psec VPN - Authentication by certificate

* |Psec VPN - Hub and Spoke configuration

* |Psec VPN - Diffusion Restreinte mode

* Integrating NAT into IPsec

e SSL VPN tunnels

Videos

e CLI commands and scripts, available on Institute.
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Please refer to the Stormshield Knowledge base for specific technical information and to watch
videos that the TAC (Technical Assistance Center) has created.
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Downloading this version

Going to your MyStormshield personal area

You need to go to your MyStormshield personal area in order to download the 4.3.10 version of
Stormshield Network Security:

1. Log in to MyStormshield with your personal identifiers.
2. In the left panel, select Downloads.

3. Inthe right panel, select the relevant product and version.

Checking the integrity of the binary files
To check the integrity of Stormshield Network Security binary files:

1. Enter one of the following commands and replace £ilename by the name of the file you
want to check:

* Linux operating system: sha256sum filename
* Windows operating system: CertUtil -hashfile filename SHA256

2. Compare with hashes provided on MyStormshield personal area, section Downloads.
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Previous versions of Stormshield Network Security

4.3

In this section, you will find new features, resolved vulnerabilities and fixes from previous
versions of Stormshield Network Security 4.3.

439 New features Bug fixes
438 New features Resolved vulnerabilities Bug fixes
437 New features Resolved vulnerabilities Bug fixes
436 New features Resolved vulnerabilities Bug fixes
4.3.5 Bug fixes
43.4 New features Resolved vulnerabilities Bug fixes
433 New features Resolved vulnerabilities Bug fixes
42.14 Resolved vulnerabilities Bug fixes
4213 Bug fixes
42.12 Bug fixes
4211 New features Resolved vulnerabilities Bug fixes
42.10 Resolved vulnerabilities Bug fixes
429 Resolved vulnerabilities Bug fixes
4.2.8 Resolved vulnerabilities Bug fixes
4.2.7 Resolved vulnerabilities Bug fixes
4256 Bug fixes
425 New features Resolved vulnerabilities Bug fixes
42.4 New features Resolved vulnerabilities Bug fixes
422 Resolved vulnerabilities Bug fixes
421 New features Resolved vulnerabilities Bug fixes
416 New features Resolved vulnerabilities Bug fixes
415 Bug fixes
4.1.4 Bug fixes
413 New features Resolved vulnerabilities Bug fixes
4.1.2 Bug fixes
411 New features Resolved vulnerabilities Bug fixes
403 New features Resolved vulnerabilities Bug fixes
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4.0.2 New features Resolved vulnerabilities Bug fixes
401 New features Resolved vulnerabilities Bug fixes
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New features and enhancements in version 4.3.9

tpmctl command

Support reference 83999
The tpmctl command has been optimized.

In particular, these optimizations significantly shorten the time needed to list the status of
certificates protected by the TPM when there are many certificates to list.

Page 33/182 | sns-en-release notes-v4.3.10 - 07/21/2022



w

STORMSHIELD SNS - RELEASE NOTES - V 4.3

Version 4.3.9 bug fixes

System

High availability, link aggregation and recovery of ARP requests
Optimizations have been applied to significantly speed up the recovery of ARP requests after a
forced switch in a cluster that uses link aggregation.

User enroliment

Support reference 84344
An issue relating to user enroliment via the captive portal, particularly on firewalls that do not

have a default certification authority (CA), has been fixed. This regression appeared in SNS
version 4.3.0.

IPSec VPN IKEv2 - Mobile peers in config mode

Support reference 84482
Whenever an IPsec IKEv2 tunnel set up with a mobile peer in config mode was abruptly shut

down by the remote client, the IP address that was assigned to it would remain locked and
unavailable. A parameter has been changed so that users can recover their previous IP address
in such scenarios.

PKI CA CHECK CLI/Serverd command

Support reference 84347
The CLI/Serverd command PKI CA CHECK now also checks Autoupdate configuration files.

Intrusion prevention engine

Sending ARP requests while reloading the configuration of interfaces in the intrusion
prevention engine

Support reference 84272
An issue with competing access, which would occur when the intrusion prevention engine

reloaded the configuration of interfaces while ARP requests were being sent, has been fixed.
This issue made the firewall freeze.
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New features and enhancements in version 4.3.8

Site-to-site IPsec tunnels with IPv6 traffic endpoints

The keepalive option can now be enabled on IPsec tunnels that have IPv6 traffic endpoints.

Static routes using router objects as gateways

Support reference 84239
In configurations that use a router object as the gateway for a static route without specifying

the network interface used, this interface is determined dynamically so that it can be added to
protected network interfaces.
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Resolved vulnerabilities in version 4.3.8

SOFBUS and LACBUS protocol analyzes

A medium severity vulnerability was fixed in the SOFBUS and LACBUS protocol analyzer.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-015/.
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Version 4.3.8 bug fixes

System

SSL VPN

Support reference 83972
SSL VPN tunnels no longer fail to set up during the TLS negotiation phase when the

authentication of the Stormshield SSL VPN client required too much time (e.g., in two-factor
authentication).

Router and link monitoring - Logs

Support reference 84125
An anomaly in tracking the changing statuses of routers and links would cause a “Remote host

unreachable” log to be written in the system log file every minute. This anomaly has been fixed.
High availability

Support reference 84100
In a high availability configuration, when a link is lost on the active node of the cluster, the

switch from the active to passive node now takes place faster. This allows the passive node to
switch more quickly to an active state, therefore minimizing interruption to network traffic.

Refreshing IP addresses of FQDN objects
The IP addresses of FQDN objects are now correctly refreshed in the filter policy. This regression
appeared in SNS version 4.3.6.

Viewing URL and SSL filtering groups
The help in the CLI/SSH command tproxyd command no longer wrongly indicates the

possibility of viewing information about URL and SSL filtering groups. Ever since SNS version
4.1, such information is returned with the command urlctl -g.

The CLI/SSH command sysinfo displays information about URL and SSL filtering groups once
again, as it now refers to the urlctl -gcommand to retrieve it. This regression appeared in
SNS version 4.1.

Regular CRL retrieval

Support reference 84431
When the command PKI CONFIG UPDATE is used, an incorrect value (such as Any) can no

longer be entered in the checkcribindaddr argument.

Intrusion prevention

Command displaying QoS rules in the console
Several anomalies have been fixed in the system command that displays rules relating to QoS

(sfctl -s gos command]):
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* Filter rules regarding ICMP and which use a QoS queue with a Connection threshold [Action
> Quality of service tab) no longer wrongly display the UDP threshold,

* Filter rules that use a QoS queue without a Connection threshold are now displayed.
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New features and enhancements in version 4.3.7

Support for extra-hardened SNxr1200 firewall
SNS version 4.3.7 introduces support for extra-hardened SNxr1200 firewall.

E More information about the SNxr1200 firewall.

Restriction on memory consumption by services on the firewall

A mechanism that restricts the amount of memory used by services on the firewall has been
set up to prevent any service from using an excessive amount of memory.

Multicast IP addresses presented as source addresses

Support reference 84041
A new alarm "Multicast IP src packet” (alarm ip:?55), which makes it possible to block by

default packets that present a multicast address as a source address, has been added to the
intrusion prevention engine.
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Resolved vulnerabilities in version 4.3.7

OpenSSL

A high severity vulnerability was fixed in OpenSSL.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-008/.

vim file editor
Moderate severity vulnerabilities affecting the vim file editor have been fixed.

Details on these vulnerabilities can be found on our website
https://advisories.stormshield.eu/2022-004.

ClamAV antivirus
A moderate severity vulnerability was fixed in ClamAV.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-005.

Intrusion prevention engine
A high severity vulnerability was fixed in the intrusion prevention engine.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-009.
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Version 4.3.7 bug fixes

System

High availability

Support reference 70868
When in a cluster:

* Each member has a unique link aggregate connected to the same network switch,
¢ This aggregate is used as the first interface in a bridge,
» The option Enable link aggregation when the firewall is passive is enabled,

So when a switch occurs, the MAC address of the bridge is no longer imposed, to the detriment
of the aggregate’s MAC address on the new active member.

Link aggregation without IP address

Support reference 83524
When a configuration in SNS version 3.x, which contains a link aggregate without an IP address

(inactive aggregate) was migrated to an SNS 4.x version, it wrongly attempted to activate this
aggregate, therefore triggering the system error "AggX error: The interface is active but does not
have an IP address”. This issue has been fixed and the aggregate remains disabled after the
migration.

Importing objects via a CSV file

Support reference 84224
Additional controls have been implemented to avoid importing objects via a CSV file that may

contain characters that do not conform to the UTF-8 standard (includes comments in objects).

Filter - NAT

Support reference 82567
In some cases, the TCP (c/s) connection threshold set in the Quality of Service (00S) settings in

a filter rule were not applied. This issue has been fixed.

Intrusion prevention

ICMP

As SNS firewalls in factory configuration are in stealth mode by default, disabling stealth mode
no longer wrongly raises the alarm “Invalid ICMP message" (alarm icmp:67) when the
destination cannot be reached.
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Web administration interface

Removing an IPsec encryption profile
During an attempt to remove a local IPsec encryption profile, a window appears to confirm the
operation: pressing Esc no longer confirms the removal by mistake but cancels it as requested.
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New features in version 4.3.6

SSL VPN
The SSL VPN engine (TCP and UDP) has been optimized for better performance.
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Resolved vulnerabilities in version 4.3.6

SSL VPN
A high severity vulnerability was fixed in SSL VPN.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-003.

CPU micro-codes - SN1100, SN2100, SN3100 and SN6100 firewall models

Medium severity vulnerabilities have been fixed in the CPU micro-codes on SN1100, SN2100,
SN3100 and SN6100 firewall models.

Details on these vulnerabilities can be found on our website
https://advisories.stormshield.eu/2021-067.
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Version 4.3.6 bug fixes

System

URL classification - Extended Web Control (EWC)

Support reference 83619
An anomaly affecting communication with EWC servers would occasionally occur after several

unsuccessful attempts to classify a URL. This anomaly has been fixed.

HTTP proxy

Support reference 83607
Issues with competing access to connection counters, which could cause the proxy to shut

down unexpectedly, have been fixed.

IPsec VPN - Protocol selection

Support references 83711 - 83777
Selecting the only protocol allowed to set up an IPsec tunnel (TCP, UDP, ICMP or GRE in the

Protocol column of the tunnel grid) would sometimes prevent IPsec tunnels from being
monitored in the web administration interface. This regression, which first appeared in SNS
version 4.2, has been fixed.

Host reputation

Support reference 77080
Hosts referenced in the host reputation monitoring list could previously be deleted from the

object database. This inappropriate operation, which would cause a system error that prevented
the proxy from starting, has been fixed.

Traffic statistics - Virtual IPsec interfaces

Support reference 82960
The counters that counted packets passing through virtual IPsec interfaces were no longer

refreshed (SNMP requests or netstat system command). This anomaly, which first appeared in
SNS version 4.1, has been fixed.

Outgoing traffic statistics - SSL VPN

Support reference 79814
The counters that counted packets leaving the network interface linked to the SSL VPN were no

longer refreshed This anomaly, which first appeared in SNS version 4.1, has been fixed.
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Local connection of an administrator with the "Console (SSH)" permission

Support reference 84289
When administrators with the Console (SSH) permission attempted to connect locally (in

console mode or with a monitor/keyboard), their attempts would fail and could cause the
console to freeze after two attempts. This issue has been fixed.

IPsec VPN with certificate-based authentication - Topology deployed via SMC

Support reference 84231
Whenever an IPsec VPN topology with certificate-based authentication was deployed from an

SMC server, any attempt to modify the firewall (via the web administration interface] of the peer
defined in this topology would wrongly display a system error message “A mandatory token for
this message has not been specified”. This issue has been fixed.

QoS - Modifying a default queue initially configured in percentage

Any attempt to reconfigure a default queue (or a default ACK queue] that was initially
configured in bandwidth percentage would cause an error and display the error message
“Reference needed for percentage”. This issue has been fixed.

Hosts with dynamic IP address resolution used in sub-groups

Support references 84202 - 81951
Whenever a host was:
¢ Configured with dynamic IP address resolution,
* Placed in a sub-group that is in turn used in a configuration module on the firewall (filter
rules, permissions to access the web administration interface, etc.).

Changes to this host’s IP address would be ignored in the configuration module in question.
This issue has been fixed.

Intrusion prevention

SOFBUS - LACBUS protocol
An anomaly in the engine that analyzes the SOFBUS protocol would wrongly raise the "SOFBUS:
invalid protocol” alarm (modbus:741). This anomaly has been fixed.

Android WhatsApp and Facebook applications

Support reference 82865
Legitimate packets from Android WhatsApp or Facebook applications would sometimes wrongly

trigger the block alarm "SSL version mismatch” (ssl:117 alarm). This regression, which first
appeared in SNS version 4.2.1, has been fixed.

SSL protocol
Enabling the option Allow O-RTT could wrongly raise the alarm "SSL: invalid answer with
connection state” (ssl:735 alarm). This issue has been fixed.
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System

Updating the firewall

Support reference 84361
The firewall would occasionally restart in loop after an update to SNS version 4.3. This issue has

been fixed.
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New features in version 4.3.4

SD-WAN

Using the CLI/Serverd command MONITOR ROUTER name=router name makes it possible to
display the values of SD-WAN metrics of the various gateways that make up the router specified
as an argument.

2 For more information, refer to the CLI Serverd Commands Reference Guide.
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Resolved vulnerabilities in version 4.3.4

CPU microcode - SNi20 model firewalls

Moderate and high severity vulnerabilities have been fixed in the CPU microcode on SNi20
model firewalls.

Details on these vulnerabilities can be found on our website:

* https://advisories.stormshield.eu/2021-040,
* https://advisories.stormshield.eu/2021-043.

CPU microcode - SN2100 and SN3100 model firewalls

Moderate and low severity vulnerabilities have been fixed in the CPU microcode on SN2100 and
SN3100 model firewalls.

Details on these vulnerabilities can be found on our website:

* https://advisories.stormshield.eu/2021-041,
* https://advisories.stormshield.eu/2021-042.
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Version 4.3.4 bug fixes

System

Authentication - SSL VPN

Support references 78073 - 81741
In a configuration using a main external LDAP directory and a backup external LDAP directory,

switching from the main directory to the backup directory would occasionally cause the
authentication engine to shut down unexpectedly, preventing uses from accessing the SSL
VPN. This issue has been fixed.

Firewall managed from Stormshield Management Center (SMC)

Support reference 81863
When an administrator connects to a firewall from their SMC connecting server, this

administrator’s connection identifier will now correctly appear in the right upper banner of the
firewall's web administration interface.

Values of SD-WAN monitoring parameters
To fit most SD-WAN requirements, the default values and values acceptable as availability
testing parameters have been changed:

* |dle timeout: 1s by default (as opposed to 2s prior to SNS 4.3.4],

* Frequency: 5 seconds by default, with a minimum of 2 seconds (as opposed to 15s prior to
SNS 4.3.4),

* Number of tries: 5 (as opposed to 3 prior to SNS 4.3.4).

Logs - SD-WAN statistics

Support reference 83961
Statistics regarding SD-WAN metrics [Iatencg, jitter, packet loss rate, etc.) are now collected

every 10 minutes (instead of 15) to be better synchronized with routing statistics.

VPN logs

Support reference 83792
Anonymized VPN logs (without any specific access privileges granted) would occasionally

reveal information about the remote user certificate by mistake (remoteid field). This anomaly
has been fixed.

Network configuration

Support reference 84225
When there are two sections with the exact same name in the network configuration file, the

mechanism that reloads network parameters would freeze. This issue has been fixed.
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Static routing
An anomaly which sometimes prevented some routes from being correctly applied (unroutable
gateways) has been fixed.

SD-WAN - Logs
In configurations that use SD-WAN, the system log now indicates what caused the links to
switch.

Hardware monitoring - Disks

Support reference 84083
The mechanism that analyzes the results of SMART tests has been adapted to stop raising

inappropriate alerts on some SSD references.

SNMP Agent

Support reference 81710
Several anomalies that could cause memory leaks in the SNMP agent have been fixed.

QoS
After a traffic shaper was assigned to an interface, its default queue or default ACK queue could
no longer be changed. This anomaly has been fixed.

Defining a CBO QoS queue by using both an absolute value and a percentage for its min. and
max. bandwidth characteristics (or reverse min. and max.) could generate inconsistencies in
the QoS configuration and block matching traffic. This type of configuration is now explicitly
rejected.

QoS configured in a protocol alarm

Support reference 84237
Renaming a QoS queue that is used in a protocol alarm would make this queue disappear from

the alarm configuration and cause a system error. This issue has been fixed.

Web administration interface
High availability

Support reference 83724
When an error occurs while attempting to connect a firewall to a cluster, the web administration

interface no longer freezes when the “High Availability configuration in progress” message
appears.

IPsec VPN - Encryption profiles

Support reference 84245
When AES-GCM 16 is selected as the phase 1 (IKE] algorithm, the field that makes it possible to

specify an authentication algorithm is now grayed out.
As the only authentication method that AES-GCM-16 supports is prfsha256, it will be
automatically selected.
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Enabling the ANSSI Diffusion Restreinte (DR) mode

Support reference 82914
When DR mode is enabled on an IPsec configuration that does not meet all of this mode’s

requirements, the warning message indicating that the IPsec configuration has been disabled
now comes with a blinking symbol indicating that the firewall must be manually restarted in
order to apply changes (upper right section of the screen).
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New features in version 4.3.3

SD-WAN and QoS

© IMPORTANT
These are early access features.

You must refer to the Known issues and Limitations and explanations on usage before enabling
these features or updating an existing QoS configuration to an SNS 4.3 version.

Selecting the best link
Specific criteria can now be configured to determine whether a WAN link meets the quality level
appropriate for its type of traffic (VolP, video, etc.).

To do so, for each type of traffic, you can define a Service Level Agreement (SLA) based on one
or several thresholds from the following criteria:

e Latency,

o itter,

* Packet loss.

As soon as any threshold is not met, the firewall will select for the traffic in question another
WAN link with the right SLA status.

This configuration can be applied to standard traffic or encrypted communications.

Regardless of the type of traffic, you can also set up a more general configuration to ensure
that all communications will automatically be switched to a backup link when the quality of the
main link is degraded.

You can view the quality of your various links at any time from the firewall’s web administration
interface.

For further information, refer to the sections Network objects - Router, Monitoring - SD-WAN and
Reports in the SNS User guide.

Improved Quality of Service (QoS) feature

The Quality of Service (QoS) feature has been enhanced to meet the requirements of recent
infrastructures. With these changes, the definition of traffic priority as well as bandwidth
restriction and reservation can be significantly improved.

For more information, refer to the section Quality of Service (QoS] in the User guide.

© IMPORTANT

QoS configurations defined in versions earlier than SNS 4.3 are not automatically valid. Traffic
shapers must be set so that these (oS configurations can be enabled after an update to SNS
version 4.3.

Static routing - Router objects
Router objects can now be selected as gateways when a static route is created or modified. For
each static route, this makes it possible to set a link selection policy.
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You can always apply a different link selection policy to specific traffic streams by configuring
them directly in the rules of your filter policy (policy-based routing). These configurations have
higher priority than static routing configurations.

For further information, refer to the sections IPv4/IPv6 static routes, Network objects - Router
and Filtering in the SNS User guide.

© NotE

Router objects defined with load balancing are not compatible with this feature.

TLS protocol 1.3

Analysis of server certificates

The intrusion prevention engine now attempts to retrieve the server certificate for every TLS
v1.3 traffic stream that passes through the firewall so that any security flaws relating to this
certificate can be analyzed and attack signatures and applications that rely on the analysis of
this certificate can be enabled.

This analysis is enabled by default on the firewall. Some TLS 1.3 traffic can now be blocked, but
previously could not due to this new protocol analysis.

2 Find out more

SSL proxy
The SSL proxy now supports the TLS 1.3 protocol.

SOFBUS and LACBUS industrial protocols

SNS firewalls can now detect and analyze SOFBUS and LACBUS protocols. This analysis is
disabled by default and makes it possible to detect abnormal behavior and filter specific
SOFBUS and LACBUS commands to minimize the attack surface and risk of compromise. These
protocols are used mainly in water management infrastructures, and are the intellectual
property of LACROIX Sofrel.

I Find out more

Network captures

A new network capture tool is now available in the web administration interface of SNS firewalls
and can be used to resolve issues. The most common filter criteria (IP, port, interface, etc.) can
be entered in a filter creation wizard, which will allow users who are unfamiliar with tcpdump or
the format of its filters to create network captures. The tcpdump filter can also be manually
entered for advanced users.

With this new tool, up to five simultaneous captures can be run. To access it, the firewall must

be equipped with a storage medium on which captures can be saved (e.g., internal storage or
SD card).

2 Find out more
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Remote access to the firewall via SSH

Opening access to the firewall's administrator accounts

Administrators declared on the firewall can now be assigned access privileges to the firewall in
SSH. Such access is restricted by default to the nsrpc shell interpreter (CLI/Serverd commands
are used) and can be extended to the operating system’s shell interpreter if the super-
administrator (admin account) allows it.

2 Find out more

Protection from brute force attacks
Remote access to the firewall via SSH is now protected from brute force attacks. If this
protection mode is already enabled on the firewall, its perimeter will be automatically extended.

1) Find out more

RADIUS authentication

Dashboard
RADIUS servers are now monitored and their statuses shown in the Services widget of the

Dashboard.

Idle timeout and maximum number of connection attempts

The maximum number of attempts and idle timeout allowed to set up a connection with a
RADIUS server (main and backup servers) can now be configured. This simply requires
changing the CLI/Serverd command CONFIG AUTH RADIUS by adding the arguments timeout,
retry, btimeout and bretry.

2 Find out more

Support for RADIUS VSAs

Users authenticated via RADIUS can now be associated with groups in the firewall after support
for RADIUS VSAs was enabled. This makes it possible in particular to add administrators whose
users or groups come from other domains. For this feature to work, the RADIUS server must also
be configured to use VSAs.

Support for VSAs on the firewall is enabled by default but can be disabled using the CLI/Serverd
command CONFIG AUTH RADIUS with the argument [VSAusergroup=<0|1>].
 Find out more

IPv6 support
RADIUS servers can now be reached in IPv6, which means that RADIUS servers with objects that
use IPv6 addresses can be configured in the firewall.

Support for the domain attribute
A user's domain name can now be copied to the field in the RADIUS request allowing the
inclusion of RADIUS authentication in a federation that consists of several domains.

Source IP address of RADIUS requests
The source IP address of RADIUS requests can now be configured.

2 Find out more
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Processing RADIUS requests
RADIUS requests are now asynchronously processed to facilitate their integration with OTP

platforms.

LDAP server

The firewall's internal LDAP server now uses a TLS configuration in line with the
recommendations given by the French Network Information Security Agency (ANSSI).

2 Find out more

VPN

IPsec VPN IKEv2 - Support for MOBIKE
MOBIKE can now be used with mobile peers. With MOBIKE, mobile users no longer need to

renegotiate their tunnels when they change IP addresses.

MOBIKE can only be enabled by using the CLI/Serverd commands CONFIG IPSEC PEER NEW
and CONFIG IPSEC PEER UPDATE with the argument [mobike=<0|1>] depending on
whether you are adding or updating a peer.

An additional parameter makes it possible to define in an IPsec policy the interfaces on which
the IPsec engine builds its list of IP addresses that it shares via MOBIKE. In this way, the IP
addresses shared when MOBIKE is used can be kept to a strict minimum. The list of interfaces
affected can only be modified using the CLI/Serverd command CONFIG IPSEC UPDATE With
the argument [UsedInterface=<itf1,itf2,...>].

© NoTE

MOBIKE is not compatible with the Diffusion Restreinte (DR) mode that complies with the
recommendations of the French Network Information Security Agency (ANSSI).

SSL VPN
The speed with which connections are set up, and SSL VPN support for the TLS 1.3 protocol

have been enhanced. You must use a TLS 1.3-compatible SSL VPN client to benefit from these
enhancements. Do note that Stormshield Network SSL VPN Client in version 2.9 is not
compatible with this protocol.

These enhancements now require a minimum mask size of /28 for the network object assigned
to UDP and TCP clients in the SSL VPN configuration.

High availability and link aggregation

In configurations that contain network link aggregates, when high availability is initialized, the
Enable link aggregation when the firewall is passive option is enabled by default. This option
optimizes swap time.

High availability - Direct links between members of the cluster

In high availability configurations with direct HA links between both members of the cluster
(without any intermediate network switch), when HA links are down after the main firewall fails,
the switch to the other member of the cluster takes place immediately.
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Link aggregation - Redundancy

Redundancy link aggregates can now be created. With the redundancy feature, a backup link
can be set up in case the main link (identified as Master in the aggregate) stops responding. A
Redundancy aggregate must contain two links.

This new feature is available only on SN510, SN710, SN910, SN2000, SN2100, SN3000,
SN3100, SN6000, SN6100, SNi20 and SNi40 models. SNS firewalls support this feature only
with Cisco switches.

2 Find out more

Telemetry service
When SNS firewall administrators connect to the web administration interface, a window
prompts them to enable the telemetry service if it has been disabled.
5 Find out more

Certificates and PKI

Web enroliment - Certificate enrollment
The web enrollment service has been enhanced to allow users to submit certificate requests

from the latest versions of mainstream web browsers. When users submit a request, they must
now define the encryption key themselves, to encrypt their private key.

1) Find out more

Refreshing the CRL of a CA
A new CLI/Serverd command SYSTEM CHECKCRL is available, and makes it possible to force
the refreshment of a certification authority’s (CA) certificate revocation list (CRL).

2 Find out more

Hardening of the operating system

Executable file integrity verification mechanism
SNS firewalls now generate a system event when the executable file integrity verification
mechanism refuses to run a binary file.

Secure Boot
The Secure Boot feature can now be enabled in the UEFI of Sni20, SN1100 and SN3100

firewalls. When this feature is enabled, the security of the system can be increased, in
particular by verifying the signature of the system that was loaded when the firewall started up.
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Resolved vulnerabilities in version 4.3.3

IXL network cards

Moderate severity vulnerabilities have been fixed in the drivers of IXL network cards and NVM
utilities.

Details on these vulnerabilities can be found on our website:
* https://advisories.stormshield.eu/2020-029/,
* https://advisories.stormshield.eu/2020-031/,
* https://advisories.stormshield.eu/2020-032/,
* https://advisories.stormshield.eu/2020-033/,
* https://advisories.stormshield.eu/2020-036/,
* https://advisories.stormshield.eu/2020-040/,
* https://advisories.stormshield.eu/2021-066/.
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Version 4.3.3 bug fixes

System

IPsec VPN

Support reference 78214
Site-to-site IPsec tunnels with all as the source traffic object no longer wrongly activate the

sending of keepalive packets with the broadcast address (255.255.255.255) as the source
address. Such packets were blocked because the alarm “Broadcast address used in source
address” (ip:89) was raised.

Do note that this anomaly did not disrupt legitimate traffic in IPsec tunnels.

Support reference 82729
Whenever a certificate was identified by a name (DN - Distinguished Name] longer than 128

characters, the firewall would retain only the first 128 characters. The deployment of an IPsec
configuration via SMC with such a certificate would therefore fail because the DNs of the
certificates do not match.

The maximum size has been raised to 240 characters, the technical limit.

Support reference 81471
In configurations using IPsec VPN tunnels that handle a high network load, when an ARP entry

expires, network packets will no longer be lost.

Support reference 81691
Due to an anomaly in the sequencing of processes/threads when priority is dynamically

changed, packets would sometimes get lost on firewalls handling heavy traffic. This anomaly
has been fixed.

Support reference 83059
IPsec tunnels in which a peer has a name that contains an accented character can now be

correctly set up again. This regression appeared in SNS version 4.2.

IPsec VPN IKEv2

Support reference 79713
The reauthentication of an IPsec IKEv2 tunnel in phase 1 would sometimes end too quickly,

causing legitimate packets to be wrongly rejected. To prevent this situation, a new setting can
be used to delete the older IKE SA later.

IPsec VPN - Certificates

Support references 78593 - 78611 - 73609
For IPsec peers that were deployed via SMC (global IPsec policy) and used certificates defined

locally on the firewall, the certificates used were not shown in details of peers. This issue has
been fixed.
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SSLVPN

Support reference 81349
The OpenVPN daemon would sometimes shut down unexpectedly, logging out all users

connected via the SSL VPN as a result. This issue has been fixed.

Proxies

Support reference 79295
Proxies and proxy-based modules (URL classification, etc.] now correctly manage certificates
that contain both an emptySubject field and a filled in Subjectaltname field.

Creating interfaces

Support reference 75064
Configurations containing several hundred interfaces [e.g., virtual interfaces, VLAN interfaces,

etc.) would cause excessive CPU consumption after the network interface configuration file was
repeatedly reloa