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Introduction

From firmware version 2.x onwards, Stormshield Network firewalls can encapsulate Level 2 traffic
in GRE (Generic Routing Encapsulation) tunnels based on GRETAP interfaces. Since GRE tunnels
are not encrypted natively, exchanges can be secured by making GRE traffic go through IPSec.

The use of GRE tunnels based on GRETAP interfaces makes it possible, for instance, to link sites
with the same address range through a bridge. DHCP services can therefore be shared between
both sites. This kind of tunnel also allows transporting VLANs identified and explicitly declared on
the firewalls between two sites
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Architectures shown

Case 1: bringing together two sites sharing the same address range

192.168.0.0/24 ! . e — 192.168.0.0/24

This section of the technical note sets out the scenario of a company seeking to link two sites
sharing an identical address range through a bridge. Services, for example DHCP, and shared
network resources will therefore be considered local services, regardless of the site. To secure
exchanges, GRE traffic will be encrypted in an IPsec tunnel.

 NoTE

IP addresses assigned to devices on both sites must of course be unique.

Case 2: transporting VLAN in a GRE tunnel

N

Vian_10

Vian_10
192.168.0.0/24 192.168.0.0/24

Vlan_20 > i Vian_20
192.168.1.0/24 p 192.168.1.0/24

IPsec
Vlan_10/Vian_20

This section of the technical note sets out the scenario of a company seeking to share two VLANs
between two sites through a GRE tunnel secured by encryption (IPSec]). It covers the specific
configurations in the creation of GRETAP interfaces, IPSec tunnels, VLAN settings and their
attachment to GRETAP interfaces.

@) IMPORTANT

Abridge is needed for each VLAN transported. It is therefore essential that you ensure the
firewall supports the number of bridges planned.

The system property command ( Systéme > Console CLI menu] allows you to get this
information:
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@ CONSOLECLI
SYDLEM ! 5YSTEm CONmMaEnAs
TSER : User related functions
VERSION : Display server version
SysStem property
[Result]
Type=Firewall
Model=V50-A
MachineType=amd6d
Version= -
AS0Version=7.3.0
SerialNumber=V50KXA3IE0000017
MITUmax=9198
LACE=0

IBrid-ge=8 I
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Case 1: bringing together two sites sharing the
same address range

Configuring the firewall on Site A

Creating the GRETAP interface

In the Network > Interfaces module, click on Add and select Add a interface. Enter the following
mandatory fields:

Global configuration

Name: assign a name to the GRETAP interface (gretap in the example).

Interface Configuration

Bridge: select an existing bridge on the firewall. This may be a bridge created by the default
configuration or a bridge created specifically for this purpose.

@ NoTE

Bridges cannot be created in the GRETAP interface creation wizard.

 NoTE

Itis possible to not assign any bridge to the interface by selecting the option Create an
inactive GRETAP interface. The interface can then be enabled later by moving it to a bridge.

GRETAP tunnel configuration

Tunnel source: select the physical interface through which GRE traffic will travel on the firewall. In
the example given, this is the Firewall out interface.

Tunnel destination: select an object bearing the public IP address of the remote firewall (Remote_
Firewall in the example).

Click on Finish then Apply to confirm the creation of the GRETAP interface.

Creating IPsec tunnels
In the Encryption policy - Tunnels tab of the VPN > IPsec VPN module, click on Add and select
Site-to-site tunnel. Fill in the various fields suggested by the tunnel creation wizard and confirm:
Local network: select the physical interface bearing the GRE tunnel (Firewall outin the example).
Remote network: select an object bearing the public IP address of the remote firewall.

Peer selection: create (or select it if it exists) a peer whose remote gateway will be an object
bearing the public IP address of the remote firewall.
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@ NoTE

For further detail on how to create a peer using authentication by pre-shared key or
certificates, please refer to the documents /Psec VPN - Authentication by pre-shared key
and IPsec VPN - Authentication by certificate.

@ NoTE
The version of the IKE protocol for this peer has to be the same as:

the one used on the remote firewall,

the one for the peers used in the other rules of the IPsec policy in question.

In order to prevent the setup of IPsec tunnels for protocols other than GRE and thereby
preventing the encryption of traffic such as ICMP (ping), the GRE protocol can be specified in the
Protocol column. If this column does not display, roll your mouse over the title of any column and
expand the pop-up menu by clicking on the arrow. Select Columns then check Protocol:

(&) IPsec and GRE | A Activate this policy | Edit~ |iE5

BRI R A eV NN < ANONYMOUS - MOBILE USERS

Searched text % | 4 Add~ E3J Delete | T Up 4 Down ?{’ Cut Ecuw
Line  Status Local network Peer Remote network ™ Encryption profie Comment
1 @ on & Firewall_out Site_RemoteF W RemoteFW l

|

EH Columns 3
Local network
Peer
Remote network
[F] Protocol
Encryption profile
Keep alive
The IPsec VPN policy will therefore resemble:
(8} IPsec and GRE ~ | A Activate this policy | Edit~ |8

- ® - S[TE-TO-SITE (GATEWAY-GATEWAY) =T RN Ry le Nt el =T Ve Sty

Searched text x| 4 Addr E3 Delete | £ Up § Down ﬁ) Cut @Cuw

Line Status Local network Peer Remote network Protocol Encryption profile Comment

1 @ on & Firewall_out Site_RemoteFi RemoteFW gre GoodEncryption

Since the firewall initiated the sending of GRE network packets, filter rules therefore do not
need to be created for this protocol.

Configuring the firewall on Site B

Creating the GRETAP interface

Following the method used on site A's firewall, create the GRETAP interface:
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Global configuration

Name: assign a name to the GRETAP interface

Interface configuration

Bridge: select an existing bridge on the firewall. This may be a bridge created by the default
configuration or a bridge created specifically for this purpose.

GRETAP tunnel configuration

Tunnel source: select the physical interface through which GRE traffic will travel on the firewall. In
the example given, this is the Firewall out interface.

Tunnel destination: select an object bearing the public IP address of the remote firewall (Remote_
Firewall in the example).

Click on Finish then Apply to confirm the creation of the interface.

Creating IPsec tunnels

Following the method used for creating the IPsec tunnel on site A's firewall, define a tunnel with
the following values:

« Local network: select the physical interface bearing the GRE tunnel (Firewall out in the
example).

» Remote network: select an object bearing the public IP address of the remote firewall (Remote_
Firewall in the example).

« Peerselection: create (or select it if it exists) a peer whose remote gateway will be an object
bearing the public IPaddress of the remote firewall.

@ NotE
The version of the IKE protocol for this peer has to be the same as:

e the one used on the remote firewall,
o the one forthe peers used in the other rules of the IPsec policy in question.

Select GRE in the Protocol column of the IPsec rule in order to restrict the use of the tunnel to GRE
traffic.

The IPsec VPN policy will therefore resemble:

(8} IPsec and GRE ~ R Activate this policy | Edit~ |5

- & _ S[TE-TO-SITE (GATEWAY-GATEWAY) (=T WA ey oll R Alel=l RISt

Searched tex % 4 Add- E3 Delete | £ Up & Down | @ Cut [& Copy
Line Status Local network Peer Remote network Protocol Encryption profile Comment

1 @ on & Firewall_out Site_RemotePW RemoteFW gre GoodEncryption
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© NoTE

Since the firewall initiated the sending of GRE network packets, filter rules therefore do not
need to be created for this protocol.

Verifying tunnels

GRE tunnels

To check the operational status of the unencrypted GRE tunnel between both firewalls, disable
the IPsec rule on each site by setting its status to off and enable the IPsec policy:

,ﬁ (8) IPsec and GRE ¥ ﬂ Activate this policy | Edit- ==}

BRI (o R (e NN e U B ANONYMOUS - MOBILE USERS

Searched text ¥ o Add~ EJ Delete | T Up 4 Down ﬁ)‘ Cut E)CDW
Line Status Local network Peer Remote network Protocol Encryption profile
1 @ Firewal_out Site_RemoteFW/ RemoteF/ are GoodEncryption

From a workstation located on the local network of Site A, ping a machine located on the local
network of Site B. This machine should respond to requests.

Encrypted GRE tunnel in an IPsec tunnel

On each firewall, enable the IPsec rule by setting its status to on and enable the |Psec policy:

A (3) IPsec and GRE v | A Activate this policy | Edit~ |5

- & - SIE-TO-SME (GATEWAY-GATEWAY) EEE=Y IEATVIR (0 IVER el N T

Searched fext x| 4 Addv 3 Delete | T Up § Down | @ cut [& Copy
Line Status Local network Peer Remote network Protocol Encryption profile

1 [@on | < Firewall_out Site_RemoteFW/ RemoteF are GoodEncryption

From a workstation located on the local network of Site A, send a ping from a machine located on
the local network of Site B. This machine should respond to requests.
Verifying in SN Real-Time Monitor

The status of the IPsec tunnel can be viewed in the IPsec VPN tunnels tab in the VPN tunnels
module in SN Real-Time Monitor:

IPSec VPN tunnels S5L VPN tunnels

¥ Source 7 Bytes ¥ Destination ¥ Status ¥ Lifetime ¥ Authentication ¥ Encryption

B ———
Firewall_out B || RernoteFWPublicl  mature hmac-shal aes-chc

Logs regarding the setup of IPsec tunnels can be looked up in the Logs > VPN module:
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Search:
¥ Firewall ¥ Date | PEnorlevel ¥ Phase ¥ Source ¥ Destination T Message T Peeridentity ¥InSPI ¥ OutSPI ¥ Cookie (infout) TRole ¥ Remote network ¥ Local network
192168.56.250 1250 Information [l ! Firewall_out RemoteFWPublicl IKE SA established 0x08d261b79431821 e/0:2202£95115d9d4dA initiator

10216856250 1250 Information 2 Firewall_out RemoteFWPublicl IPSEC SA established OxcB74d01c Oxceh52632 0:08d261b19431821 &/0x2202095115d9d4d4 initiator 10, /2grel  10.)/32gre]
19216856250 1250 Information 1 Firewall_out RemoteFWPublicl IKE SA established O bac5337bbBad6d] /0053 edec5787b01e responder

19216856250 1250 Information 2 Firewall_out RemoteFWPublicl IPSEC SA established Oxcddb35ac Ovc94c0482 OxlbacS33TbbBad6dl (0x)Safedec578fb01e responder 10. /32gre] 0. 32gre]

Verifying in the firewall web interface

In the firewall's web administration interface, you can display logs and reports to verify that your
configuration operates correctly.
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Case 2: transporting VLAN in a GRE tunnel

Configuring the firewall on Site A

Creating the GRETAP interface
Creation

In the Network > Interfaces module, click on Add and select Add a interface. Enter the following
mandatory fields:

Global configuration

Name: assign a name to the GRETAP interface (GretapVLAN in the example).

Interface Configuration

Bridge: select the option Create an inactive GRETAP interface. The interface will be enabled
thereafter and assigned with a dedicated IP address.

 NoTE

Not attaching the GRETAP interface to a bridge makes it possible to authorize only network
packets through the GRE tunnel from VLANs attached to this interface (VLAN10 and 20 in
the example).

GRETAP tunnel configuration

Tunnel source: select the physical interface through which GRE traffic will travel on the firewall. In
the example given, this is the Firewall out interface.

Tunnel destination: select an object bearing the public IP address of the remote firewall (Remote_
Firewall in the example).

Click on Finish then Apply to confirm the creation of the GRETAP interface.
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The GretapVLAN interface created will then appear grayed out (inactive] in the list of interfaces:
@ INTERFACES
Search... (% 4 Add- (3 Delete = Miced view ~ Show all~ @@ Check usage
» vfy bridge ADVANCED CONFIGURATION
(] out
] dmz1 MName : GretapVLAN
(] dmz2 Comments :
i GretapWVLAN i
WVLAMs attached to the interface :
Color: o
This interface is : internal (protected) 1
GRETAP tunnel address
Tunnel source : Firewall_out -
Tunnel destination : RemoteFW ~ B
Address range
@ Mone (interface disabled)
Activation

In the tab Configuration of the interface, assign an |P address to the GRETAP interface by
selecting Fixed IP (static) then entering the IP address and network mask. Confirm the
configuration by clicking on Apply. The GRETAP interface will then be enabled. In this example,
the IPaddress and network selected have the values 192.168.44.1 and 255.255.255.252

respectively:
> oy bridge COMFIGURATION OF THE INTERFACE  [EEARUAN s ue N el Fon o]l
(] ot
] dmz1 Name : GretapVLAN
] dmz2 Comments -
[ GretapVLAN )
WLANs attached to the interface :
Color: ()
This interface is : internal (protected) L
GRETAP tunnel address
Tunnel source : Firewall_out —
Tunnel destination : RemoteFW v ?.,_
Address range
) Mone (interface disabled)
() Dynamic IP (obtained by DHCP)
(7) Address range inherited from the bridge
@ Fixed IP (static)
+ Add E3 Delete
IP address Network mask
192.168.44.1 255.255.255.252
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Creating IPsec tunnels

To create the IPsec tunnel on Site A's firewall, please refer to the section Creating the IPsec tunnel
in Case 1.

@ NoTE

Since the firewall initiated the sending of GRE network packets, filter rules therefore do not
need to be created for this protocol.

Creating VLANs

Creating VLAN 10

In the Network > Interfaces menu, click on Add then Add a VLAN. In the first window of the wizard,
select the option VLAN attached to 2 interfaces (crossing VLAN).

Next, fill in the fields in the various windows of the wizard as follows:

VLAN ID

Mame : vlan_10

VLANID : 10 >
Color: | o«

VLAN address range

() Use an existing bridge

Bridge :

@ Create a new bridge
Mame : BridgeVlan10
IPv4 address : Dynamic IP (DHCP)

VLAN ID

« Name: choose a name for this VLAN (vlan 10 in the example).
o VLAN ID: select the 802.1q identifier associated with the VLAN (10 in the example).

VLAN address range

« Select Create a new bridge and assign a name to this bridge (BridgeVlan10 in the example).

« |Pv4 address: leave the default dynamic IP assignment (DHCP) then confirm and click on
Next.
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Incoming VLAN ID

Mame : wlan_10_1
Interface : in v
This interface is : internal (protected) i

Outgoing VLAN 1D

Mame : wlan_10_2
Interface : GretapWLAN R4
This interface is : internal (protected) R

Incoming VLAN ID

o Name: select a name for the VLAN attached to the interface for incoming traffic. By default, this
should be the name of the VLAN selected in the first window with the addition of the suffix " 1"
(vlan 10 1 in the example).

« Interface: select the interface through which packets belonging to the VLAN will enter the
firewall. In the example, since the hosts are on the internal network, this will be the in
interface.

« This interface is: specify that the VLAN has to be considered as an internal (protected)
interface.

Outgoing VLAN ID

o Name: select a name for the VLAN attached to the interface for outgoing traffic. By default, this
should be the name of the VLAN selected in the first window with the addition of the suffix " 2"
(vlan 10 2 in the example].

« Interface: select the GRETAP interface through which packets belonging to the VLAN will leave
the firewall. In the example, this would be the GretapVLAN interface.

« This interface is: specify that the VLAN has to be considered as an internal (protected)
interface.

After having confirmed the configuration, the VLANs and their associated bridges can be seen in

the list of interfaces:
@ INTERFACES

Search... *

- ufy bridge
2 of} BridgeVian10
M5 vian_10_1

My vian_10_2

Creating VLAN 20

To create the second VLAN that needs to be transported through the GRE tunnel, follow the
method described in the paragraph Creating VLAN 10 using the following values:

VLAN ID

o Name:vlan 20 in the example.
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e VLAN ID: 20 in the example.

VLAN address range

o SelectCreate a new bridge. Name: BridgeVlan20 in the example.
« |Pv4 address: Dynamic IP (DHCP).

Incoming VLAN ID
o Name:vlan 20 1 in the example.

« Interface: in in the example.

« This interface is: specify that the VLAN has to be considered as an internal (protected)
interface.

Outgoing VLAN 1D
o Name: vlan 20 2 in the example.
« Interface: GretapVLAN in the example.

« This interface is: specify that the VLAN has to be considered as an internal (protected)
interface.

By clicking on the GRETAP interface, you will be able to check that both VLANs vian 10 2 and vian_
20 2 have been attached to it:

@ INTERFACES
Search... * | 4 Add~ 3 Delete | [F Mixed view v Show all» <@ Check usage
g '[: bridge CONFIGURATION OF THE INTERFACE ADVANCED CONFIGURATION
> oy BridgeVlan10
+ o[l BridgeVian20 Name : GretapVLAN
M out Comments
My GretapVLAN .
IVLANS attached to the interface : vian_10_2, vlan_20_2 I
Color: "
This interface is internal (protected) v
GRETAP tunnel address
Tunnel source : Firewall_out —
Tunnel destination : RemateFW =]

Configuring the firewall on Site B

Creating the GRETAP interface

To create the GRETAP interface on the firewall of site B, please follow the method explained in the
paragraph Creating the GRETAP interface on site A. For the example shown, the values used will be
the following:

o |Paddress: 192.168.44.2.

e Mask: 255.255.255.252.
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Creating IPsec tunnels

To create the IPsec tunnel on Site B's firewall, please refer to the section Creating the |Psec tunnel
in Case 1.

@ NoTE

Since the firewall initiated the sending of GRE network packets, filter rules therefore do not
need to be created for this protocol.

Creating VLAN

To create VLAN 10 and 20 and assign them to the GRETAP interface on the second firewall, follow
the method described in the paragraph Creating VLAN for the firewall on Site A.

Verification

From a machine on Site A belonging to VLAN 10 or VLAN 20, ping a machine on Site B belonging to
the same VLAN: the machine on Site B should respond to requests.

Itis also possible to check whether VLAN are indeed being transported through the tunnel by
creating a network capture on the incoming interface of the tunnel on Site B's firewall. In this case,
captured network packets will show the GRE protocol encapsulating the transported VLAN (VLAN
20 in the example].

15:41:06.019669 00:90:fb:2c:5d:b2 > 00:0d:b4:0c:c6:b6, ethertype IPv4 (0x0800), length 108: 172.16.3.1 > 172.16.2.1:
proto TEE (0x6558), length 74: 18:03:73:8b:51:d8 > 01:00:5e:00:00:fc, ethertype 802.1Q (0x8100), length 70: p 0,
ethertype IPv4, 192.168.1.10.50677 > 224.0.0.252.5355: UDP, length 24
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