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Introduction

Ever since version 2 of the firmware, Stormshield Network firewalls have been enriched with two
new features relating to the routing mechanism: router objects and return routes.

These features make the configuration of routing and load balancing much simpler and more
intuitive, thereby allowing sophisticated architectures to be set up.

This technical note sets out two examples of how these features are implemented, in order to
spread out traffic over several firewalls, optimizing as such performance and bandwidth use.
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Scenario 1: distribution of IPSec VPN tunnels

LAN
e Routing / Reverse routing
s PN [PSec by VI

33% ciphering

Fwia3 FWB3

The first scenario shown in this technical note uses router objects and return routes in order to
distribute IPSec tunnels over several firewalls, thereby spreading out the system resources
needed for encrypting/decrypting data.

In this case, IPSec tunnels are based on virtual IPSec interfaces (VTI - see technical note Virtual
IPSec interfaces) so that encryption decisions may be made based on routing instead of the
Security Policy Database (SPD), thanks to the concept of router objects. As for return routes, they
ensure that response packets are routed to the sending firewall.

The configuration examples shown in this technical note assume that traffic initiated from Site A
is going to Site B.

Scenario 2: proxy distribution

— HTTP
— AILS

Fw2

S5L proxy + SNI
+ antivirus

URL filtering
+ antivirus

Firewall mode

+ SNAT operation
SMTP/POP3/IMAP
proxy + antivirus
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The second scenario presented in this document uses router objects and return routes in order to
distribute traffic according to type (SSL, HTTP and mail) to proxies enabled on separate firewalls.

Protocol-based routing in the filter policy in this case also relies on the use of router objects. As for
return routes, they ensure that response packets are routed to the sending firewall.
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Scenario 1: distribution of IPSec tunnels

Settings for firewall FWA1

Virtual IPSec interface

Create the virtual interface on which the IPSec tunnel between firewall 1 on site A (FWA1) and
firewall 1 on site B (FWB1) will be based.

In the Configuration > Network>Virtual interfaces menu, select the IPSec interfaces [VTl) tab and
click on Add.

Enter the following mandatory fields:
o Name (FWA1 FWB1 VTl in the example],
« IPaddress (192.168.101.1 in the example),
o Mask (255.255.255.252 in the example).

IPSEC INTERFACES (WTI) GRE INTERFACES LOOPBACK

Search... ® | 4 Add E] Delete
Status Mame IP address Metwork mask
@ Enabled rFWA1_FWEl1_‘-.-"T| IIr*I‘.E|12.1Ei»€3.1lil-1.1 255 255 255 252

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing] in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Create 3 routes that allow transporting return packets to the original firewall using the source MAC
address:

RETURN ROUTES

+ Add E3 Delete

atus alew ay nierrace
Stat Gat lesk
@ Enabled FWA1_FWB1_VTI GW FWAT_FWB1_VTI
r r
@ Enabled FWA2 dmz1
na mZ
na " Fwas  dmzz
@ Enabled

Return route to firewall FWB1

In the Configuration > Network > Routing menu, in the Return routes tab, click on Add and fill in
the mandatory fields:
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o Gateway: create [él- icon) the network object corresponding to the virtual IPSec interface of
firewall 1 on site B (FWA1 FWB1 VTl GW with the IP address 192.168.101.2 in the example],

« Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 1 on
sites Aand B (FWAL FWB1 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWA2

« Gateway: create the network object corresponding to firewall 2 on site A (FWA2 in the
example),

@ NotE
The MAC address of firewall FWA2 must be declared in this network object.

« Interface: select the interface on firewall FWA1 through which return packets will be
transported to firewall FWA2 (Dmz1 in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWA3

« Gateway: create the network object corresponding to firewall 3 on site A (FWA3 in the
example),

@ NotE
The MAC address of firewall FWA3 must be declared in this network object.

« Interface: select the interface on firewall FWA1 through which return packets will be
transported to firewall FWA3 (Dmz2 in the example).

Enable the route by double-clicking in the Status column.
Load balancing

Packets meant to be encrypted in the 3 IPSec tunnels are balanced using a router object made
up of firewalls FWA2, FWA3 and FWB1.

1. Inthe Configuration > Objects > Network objects menu, click on Add and choose Router:
2. Entera name for this object (IPSec LB in the example].

3. Inthe Gateways used tab, click on Add and select the virtual IPSec interface of FWB1 [FWAL_
FWB1 VTI GW]. Leave the value Test the gateway directly for the column Device(s] for testing
availability. Likewise, leave the value 1 in the Weight column.

4. Repeat this operation to add gateways FWA2 and FWA3.
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Create an object

oS

Host Metwork

Object name ;

Comments :

LIST OF GATEVWAY'S USED LIST OF BACKUP GATEWAY'S

&+ Add EJ Delete

Host Device(s) for testing availability = Weight Comments
rF‘a'-.l'A1_F'a'-.l'E|1_‘-.-"I'I_G‘.«'-.l' Test the gateway directhy 1
rF‘fu’Az Test the gateway directhy 1
rFWAB Test the gateway directhy 1

0.0 ¥ 7 oo bt =

IP addrez= range Port IP Protocol Group Port group Router

IPSec_LB

Cyg3d .
4, Move to the lis}

5. Inthe Advanced properties panel, check that the various fields have been entered with the
following values:

« Load balancing: By connection (each new connection that needs to be encrypted in an
IPSec tunnel will be sent to one of the gateways declared based on round robin
scheduling],

o Enable backup gateways: When all gateways cannot be reached,

« Enable all backup gateways when unavailable: unselected

« If no gateways are available: Default route.

6. Confirm the creation of the router object by clicking on Create.

Filter rule

In order for traffic to be shared evenly between the 3 firewalls (FWA1, FWA2 and FWA3] and to go
through their respective IPSec tunnels, create a filter rule (Configuration > Security policy > Filter
and NAT menu) thatincludes a routing directive based on the router object created earlier.

Status column

Double-click on the Status column to change the status of the rule to On.

Action column

o Action: set the action to Pass,
« Gateway - router: select the router object created for load balancing (IPSec LB in the example).

Source column

« Source hosts: select the network object (host, host group, IP address range or network [LAN_
Site Ain the example] at the source of the traffic that needs to be encrypted.

Destination column

« Destination hosts: select or create the network object (host, host group, IP address range or
network [LAN Site B in the example] at the destination of the encrypted traffic.
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Dest. port column

« Destination port: select the port(s) corresponding to the protocols that need to be encrypted
(Any in the example).

Confirm and apply. The filter rule will then look like this:

FILTERING NAT
Searched text %| 4 Newrule~ E3 Delete | T Up 4 Down Expand all [ Collapse all Q‘:" Cut E" Copy Reset rules statistics
Status == Action = Source Destination Dest. port Protocol Security inspection
1 @ on § pass ol LAN_Stte_A ol LAN_Site_B [ any G@rs
Route: IPSec_LB
IPSec policy

Create an IPSec VPN policy for the encryption of traffic processed by firewall FWA1 (1/3 of the
encrypted traffic, the rest being shared as well among routers FWA2 and FWA3].

1. Inthe Site to site (gateway-gateway] tab in the Configuration > VPN > IPsec VPN menu, click
on Add and select Site to site tunnel.
2. Create a peer (IKEv1 or IKEv2] with the following characteristics:
» Remote gateway: create an object bearing the public IP address of firewall 1 on site B
(FWB1 in the example],
« Name: you can either leave the name suggested by default (Site FWB1 in the example) or
customize it,

o Select the certificate to be presented or indicate a pre-shared key depending on the
chosen authentication method (for further detail, please read the relevant online
documentation: How to IPSec VPN - Pre-shared key authentication and How to IPSec VPN -

Certificate authentication

3. Inthe Local network field, select the object corresponding to the virtual IPSec interface on
firewall FWA1 (Firewall FWAL FWB1 VTl in the example).

4. In the Remote network field, select the object corresponding to the virtual IPSec interface on
firewall FWB1 (FWA1 FWB1 VTI GW in the example].

The IPSec VPN policy on firewall FWA1 will then look like this:

B - LIS R (et N R T I = ANONYMOUS - MOBILE USERS

Searched text x| 4 Add~ 3 Delete | T Up } Down | @ cut [& Copy
Line Stat... Local netwaork Peer Remote network Encryption profile
1 @ on® Firewal FWA1_PWB1_WVTI Site_ FWB1 FWwa1_PAWB1_WTL GW GoodEncryption

Save (Save button) and apply this policy (Enable this policy button].

Settings for firewall FWA2

Virtual IPSec interface

Following the method descibed for firewall FWA1, create a virtual IPSec interface (VTI) on which
the IPSec tunnel between firewall 2 on site A (FWA2) and firewall 2 on site B (FWB2) will be based:
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o Name: FWA2 FWB2 VTl in the example,
o IPaddress: 192.168.102.1 in the example,
o Mask: 255.255.255.252 in the example,

IPSEC INTERFACES (WTI) GRE INTERFACES LOOPBACK

Search... ¥ 4 Add E3 Delete
Status Marme IP address Metwork mask
@ Enabled rF‘I,|'|,I'A_2_F‘I,|'|,I'E|2_"|,,|'T| Ir1‘:‘!'2.113"3.1 0zA 255255 255 252

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing) in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Following the method described for firewall FWA1, create 2 routes that allow transporting return
packets to the original firewall using the source MAC address.

RETURN ROUTES

4 Add EJ Delete

Status Gateway Interface
@ Enabled FWAZ_FWB2_VTI_GW r FWAZ FWB2_VTI
@ Enabled " WA "in

Return route to firewall FWB?2

o Gateway: create the network object corresponding to the virtual IPSec interface of firewall 2 on
site B (FWA2 FWB2 VTI GW with the IP address 192.168.102.2 in the example),

« Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 2 on
sites Aand B (FWA2 FWB2 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWA1

« Gateway: create the network object corresponding to firewall 1 on site A (FWAL in the
example),

@ NoTE

The MAC address of firewall FWA1 must be declared in this network object.

« Interface: select the interface on firewall FWA2 through which return packets will be
transported to firewall FWAL ("In"in the example).

Enable the route by double-clicking in the Status column.
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Filter rule

Following the method described for firewall FWA1, create a filter rule that will send encrypted
traffic through the tunnel based on the virtual IPSec interface:

FILTERING MNAT

Searched text % /|| 4 Mewrule~ E3 Delete | ¥ Up 4 Down Expand all [E] Collapse all ﬁ} Cut E" Copy Reset rules
Status =v Action =¥ ¥ Sopurce Destination Dest. port Protocol Security inspection
1 @ on h pass o LAN_Ste A offLAN_Ste B [ Any G rs

Route: FWAZ_FWBZ_VTILGW

Action column

o Action: setthe action to Pass,

« Gateway - router: select the virtual IPSec interface of firewall 2 on site B (object FWA2 FWB2_
VTI GW in the example],

Source column

« Source hosts: select the network at the source of the traffic that needs to be encrypted (LAN_
Site Ain the example).

Destination column

« Destination hosts: select or the network object (host, host group, IP address range or network
[LAN Site B in the example] at the destination of the encrypted traffic.

Dest. port column

« Destination port: select the port(s) corresponding to the protocols that need to be encrypted
(Any in the example).

IPSec policy

Following the method described for firewall FWA1m create an IPSec VPN policy for the encryption
of traffic processed by following FWA2:

« Peer: create an object corresponding to the public IP address of firewall FWBZ2,

« Local network: select the object corresponding to the local virtual IPSec interface (Firewall
FWA2 FWB2 VTl in the example),

» Remote network: select the object corresponding to the remote virtual IPSec interface (FWA2_
FWB2 VTI GW in the example].

- & _ STE-TO-SIME (GATEWAY-GATEWAY) [T Rl F a0 i lad W T
Searched text # || 4 Add~ | EJ Delete | T Up & Down ? Cut ECDW
Line Stat... Local network Peer Remote network Encryption profile
1 @ on® Firewal FWAZ_FWB2_VTl  Site FWB2 FWAZ_FWBZ2_VTLGW GoodEncryption
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Settings for firewall FWA3

Virtual IPSec interface

Following the method descibed for firewall FWA1, create a virtual IPSec interface (VTI) on which
the IPSec tunnel between firewall 3 on site A (FWA3] and firewall 3 on site B (FWB3) will be based:

o Name: FWA3 FWB3 VTl in the example,
o |Paddress: 192.168.103.1 in the example,
e Mask: 255.255.255.252 in the example,

IPSEC INTERFACES (WTI) GRE INTERFACES LOOPBACK

Search... ¥ & Add EJ Delete

Status Mame IP address Metwork mask
na 'FWAB_F'IJ'JEIS_\.-'TI IIIr1E!l2.1€45!~.1IZI3.1 255 255 255 253

@ Enabled

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing] in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Following the method described for firewall FWA1, create 2 routes that allow transporting return
packets to the original firewall using the source MAC address.

RETURN ROUTES

&+ Add

Status Gateway Interface

@ Enabled rF'a'-.fAB_F'I-.fEI 3 VTLGW rF'a'-.fAB_F'I-.fEI 3 VTI
@ Enabled " FWAT "in

Return route to firewall FWB3

« Gateway: create the network object corresponding to the virtual IPSec interface of firewall 3 on
site B (FWA3 FWB3 VTl GW with the IP address 192.168.103.2 in the example],

« Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 3 on
sites Aand B (FWA3 FWB3 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWA1

« Gateway: create the network object corresponding to firewall 1 on site A (FWAL in the
example),
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@ NotE
The MAC address of firewall FWA1 must be declared in this network object.

« Interface: select the interface on firewall FWA3 through which return packets will be
transported to firewall FWAL ("In"in the example).

Enable the route by double-clicking in the Status column.

Filter rule

Following the method described for firewall FWA1, create a filter rule that will send encrypted
traffic through the tunnel based on the virtual IPSec interface:

FILTERING HAT

Searched text % | 4 Mewrue~ EJ Delete | T Up 4 Down Expand al [ Collapse all E’\" Cut E’ Copy Reszet ruleg
Status == Action =7 Source Destination Dest. port Protocol Security inspection
1 @ on § pass ol LaN_She A ofS LAN Site_B [# Any Grs

Route: FWA3_FWB3_VTLGW

Action column
o Action: setthe action to Pass,
« Gateway - router: select the virtual IPSec interface of firewall 3 on site B (object FWA3 FWB3_

VTI GW in the example],
Source column
« Source hosts: select the network at the source of the traffic that needs to be encrypted (LAN_
Site Ain the example).
Destination column
« Destination hosts: select or the network object (host, host group, IP address range or network
[LAN Site B in the example] at the destination of the encrypted traffic.
Dest. port column

« Destination port: select the port(s) corresponding to the protocols that need to be encrypted
(Any in the example).

IPSec policy

Following the method described for firewall FWA1m create an IPSec VPN policy for the encryption
of traffic processed by following FWA3:

« Peer: create an object corresponding to the public IP address of firewall FWB3,

« Local network: select the object corresponding to the local virtual IPSec interface (Firewall
FWA3 FWB3 VTl in the example),

» Remote network: select the object corresponding to the remote virtual IPSec interface (FWA3_
FWB3 VTI GW in the example].
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BRI S e R e RN A e Y =B ANONYMOUS - MOBILE USERS

Searched text ¥ o Add~ (3 Delete | T Up 4 Down | @ Cut [& Copy
Line Stat... Local network Peer Remote network Encryption profile
1 @ on® Firewal FWA3_FWB3_VTl  Site_FWB3 FWA3 FWB3 VT GW GoodEncryption

Settings for firewall FWB1

The configuration of firewall FWB1 is symmetrical with regard to the one created for firewall FWAL.

Following the method described for configuring firewall FWA1, define the elements below:

Virtual IPSec interface

o Name (FWB1 FWA1 VTl in the example],
o IPaddress (192.168.101.2 in the example),
o Mask (255.255.255.252 in the example).

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing) in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Return route to firewall FWA1

» Gateway: create (Etlicon) the network object corresponding to the virtual IPSec interface of
firewall 1 on site A (FWB1 FWA1 VTI GW with the IP address 192.168.101.1 in the example],

¢ Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 1 on
sites Band A (FWB1 FWA1 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWB2

« Gateway: create the network object corresponding to firewall 2 on site B (FWB2 in the
example),

© NotE
The MAC address of firewall FWB2 must be declared in this network object.

« Interface: select the interface on firewall FWB1 through which return packets will be
transported to firewall FWB2 (Dmz1 in the example).

Enable the route by double-clicking in the Status column.

\ Page 15/29 sns-en-firewalls stacking services distribution_technical note - 12/09/2019

3o N



%

SNS - TECHNICAL NOTE

STORMSHIELD FIREWALLS STACKING: SERVICES DISTRIBUTION

Return route to firewall FWB3

« Gateway: create the network object corresponding to firewall 3 on site B (FWB3 in the
example),

@ NotE
The MAC address of firewall FWB3 must be declared in this network object.

« Interface: select the interface on firewall FWB1 through which return packets will be
transported to firewall FWB3 (Dmz2 in the example).

Enable the route by double-clicking in the Status column.

Filter rule

Status:On,

Action: Pass,

Source hosts: LAN Site Ain the example,

Destination hosts: LAN Site B in the example,

Destination port: Any in the example,

IPSec policy

o Peer: Site FWA1 in the example,

o Local network: select the object corresponding to the virtual IPSec interface on firewall FWB1
(Firewall FWB1 FWA1 VTl in the example],

« Remote network: select the object corresponding to the virtual IPSec interface on firewall
FWA1 (FWB1 FWA1 VTI GW in the example).

Settings for firewall FWB2

The configuration of firewall FWBZ2 is symmetrical with regard to the one created for firewall FWA2.

Following the method described for configuring firewall FWA1, define the elements below:

Virtual IPSec interface

o Name: FWB2 FWA2 VTl in the example,
o |Paddress: 192.168.102.2 in the example,
e Mask: 255.255.255.252 in the example,

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing] in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

sns-en-firewalls stacking services distribution_technical note - 12/09/2019



24 SNS - TECHNICAL NOTE
STORMSHIELD FIREWALLS STACKING: SERVICES DISTRIBUTION

Return routes

Following the method described for firewall FWA1, create 2 routes that allow transporting return
packets to the original firewall using the source MAC address.
Return route to firewall FWA2

« Gateway: create the network object corresponding to the virtual IPSec interface of firewall 2 on
site A (FWB2 FWA2 VTI GW with the IP address 192.168.102.1 in the example],

¢ Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 2 on
sites Band A (FWB2 FWA2 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWB1

« Gateway: create the network object corresponding to firewall 1 on site B (FWB1 in the
example),

© NotE
The MAC address of firewall FWB1 must be declared in this network object.

« Interface: select the interface on firewall FWB2 through which return packets will be
transported to firewall FWB1 ("In"in the example).

Enable the route by double-clicking in the Status column.

Filter rule

o Action: Pass,
o Source hosts: LAN Site Ain the example,
« Destination hosts: LAN Site B in the example,

« Destination Port: Any in the example,

IPSec policy

o Peer: create an object corresponding to the public I[P address of firewall FWAZ,

« Local network: select the object corresponding to the local virtual IPSec interface (Firewall
FWB2 FWA2 VTl in the example),

» Remote network: select the object corresponding to the remote virtual IPSec interface (FWB2_
FWA2 VTI GW in the example).

Settings for firewall FWB3

The configuration of firewall FWB3 is symmetrical with regard to the one created for firewall FWA3.

Following the method described for configuring firewall FWA1, define the elements below:

Virtual IPSec interface

o Name: FWB3 FWA3 VTl in the example,

%
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o |Paddress: 192.168.103.2 in the example,
e Mask: 255.255.255.252 in the example,

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing] in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Return route to firewall FWA3

» Gateway: create the network object corresponding to the virtual IPSec interface of firewall 3 on
site A (FWB3 FWA3 VTI GW with the IP address 192.168.103.1 in the example),

¢ Interface: select the local virtual interface defined for the IPSec tunnel between firewalls 3 on
sites Band A (FWB3 FWA3 VTl in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FWB1

« Gateway: create the network object corresponding to firewall 1 on site B (FWB1 in the
example),

@ NotE
The MAC address of firewall FWB1 must be declared in this network object.

« Interface: select the interface on firewall FWB3 through which return packets will be
transported to firewall FWB1 ("In"in the example).

Enable the route by double-clicking in the Status column.

Filter rule

Action: Pass,

Source hosts: LAN Site Ain the example,

Destination hosts: LAN Site B in the example,

Destination port: Any in the example,

IPSec policy

o Peer: create an object corresponding to the public I[P address of firewall FWA3,

« Local network: select the object corresponding to the local virtual IPSec interface (Firewall
FWB3 FWA3 VTl in the example),

« Remote network: select the object corresponding to the remote virtual IPSec interface (FWB3_
FWA3 VTI GW in the example).
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Scenario 2: proxy distribution

Settings for Firewall FW1

Static routing

Even though the firewall performs routing in the filter policy (Policy Based Routing] in this
configuration, a default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return routes

Create 4 routes that allow transporting return packets to the original firewall using its source MAC
address:

RETURN ROUTES

&+ Add EJ Delete

Status Gateway Interface
@ Enabled P2 "

na In
@ Enabled "Fw3 ¥ dmz1
@ Enabled "Fwa ¥ dmzz
@ Enabled "Fws ¥ dmz2

Return route to firewall FW2
In the Return routes tab in the Configuration > Network > Routing menu, click on Add and fill in the
mandatory fields:

« Gateway: create [+ icon) the network object corresponding to firewall 2 on the site (FW2 in
the example),

@ Note
The MAC address of firewall FW2 must be declared in this network object.

« Interface: select the interface on firewall FW1 through which return packets will be
transported to firewall FW2 ("In" interface in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FW3

« Gateway: create the network object corresponding to firewall 3 on the site (FW3 in the
example),

@ Note
The MAC address of firewall FW3 must be declared in this network object.

« Interface: select the interface on firewall FW1 through which return packets will be
transported to firewall FW3 ("dmz1" interface in the example).

Enable the route by double-clicking in the Status column.
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Return route to firewall FW4

« Gateway: create the network object corresponding to firewall 4 on the site (FW4 in the
example),

@ NotE
The MAC address of firewall FW4 must be declared in this network object.

« Interface: select the interface on firewall FW1 through which return packets will be
transported to firewall FW4 ("dmz2" interface in the example).

Enable the route by double-clicking in the Status column.

Return route to firewall FW5

« Gateway: create the network object corresponding to firewall 5 on the site (FW5 in the
example),

@ NotE
The MAC address of firewall FW5 must be declared in this network object.

« Interface: select the interface on firewall FW1 through which return packets will be
transported to firewall FW5 ("dmz3" interface in the example).

Enable the route by double-clicking in the Status column.
Load balancing

Packets going to two firewalls on which the HTTP proxy has been enabled will be balanced on a
router object made up of firewalls FW3 and FW4.

1. In the Configuration > Objects > Network objects menu, click on Add and choose Router.

2. Entera name for this object (HTTP Proxy LB in the example).

3. Inthe Gateways used tab, click on Add and select firewall 3 on the site (FW3). Leave the
value Test the gateway directly for the column Device(s] for testing availability. Likewise,
leave the value 1 in the Weight column.

4. Repeat this operation to add gateway FW4:

Create an object

n.tg o.o ﬂ E g:?n H 'ﬂ'
Host Metwork IP address range Port IP Protocol Group Port group Router
Object name : HTTP_Proxy_LB
Comments :

LIST OF GATEVWANY'S USED LIST OF BACKUP GATEWAYS

&+ Add EJ Delete E Move to the lis|
Host Device(s) for testing availability  Weight Comments
rFWS Test the gateway directhy 1
" P4 Test the gateway directly 1
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5. Inthe Advanced properties panel, check that the various fields have been entered with the
following values:

« Load balancing: By connection (each new HTTP connection will be sent to one of the
gateways declared based on round robin scheduling),

 Enable backup gateways: When all gateways cannot be reached,
« Enable all backup gateways when unavailable: unselected
« If no gateways are available: Default route.

6. Confirm the creation of the router object by clicking on Create.

Filter rules

In order for traffic (HTTP, SSL, IMAP and POP3) to be directed to firewalls on which the right proxy
has been enabled, create three filter rules (Configuration > Security policy > Filter and NAT menu)
including a routing directive:

o HTTPS to firewall FW2 in order to request action from its SSL proxy,

e HTTPtothe object HTTP Proxy LB in order to balance the load between the HTTP proxies on
firewalls FW3 and FW4,

o SMTP/POP3/IMAP to firewall FWS5 in order to request action from its SMTP proxy,

Since security inspections are conducted on firewalls that have enabled various proxies,
security rules on firewall FW1 may be in Firewall mode.

HTTPS traffic
Action column

o Action: setthe action to Pass,

o Gateway - router: select the object corresponding to the firewall that has enabled the SSL
proxy (FW2 in the example].

Source column

« Source hosts: select the network at the source of the HTTPS traffic (Network bridge in the
example).

Destination column

« Destination hosts: select the Internet object.

Dest. port column

« Destination port: select the https object.
Security inspection column

« Inspection level: select the Firewall mode.

HTTP traffic
Action column

o Action: setthe action to Pass,

o Gateway - router: select the router object made up of firewalls FW3 and FW4 which have
enabled the HTTP proxy (HTTP Proxy LB in the example].
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Source column

« Source hosts: select the network at the source of the HTTP traffic (Network bridge in the
example).

Destination column

« Destination hosts: select the Internet object.

Dest. port column

« Destination port: select the http object.
Security inspection column

« Inspection level: select the Firewall mode.

SMTP/IMAP/POP traffic
Action column
o Action: set the action to Pass,

o Gateway - router: select the object corresponding to the firewall that has enabled the SMTP
proxy (FW5 in the example).

Source column

« Source hosts: select the network at the source of the mail traffic (Network bridge in the
example).

Destination column

« Destination hosts: select the Internet object.
Dest. port column

« Destination port: select the object mail srv (this object covers SMTP, IMAP and POP3).
Security inspection column

« Inspection level: select the Firewall mode.
The filter policy will then look like this:

Searched text x % New rule» EJ Delete t up } Down Expand all |E| Collapse al ?\'? Cut E’Cup}r Re=et rules s
Status == Action =7 Source Destination Dest. port Protocol Security inspection =7
1 @ on } pass nﬁ Network_bridge @ Internet ¥ hitps B Firewall
Route: FW2
2 @ on } pass nﬁ Network_bridge @ Internet ¥ hitp B Firewall

Route: HTTP_Proxy_LB

3 @ on 3 pass nﬁ Network_bridge @ Internet et mail_srv -r]-. Firewrall
Route: FW5

Settings for Firewall FW2
Static routing
A default route or an explicit static route to the remote network needsto be defined.
The first action that the firewall performs is indeed to check that it has a route to the remote site

before looking up its filter policy. The absence of a route will result in packets being rejected.

Return route

.
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Create a route that would allow transporting return packets to the original firewall using its MAC
address:

RETURN ROUTES

4 Add EJ Delete

Status Gateway Interface
@ Enabled gy "in

Return route to firewall FW1

Gateway: create the network object corresponding to firewall 1 on the site (FW1 in the
example),

@ NotE
The MAC address of firewall FW1 must be declared in this network object.

Interface: select the interface on firewall FW2 through which return packets will be
transported to firewall FW1 ("In" interface in the example).

Enable the route by double-clicking in the Status column.

Enabling the SSL proxy

In the Configuration > Security policy > Filter and NAT menu, expand the New rule menu and
select

SSL inspection rule:

Fillin the fields in the wizard with the following values:

Source hosts: select the object representing the hosts or network at the source of the HTTPS
traffic (object Network bridge in the example),

Destination: select Internet,
Destination port: leave it as the https object.

Inspection profile: choose the inspection profile to apply (the choice suggested by default
applies the profile IPS 00 to incoming traffic and the profile IPS 01 to outgoing traffic),

SSL filter policy: select the SSL filter policy to apply (default00 in the example),
Antivirus: enable the antivirus by selecting the value On,

Source hosts: select the object representing the hosts or network at the source of the HTTPS
traffic (object Network bridge in the example),

Destination: select Internet,
Destination port: leave it as the https object.

Inspection profile: choose the inspection profile to apply (the choice suggested by default
applies the profile IPS 00 to incoming traffic and the profile IPS 01 to outgoing traffic),

SSL filter policy: select the SSL filter policy to apply (default00 in the example),
Antivirus: enable the antivirus by selecting the value On,

The filter policy will then look like this:
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Searched text % & Mew rule~ 3 Delete 1 up } Down Expand all |E| Collapse all E:’t) Cut E‘ Copy Reset rule:
Status == Action = Source ¥ Destination Dest. port Protocol Security inspection =
14 @ on Ej decrypt nﬁ Metwork_bridge @ Internet ¥ hitps @IPS
% SSL filter: defautt00
2 @ on 4 pass nE Metwork_bridge & Internet ¥ https @IPS
via SSL proxy @ Antivirus

Settings for Firewalls FW3 and FW4
Static routing

A default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return route

Create a route that would allow transporting return packets to the original firewall using its MAC
address:

RETURN ROUTES

4+ Add EJ Delete

Status Gateway Interface
r

@ Enabled g in

Return route to firewall FW1

On each of the firewalls (FW3 and FW4), create the following return route:

« Gateway: create the network object corresponding to firewall 1 on the site (FW1 in the
example),

€ NoTE
The MAC address of firewall FW1 must be declared in this network object.

« Interface: select the interface on firewall FW3 (respectively for firewall FW4] through which
return packets will be transported to firewall FW1 ("In" interface in the example).

Enable the route by double-clicking in the Status column.
Enabling the HTTP proxy

In the Configuration > Security policy > Filter and NAT menu, expand the New rule menu and
select Single rule.

Action column

o Action: set the action to Pass,
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Source column

« Source hosts: select the network at the source of the electronic mail traffic (Network bridge in
the example).

Destination column
« Destination hosts: select Internet.
Dest. port column

« Destination port: select the http object.
Security inspection column

« Inspection profile: choose the inspection profile to apply (the choice suggested by default
applies the profile IPS 00 to incoming traffic and the profile IPS 01 to outgoing traffic),
« Antivirus: enable the antivirus by selecting the value On,
« URL filter: select the URL filter policy to apply (defaultO0 in the example),
The filter policy will then look like this:

Searched text % || o4 Mewrule~ EJ Delete | T Up J Down Expand all [5] Collapse all l?:} Cut E Copy Reset rule
Status =& Action =7 Source Destination Dest. port Protocol Security inspection =
1 @ on i pass EIE Network_bridge @ Internet ¥ hitp @IPS
@ Antivirus
O URL fitter: defauttd0

Settings for Firewall FW5S

Static routing

A default route or an explicit static route to the remote network needsto be defined.

The first action that the firewall performs is indeed to check that it has a route to the remote site
before looking up its filter policy. The absence of a route will result in packets being rejected.

Return route

Create a route that would allow transporting return packets to the original firewall using its MAC
address:

RETURN ROUTES
& Add EJ Delete

Status Gateway Interface

@ Enabled g Tin

Return route to firewall FW1

« Gateway: create the network object corresponding to firewall 1 on the site (FW1 in the
example),
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The MAC address of firewall FW1 must be declared in this network object.

« Interface: select the interface on firewall FW2 through which return packets will be
transported to firewall FW1 ("In" interface in the example).

Enable the route by double-clicking in the Status column.

Enabling the SMTP proxy

In the Configuration > Security policy > Filter and NAT menu, expand the New rule menu and

select Standard rule.

Action column

o Action: set the action to Pass,

Source column

« Source hosts: select the network at the source of the electronic mail traffic (Network bridge in

the example).

Destination column

« Destination hosts: select Internet.

Dest. port column

« Destination port: select the object mail srv containing SMTP, IMAP and POP3.

Security inspection column

« Inspection profile: choose the inspection profile to apply (the choice suggested by default
applies the profile IPS 00 to incoming traffic and the profile IPS 01 to outgoing traffic),

« Antivirus: enable the antivirus by selecting the value On,

o Antispam: enable the antispam by selecting the value On,
« SMTPfilter: select the SMTP filter policy to apply (default00 in the example),

The filter policy will then look like this:

Status = Adction
1 @ on j pass

Searched text ® | & MNewrule~

B

E] Delete | T Up 4 Down Expand all [ Collapse all Gfl" Cut E"Cnpy Reset rule
Source Destination Dest. port Protocol Security inspection =7
H{E Network_bridge @ Internet Hé mail_srv @IPS
& Antivirus
@ Antispam
B Mail fiter: defaultdo

Settings for Firewall FW6

Return routes

Return routes do not need to be defined on this firewall: since the various proxies enabled on
firewalls FW2 to FW5 (SSL, HTTP, SMTP/POP3/IMAP) perform address translation by default (Keep
original source IP address option unselected in the settings of each of these protocols), firewall
FW6 therefore knows the source of source packets for each traffic stream.
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Filter rule

Create a filter rule that allows HTTP, HTTPS, SMTP, IMAP and POP3 traffic going to the Internet. Since
security inspections are conducted on firewalls that have enabled various proxies, the security
rule on firewall FW6 may be in Firewall mode.

Action column

o Action: setthe action to Pass,

Source column

« Source hosts: select the network at the source of the traffic (Network bridge in the example).

Destination column

« Destination hosts: select the Internet object.

Dest. port column

« Destination port: select the http, https and srv mail objects.

Security inspection column

« Inspection level: select the Firewall mode.

The filter rule will then look like this:

Searched text % 4 Newrule- E3J Delete | 4+ Up J Down Expand all [] Collapse all Q‘:) Cut E" Copy Reset rules =
Status == Action = Source Destination Dest. port Protocol Security inspection =7
1 @ on i pass nﬁ Metwork_bridge &) Internet ¥ http 8} Fireweall
¥ nttps
ot mail_srv

NAT rule

NAT rule

Create a NAT rule meant to mask internal networks behind the public address of firewall FW6.

In the NAT tab in the Configuration > Security policy > Filter and NAT menu, expand the New rule
menu and select Standard rule:

Status column

o Enable the rule by switching its status to On.

Original traffic column

Source column

« Source hosts: select the network at the source of the traffic (Network bridge in the example).

Destination column

« Destination hosts (general tab): select the Intemet object.
« Outinterface [Advanced properties tab): select the outgoing interface to the Internet (out

interface in the example).

Dest. port column
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Traffic after translation column
Source column

« Translated source host: select the network object corresponding to the public address of
firewall FW6 (Firewall out in the example),

« Translated source port: choose the ephemeral object and select the option select a random
translated source port.

Destination column

« Translated destination host: leave the Any object suggested by default.
The NAT rule will then look like this:

Original traffic (before translation) Traffic after translation
Status == Source Destination Dest. port Source Src. port Destination Dest. port

1 @ on n{ﬁ Network_bridge @ Internet [¥] Any -+ Firewal_out -+ ephemeral [¥] Any
interface: out
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