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In the documentation, Stormshield Network Security is referred to in its short form: SNS and
Stormshield Network under the short form: SN.

This document is not exhaustive and minor changes may have been included in this version.

LTSB (Long-Term Support Branch) label

Major or minor versions with this label are considered versions that will be stable over a long
term, and will be supported for at least 12 months. These versions are recommended for clients
whose priority is stability instead of new features and optimizations.
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Compatibility

To update a firewall to version 3.7.33 LTSB, intermediate updates may be required based on its
original version:

From a 2.X version Updates to version 3.7.16 LTSB

Hardware compatibility

SN160(W), SN210(W]), SN310, SN500, SN510, SN700, SN710, SN900, SN910, SN2000, SN2100,
SN3000, SN3100, SN6000 and SN6100

SNi40
Stormshield Network Virtual Appliances: V50, V100, V200, V500, VS5, VS10 and VU

Hypervisors
VMware ESXi Versions 6.5, 6.7 and 7.0
Citrix Xen Server Version 7.6
Linux KVM Red Hat Enterprise Linux 8.4
Microsoft Hyper-V Windows Server 2012 R2, 2019 and 2022

Authentication - Microsoft servers

Microsoft Active Directory - LDAP(S) Windows Server 2012 R2, 2019 and 2022
RADIUS Windows Server 2012 R2, 2016, 2019 and 2022
Kerberos

SPNEGO

StormshieldNetwork client software

Windows SSO Agent Version 2.1.1
Linux SSO Agent Not compatible
SSL VPN client Version 3.2.0
Standard VPN client Version 6.87.108
Exclusive VPN client Version 7.00.115

Operating systems for SN Real-Time Monitor

Microsoft Windows Version 10and 11
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Microsoft Windows Server Versions 2012 R2, 2016 and 2022

Web browsers

In order for the firewall administration interface to operate optimally, you are advised to use the
latest versions of Microsoft Edge, Google Chrome and Mozilla Firefox (ESR version - Extended
Support Release). For further information on these versions, please refer to the relevant
vendors for the life cycles of their products.
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Version 3.7.33 LTSB bug fixes

System

Updating firmware on SSD disks

Support reference 84295
To prevent SSD disks from potentially malfunctioning, a firmware update of such disks is

automatically applied when the following firewall models are updated to SNS version 3.7.33:
e SN510, SN710 and SN910 equipped with a 256 GB Innodisk SSD 3TE?,

e SN1100 equipped with a 512 GB Innodisk SSD 3TE?,

» SN3000 with the BIG DATA option (equipped with a 1 TB Innodisk SSD 3TE?).

Intrusion prevention

Maximum number of protected hosts

Support reference 84794
An issue with applying the change made in SNS version 3.7.30 regarding the maximum number

of protected hosts has been fixed. So when the firewall is updated to SNS version 3.7.33, it will
automatically be restarted a second time if the configuration requires it.
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Recommendations

Before you migrate an existing configuration to version 3 of the firmware, ensure that you have:
* Read the section Known issues carefully,
* Read the section Explanations on usage carefully.

* Perform a backup of the main partition towards the backup partition, and perform a
configuration backup

SSL protocol

From version 3.7.0 of the firmware onwards, encryption suites with a weak level of security
(suites based on MD5, SHA1 and DES]) are no longer available for the SSL protocol used by the
various firewall components (SSL VPN, SSL proxy, etc.).

For configurations that use these encryption suites, algorithms with a higher level of security
must be chosen in order to migrate the firewall to an SNS 3.7.0 version or higher.

IPsec VPN

Support reference 66421
Before upgrading the firewall to version 3, check your IPsec VPN configuration as follows:

In the menu Configuration > VPN > IPsec VPN > Identification tab, check that the email
addresses indicated in Mobile tunnels: Pre-shared keys are valid, or correct them if necessary.

If an address contains an error (e.g., product@stormshield or product@stormshield.e), the IPsec
policy will fail to activate, returning the error message Failed to parse PSK list from
slotfile.

SSO agent authentication method

In a configuration using he "SSO Agent” authentication method, the SSO agent has to be
migrated to a version equal to or higher than 1.4 before migrating the firewall's version.

The "domain name” field must also be entered in the configuration of the SSO agent BEFORE
MIGRATING THE FIREWALL. This domain name must match the actual name of the domain (e.g.:
stormshield.eu) in order to let the SSO agent run.

Microsoft Internet Explorer

The use of Microsoft Internet Explorer browsers, including version 11, may adversely affect user
experience. You are therefore strongly advised to use the browsers listed in the Compatibility
section.

Extended Web Control

If synchronous mode has been enabled on the Extended Web Control URL filtering solution (X-
CloudURL Async=0 parameter in the [Config] section of the configuration file ConfigFiles/proxy),
it must be disabled before upgrading the firewall to v3. To do so, delete the line containing the
X-CloudURL Async parameter.
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Updating a cluster with several high availability links

For clusters that implement more than one link dedicated to high availability, ensure that the
main link is active before proceeding to upgrade to version 3.

Policy-based routing

If the firewall has been reset to its factory settings (defaultconfig) after a migration from a 1.x
version to a 2.x version then to a 3.x version, the order in which routing will be evaluated will be
changed and policy-based routing [PBR] will take over priority (policy-based routing > static
routing > dynamic routing >... > default route). However, if the firewall has not been reset, the
order of evaluation stays the same as in version 1 (static routing > dynamic routing > policy-
based routing [PBR] > routing by interface > routing by load balancing > default route].

Filter policies and users

In previous versions of the firmware, the filter policy did not distinguish between users and
groups. In version 3, support for multiple directories requires strict checks on users. Migrating a
configuration to version 3 of the firmware may therefore generate warnings asking the
administrator to re-enter users in the filter policy in order to avoid any ambiguity.
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Known Issues

The up-to-date list of the known issues related to this SNS version is available on the
Stormshield Knowledge base. To connect to the Knowledge base, use your MyStormshield
customer area identifiers.
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Explanations on usage

IPsec VPN

IPsec VPN IKEv2

e Whenever an IPsec IKEv2 tunnel set up with a mobile peer in config mode is abruptly shut
down by the remote client, the IP address that is assigned to it remains locked and
unavailable. This behavior can be changed by modifying the unique parameter
(forUniquelDs) in the configuration file /data/Main/ConfigFiles/VPN/peer.

For example, to allow users to recover their previous IP addresses, add the parameter
unique=no in the section of the peer in question, then reload the configuration of the VPN
policy by using the CLI/SSH command envpn -u (this will shut down tunnels in progress).

» The EAP (Extensible Authentication Protocol) protocol cannot be used for the authentication
of IPsec peers using the IKEv2 protocol.

* |n a configuration thatimplements an IPsec tunnel based on IKEv2 and address translation,
the identifier that the source machine presents to the remote peer in order to set up the
tunnel corresponds to its real IP address instead of its translated IP address. You are
therefore advised to force the settings of the local identifier to be presented (Local ID field
in the definition of an IKEv2 IPsec peer] using the translated address (if it is static) or an
FODN from the source firewall.

* Abackup configuration cannot be defined for IPsec peers using IKEv2. In order to
implement a redundant IKEv2 IPsec configuration, you are advised to use virtual IPsec
interfaces and router objects in filter rules (PBR).

Interruption of phase 2 negotiations
The Charon IPsec management engine, used in IKEv1 policies, may interrupt all tunnels with
the same peer if a single phase 2 negotiation fails.

This occurs when the peer does not send notifications following a failed negotiation due to a
difference in traffic endpoints.

As mentioned earlier, the behavior of the Racoon IPsec management engine was modified in
version 3.11.1 so that this issue no longer occurs in Racoon <=> Charon tunnels.

However, you may still encounter this issue when the Charon IPsec management engine
negotiates with an appliance that does not send failure notifications.

IPsec - Mixed IKEv1 / IKEv2 policy
There are several restrictions when IKEv1 and IKEvZ peers are used in the same IPsec policy:

* "Aggressive” negotiation mode is not allowed for IKEv1 peers using pre-shared key
authentication. An error message appears when there is an attempt to enable the IPsec

policy.
* The hybrid authentication method does not function for IKEv1l mobile peers.
* Backup peers are ignored. A warning message appears when the IPsec policy is enabled.

¢ The "non auth” authentication algorithm is not supported for IKEv1 peers. In such cases, the
IPsec policy cannot be enabled.
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* In configurations that implement NAT-T (NAT-Traversal - transporting the IPsec protocol
through a network that performs dynamic address translation), the translated IP address
must be defined as the ID of a peer that uses pre-shared key authentication and for which a
local ID in the form of an IP address had been forced.

Decryption

The IPsec peer distributes data decryption. On multi-processor firewalls, this process is
therefore optimized whenever the number of peers is at least equal to the number of the
appliance's processors.

PKI
A Certificate Revocation List (CRL) is not required. Even if no CRLs are found for the certification
authority (CA), negotiation will be allowed.

Support reference 37332
DPD (Dead Peer Detection)
The VPN feature DPD (Dead Peer Detection] makes it possible to check whether a peer is still up
by sending ISAKMP messages.

If a firewall is the responder in an IPsec negotiation in main mode, and DPD has been set to
"inactive”, this parameter will be forced to "passive” in order to respond to the peer's DPD
queries. During this IPsec negotiation, DPD will be announced even before the peer is identified,
so before even knowing whether DPD queries can be ignored for this peer.

This parameter has not been modified in aggressive mode, as in this case DPD would be
negotiated when the peer has already been identified, or when the firewall is the initiator of the
negotiation.

Keepalive IPv6

For site-to-site IPsec tunnels, the additional keepalive option that allows artificially keeping
these tunnels up cannot be used with traffic endpoints with IPv6 addresses. In cases where
traffic endpoints are dual stack (both IPv4 and IPv6 addresses are used), only IPv4 traffic will
benefit from his feature.

Network

4G modems
In order to ensure a firewall's connectivity with a 4G USB modem, HUAWEI equipment in the
following list must be used:

e E3372h-153,
e E8372h-153.

Other key models may work, but they have not been tested.

Firewalls with IXL cards

Support reference 72957
Firewalls equipped with an IXL network card may encounter negotiation issues relating to the

automatic detection of media speed. To address this issue, this value must be configured on
the affected interfaces from the Network > Interfaces module, Advanced properties tab of each
interface, then in the Media section.
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Spanning Tree protocols (RSTP / MSTP)

Stormshield Network firewalls do not support multi-region MSTP configurations. A firewall
implementing an MSTP configuration and interconnecting several MSTP regions may therefore
malfunction when managing its own region.

If MSTP has been enabled on a firewall and it is unable to communicate with equipment that
does not support this protocol, it would not automatically switch to RSTP.

In order for RSTP and MSTP to function, the interfaces on which they are applied must have an
Ethernet layer. As a result:

e MSTP does not support PPTP/PPPoE modems,
e RSTP supports neither VLANs nor PPTP/PPPoE modems.

Interfaces

On SN160(W) and SN210(W]) firewall models, the presence of unmanaged switches would
cause the status of the firewall's network interfaces to stay permanently "up”, even when they
are not physically connected to the network.

The firewall's interfaces (VLANs, PPTP interfaces, aggregated interfaces [LACP], etc.) are now
grouped together in a common pool for all configuration modules. When an interface previously
used in a module is released, it becomes reusable for other modules only after the firewall is
rebooted.

Deleting a VLAN interface will change the order of such interfaces the next time the firewall
starts. If such interfaces are listed in the dynamic routing configuration or monitored via SNMP
MIB-II, this behavior would cause a lag and may potentially cause the service to shut down. You
are therefore strongly advised to disable any unused VLAN interfaces instead of deleting them.

The possibility of adding WiFi interfaces in a bridge is currently in experimental mode and
cannot be done via the graphical interface.

On SN150 and SN160w models, configurations that contain several bridged VLANs will not be
supported.

An issue was identified on U30S and SN200 appliances during the creation of several VLANs in
a bridge. This issue may potentially cause an error when replies to ARP requests received on
these VLANs are sent to other interfaces of the bridge.

Configurations containing a bridge that includes several unprotected interfaces, and a static
route leaving one of such interfaces (other than the first), are not supported.

Bird dynamic routing

Since the Bird dynamic routing engine has been upgraded to version 1.6, the "setkey no" option
must be used in configurations that implement BGP with authentication. For further information
on Bird configuration, refer to the Bird Dynamic Routing Technical Note.

When a Bird configuration file is edited from the web administration interface, the "Apply" action
will send this configuration to the firewall. If there are syntax errors, a warning message
indicating the row numbers containing errors will inform the user of the need to correct the
configuration.

However, if a configuration containing errors is sent to the firewall, it will be applied the next
time the Bird service or the firewall is restarted.
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System

Support reference 78677
Cookies generated for multi-user authentication
After a new security policy is implemented on mainstream web browsers, multi-user
authentication SNSno longer functions when users visit unsecured websites via HTTP.

When this occurs, an error message or a warning appears, depending on the web browser used,
and is due to the fact that the authentication cookies on the proxy cannot use the "Secure”
attribute together with the “SameSite” attribute in an unsecured HTTP connection.

The web browser must be manually configured to enable browsing on these websites again.
#Find out more

SNMP

Support reference 70399
Bandwidth information regarding 1 Gigabit/s interfaces is not correctly reflected in the ifSpeed

and ifHighSpeed 01Ds. This anomaly affects firewalls that have 1 Gigabit/s interfaces.

Migration
Upgrading to a major firmware release will cause the reinitialization of preferences in the web
administration interface (e.g.: customized filters).

DHCP server

Support reference 51251
Whenever the firewall receives INFORM DHCP requests from a Microsoft client, it will send its

own primary DNS server to the client together with the secondary DNS server configured in the
DHCP service. You are advised to disable the Web Proxy Auto-Discovery Protocol (WPAD] on
Microsoft clients in order to avoid such requests.

Updates to a lower version
Firewalls sold with version 3 firmware are not compatible with older major versions.

Backtracking to a major firmware version older than the firewall's current version would require
a prior reset of the firewall to its factory settings (defaultconfig). For example, this operation
would be necessary in order to migrate a firewall from a 3.0.1 version to a 2.x version.

URL filtering

SN150, SN200, SN300, U30S and U70S models do not allow using more than 10 URL filtering
profiles. On other models, profiles can only be added by editing the URL filter configuration file
(ConfigFiles/URLFiltering/slotinfo) in order to add extra sections to it then by creating or
downloading the corresponding profiles (11, 12, etc] to the ConfigFiles/URLFiltering folder.

Support reference 3120
Configuration
The NTP client on firewalls only supports synchronization with servers using version 4 of the
protocol.
Restoring backups

Configurations that are backed up on a firewall with a system version higher than the current
version cannot be restored. For example, a configuration backed up in 3.0.0 cannot be restored
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if the firewall's current version is 2.5.1.

Dynamic objects

Network objects with automatic (dynamic) DNS resolution, for which the DNS server offers
round-robin load balancing, cause the configuration of modules to be reloaded only when the
current address is no longer found in responses.

DNS (FODN) name objects
DNS name objects cannot be members of object groups.

Filter rules can only be applied to a single DNS name object. A second FQDN object or any other
type of network object cannot be added as such.

DNS name objects (FODN) cannot be used in a NAT rule Do note that no warnings will be
displayed when such configurations are created.

When a DNS server is not available, the DNS name object will only contain the IPv4 and/or IPv6
address entered when it was created.

If a large number of DNS servers is entered on the firewall, or if new IP addresses relating to
DNS name objects are added to the DNS server(s), several requests from the firewall may be
required in order to learn all of the IP addresses associated with the object (requests at 5-
minute intervals).

If the DNS servers entered on client workstations and on the firewall differ, the IP addresses
received for a DNS name object may not be the same. This may cause, for example, anomalies
in filtering if the DNS object is used in the filter policy.

Hardware monitoring (watchdog)
SN150 models do not have the hardware monitoring feature (hardware watchdog).

Filter logs

When a %Iter rule uses load balancing (use of a router object), the destination interface listed in
the filter logs may not necessarily be correct. Since filter logs are written as soon as a network
packet matches the criteria of a rule, the outgoing interface will not yet be known. As such, the
main gateway is systematically reported in filter logs instead.

Quality of Service
Network traffic to which Quality of Service (Q0S) queues have been applied will not fully benefit
from enhancements made to the performance of the "fastpath” mode.

Advanced antivirus
The option Activate heuristic analysis is not supported on SN160(W), SN210(W) and SN310
firewall models.

Link aggregation (LACP)

Support reference 76432
Link aggregation (LACP) is not compatible with the 40G SFP+ LM4 network module (reference

NA-TRANS-QSFP40-SR).
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SSL VPN
After the OpenVPN upgrade to version 2.4.4:

* |IP address ranges that extend beyond a Class B network (mask /16) must no longer be
used.

* Certain TLS algorithms are no longer available.

If your configurations are affected by these restrictions, SSL VPN tunnels can no longer be set
up. Error messages will appear explaining how to help you correct your configuration.

IPv6 support
In version 3, the following are the main features that are unavailable for IPv6 traffic:

* |Pv6 traffic through IPsec tunnels based on virtual IPsec interfaces (VT1),
 |Pv6 address translation (NATvG),

* Application inspections (Antivirus, Antispam, HTTP cache, URL filtering, SMTP filtering, FTP
filtering and SSL filtering],

* Use of the explicit proxy,

e DNS cache,

e SSL VPN portal tunnels,

e SSL VPN tunnels,

¢ Radius or Kerberos authentication,

¢ Vulnerability management,

* Modem interfaces (especially PPPoE modems).

High availability

In cases where the firewall is in high availability and IPv6 has been enabled on it, the MAC
addresses of interfaces using IPv6 (other than those in the HA link) must be defined in the
advanced properties. Since IPv6 local link addresses are derived from the MAC address, these
addresses will be different, causing routing problems in the event of a switch.

Audit logs

Support reference 60085
Sandboxing
After the firewall is restarted, a "System error Sandboxing license unavailable™ alarm will
indicate that the sandboxing license is not available. This alarm appears even when you neither
have a sandboxing license nor use sandboxing in your filter rules.

Notifications

IPFIX
Events sent via the IPFIX protocol do not include either the proxy’'s connections or traffic sent
by the firewall itself (e.g., ESP traffic for the operation of IPsec tunnels).
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Activity reports

Reports are generated based on logs recorded by the firewall, which are written when
connections end. As a result, connections that are always active (e.g.: IPsec tunnel with
translation) will not be displayed in the statistics shown in activity reports.

Whether logs are generated by the firewall depends on the type of traffic, which may not
necessarily name objects the same way (srcname and dstname). In order to prevent multiple
representations of the same object in reports, you are advised to give objects created in the
firewall's database the same name as the one given through DNS resolution.

Intrusion prevention

GRE protocol and IPsec tunnels

Decrypting GRE traffic encapsulated in an IPsec tunnel would wrongly generate the alarm "/P
address spoofing on the IPsec interface”. This alarm must therefore be set to Pass for such
configurations to function.

HTML analysis
Rewritten HTML code is not compatible with all web services (apt-get, Active Update) because
the "Content-Length” HTTP header has been deleted.

Support reference 35960
Keep initial routing
The option that makes it possible to keep the initial routing on an interface is not compatible
with features for which the intrusion prevention engine must create packets:

* Reinitialization of connections when a block alarm is detected (RESET packet sent],

* SYN Proxy protection,

* Protocol detection by plugins (filter rules without any protocol specified),

* Rewriting of data by certain plugins such as web 2.0, FTP with NAT, SIP with NAT and SMTP.

Instant messaging
NAT is not supported on instant messaging protocols

NAT

Support reference 29286
The GRE protocol's state is managed based on source and destination addresses. As such, two

simultaneous connections with the same server cannot be distinguished, either from the same
client or sharing a common source address (in the case of "map").

H323 support

Support for address translation operations on the H323 protocol is basic, namely because it
does not support NAT bypasses by gatekeepers (announcement of an address other than the
connection's source or destination).
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Proxies
Support reference 35328
FTP proxy

If the "Keep original source IP address” option has been enabled on the FTP proxy, reloading the
filter policy would disrupt ongoing FTP transfers (uploads or downloads).

Filtering

Outgoing interface
Filter rules that specify an out interface included in a bridge without being the first interface of
such a bridge will not be applied.

Multi-user filtering

Network objects may be allowed to use multi-user authentication (several users authenticated
on the same IP address) by entering the object in the list of multi-user objects (Authentication
> Authentication policy).

Filter rules with a 'user@object’ source (except ‘any’ or 'unknown@object’), with a protocol other
than HTTP, do not apply to this object category. This behavior is inherent in the packet
processing mechanism that the intrusion prevention engine runs. The message warning the
administrator of this restriction is as follows: "This rule cannot identify a user logged on to a
multi-user object.”

Host reputation

If IP addresses of hosts are distributed via a DHCP server, the reputation of a host whose
address may have been used by another host will be assigned to both hosts. In this case, the
host's reputation may be reinitialized using the command:

monitor flush hostrep ip = host ip address

Geolocation and public IP address reputation
Whenever a filter rule specifies geolocation conditions and public address reputation, both of
these conditions must be met in order for the rule to apply.

Support reference 31715
URL filtering
Authenticated users cannot be filtered within the same URL filter policy. However, particular
filter rules may be applied (application inspection) according to users.

Authentication

Captive portal - Logout page
The captive portal's logout page works only for password-based authentication methods.

SSO Agent

The SSO Agent authentication method is based on authentication events collected by Windows
domain controllers. Since these events do not indicate the source of the traffic, interfaces
cannot be specified in the authentication policy.
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Support reference 47378
The SSO agent does not support user names containing the following special characters: " <tab>
&~|=*<>!()J\$%?"" @ <space>.As such, the firewall will not receive connection and

disconnection notifications relating to such users.

Multiple Active Directory domains

When multiple Active Directory domains are linked by an approval relationship, an Active
Directory and SN SSO Agent must be defined in the firewall configuration for each of these
domains.

SPNEGO and Kerberos cannot be used on several Active Directory domains.

Mobile clients cannot be authenticated with multiple Active Directories in phase 1 of the IPsec
negotiation.

The IKEv1 protocol requires extended authentication (XAUTH).

External LDAP directory - Microsoft Active Directory

Users are missing from the list of members of their primary group.

This is due to how Microsoft Active Directory works: the user's memberof attribute does notin
fact contain the user's primary group. Likewise, the user is not included in the member attribute
of his primary group.

As Stormshield Network firewalls use the member attribute to obtain a group's list of users, they
therefore do not appear in the list of members of their primary group.

Multiple directories
Users that have been defined as administrators on the firewall must originate from the default
directory.

Users can only authenticate on the default directory via SSL certificate and Radius.

CONNECT method

Multi-user authentication on the same machine in cookie mode does not support the CONNECT
method (HTTP). This method is generally used with an explicit proxy for HTTPS connections. For
this type of authentication, you are advised to use "transparent” mode. For further information,
please refer to our online help at documentation.stormshield.eu, under the section
"Authentication”.

Conditions of use
The Internet access conditions of use may not display correctly on the captive portal in Internet
Explorer v9 with the IE Explorer 7 compatibility mode.

Users
The management of multiple LDAP directories requires authentication that specifies the
authentication domain: user@domain.

The <space> character is not supported in user logins.

Logging out

Users may only log out from an authentication session using the same method used during
authentication. For example, a user authenticated with the SSO Agent method will not be able to
log out via the authentication portal as the user would need to provide a cookie to log out,
which does not exist in this case.
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Temporarg accounts

Whenever a temporary account is created, the firewall will automatically generate an 8-
character long password. If there are global password policies that impose passwords longer
than 8 characters, the creation of a temporary account would then generate an error and the
account cannot be used for authentication.

In order to use temporary accounts, you will therefore need a password policy restricted to a
maximum of 8 characters.

High availability

HA interaction in bridge mode and switches

In a firewall cluster configured in bridge mode, the average failover was observed to last about
10 seconds. This duration is linked to the failover time of 1 second, in addition to the time that
switches connected directly to the firewalls take to learn MAC addresses.

Policy-based routing
A session routed by the filter policy may be lost when a cluster is switched over.

Models

High availability is not supported on clusters made up of firewalls of different models. Clusters
in which one firewall uses 32-bit firmware and the other uses 64-bit firmware are also not
allowed.

Support reference 59620
VLAN in an aggregate and HA link
VLANSs belonging to an aggregate (LACP) cannot be selected as high availability links. This
configuration would prevent the high availability mechanism from running on this link — the
MAC address assigned to this VLAN on each firewall will therefore be 00:00:00:00:00:00.

Vulnerability management

Support reference 28665
The application inventory carried out by the Vulnerability manager is based on the IP address of

the machine initiating the traffic in order to index applications.

For hosts with an IP address shared among several users, for example an HTTP proxy, a TSE
server or a router that dynamically translates the source, may greatly increase the load on the
module. You are therefore advised to place the addresses of these machines in an exclusion
list (unsupervised elements).

Stormshield Network administration suite

SN Real-Time Monitor
File transfer commands (sending and receiving) from the CLI console in SN Real-Time Monitor
no longer function in 2.x and higher versions.

Support reference 28665
The command CLI MONITOR FLUSH SA ALL was initially meant to disable ongoing IPsec tunnels

by deleting their SAs (security associations). However, as Bird dynamic routing also uses this
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type of security association (SA}, this command would degrade the Bird configuration,
preventing any connections from being set up. This issue also arises with the "Reinitialize all
tunnels” function, offered in the Real-Time Monitor interface.

The Bird service must be restarted in order to resolve this issue.

SN Event Reporter
SN Event Reporter is no longer included in the administration suite from version 3 upwards, and
connections from SN Event Reporter to firewalls in version 3 and up will not be supported
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Documentation resources

The following technical documentation resources are available on the Stormshield Technical
Documentation website or on Stormshield Institute website. We suggest that you rely on these
resources for a better application of all features in this version.

Guides

User Guides

SNS v3.7 LTSB User Manual

SNS v3.7 LTSB CLI / Serverd Commands Reference Guide

SNS v3.7 LTSB CLI / SSH Commands Reference Guide

* Recommendations for the secure configuration of an SNS firewall in version 3.7.17 LTSB

Installation Guides

* Product Presentation and Installation SNS

* |Installation and first-time configuration of an SNS firewall Guide

* SNS EVA virtual firewall Deployment Guide

e SNSV/VS-VU virtual firewall Deployment Guide

* SNS PAYG virtual firewall Deployment Guide

* Stormshield Network Real-Time Monitor - User and configuration manual

Technical notes

Authentication
eSS0 Configuration - Microsoft SPNEGO
* Configuring "Guests" Authentication Methods
e SN SSO Agent for Windows - Installation and Deployment Guide

Configuration

* Adapting the SES security policy of a workstation to its SNS reputation
e Automatic backups

¢ Basic Command Line Interface configurations

* Collaborative security

* Complying with privacy regulations

* Configuring a 36/4G modem on SNS

¢ Custom Context-based Protection Signatures

 Filtering HTTPS connections

 Firewall Stacking: service distribution

* |dentifying industrial protocol commands going through the firewall
* Initial configuration from USB key

Page 20/212 sns-en-release notes-v3.7.33-LTSB - 01/10/2023


https://documentation.stormshield.eu/
https://documentation.stormshield.eu/
https://institute.stormshield.eu/index.php

w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

e LACP link aggregation

e Level 2 encapsulation

* Implementing a filtering rule

* Setting up a NAT rule

¢ SDS Easy - Embedding a SNS PKl in a SDS client

Hardware

* Software Recovery via USB key

¢ Secure Return option

* IPMI Firmware update (SN6000 and SN6100)

* Changing a Power Supply Module (SN3000 and SN6000)

Logs
* Integrating SNS logs in IBM QRadar

Routing
* Bird dynamic routing V3

SNS for Cloud

* SNS For Cloud - Amazon Web Services

* Deploy SNS For Cloud (2 network interfaces) on Microsoft Azure
* VMWare NSX : SNS Firewall as an edge router

VPN

* |Psec virtual interfaces

¢ Integrating NAT into IPsec

* Configuring and using SSL VPN on SNS firewalls

* |KEv1 mobile IPsec VPN - Authentication by pre-shared key
* |KEv2 mobile IPsec VPN - Authentication by pre-shared key
* [Psec VPN - Authentication by pre-shared key

* [Psec VPN - Authentication by certificate

* |Psec VPN - Hub and Spoke configuration

Videos

e CLI Commands and Scripts, available on Institute.

Please refer to the Stormshield Knowledge base for specific technical information and to watch
videos that the TAC (Technical Assistance Center) has created.
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Downloading this version

Going to your MyStormshield personal area

You need to go to your MyStormshield personal area in order to download the 3.7.33 LTSB
version of Stormshield Network Security:

1. Log in to MyStormshield with your personal identifiers.
2. In the left panel, select Downloads.

3. Inthe right panel, select the relevant product and version.

Checking the integrity of the binary files
To check the integrity of Stormshield Network Security binary files:

1. Enter one of the following commands and replace £ilename by the name of the file you
want to check:

* Linux operating system: sha256sum filename
* Windows operating system: CertUtil -hashfile filename SHA256

2. Compare with hashes provided on MyStormshield personal area, section Downloads.
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Previous versions of Stormshield Network Security
3.7 LTSB

In this section, you will find the new features, resolved vulnerabilities and fixes from previous

versions of Stormshield Network Security 3.

3.7.32LTSB New features Resolved vulnerabilities Bug fixes
3.7.31LTSB Bug fixes
3.7.30LTSB New features Resolved vulnerabilities Bug fixes
3.7.29 LTSB New features Bug fixes
3.7.28 LTSB Bug fixes
3.7.27 LTSB Resolved vulnerabilities Bug fixes
3.7.26 LTSB Bug fixes
3.7.25LTSB Resolved vulnerabilities Bug fixes
3.7.24 LTSB New features Bug fixes
3.7.23LTSB Resolved vulnerabilities Bug fixes
3.7.22 LTSB Bug fixes
3.7.21 LTSB New features Resolved vulnerabilities Bug fixes
3.7.20 LTSB Resolved vulnerabilities Bug fixes
3.7.19LTSB New features Resolved vulnerabilities Bug fixes
3.7.18 LTSB New features Resolved vulnerabilities Bug fixes
3.7.17 LTSB Bug fixes
3.7.16 LTSB Bug fixes
3.7.15LTSB New features Resolved vulnerabilities Bug fixes
3.7.14 LTSB Bug fixes
3.7.13LTSB New features Resolved vulnerabilities Bug fixes
3.7.12 LTSB New features Resolved vulnerabilities Bug fixes
3.7.11LTSB New features Resolved vulnerabilities Bug fixes
3.72.10LTSB Resolved vulnerabilities Bug fixes
3.7.9LTSB New features Bug fixes
3.7.8LTSB Resolved vulnerabilities Bug fixes
3.7.7 LTSB New features Resolved vulnerabilities Bug fixes
3.7.6 LTSB Resolved vulnerabilities Bug fixes
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3.7.5LTSB New features Bug fixes
3.7.4LTSB Resolved vulnerabilities Bug fixes
3.7.3LTSB New features Resolved vulnerabilities Bug fixes
3.7.2LTSB New features Resolved vulnerabilities Bug fixes
3.7.1LTSB Bug fixes
3.7.0LTSB New features Bug fixes
36.1 New features Bug fixes
3.6.0 New features Bug fixes
352 Bug fixes
351 Bug fixes
350 New features Bug fixes
343 Bug fixes
3.4.2 Resolved vulnerabilities Bug fixes
34.1 New features Resolved vulnerabilities Bug fixes
3.4.0 New features Bug fixes
332 Resolved vulnerabilities Bug fixes
331 Resolved vulnerabilities Bug fixes
3.3.0 New features Bug fixes
3.21 New features Resolved vulnerabilities Bug fixes
320 New features Bug fixes
3.1.2 Bug fixes
311 New features Bug fixes
3.1.0 New features Bug fixes
3.03 Bug fixes
3.0.2 Bug fixes
3.0.1 New features Bug fixes
3.00 New features
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New features and enhancements in version 3.7.32

Hardening of the operating system

Text editors Vim and JOE have been removed from the system and replaced with vi.
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Resolved vulnerabilities in version 3.7.32 LTISB

vim file editor
A moderate severity vulnerability was fixed by removing the Vim file editor.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-006.
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Version 3.7.32 LTSB bug fixes

System

Authentication

Support reference 84358
Whenever a user enters the wrong password during attempts to connect to the captive portal or

via SSL VPN Client, the system event "LDAP unreachable Bind error” will no longer be generated.

SMC server

Stability of the link between the SNS firewall and the SMC server

Support reference 83373
An anomaly in the mechanism that provides the link between the SNS firewall and SMC server,

which could disrupt established links, has been fixed.

Intrusion prevention engine

Processing of fragmented packets

Support reference 83882
In configurations that handle a high volume of traffic, an issue with buffer management during

the processing of fragmented packets has been fixed. This issue caused the firewall to freeze
unexpectedly.
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System

Authentication

Support references 84479 - 84544
A memory leak issue in the module that manages authentication on the firewall has been fixed.
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New features and enhancements in version 3.7.30

Intrusion prevention

Multicast IP addresses presented as source addresses

Support reference 84041
A new alarm "Multicast IP src packet” (alarm ip:755), which makes it possible to block by

default packets that present a multicast address as a source address, has been added to the
intrusion prevention engine.
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Resolved vulnerabilities in version 3.7.30 LTSB

Intrusion prevention engine
A high severity vulnerability was fixed in the intrusion prevention engine.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-009.

ClamAV antivirus
A moderate severity vulnerability was fixed in ClamAV.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-017.
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Version 3.7.30 LTSB bug fixes

System

IPsec VPN

The mechanism that optimizes the distribution of the IPsec service’s encryption and decryption
operations on the SNS firewall has been modified. This improves its performance when CPUs
that process the packets of the IPsec service are distributed in a static manner.

To prevent packet loss in some specific cases, you can now configure how frequently ARP
requests will be sent to a gateway so that ARP entries on the SNS firewall never expire.

High availability (HA) - Synchronization

Support reference 83721
Anomalies that may cause excessive memory consumption have been fixed in the mechanism

that synchronizes the high availability configuration.

Intrusion prevention

Number of protected hosts

Support reference 84537
An issue regarding the maximum number of protected hosts, which would arise when an SNS

firewall was updated to version 3.7.28 or higher, has been fixed.
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New features and enhancements in version 3.7.29
LTSB

IPsec VPN IKEv2 - Mobile peers in config mode

Support reference 84482
From SNS version 3.7.21, whenever an IPsec IKEvZ tunnel set up with a mobile peer in config

mode is abruptly shut down by the remote client, the IP address that is assigned to it remains
locked and unavailable. This behavior can now be changed by modifying the unique parameter
(forUniquelDs) in the configuration file /data/Main/ConfigFiles/VPN/peer.

For example, to allow users to recover their previous IP addresses, add the parameter
unique=no in the section of the peer in question, then reload the configuration of the VPN policy
by using the CLI/SSH command envpn -u (this will shut down tunnels in progress).
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System

SNMP agent

Support reference 84335
An anomaly in the SNMP agent that could cause the SNS firewall to unexpectedly shut down

has been fixed.
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System

HTTP proxy
Support reference 83607

Issues with competing access to connection counters, which could cause the proxy to shut
down unexpectedly, have been fixed.

Outgoing traffic statistics - SSL VPN

Support reference 79814
The counters that counted packets leaving the network interface linked to the SSL VPN were no
longer refreshed This anomaly, which first appeared in SNS version 3.7.12, has been fixed.

Intrusion prevention

HTTP

Support references 83553 - 83640
The HTTP protocol analysis has been optimized to prevent excessive memory consumption and
to keep the firewall from being inappropriately overloaded.
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Resolved vulnerabilities in version 3.7.27 LTSB

OpenSSL

A high severity vulnerability was fixed in OpenSSL.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-008/.

vim file editor
Moderate severity vulnerabilities affecting the vim file editor have been fixed.

Details on these vulnerabilities can be found on our website
https://advisories.stormshield.eu/2022-004.

ClamAV antivirus
A moderate severity vulnerability was fixed in ClamAV.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-005.
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Version 3.7.27 LTSB bug fixes

System

NAT - VLAN

Support reference 79759
In a configuration that supports several VLANs on the same physical interface and which
implements address translation with ARP publication on the same VLANSs, GARP (Gratuitous
ARP) packets would be wrongly sent to only one of these VLANs. This issue has been fixed.

Filter - NAT

Support reference 82567
In some cases, the TCP (c/s) connection threshold set in the Quality of Service (QoS) settings in
a filter rule were not applied. This issue has been fixed.
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Version 3.7.26 LTSB bug fixes

System

Proxies

Support reference 79295
The SSL proxy now correctly processes certificates that present both an empty Subject field

and a filled in Subjectaltname field.

SSL VPN Portal

Support reference 82626
On the Secure access page of the SSL VPN Portal, links that enable access to servers via the

browser have been deleted as they no longer functioned.

SNMP agent

Support reference 81710
Anomalies that could cause memory leaks in the SNMP agent have been fixed.

Intrusion prevention

SIP

Support reference 84382
When a sent SIP packet and its reply contained a field with an anonymous IP address, and the

465 alarm "SIP: anonymous address in the SDP connection” was configured to “Pass”, the
firewall would restart unexpectedly. This anomaly has been fixed.
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Resolved vulnerabilities in version 3.7.25 LTSB

SSLVPN
A high severity vulnerability was fixed in the SSL VPN.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2022-003/.

Intrusion prevention engine
A moderate severity vulnerability was fixed in the intrusion prevention engine.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-050/.

High availability (HA)
A moderate severity vulnerability was fixed in the high availability mechanism.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-001/.
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Version 3.7.25 LTSB bug fixes

System

SNMP Agent

Support reference 81710
Several anomalies that could cause memory leaks in the SNMP agent have been fixed.

Authentication

Support reference 82856
When multiple authentication requests are submitted on a firewall that handles heavy traffic,

this would sometimes consume an excessive amount of CPU and cause packet loss. This issue
has been fixed.

Authentication to an LDAPS server

Support reference 84199
The firewall was occasionally unable to authenticate on an LDAPS server when a certificate

signed by a CA with a CRL was presented. This issue has been fixed.

Host reputation

Support reference 70473
Data relating to the host reputation function no longer consumes an excessive amount of disk

space. This issue prevent reports from being displayed.

© NotE

The host reputation database must be reinitialized to apply this fix (Application protection
module > Host reputation > Reset scores for all hosts in the database button).

Hardware monitoring - Disks

Support reference 84083
The mechanism that analyzes the results of SMART tests has been adapted to stop raising

inappropriate alerts on some SSD references.
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New features in version 3.7.24 LTSB

High availability and link aggregation

In configurations that contain network link aggregates, when high availability is initialized, the
Enable link aggregation when the firewall is passive option is enabled by default. This option
optimizes swap time.
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Version 3.7.24 LTSB bug fixes

System

IPsec VPN

Support reference 81691
Due to an anomaly in the sequencing of processes/threads when priority is dynamically

changed, packets would sometimes get lost on firewalls handling heavy traffic. This anomaly
has been fixed.

Optimizing performance

Support reference 82430
To optimize the firewall's performance in some specific contexts, an option has been added so

that the synchronization of ASQ events relating to high availability can be disabled.

Support reference 81691
To optimize the firewall's performance, CPU is now better distributed between encryption and

decryption tasks.

IPsec VPN IKEv2

Support reference 79713
The reauthentication of an IPsec IKEv2 tunnel in phase 1 would sometimes end too quickly,

causing legitimate packets to be wrongly rejected. To prevent this situation, a new setting can
be used to delete the older IKE SA later.

Optimizing the initialization of addresses reserved for NAT

Support reference 81691
When two interfaces, which are not included in a bridge, have the same address, the firewall

may shut down unexpectedly. To prevent this from occurring, an option has been added to
disable, when necessary, the function that optimizes the initialization of addresses reserved for
NAT.

Filtering and NAT

Support reference 81369
When a NAT policy containing many rules is reloaded, network packets may get lost. An

optimization mechanism that prevents such packet loss can be enabled using the CLI/Serverd
command CONFIG PROTOCOL IP COMMON IPS CONFIG, by addingthe natdiff parameter to
the existing parameters in the OptimizeRuleMatch option.

Use the following parameters in a default configuration:
OptimizeRuleMatch=equal,diff,cache,natdiff.
Any changes must then be confirmed with the command CONFIG PROTOCOL IP ACTIVATE.

Do note that this mechanism is disabled by default.
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Support reference 78647
Exporting NAT/filter rules in CSV format would wrongly generate the "Any" value for the "#nat to_

target” field in the export file, in cases where filter rules were not associated with any NAT rules.
This anomaly would then prevent such CSV files from being imported into SMC if the filter rules
concerned had a “Block” rule.

Creating interfaces

Support reference 75064
Configurations containing several hundred interfaces [e.g., virtual interfaces, VLAN interfaces,

etc.) would cause excessive CPU consumption after the network interface configuration file was
repeatedly reloaded.

Intrusion prevention

SSL proxy

Support reference 80792
Since Zoom application traffic is incompatible with the antivirus analysis, its CNs have been

added to the CN group proxyssl bypass.
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Resolved vulnerabilities in version 3.7.23 LTSB

Vim file editor
Moderate severity vulnerabilities affecting the Vim file editor have been fixed.
Details on these vulnerabilities can be found on our website:
* https://advisories.stormshield.eu/2021-061/,
* https://advisories.stormshield.eu/2021-062/,
* https://advisories.stormshield.eu/2021-063/,
* https://advisories.stormshield.eu/2021-064/.

IPsec VPN

A moderate severity vulnerability was fixed in the IPsec VPN tunnel manager.

Details on these vulnerabilities can be found on our website
https://advisories.stormshield.eu/2021-065/.
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Version 3.7.23 LTSB bug fixes

System

IPsec VPN

Support reference 82645
In IPsec configurations that use groups containing address ranges, mounted tunnels could be
interrupted when such groups were modified, generating TS UNACCEPTABLE errors as a result.
This issue has been fixed.

Support reference 83354
Whenever an IPsec policy contained one or several bypass rules (in which the peer is None and
the rule was created to exclude the following rules from the encryption policy), these bypass
rules were not applied to networks defined by static routes.
This issue was fixed with the addition of an IPsec bypass option in the step during which the
static route is defined.

Captive portal - External LDAP directory

Support reference 82686
Whenever a user referenced in an external LDAP directory connects to the captive portal, the

system event “LDAP unreachable” (event 19) is no longer raised.

Intrusion prevention

SIP

Support reference 68971
Some SIP communications would fail after they were put on hold whenever a peer sent INVITE
packets containing deprecated "c=IN IP4 0.0.0.0" information which the firewall would reject
(block alarm "Invalid SIP protocol (SDP)").

This issue was fixed after a new specific alarm was created ("SIP: Anonymous address in the
SDP connection”). Such packets are no longer blocked by default, but the alarm can be
configured to block them.

TNS protocol - Oracle

Support reference 77721
Analyses of TNS - Oracle client-server communications that undergo packet fragmentation and

address translation (NAT) no longer desynchronize traffic due to packets being rewritten.
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Version 3.7.22 LTSB bug fixes

System

IPsec VPN

Support references 79713 - 81464
Packets would sometimes get lost whenever the keys of IPsec tunnels were renewed. Unlike

what was announced in the 3.7.20 LTSB release notes, this issue was finally fixed in version
3.7.22 LTSB.

Support reference 80662
When a change of status is applied to a network route associated with an IPsec Security Policy,

the service would sometimes shut down unexpectedly and cause the firewall to freeze. Unlike
what was announced in the 3.7.21 LTSB release notes, this issue was finally fixed in version
3.7.22 LTSB.

Support reference 83301
The fragment size set by the FragmentSize parameter is now applied correctly in the

configuration of global VPN policies.

ICMP - IPv6

Support reference 82547
In configurations that use IPv6, an issue with competing access could make the firewall freeze

whenever it received “destination unreachable” ICMP packets. This issue has been fixed.

SNMP Agent

Support reference 78761
SNMP informRequest messages are now considered valid SNMP requests and no longer raise

the blocking alarm “Invalid SNMP protocol” (snmp:388).

Support reference 82661
The correct value is now returned in the 0ID UCD-SNMP-MIB::memCached.O.

Disk monitoring

Support references 75125 - 75126
An issue with alarms being wrongly raised over the disk status of firewalls has been fixed.

IP address reputation and geolocation service

Support reference 81048
In some cases, the IP address reputation and geolocation service would unexpectedly shut

down after competing access that occurs when a configuration is reloaded. Even when it was
automatically restarted, service could still be disrupted. This issue has been fixed.
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Web administration interface

Administrators

Support reference 82058
Administrator accounts with names that contained special characters would not appear in the

list of administrators after being added. This issue has been fixed.

Intrusion prevention

SMB v2 protocol

Support reference 78216
An anomaly in the SMB protocol analysis engine would wrongly raise the "Invalid NBSS/SMB2

protocol” alarm (nb-cifs alarm:157], blocking legitimate SMBv2 traffic as a result. This issue has
been fixed.

SIP

Support references 79839 - 79344
Anomalies in the SIP protocol analysis engine, which could cause the firewall to freeze, have

been fixed.

Support reference 66573
As certain SIP telephones do not specify the network port number used (Contact field in the

REGISTER request], the firewall would not correctly redirect incoming REGISTER requests formed
in this manner. This issue has been fixed.

Support reference 68583
The firewall would not take into account the optional fields Record-Route and Route in the

headers of SIP packets. The addresses and routes indicated in these fields would therefore not
be translated when necessary. This issue has been fixed.
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New features in version 3.7.21 LTSB

System

IPsec VPN

Support reference 81691
On SN510, SN2000, SN2100, SN3100 and SN6100 models, the mechanism that optimizes the

distribution of the IPsec service’s encryption and decryption operations has been modified to
enhance its performance. This is especially useful when it is used in an encryption operation in
which plaintext traffic arrives on the incoming interface and leaves the outgoing interface as
encrypted traffic.

For this specific use case, CPUs that will process the IPsec service’s packets on the firewall can
be distributed in a static manner. This setup can only be configured with the following
CLI/serverd command:

CONFIG IPSEC CRYPTOLB UPDATE ifincoming=<interface> ifoutgoing=<interface>
state=<0]1>
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Resolved vulnerabilities in version 3.7.21 LTSB

RTSP, SIP, H323 and MGCP protocol analyses
A high severity vulnerability was fixed in the RTSP, SIP, H323 and MGCP protocol analyzer.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-020/.

CLI/Serverd commands
A high severity vulnerability was fixed in the CLI/Serverd command mechanism.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-007/.

Proxies
A moderate severity vulnerability was fixed in the explicit HTTP proxy and SMTP proxy.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-005/.

DHCP service

A moderate severity vulnerability was fixed in the DHCP service.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-034/.

Curl library
A moderate severity vulnerability was fixed in the Curl library.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-048/.

OpenSSL
A moderate severity vulnerability was fixed after the OpenSSL component was upgraded.

Details on this vulnerability can be found on our website
https://advisories.stormshield.eu/2021-054/.
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Version 3.7.21 LTSB bug fixes

System

System events

Support reference 80426
System event no. 19 "LDAP unreachable” is now activated when there are issues accessing an

LDAP directory defined in the firewall configuration.

IPsec VPN

Support reference 77477
IPsec configurations which included a NAT rule that applies to packets going to the tunnel and a

QoS rule for traffic passing through this tunnel would flood the firewall’s memory and make the
cluster unstable in a high availability configuration. This issue has been fixed.

Support reference 82403
When "INITIAL-CONTACT sent” and "INITIAL-CONTACT received” logs are sent via Syslog, they may

cause major slowdowns when tunnels are being negotiated. This issue has been fixed and
affected SN200, SN300, SN500, SN510, SN700, SN710, SN900, SN910, SN2000, SN2100,
SN3000, SN3100, SN6000, SN6100, SNi40, U30S, U70S, U150S, U250S, US00S and US00S
model firewalls.

Support reference 81471
In configurations using IPsec VPN tunnels that handle a high network load, when an ARP entry

expires, network packets will no longer be lost.

IPsec VPN - Routing

Support reference 80662
When a change of status is applied to a network route associated with an IPsec Security Policy,

the service would sometimes shut down unexpectedly and cause the firewall to freeze. This
issue has been fixed.

LDAP directory - Backup server

Support reference 80428
In an LDAP(S) configuration defined with a backup server, when:

* The firewall switched to the backup LDAP(S) server because the main server stopped
responding, and

e The backup server also does not respond,

The firewall will then immediately attempt to connect to the main server again without waiting
for the 10-minute timeout defined in factory settings.

SNMP Agent

Support reference 81710
Issues with memory leaks on SNMP agent have been fixed.
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Support reference 81573 - 81588 - 81529
When the firewall receives an SNMP request, the response address that the SNMP agent uses is
correct again and corresponds to the IP address of the firewall queried during this SNMP
request.

Support reference 81710
The mechanism that manages the SNMP alarm table has been enhanced to stop 0IDs from

being duplicated, as this prevented some alarms from being raised.

High availability (HA)

Support reference 80049
In high availability configurations, after a node switched from active to passive, the passive
node would continue to monitor router objects in addition to HA interfaces, generating packet
sending errors as a result. This issue has been fixed.

Support reference 80049
In high availability configurations, after the status of a node changed twice (active to passive,
then to active again), an anomaly in the communication between several components of the
gateway monitoring mechanism would generate inconsistencies in the status of monitored
gateways, and in the update of routes that allow these gateways to be monitored. These issues
have been fixed.

Network

Renewing a DHCP lease

Support references 82238 - 82359
When a UNICAST packet originating from port 67 and going to port 68 attempted to pass through
the firewall (especially during a DHCP lease renewal), the firewall would occasionally freeze and
fail to transmit the packet if the packet’s source and outgoing interface are not part of a bridge.

This issue can now be fixed by changing the value of the UseAutoFastRoute parameter to Off
with the following CLI/Serverd command:

CONFIG PROTOCOL TCPUDP COMMON IPS CONNECTION UseAutoFastRoute=<On|Off>

2 Find out more

Intrusion prevention

Intrusion prevention engine statistics

Support references 79713 - 82437 - 81466
The mechanism that manages intrusion prevention engine statistics has been optimized to
stop potential packet loss when these statistics are recurrently processed on a firewall
handling a high network load.
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Resolved vulnerabilities in version 3.7.20 LTSB

Authentication portal

A vulnerability with an overall CVSS score of 4.3 was fixed in the authentication portal’s
management API.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

OpenLDAP

A vulnerability with an overall CVSS score of 4.5 was fixed after the OpenLDAP component was
upgraded.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

ClamAV
Vulnerabilities with an overall CVSS score of 5.3 was fixed in ClamAV.
Details on these vulnerabilities can be found on our website:

* https://advisories.stormshield.eu,
* https://advisories.stormshield.eu.

Page 51/212 | sns-en-release notes-v3.7.33-LTSB - 01/10/2023


https://advisories.stormshield.eu/2021-006/
https://advisories.stormshield.eu/2021-010/
https://advisories.stormshield.eu/2021-033/
https://advisories.stormshield.eu/2021-017/

w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Version 3.7.20 LTSB bug fixes

System

Proxies

Support reference 75970
When the proxy must send a block page, the absence of a Content-Length header in the reply

(HTTP HEAD reply) does not wrongly raise the alarm "Additional data at end of a reply” (alarm
http:150) anymore.

Support reference 81624
In configurations that use multi-user authentication, the application of "img-src https://*" CSP

(content-security-policy] directives would sometimes cause the proxy service to unexpectedly
restart. This issue has been fixed.

IPsec VPN

Support references 79713 - 81464
Packets would sometimes get lost whenever the keys of IPsec tunnels were renewed. This

issue has been fixed.

IPsec VPN IKEv2 or IKEvl + IKEv2

Support reference 77097
The management of the authentication process was enhanced for the setup of IPsec VPN
tunnels in configurations where several LDAP directories are declared and one or several of
these LDAP directories take longer than usual to respond.

These enhancements now make it possible to stop blocking attempts to set up other tunnels
during the waiting phase.

SSL proxy

Support reference 77207
The SSL proxy would sometimes restart when all of the following conditions occurred:

* An SSL filter policy applied a “Pass without decrypting” action when a CN could not be
categorized,

A connection matched this rule (“Pass without decrypting”) because the classification of
the CN failed.

¢ A simultaneous connection to the same website was classified with the action “Block
without decrypting”.

This issue has been fixed.
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Radius authentication

Support reference 76824
In a configuration that uses Radius server authentication via pre-shared key, selecting another

host object in the Server field, then saving this only change no longer causes the initial pre-
shared key to be deleted.

Local storage

Support reference 75301
Firewalls with damaged SD cards (and therefore damaged log storage partitions] would restart

in loop. Unlike what was announced in the 3.7.15 LTSB release notes, this anomaly is now fixed
in version 3.7.20 LTSB.

IP address reputation and geolocation service

Support reference 77980
An anomaly relating to the IP address reputation and geolocation service would sometimes

result in memory corruption, which would cause the firewall to unexpectedly restart. This issue
has been fixed.

Intrusion prevention

Connection counter

Support reference 74110
The mechanism that counts simultaneous connections has been optimized to no longer raise

the alarm “Maximal number of connexions per host reached” (alarm tcpudp:364).

SMB - CIFS protocol

Support references 77484 - 77166
Anomalies in the SMB - CIFS protocol analysis would wrongly raise the “"Invalid NBSS/SMB

protocol” blocking alarm (nb-cifs alarm:158) during legitimate access to shared Microsoft
Windows disk resources. This issue has been fixed.

Web administration interface

LDAP directories

Support reference 69589
Users can now correctly access an external LDAP directory hosted on another Stormshield

firewall via a secure connection (SSL) when the option Check the certificate against a
Certification authority is selected.
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Modbus protocol

Support reference 71166
The firewall would not take into account the information entered in the Allowed UNIT IDs table

(Application protection > Protocols > Industrial protocols > Modbus > General settings). The
same information would also not be shown in the table after quitting the module. This issue has
been fixed.

Network

Multicast routing - Address translation

Support reference 80359
Multicast network traffic packets are no longer duplicated if multicast routing is applied after a

destination NAT rule is applied to this traffic.
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New features in version 3.7.19 LTSB

System

IPsec VPN

On SN510, SN2000, SN2100, SN3100 and SN6100 models, the IPsec service is now equipped
with a mechanism that can optimize the distribution of encryption and decryption operations.
Its purpose is to significantly improve IPsec throughput in configurations that contain a single
IPsec tunnel.

The optimization mechanism offers three configuration modes and is disabled by default. An
automatic mode allows the mechanism to activate only when the active IPsec policy has a
single active VPN tunnel.

This mode can be configured only with the following CLI/serverd command:

CONFIG IPSEC UPDATE slot=<n> CryptoLoadBalance=<0|1|auto>

2 Find out more

Active Update
Packets in the Active Update module are now signed by a new Stormshield certification
authority, which replaces the previous Netasq certification authority.

For clients who use internal mirror sites, you must update the packets hosted on your own
servers so that packets signed by the new certification authority are used. This operation is
necessary so that the Active Update module can continue to update its databases.

In a Linux environment, a new version of the updater.sh script is available and makes it
possible to retrieve all packets signed by the new certification authority.

2 Find out more
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Resolved vulnerabilities in version 3.7.19 LTSB

ClamAV

A vulnerability with an overall CVSS score of 5.8 was fixed in ClamAV.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

OpenSSL

A vulnerability with an overall CVSS score of 3.0 was fixed after the OpenSSL component was
upgraded.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.19 LTSB bug fixes

System

IPsec VPN

Support reference 80659
When a VPN policy contains many tunnels in which the Keepalive option is enabled, this may

make the policy exceptionally slow. This anomaly has been fixed.

Support references 81002 - 81013
When the MakeBeforeBreak renegotiation scheme was used in [Psec VPN IKEv2 configurations,

authenticated users would be deleted from the firewall’s table of authenticated users when
phase 1 of the VPN tunnel was renegotiated. This anomaly has been fixed.

As a reminder, the MakeBeforeBreak renegotiation scheme is enabled by default and can be
disabled using the following CLI/serverd commands:

CONFIG IPSEC UPDATE slot=<1-10> MakeBeforeBreak=<0|1>
CONFIG IPSEC ACTIVATE

For more information on the syntax of these commands, refer to the CLI SERVERD Commands
Reference Guide.
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New features in version 3.7.18 LTSB

Update

The hash algorithm of firmware update files has been changed to comply with the highest
standards.
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Resolved vulnerabilities in version 3.7.18 LTSB

NDP requests

When NDP requests (IPv6) without replies were accumulated up to a certain threshold, the
protection mechanism would be activated in the firewall’s NDP table. In an exchange with an

unknown host, this would cause the first few packets to be dropped until NDP requests were
resolved.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

SNMP

Support reference 80471
A vulnerability with an overall CVSS score of 5.5 in the SNMP protocol analysis protection
mechanism has been fixed.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.18 LTSB bug fixes

System

Proxies

Support references 78432 - 78929 - 79581 - 80095
Issues with memory leaks in proxies, which would sometimes restart the service unexpectedly,

have been fixed.

Support reference 79584
An issue with the management of the SSL context, which could freeze the proxy service, has

been fixed.

Support references 79957 - 80108
Configurations that use multi-user authentication would sometimes require several minutes to

fully load web pages that embed CSP (content-security-policy) directives. This anomaly has
been fixed.

SS0O Agent

Support references 79581 - 80095
Running the module that manages communication with the SSO agent would sometimes

consume an excessive amount of memory resources. This anomaly has been fixed.

SNMP agent

Support reference 74514
The anomalies observed in table indexing, which reflected the hardware status of cluster

members in the HA MIB, have been fixed. Returned 0IDs did not match the associated MIB,
preventing the use of snmpget requests to reach these 0IDs. Such requests now function
correctly.

Support references 77226 - 78235
The OID "SNMPv2-MIB::sysObjectlD.0", which made it possible to identify the type of device

queried, presented the default net-snmp value instead of the Stormshield value. This anomaly
has been fixed.

Support references 77779 - 80036
Excessive memory consumption issues that caused the SNMP agent service to unexpectedly

shut down have been fixed.

Filtering and NAT

Support references 79533 - 79636 - 80043 - 80412
When a time object was enabled or disabled, the re-evaluation of connections that match the

filter rule containing this time object no longer cause the firewall to unexpectedly restart.
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Network objects

Support reference 77385
When a global network object linked to a protected interface is created, this object will now be

correctly included in the Networks internals group.

Support reference 76167
When local or global network objects are restored using a backup file (file with a “.na”

extension), the firewall's network routes are reloaded to apply changes that may affect network
objects involved in routing.

High availability (HA)
The errors that occur when the passive member of the cluster is updated are now correctly
reported through high availability.

Support reference 70003
The validity of the license for the Vulnerability manager option is now verified before the

configuration is synchronized to avoid unnecessarily generating error messages in logs such
as "Target: all From: SNXXXXXXXXXXXXX Command: SYNC FILES failed: Command failed :
Command has failed : code 1".

Hardware monitoring

Support reference 77170
On SN2100, SN3100 and SN6100 firewalls, the mechanism that monitors fan rotation speed

has been optimized so that it no longer wrongly reports alarms that create doubts about the
operational status of fans.

Network

Dynamic routing - Router objects

Support reference 69210
Whenever a firewall's default gateway consisted of a router object with load balancing, the

dynamic routes that the Bird engine had learned would not be applied. This anomaly has been
fixed.

Intrusion prevention

Quarantine when alarm raised on number of connections

Support reference 75097
When “Place the host under quarantine” is the action set for the alarm “Maximal number of

connexions per host reached” (alarm tcpudp:364), the host that triggered this alarm is now
correctly added to the blacklist for the quarantine period configured.
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DCERPC protocol

Support reference 77417
The DCERPC protocol analyzer would sometimes wrongly create several hundred connection

skeletons, causing excessive CPU consumption on the firewall.

This issue, which could prevent the firewall from responding to HA status tracking requests and
make the cluster unstable, has been fixed.
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Version 3.7.17 LTSB bug fix

It is highly recommended to apply the 3.7.17 LTSB or 3.11.5 LTSB updates to firewalls in major
versions 3.X.X.

As a preventive measure, the certificate used to sign new version updates has been replaced in
version 3.7.17 LTSB. This new certificate, issued by the « Stormshield Product and Services
Root CA » trusted certification authority will be used to check the integrity and the signature of
all future SNS versions.

Once the new version has been installed, all updates signed with the old certificate will be
refused.

@ IMPORTANT
To install an older version signed with the old certificate on a firewall in version SNS 3.7.17 LTSB,

you must use the USB Recovery procedure. The standard downgrade procedure will not be
supported.

© NotE

To use the new certificate issued by the « Stormshield Product and Services Root CA » trusted
certification authority, firewalls in major version 2.x.x, including ANSSI-qualified 2.7.4 and 2.7.6
versions, must be upgraded to version 3.7.16 LTSB, and then to version 3.7.17 LTSB. The firewalls
will then benefit from the same minor version as the ANSSI-qualified 3.7.9 version.
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Version 3.7.16 LTSB bug fixes

System

VPN SSL in portal mode

Support reference 80332
After a regression in compatibility with Java 8 that was introduced in the previous fix version of

SNS, the component that the SSL VPN used in portal mode was compiled with version 8 of the
Java development kit to ensure compatibility with:

e Java 8 JRE,
- Or -

* OpenWebStart.

This makes it possible to work around the suspension of public versions of Java JRE 8,
scheduled in the near future.
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New features in version 3.7.15 LTSB

System

Log out when idle
The super administrator can now restrict how long administrator accounts stay idle on the

firewall. The administrators of these accounts can still define a timeout for their own accounts,
but the duration cannot exceed the one defined by the super administrator.

2 Find out more

High availability

NAT rules with ARP publication
In high availability configurations, firewalls may send a Gratuitous ARP for all their interfaces in

order to maintain traffic routing, so that the network can be informed whenever the location of a
MAC address changes.

This operating mode has been improved so that all virtual IP addresses from an ARP publication
of a NAT rule will send a Gratuitous ARP during a switch.

Obsolete features

IPsec VPN - Obsolete authentication and encryption algorithms
As some algorithms are obsolete, vulnerable and will be phased out in a future version of SNS, a

warning message now appears to encourage administrators to modify their configurations. The
algorithms in question are:

* Authentication algorithms: md5, hmac md5 and non auth,
* Encryption algorithms: blowfish, des, cast128 and null enc.

This message appears when these algorithms are used in the profiles of IPsec peers.
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Resolved vulnerabilities in version 3.7.15 LTSB

Certificate-based authentication

Additional controls have been set up to detect occurrences of the special character ™" in the e-
mail address field of certificates. These controls make it possible to stop interpreting this
character in requests to the LDAP directory, as it could allow unjustified connections to the
firewall.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

OpenSSL

Vulnerability CVE-2020-1968 (Raccoon attack] was fixed after the OpenSSL component was
upgraded to version 1.0.2x.

Vulnerability CVE-2020-1971, which can cause a denial of service attack if a CRL in the
firewall's PKI was previously compromised, was fixed after the OpenSSL component was
upgraded to version 1.0.2x.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

FreeBSD - ICMPv6

Vulnerability CVE-2020-7469, regarding the management of error messages in the ICMPv6
network stack, which could lead to use-after-free attacks, was fixed after the FreeBSD security
patch was applied.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

Page 66/212 | sns-en-release notes-v3.7.33-LTSB - 01/10/2023 .


https://advisories.stormshield.eu/2019-029/
https://nvd.nist.gov/vuln/detail/CVE-2020-1968
https://nvd.nist.gov/vuln/detail/CVE-2020-1971
https://advisories.stormshield.eu/2020-035/
https://nvd.nist.gov/vuln/detail/CVE-2020-7469
https://advisories.stormshield.eu/2020-034/

w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB
Version 3.7.15 LTSB bug fixes

IMPORTANT

In some situations, memory leaks may affect the proxy, causing the service to restart
unexpectedly. Contact Stormshield support if you think that this issue might affect you.

System

Proxies

Support reference 78432
Issues with memory leaks in proxies, which would sometimes restart the service unexpectedly,

have been fixed.

SSLVPN

Support reference 76762
The Available networks or hosts field was wrongly used to calculate the possible number of SSL
VPN clients, and therefore skewed the calculation. This issue has been fixed.

Support references 73353 - 77976
The SSL VPN client now applies the interval before key renegotiation set by default on the SSL

VPN server to 14400 seconds (4 hours). Users who do not have the Stormshield Network SSL
VPN client must retrieve a new configuration file from the firewall's authentication portal so that
the client applies the interval.

«@Find out more

VPN SSL in portal mode

Support reference 68759
SSL VPN in portal mode now uses a component that is component with:

e Java 8 JRE,
- Or -

e OpenWebStart.

This makes it possible to work around the suspension of public versions of Java JRE 8,
scheduled in the near future.

IPsec VPN IKEv2 or IKEv1 + IKEv2

Support reference 77722
The presence of the same trusted certification authority with a CRL in both the local IPsec policy

and global IPsec policy no longer causes a failure when the IPsec configuration is enabled on
the firewall.
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Monitoring gateways

Support references 71502 - 74524
During the startup sequence of the gateway monitoring mechanism, if any of the gateways
used in filter rules switched from an internal "maybe down" status (pinging failed) to an internal
"reachable” status, the filter would still consider such gateways disabled. This anomaly has
been fixed.

When the status of a gateway changes, it will now be logged as an event.

Support reference 76802
In some configurations, the process that relied on the gateway monitoring engine would
consume an excessive amount of the firewall's CPU resources. This anomaly has been fixed.

High availability (HA)

Support references 78758 - 75581
Memory leak issues, especially in the mechanism that manages HA status and role swapping in

a cluster, have been fixed.

High availability (HA) - link aggregation
In high availability configurations, the mechanism that switches a node from active to passive
has been enhanced so that it no longer renegotiates aggregate links (LACP) when:

* The option Reboot all interfaces during switchover (except HA interfaces) is enabled
(Configuration > System > High availability module, under Advanced properties, Swap
configuration),

-and -

 The LacpWhenPassive parameter is enabled with a value of "1" (file

/ust/Firewall/ConfigFiles/HA/highavailability Global LACPWhenPassive <0|1>).

Support reference 76748
In high availability configurations, an active node switching to passive mode would no longer
wrongly disable VLAN interfaces that belonged to a link aggregate (LACP).

High availability (HA) - IPsec VPN IKEv2 or IKEv1 + IKEv2

Support references 68832 - 71456
During the reconstruction of a cluster after the physical replacement of the passive firewall, and

whenever the quality of the active firewall was lower than the quality of the new passive
firewall, established IPsec tunnels would be renegotiated. This anomaly has been fixed.

Automatic backups

Support reference 75051
The mechanism that checks the certificates of automatic backup servers was modified after the

expiry of the previous certificate.
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Local storage

Support reference 75301
Firewalls with damaged SD cards (and therefore damaged log storage partitions] would restart

in loop. This anomaly has been fixed.

SMTP proxy

Support reference 77207
In configurations that use the SMTP proxy in an SMTP filter rule:

* In “Firewall” security inspection mode,
- Or -

* In"IDS" or "IPS" security inspection mode but without SMTP protocol analysis (Application
protection > Protocols > SMTP module > IPS tab: Automatically detect and inspect the
protocol checkbox unselected),

when the SMTP server shut down a connection after sending an SMTP/421 server message, the
STMP proxy would occasionally freeze. This anomaly has been fixed.

Directory configuration

Support reference 76576
The default port used to access the backup LDAP server is now the same as the port that the

main LDAP server uses.

Network

Interfaces

Support references 73236 - 73504
On SN2100, SN3100, SN6100 and SNi40 firewall models, packets would occasionally be lost

when a cable was connected to:

* One of the management ports (MGMT) on SN2100, SN3100 or SN6100 models,
- Or -

¢ (One of the interfaces of an SNi40 firewall.

This anomaly was fixed after the driver was updated on these interfaces.

Intrusion prevention

DNS protocol

Support reference 71552
Requests to update DNS records are now better managed in compliance with RFC 2136 and no

longer trigger the block alarm "Bad DNS protocol” (alarm dns:88]).
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RTSP protocol

Support reference 73084
When an RTSP request that uses an RTP/AVP/UDP transport mode passes through the firewall,

the RTSP analysis engine no longer deletes the Transport field and broadcast channels are set
up correctly.

User names

Support reference 74102
User names are no longer case-sensitive when they are saved in the tables of the intrusion

prevention engine. This guarantees that names are mapped to filter rules based on the names
of authenticated users.

sfctl command

Support reference 78769
Using the sfctl command with a filter on a MAC address no longer restarts the firewall

unexpectedly.

OPC UA protocol

Support reference 72255
An anomaly during the analysis of the Industrial protocol OPC UA (value of the SecureChannel

field in an OPN packet) would wrongly raise the block alarm "OPCUA invalid protocol”. This
anomaly has been fixed.
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Version 3.7.14 LTSB bug fixes

System

Multi-user authentication

Support reference 78887
After CSP (content-security-policy) directives were implemented in phases on some websites

and these directives were verified by mainstream browsers, users who have SNS multi-user
authentication would see a degraded display of such websites.

This issue was fixed by adding the firewall's FQDN to the list of websites allowed to use external
resources for the sites in question.

Support reference 78677
After the recent implementation of a new security policy on mainstream web browsers, SNS

multi-user authentication would longer function. Depending on the web browser used, the error
message "Too Many Redirects"” or a warning would appear in the browser’s web console.

To fix this issue, the authentication cookies that the proxy generates now contain the attributes
"SameSite" and "Secure” when HTTPS is used.

When a user visits an unsecured website, i.e., one that uses HTTP, the "Secure” attribute of the
cookie cannot be used. The web browser must be manually configured to enable browsing on
these websites again.

«E’Find out more
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New features in version 3.7.13 LTSB

Increased security during firmware updates

Security is now tighter during firmware updates. In addition to update packages being protected
by signatures to ensure their integrity, Stormshield now also secures communications with the
update servers used. These communications now take place in HTTPS and over port 443.

Authentication

LDAP
Backup LDAP servers can now be configured on ports other than the main LDAP server port.
Previously, the backup server used only default port 389.

System

The firewall operating system has been upgraded to refresh time zones and daylight saving
time.
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Resolved vulnerabilities in version 3.7.13 LTSB

Web administration interface / Captive portal / Sponsorship

Additional controls have been implemented for connections via the web administration
interface, the captive portal or sponsorship, to prevent JavaScript code or additional HTML tags
from being executed through the optional disclaimer page.

Web administration interface

Several security mechanisms have been added as protection against clickjacking when users
perform operations on an authentication page on the firewall.

FreeBSD

Vulnerabilities CVE-2019-15879 and CVE-2019-15880 relating to cryptodev were fixed after a
FreeBSD security patch was applied.

OpenSSH
Vulnerability CVE-2016-8858 was fixed after the OpenSSL software suite was updated.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

OpenSSL

A vulnerability was fixed after the OpenSSL cryptographic library was updated.

XSS flaw

A vulnerability affecting the Users > Access privileges module, Detailed access tab in the web
administration interface has been fixed.
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Version 3.7.13 LTSB bug fixes

System

IPsec VPN IKEv1

Support reference 77358
When IPsec VPN tunnels were set up with remote users (also known as mobile or nomad

users), phase 1 of the IKE negotiation would fail because fragmented packets were not
correctly reconstructed after they were received. This anomaly has been fixed.

Support reference 65964
The IPsec management engine (Racoon) used for IKEv1 policies no longer interrupts the phase

2 negotiation with a peer when another phase 2 negotiation fails with the same peer.

IPsec VPN IKEv2 or IKEv1 + IKEv2

Support reference 75303
When the Bird dynamic routing engine (bird for IPv4 or bird6 for IPv6) was restarted too often, it

would cause the IKE daemon to malfunction, preventing IPsec VPN tunnels from being
negotiated. This anomaly has been fixed.

IPsec VPN - Logs

Support reference 69858 - 71797
Text strings exceeding the maximum length allowed when they are sent to the firewall's log

management service are now correctly truncated and no longer contain non-UTF-8 characters.
This anomaly would cause a malfunction when logs were read through the web administration
interface.

In addition:

¢ The maximum supported length of a log line is now 2048 characters,
* The maximum supported length of a text field contained in a log line is now 256 characters.

IPsec VPN - Virtual interfaces

Support reference 77032
During the decryption of IPv6 traffic that was transported in IPv4 [Psec tunnels through virtual

interfaces, the firewall would no longer look for return routes among the IPv6 virtual interfaces.
Such IPv6 packets are now correctly exchanged at each tunnel endpoint.

SSL VPN Portal

Support reference 77062
Even though a maximum of servers were accessible via the SSL VPN Portal, additional

machines could still be declared. This would cause the firewall's authentication engine to
restart repeatedly. Now, servers can no longer be created once the limit is reached, which
varies according to the firewall model.

@Find out more

Page 74/212

) O U

sns-en-release notes-v3.7.33-LTSB - 01/10/2023



https://documentation.stormshield.eu/SNS/v3/en/Content/User_Configuration_Manual_SNS_v3.7_LTSB/SSL_VPN_portal/Web_servers_tab.htm

%

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Proxies

Support references 76535 - 75662 - 77210 - 78103
Potential competing access between SSL and HTTP proxy queues would sometimes shut down

the proxy manager unexpectedly. This anomaly has been fixed.

SSL proxy

Support reference 77207
An anomaly in the SSL decision-making cache mechanism (decrypt, do not decrypt, etc) that

occurs when there are simultaneous connections with the same destination IP addresses with
different ports, would occasionally corrupt this cache and freeze the SSL proxy. This anomaly
has been fixed.

Support reference 78044
When attempts to connect to an unreachable SSL server resulted in the SSL proxy immediately

returning an error message, the firewall would not properly shut down such connections. An
increasing amount of such connections wrongly considered active would then slow down
legitimate SSL traffic. This anomaly has been fixed.

High availability - link aggregation

Support reference 71002
Whenever the weight of a link aggregate was modified in a HA configuration (High availability

module > Weight field or CLI / Serverd command CONFIG HA WEIGHT UPDATE] it would not
be applied and would generate a system error. This anomaly has been fixed.

High availability - Filtering and NAT - Time objects

Support references 76822 - 73023
To prevent network instability in high availability clusters, the re-evaluation of filter rules is now

optimized when there is a change in the status of time objects used in one or several of these
rules.

SLD daemon

Support references 77168 - 72940
The SLD would occasionally restart and log off all users whenever two users logged in via the

SSL VPN portal and accessed the same resource.

Support references 78166 - 73026
Running the SLD process would sometimes consume an excessive amount of memory

resources. This anomaly has been fixed.

Global host objects included in router objects

Support reference 71974
When global host objects included in router objects are renamed, the change is correctly

applied in the router object concerned.
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Connections from Stormshield Management Center (SMC)

Support reference 76345
During the initial connection from SMC to the web administration interface of a firewall in

version 3.7 or higher, attempts to retrieve the archive containing all the interface data would
fail, thereby preventing connections to the firewall from SMC. This anomaly has been fixed.

Monitoring gateways

Support reference 75745
On firewalls that process many connections, and which use configurations with many

gateways, replies to pings may take longer to reach the gateway monitoring mechanism. When
this occurs, the mechanism would continuously re-send pings, and restart without sending
notifications such as logs or system events. This anomaly has been fixed.

Support references 75745 - 74524
After a firewall is restarted, the router monitoring service now correctly applies the last known

status of these routers.

Support reference 75745
The gateway monitoring mechanism, which would sometimes restart unexpectedly, has been
fixed.
Filter - NAT

Support reference 70125
The firewall would sometimes become unreachable if it was restarted after reactivating a filter
policy that contained a rule enabled with two blank group network objects in the source or
destination.

Firewalls with IX cards

Support reference 74758
The fix below applies to firewalls that use fiber 4x10 Gbps network extension modules on

SN710, SN910, SN2000, SN3000 and SN6000 models (the same module is compatible with
SN2100 and SN3100 models).

After the firewall starts up, the automatic media speed detection could fail to be negotiated, and
the firewall would consider the network interface offline. The interface could be re-enabled only
by physically disconnecting and reconnecting the media. This issue has been fixed, and the
available values for IX network cards can now be selected in the Network > Interfaces module.

Network
Wi-Fi
Support reference 75238
Changes to the access password of a Wi-Fi network hosted by the firewall are now correctly
applied.
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Policy-based routing

Support reference 76999
In PBR, when routers were changed directly in filter rules, IPState connection tables (for GRE,

SCTP and other protocols) now apply the new router IDs.

Management of ARP entries

Support reference 78514
Permanent entries in the ARP table, created when host network objects that have MAC
addressed are added, were no longer wrongly deleted after reactivating filter policies.

Hardware

SN6000 model firewalls

Support references 75577 - 75579
In a few rare cases, a message warning of missing power supply modules would be wrongly
sent on SN600O firewalls equipped with an IPMI module in version 3.54. A mechanism that
restarts the IPMI module has been set up to deal with this issue.

This mechanism is disabled by default and does not affect traffic going through the firewall, but
temporarily prevents the refreshment of component data. The mechanism needs about five
minutes to run its course, the time it takes to restart the IPMI module and to refresh data on
components.

This new parameter can only be modified through the CL/ / SSH command:

setconf /usr/Firewall/ConfigFiles/system Monitord EnableRestartIPMI <0|1>

For more information on the syntax of this command, refer to the CLI /SSH Commands
Reference Guide.

Intrusion prevention

NTP

Support reference 74654
To improve compatibility with certain vendors, the maximum size of NTP v3 packets considered
valid is now set to 120 bytes by default.

NB-CIFS protocol

Support reference 77166
The analysis of NB-CIFS traffic from Microsoft Windows hosts no longer wrongly raises the alarm
"Invalid NBSS/SMB2 protocol” (alarm nb-cifs:157).
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DCERPC protocol

Support references 70716 - 70590
Risks of memory leak and the unexpected shutdown of the firewall during the analysis of the

DCERPC protocol have been fixed.
High availability

Support reference 70654
When the active firewall received packets over a non-HA interface from a source address that is

an IP address used for the HA link (IP address spoofing attempt], the firewall cluster would
become unstable if:

* Such packets were allowed by a rule in Firewall or IDS mode,
- Or -

e The action of the "IP address spoofing (type 2)" alarm was forced to "pass”.

Additional protection mechanisms have been set up to prevent such situations.

Web administration interface

Special characters

Support references 68883 - 72034 - 72125 - 73404
A bug during the conversion of special characters to UTF-8 (e.g. Asian or accented characters)

would sometimes generate XML errors and prevent affected modules, such as filtering and NAT,
from being displayed. This anomaly has been fixed.

SSL VPN monitoring

Support reference 77426
During monitoring of SSL VPN tunnels, the web administration interface would not retrieve the

user associated with a tunnel in the following cases:

* In the tool tip of the User column when the user scrolled over a tunnel,
* When results displayed in a grid were exported to a CSV file.
This anomaly has been fixed.
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New features in version 3.7.12 LTSB

Hardware

Stormshield Network SN710, SN910, SN2000 and SN3000

These firewall models support cards for 4 copper 10 Gigabit Ethernet ports (only in automatic
media detection mode)].

Stability and performance

The synchronization of SNS with SMC has been enhanced to allow smoother data exchange
between both products, especially during direct access to the firewall administration interface

from SMC.

System

WebGUI file signature
A signature has been added for SNS WebGUI files to strengthen SMC communication

mechanisms.
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Resolved vulnerabilities in version 3.7.12 LTSB

S7 protocol
The firewall would restart unexpectedly whenever:

e S7 traffic included an exchange containing an invalid request packet followed by an invalid
response packet,
and

 The alarm "S?: invalid protocol” (alarm s7:380) was set to "Pass”,
and

* The option “Log each S7 request” was enabled in the S7 protocol parameters.

This flaw has been fixed.

Certificates and PKI

Checks are now conducted when certificates are processed, to prevent the execution of
JavaScript code, which can be embedded in specially crafted certificates for malicious
purposes.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

SIP over TCP protocol

An anomaly, which could result in a SIP session double lock and the sudden shutdown of the
SIP over TCP protocol analysis, has been fixed.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

SNMP

Support reference 76629
Running an SNMP operation when a wrong 0ID (that does not begin with ".") is added to the
blacklist in the SNMP protocol parameters, no longer causes the firewall to reboot in loop.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

FreeBSD

The vulnerability CVE-2020-7451, which is due to a field that was not properly initialized in the
IPv6 header of the TCP network stack, was fixed with the application of a FreeBSD security
patch.

NetBIOS

A vulnerability made it possible to send specially crafted NetBIOS packets through the firewall
during NetBIOS sessions to launch denial of service attacks.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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NTP service

Vulnerability CVE-2019-8936 was resolved and various fixes were applied with the upgrade of
the NTP service to version 4.2.8p14.
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Version 3.7.12 LTSB bug fixes

System

IPsec VPN (IKEV1 + IKEv2)

Support reference 74425
A parameter would occasionally prevent ResponderOnly mode from running properly whenever

Dead Peer Detection (DPD) was enabled. This anomaly has been fixed.

IPsec VPN (IKEv1)

Support reference 75824
Whenever a remote peer switched to its backup peer (designated as the “Backup

configuration”), the IKE daemon would sometimes restart unexpectedly and shut down open
IPsec tunnels. This anomaly has been fixed.

GRETAP and IPsec

Support reference 76066
The system command ennetwork -f no longer makes the firewall reboot in loop in configurations

containing GRETAP interfaces that communicate through IPsec tunnels.

SSL VPN
A new certificate, with which Java JAR compiled files can be signed, has been installed and
replaces the former certificate due to expire soon (05/24/2020).

SNMP

Support reference 71584
The use of the value snmp&ngineBoots has changed in order to comply with RFC 3414.

Proxy

Support references 70721 - 74009 - 74552 - 76041 - 76767
Memory consumption is now optimized when the proxy is used.

Proxy - URL filtering

Support reference 73516
The connection between the HTTP/HTTPS proxy and the URL filtering engine of the Extended

Web Control solution would occasionally be lost; this would display the URL filtering is pending
page to clients whose connections used the proxy. This anomaly has been fixed.

Page 82/212 q sns-en-release notes-v3.7.33-LTSB - 01/10/2023



%

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Captive portal - Sponsorship

Support reference 67894
Whenever the sponsorship authentication method was configured to display a disclaimer page,

it would not be displayed during the sponsorship request, and the requester would never see it.
This anomaly has been fixed and the disclaimer page is now displayed as soon as a
sponsorship request is submitted.

Behavior when the log management service is saturated

Support references 73078 - 76030
When the log management service on the firewall is saturated, it is now possible to define how

the firewall manages packets that generate alarms and those intercepted by filter rules that
have been configured to log events:

* Block such packets since the firewall is no longer able to log such events,

* Do not block such packets and apply the configuration of the security policy even though
the firewall is unable to log such events.

The behavior of the intrusion prevention system can be configured in the firewall's
administration interface via Configuration > Application protection > Inspection profiles.

A percentage threshold, above which the firewall will consider that its log management service
is saturated, can also be set. Once this percentage is reached, the firewall will apply the
configured action to packets that need to be logged.

The threshold can be changed only with the following CL/ / Serverd commands:

CONFIG SECURITYINSPECTION COMMON LOGALARM BlockOverflow=<0| 1>
BlockDrop=<0-100>

CONFIG SECURITYINSPECTION COMMON LOGFILTER BlockOverflow=<0| 1>
BlockDrop=<0-100>

For more information on the syntax of these commands, refer to the CLI SERVERD Commands
Reference Guide.

Daemon shutdown time

Support reference 74990
In some rare cases, a daemon would shut down after a certain duration and prevent the firewall

from completing its update. This duration has been shortened to allow the firewall update to run
properly.

Network

VLAN attached to a GRETAP interface

Support references 72961 - 76122
On VLANs attached to a GRETAP interface, their MTUs would be set to an incorrect value every

time the firewall was restarted. This anomaly has been fixed.
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Hardware

Firewalls with IXL cards

Support reference 74175
For firewalls equipped with IXL cards:

* Fiber 4x10Gbps and 2x40Gbps network extension modules for SN2100, SN3100 and
SN6100 models,

e 4x106G BASE-T modules for SN?10, SN910, SN2000, SN2100, SN3000, SN3100 and
SN6100 models.

e Fiber 10Gbps onboard ports on SN6100 models.

IXL interfaces did not correctly detect link state. This problem has been resolved by an update
to the IXL driver.

Web administration interface

Automatic backups - Cloud Backup

Support reference 73218
Configuration backups could no longer be restored from Cloud Backup since version 3.5.0. This

anomaly has been fixed.

Intrusion prevention

DNS protocol

Support references 72754 - 74272
The DNS protocol analysis has been modified to reduce the number of false positives from the

"DNS id spoofing” alarm (alarm dns:38]).
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New features in version 3.7.11 LTSB

Authentication

Temporary accounts

The password that the firewall automatically generates when a temporary account is created
(User > Temporary accounts) now meets the minimum password length required in the
firewall’s password policy (module System > Configuration > General configuration tab).
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Resolved vulnerabilities in version 3.7.11 LTSB

Authentication portal

New checks are now conducted during the verification of parameters used in the URL of the
firewall's captive portal.

Details on this vulnerability (CVE-2020-8430) can be found on our website
https://advisories.stormshield.eu.

Libfetch library

The vulnerability CVE-2020-7450 was fixed after a security patch was applied to the FreeBSD
libfetch library.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

Serverd commands

The serverd command CONFIG AUTOUPDATE SERVER has been enhanced so that the use of
the "url” parameter is now better monitored.

Web administration interface

New checks are now conducted during the verification of parameters used in the URL of the
firewall's web administration interface.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.11 LTSB bug fixes

System
IPsec VPN

Support references 74551 - 74456
An anomaly in the IPsec function key dup keymsg(), which would generate the errorCannot

access memory at address and cause the firewall to shut down suddenly, has been fixed.

ANSSI "Diffusion Restreinte” mode

When the ANSSI "Diffusion Restreinte” mode is enabled (System > Configuration > General
configuration tab), a mechanism now checks the compatibility of Diffie-Hellmann (DH] groups
used in the configuration of IPsec peers with this mode. The list of allowed DH groups has been
updated; now only DH 19 and 28 groups must be used.

Proxy

Support reference 74427
When the certification authority of the SSL proxy expired, the firewall would sometimes stop

attempting to generate new keys unnecessarily for some events, e.g., when reloading the filter

policy or network configuration, or when changing the date on the firewall. This would cause
excessive CPU usage.
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Resolved vulnerabilities in version 3.7.10 LTSB

ClamAvV

The vulnerability CVE-2019-15961, which would enable denial of service attacks through
specially crafted e-mails, was fixed with the upgrade of the ClamAV antivirus engine.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

RTSP protocol

Support reference 70716
A flaw in the IPS analysis of the RTSP protocol with the interleaving function, mainly used by IP

cameras, would occasionally cause the appliance to restart. This flaw has been fixed.

Do note that interleaving support is not enabled in factory configuration.
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Version 3.7.10 LTSB bug fixes

System

SSL proxy

Support reference 74927
To prevent compatibility issues with embedded programs or certain browsers, especially in i0S

13 and MacO0S 10.15, the size of certificate keys that the SSL proxy generates for SSL
connections has been raised to 2048 bits.

IPsec VPN (IKEv2 / IKEv1 + IKEv2)

Support reference 74391
When an extremely large CRL — containing several thousand revoked certificates — is

automatically reloaded, the IPsec IKEvZ tunnel manager no longer restarts in loop.

IPsec VPN (IKEv2 / IKEv1 + IKEv2)

Support reference 68796
In configurations that use IKEv2 IPsec policies or which combine IKEv1 and IKEvZ, the firewall

would sometimes fail to send a network mask to the Stormshield IPsec VPN client when it set
up the mobile tunnel in config mode. The network mask that the IPsec client arbitrarily chose
would then occasionally conflict with the local network configuration on the client workstation.

The firewall now always sends the network mask /32 (255.255.255.255]) to the IPsec VPN
client for mobile tunnels in config mode.
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New features in version 3.7.9 LTSB

System

The random generator on the kernel named arc4random has been upgraded so thatitis no
longer based on RC4 but on CHACHAZ20, which is faster and more robust.
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Version 3.7.9 LTSB bug fixes

System

High availability - SNMP

Support reference 71474
For firewalls on which the SNMP agent has never been enabled, the HA configuration

synchronizer would no longer attempt to synchronize this SNMP agent's system |D.

Captive portal - Conditions of use for Internet access

Support reference 69176
The conditions of use for Internet access displayed on the captive portal, specifically for guest

authentication methods, can now be accepted on i0S mobile devices.

Proxies

Support reference 71870
The proxy would sometimes shut down whenever the SSL proxy was used and the maximum
number of simultaneous connections was reached. This issue has been fixed.

Support references 66508 - 71870
In heavy traffic, the proxy would sometimes shut down during a failed HTTP header analysis.

This issue has been fixed.

Web administration interface

Certificates and PKI

Support reference 74111
CRLs containing several thousand revoked certificates would fail to display correctly on some
firewall models. This issue has been fixed; now only the first 1000 items are displayed.

SMART testing

Support reference 74443
On SN150, SN200 and SN300 firewalls equipped with an SD card, the message indicating that
SMART tests were not available on such removable media — SMART tests failed — was wrong . It
has been changed to SMART tests not supported.

Virtual machines

Support references 61281 - 69313
On Openstack-based virtualization or hosting platforms (Xen Server, KVM, Cloudwatt, etc.), the
virtual firewall's log partition would sometimes not be detected and the Logs - Audit logs menu
would then be hidden. This issue has been fixed.
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Resolved vulnerabilities in version 3.7.8 LTSB

iconv library update
Vulnerability CVE-2019-5600 has been fixed by the upgrade of the iconv library.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

bzip2 library update

Vulnerabilities (CVE-2016-3189 and CVE-2019-12900]) have been fixed by the upgrade of the
bzipZ library.

Details on these vulnerabilities can be found on our website https://advisories.stormshield.eu.

OpenSSL security flaw
Vulnerability CVE-2019-1563 has been fixed by upgrading the OpenSSL cryptographic library.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.8 LTSB bug fixes

System

High Availability - IPsec VPN

Support reference 74860
As the SAD's (Security Association Database] anti-replay counters are sent to the passive

firewall, sequence numbers are incremented in line with the high availability (HA) mechanism'’s
operating mode.

Whenever the passive firewall detected IPsec traffic in HA configurations (e.g. monitoring
frames from virtual IPsec interfaces), it would also send incremented sequence numbers to the
active firewall.

As a result of these successive increments, sequence numbers would quickly reach the
maximum values allowed. This would then wrongly activate IPsec anti-replay protection and
block traffic going through tunnels. This issue has been fixed.
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New features in version 3.7.7 LTSB

Intrusion prevention

The mechanism that detects and blocks SYN Flood attacks that target hosts in the internal
network can be extended to protect the firewall’s internal services. In this case, the firewall will
generate specific logs that allow logging denial of service attempts by way of such attacks.

To enable this additional protection, implicit rules to the firewall's internal services must be
disabled and replaced with equivalent explicit rules.

For more explanations on how to implement this protection, please refer to the relevant article
in the Stormshield Knowledge Base.
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Resolved vulnerabilities in version 3.7./ LTSB

ClamAvV
Vulnerability CVE-2019-13232 has been fixed by the upgrade of the ClamAV antivirus engine.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

FreeBSD
Vulnerability CVE-2019-5611 has been fixed with the application of a FreeBSD security patch.
Details on this vulnerability can be found on our website https://advisories.stormshield.eu.

Maintenance — Updates

A vulnerability has been fixed by implementing additional checks on the mechanism that
searches for available firmware updates and their respective download links.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Intrusion prevention

LDAP protocol

Support reference 74003
The analysis of SASL authentication information in the LDAP protocol would cause the firewall to

suddenly shut down. This issue has been fixed.
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Resolved vulnerabilities in version 3./.6 LTSB
Certificate-based authentication

Two vulnerabilities has been fixed by adding a content checker for the "app” parameter used
during the creation of cookies.

Details on these vulnerabilities can be found on https://advisories.stormshield.eu and
https://advisories.stormshield.eu.
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Version 3.7.6 LTSB bug fixes

System

High availability - Firewalls with IXL cards
For firewalls equipped with IXL cards:

* Fiber 4x10Gbps and 2x40Gbps network extension modules for SN2100, SN3100 and
SN6100 models,

e 4x10G BASE-T modules for SN710, SN910, SN2000, SN2100, SN3000, SN3100 and
SN6100 models.

* Fiber 10Gbps onboard ports on SN6100 models.

Whenever the active node is lost in a firewall cluster that uses an IXL card, the other node will
now take over immediately. Furthermore, after the switch, traffic will no longer be redirected
regularly to the passive firewall.

Firewalls with IXL cards

Support reference 71576
Issues with traffic control that would stop traffic on firewalls with an IXL card have been fixed.

Support reference 73005
An issue with latency, which would affect firewalls connected using an IXL card on third-party

equipment, has been fixed.

IPsec VPN (IKEv1 + IKEv2)

Support reference 73584

In configurations that use both IKEv1 and IKEv2 peers, as UID (LDAP) and CertNID fields used
for authentication are applied, user privilege verifications for [Psec tunnel setup are no longer
ignored.

Support reference 72290
On firewalls that host IKEv1 and IKEv2 peers, groups belonging to users who set up mobile

IKEv1 tunnels with certificate authentication and XAUTH are now taken into account.

CLI commands

Support reference 72020
Temporary files created during a PKI update through the CLI command PXI IMPORT are now

correctly deleted.

PKI
The validity of the built-in certificate authority on firewalls has been extended to January 1,
2038.
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IPsec VPN

Support reference 71858
In IPsec configurations where one tunnel endpoint offered Phase 2 AES and AES GCM 16

encryption algorithms, and the other endpoint offered only AES GCM 16, tunnels could not be
negotiated. This issue has been fixed.

Router objects

Support reference 71502
An anomaly in the gateway monitoring mechanism, which occurred whenever a gateway

switched from an internal "maybe down" status (pinging failed) to an internal "reachable”
status, has been fixed.

SNMP

Support reference 72116
Bandwidth information regarding 10 Gigabit/s interfaces was not correctly reflected in the

ifSpeed and ifHighSpeed 01Ds. This anomaly has been fixed.

GRETAP interfaces

Support reference 69981
In configurations using GRETAP tunnels that meet the following conditions:

¢ 0One of the tunnel endpoints is an SN310 firewall,

e AVLAN is attached to the GRETAP interfaces that carry the tunnel,

* The GRETAP interface is a member of a bridge,

* The Keep VLAN IDs option has been enabled on all interfaces belonging to this bridge.

On SN310 models, outgoing traffic on the physical interface would be corrupted (zero-
checksum packets] and rejected by the remote firewall. This issue has been fixed.

SSL VPN

Support reference 66481
An anomaly in the counter that counts the number of users connected via SSL VPN would

wrongly restrict the number of connections allowed, thereby preventing new valid tunnels from
being set up. This anomaly has been fixed.

HA monitoring

Support reference 73615
A potential memory leak issue in the HA monitoring module has been fixed.
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Network

Firewalls with IXL cards

Support reference 72957
To prevent some negotiation issues relating to the automatic detection of media speed, the

available values for IXL network cards can now be selected in the Network > Interfaces module.
Wi-Fi

Support reference 71139
WiFi firewall models no longer randomly freeze whenever the WiFi network is enabled.

Large-scale sending of requests to external IP addresses

Support reference 72329
Infected hosts behind protected interfaces will no longer cause a drastic drop in performance or

the sudden shutdown of the firewall whenever they launch SYN flooding attacks to a large
number of external IP addresses.

Initial configuration via USB key

Support reference 73982
Firmware updates via USB key no longer functioned on firewalls with an initial firmware version

that differed from the x.y.z format (e.g.: 3.7.5-). This issue has been fixed.

Intrusion prevention

Support reference 73591
Enabling verbose mode on the intrusion prevention engine that analyzes some protocols (DCE

RPC, Oracle, etc.) no longer causes the firewall to suddenly reboot.

DNS protocol

Support reference 71391
On firewalls using only IPv4, the DNS protocol analyzer would unnecessarily add |IPv6

addresses in the host table. This would eventually flood the table on small firewall models. This
issue has been fixed.
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New features in version 3.7.5 LTSB

Intrusion prevention

SSL protocol
An additional action is available for the configuration of the SSL protocol analysis (Application

protection > Protocols > SSL > Proxy tab): Delegate to user.

This action forces the client's browser to present a security alarm in order to inform the user of
any potential risks. The user then bears the responsibility of disregarding the alarm if he wishes
to access the requested website anyway.

In this case, the administrator will be informed when an alarm is raised and a specific entry is
written in the alarm log file (/ alarm).

The technical note Filtering HTTPS connections has been updated with this new behavior.
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Version 3.7.5 LTSB bug fixes

System

High Availability - switch

Support references 71639 - 71681 - 72831
Whenever the active firewall in the cluster fails, high availability links that freeze would prevent
the passive firewall from responding and taking over. This issue has been fixed.

High availability - SN6000 / SN6100

Support reference 72924
On clusters that handle a large number of connections (tens of thousands) involving several

thousand protected hosts, the HA switch would cause connections to be lost. This issue has
been resolved by using all processors to restore connections, hosts and active users.

IPsec logs (IKEv2 only or IKEv1 + IKEv2)

Support reference 73155
Some IPsec log entries (I vpn file] would not contain the source (src) and destination (dst)

fields. This anomaly has been fixed.

Intrusion prevention

IKE protocol

Support reference 73249
The SNMP protocol analyzer would wrongly block some valid IKE packets whenever SNMP
packets passed through UDP port 500. This issue has been fixed.
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CURL update

The following vulnerabilities have been fixed by the update of CURL:
» CVE-2019-3822,

» CVE-2018-16839,
» CVE-2018-16842,
» CVE-2018-1000120,
» CVE-2018-1000121,
» CVE-2018-1000122,
» CVE-2018-1000300,
» CVE-2018-16890,
* CVE-2017-2629,

» CVE-2017-7468,

» CVE-2017-8816,

* CVE-2017-8817,

» CVE-2017-8818,

» CVE-2017-1000101,
» CVE-2017-1000100,
* CVE-2017-1000254,
¢ CVE-2016-8619,

» CVE-2016-8618,

» CVE-2016-8616,

» CVE-2016-9586,

» CVE-2016-9594,

» CVE-2016-5419,

* CVE-2016-5420,

e CVE-2016-7167,

» CVE-2016-8622,

» CVE-2016-0755,

» CVE-2016-8615,

» CVE-2016-8624,

» CVE-2016-8625,

» CVE-2016-5421,

» CVE-2015-3236,

* CVE-2015-3237.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.4 LTSB bug fixes

System

Filter - NAT

Support reference 71283
This explicit error message is now issued if reloading the filter and NAT policy when there is an

empty port group in a filter and NAT rule: “The Group Name port group used in this rule is
empty”.

SN2100 and SN3100 - 1 Gigabit/s interfaces

Support reference 71672
The presence of unconnected 1 Gigabit/s network interfaces would cause the excessive

consumption of CPU resources on SN2100 and SN3100 firewall models. This issue has been
fixed by updating the driver on these interfaces.

IPsec VPN

Support references 71942 - 72899
The IPsec VPN service would wrongly interpret certain X.509 certificate formats on smartcards,

and would restart whenever a user attempted to set up a tunnel. This issue has been fixed.

Network

Protocol

Support reference 71349
If a maximum value is specified for the size of an IP packet (MTU] on a given bridge, and the

option Keep initial routing has been enabled, this MTU will apply only to this bridge from now
on. The interfaces outside the bridge will keep their own MTU values.
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New features in version 3./3L1SB

Initial configuration of the firewall via a USB key

A USB key used to perform the initial configuration of a firewall can now contain upgrades to
several firmware versions. The higher upgrade will apply, knowing that the firmware is not

compatible with n+2 major versions. So, if you have a 2.14 firmware, and the USB key contains
2.7.3,3.7.2, 3.8, and 4.0 upgrades, the 3.8 upgrade will apply.
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OpenSSL: Possible disclosure of information
The following vulnerability has been fixed by the update of OpenSSL:
e CVE-2019-1559 (Unauthorized disclosure of information).

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.3 LTSB bug fixes

Network

Static multicast routing

Support reference 70211
A restriction on queue size management in multicast static routing would cause the loss of

multicast packets. The size of these queues can now be configured using the command:

CONFIG SMCROUTING UPDATE UpcallQueuelLimit = <queue nb packets>

For more information on this command, please refer to the CLI SERVERD Commands Reference
Guide.

System

USB over Ethernet modem

Support reference 65697
When restarting a U30S or SN200 firewall, the detection of the USB over Ethernet modem would

take too long and no IP address would be assigned to the modem. Network services on the
firewall therefore needed to be manually rerun (ennetwork command). This anomaly has
been fixed.

SNMP

Support reference 70258
Querying OIDs that correspond to the firewall's network interfaces no longer causes the

firewall's SNMP server to consume too much memory.
Captive portal - Sponsorship

Support reference 70007
An anomaly in the management of sponsorship requests would wrongly cause the detection of

a brute force attack and block the requester. This anomaly has been fixed.

VPN IPsec

Support references 71401 - 70250
The use of the AES-GCM algorithm by one of the peers of the IPsec policy no longer causes

packet loss during the phase when the destination firewall decrypts the traffic .
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Intrusion prevention

SNMP

Support reference 68686
Enabling intrusion prevention analysis on the SNMP protocol no longer causes the excessive

consumption of processing resources on the firewall, nor slows down all network traffic passing
through this firewall.
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New feature in version 3.7.2 LTSB

Intrusion prevention

Protocol whitelist
A whitelist of protocols that do not need to be analyzed by the intrusion prevention engine has

been added. This list can only be loaded in command line (System > CLI console module) using
the following command:

CONFIG PROTOCOL IP COMMON IPS CONFIG UnanalyzedIpProto="list of protocol
numbers"

The protocol numbers are available on the IANA website (Internet Assigned Numbers Authority).

Do note that this list contains VRRP (112) and SCTP (132) protocols by default. To display the
content of this whitelist, use the command:

CONFIG PROTOCOL IP COMMON SHOW

For more information on these commands, please refer to the CLI SERVERD Commands
Reference Guide.

System

IPsec VPN - IKEv2

Support reference 70250
In order to avoid a multiplication of inactive child SA's causing an excessive load of IKEv2 IPSEc
Tunnel Management Engine, a purge mechanism of unused SAs has been implemented.

Please refer to the knowledge base or contact the technical support team for further details.
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XSS flaw

A vulnerability that could potentially affect command input in the CLI console module of the
web administration interface has been fixed.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.7.2 LTSB bug fixes

Network

Interfaces

Support reference 69982
The advanced configuration option Keep VLAN IDs (for interfaces included in a bridge}, which

instructs the firewall to accept tagged packets on this interface even when the VLANs
concerned have not been explicitly declared, no longer functioned on SN 510, 710, 910, 2000,
2100, 3000, 3100, 6000, 6100 and SNi40 models. This issue has been fixed.

System

High availability - Incident icon

Support references 70506 - 70880 - 70707
As the high availability (HA) monitoring mechanism takes into account the status of links to

router objects, unreachable router objects would wrongly cause the display of an icon
indicating an incident on HA links in the firewall cluster. This anomaly has been fixed.

IPsec VPN

Support reference 70910
In configurations that use virtual IPsec interfaces, an issue with competing access to certain

Security Policy parameters would disrupt traffic inside established IPsec tunnels. This issue has
been fixed.

Proxies

Support reference 69318
An incident of memory corruption during the use of the SSL proxy would disrupt web access.

This issue has been fixed.

Support references 66101 - 64504 - 69005 - 69328
An issue regarding competing access to certain resources used by the OpenSSL module would

cause the proxy to freeze. This issue has been fixed.

Filter - NAT

Support references 69146 - 69011
Adding or deleting an inactive filter rule or a rule containing an empty group in front of a rule

that uses the proxy (URL filtering, antivirus, sandboxing, etc.) would skew filter rule IDs. This
skew would in turn cause web access to malfunction. This issue has been fixed.
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LDAP directories

Support reference 69872
During the configuration of a Microsoft Active Directory with secure SSL access, an error

message "No LDAP configuration” would appear by mistake. Confirming this message and
refreshing the screen would remove the directory concerned from the list of directories. This
anomaly has been fixed.

Local storage

Support references 68506 - 71005
Firewalls with damaged SD cards (and therefore damaged log storage partitions) would restart

in loop. This issue has been fixed.

Firewall administration

Support reference 71741
In cases where the administrator password of a firewall was forgotten, if both passwords

entered during the password retrieval procedure did not match, the configuration of the firewall
would be erased. This issue has been fixed.

Alarms on SN3000 firewalls

Support references 71022 - 71051
On SN3000 firewalls, an alarm indicating a power supply failure would appear on the dashboard

even though the firewall would be running properly. This anomaly has been fixed.

IPsec VPN (IKEv1 + IKEv2 or IKEv2 only)

Support reference 70250
An anomaly in the management of Security Associations (SA) during the loss of packets within

a tunnel would wrongly generate many child SAs and increase the load on the engine that
manages IPsec IKEv2 / IKEv1+IKEv2 tunnels. This anomaly has been fixed.

Intrusion prevention

LDAP protocol

Support references 71152 - 69806
The analysis of the LDAP protocol would wrongly raise the alarm Idap tcp:427 (Bad LDAP

protocol) and block connections to the target LDAP directory. This anomaly has been fixed.

Support reference 71192
An issue during the analysis of LDAP packets that authenticate via SASL (Simple Authentication

and Security Layer) would cause the firewall to freeze. This issue has been fixed.
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Stormshield Management Center

Communication between SNS and SMC

Ever since version 3.6.1 of SNS, the firewall would no longer factor in the fact that a particular
network interface has been specified for connections to the SMC server (BindAddr parameter).
This issue has been fixed.

Updating SNS firewalls from SMC

Ever since version 3.6 of SNS, firewall updates from SMC would not function, regardless of
whether they had been run via an SNS CLI command or by accessing the firewall directly from
SMC. The update file would not be downloaded on the firewall. This issue has been fixed.
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Version 3.7.1 LTSB bug fixes

System

Local storage

Support reference 68506
Firewalls with damaged SD cards (and therefore damaged log storage partitions] would restart

in loop. This issue has been fixed.

Vulnerability Manager

Support references 58546 - 66338 - 66736 - 68741 - 69083 - 70153
The vulnerability management module no longer functioned on SN150, SN160(W), SN210(W)

and SN310 firewall models and could cause the firewall to freeze. This issue has been fixed.

URL filtering - SMC

In configurations that use the URL filter database compiled by the Rectorat de Toulouse
(Academy of Toulouse — refer to the article in the Stormshield knowledge base}, and whenever
the administrator was logged on to the firewall via an SMC server, the Add all predefined
categories button (Security policy > URL filtering module] would return an HTTP error message.
This anomaly has been fixed.

Captive portal - SSL VPN - Web administration interface

Support reference 70568
Receiving a non-compliant request could cause the authentication portal management

mechanism, SSL VPN and the web administration interface to freeze. This issue has been fixed.

Intrusion prevention

TLS protocol

Support reference 70674
The absence of certain encryption suites in the implementation of the TLS 1.3 protocol would

raise the "Draft version detected” (ssl:419) alarm, which blocks packets by default. This alarm
would prevent connections to websites such as Gmail and Facebook.

The ssl:419 alarm has therefore been modified to detect versions of TLS that the intrusion
prevention engine does not manage ("Unsupported version detected"] and its default action
has been switched to "Pass”, except for "High" security inspection profiles.
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New features in version 3.7.0 LTSB

Long Time Support Branch

Version 3.7 has been selected as a Long-Time Support Branch (LTSB) version. Please refer to
the Product Life Cycle document on Mystormshield for further information.

Hardware

Stormshield Network SN2100, SN3100 and SN6100

Version 3.7.0 of the firmware ensures compatibility with new firewall models SN2100, SN3100
and SN6100. These firewalls support cards for 4 copper 10 Gigabit Ethernet ports (only in
automatic media detection mode).

System

SNMP agent

A new 0ID has been added to the MIBS STORMSHIELD-SYSTEM-MONITOR-MIB and STORMSHIELD-
HA-MIB in order to reflect the status of the second power supply unit on SN3000, SN3100,
SN6000, SN6100 and SN2100 firewall models (optional redundant power supply). Download
them from https://www.stormshield.com/products-services/services/mibs/.

SSL protocol

Encryption suites with a weak level of security (MD5, SHA1 and DES) are no longer available for
the SSL protocol used by the various firewall components (SSL VPN, SSL proxy, etc.). Please
refer to the Recommendations before updating your firewall to version 3.7.0.

Web administration interface

Audit logs
Clicking on a line in a log or view will automatically display details of the line in a window to the
right of the module Logs / Audit logs. Buttons now make it possible to hide or show this window.
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Version 3.7.0 LTSB bug fixes

Hardware

Support references 70452 - 70242
On standard SN2100 model firewalls (sold by default with a single disk, but eligible for the RAID

option] or on models without RAID option, the results of S.M.A.R.T tests would show an alert
message regarding the absence of the second disk.

Itis therefore recommended that you update the firmware on SN2100 model firewalls to
version 3.7.0 in order to stop this message from appearing if you have not subscribed to the
RAID option.

System

IPsec VPN - IKEv2 - Mobile tunnels

Support reference 69737
Setting up a very large number of mobile IPsec IKEv2 tunnels (about 17000 tunnels] would

cause the SAD (Security Association Database) and SPD (Security Policy Database] to
desynchronize, blocking traffic between these tunnels as a result. This issue has been fixed.

Stormshield Management Center

Support reference 68469
Whenever SMC servers set up connections to the web administration interface of a firewall for

which the firmware does not appear in the SMC database, the firewall would generate a local
archive of this administration interface in order to forward it to the server.

On small firewall models (SN150), such archives could saturate storage space. These archives
are now created in memory before being forwarded to the server.

High availability

Support references 69112 - 69141
During the migration of a firewall cluster in an SNS 2.X version to an SNS 3.5.1 version or higher,

the firewall that switched to passive after being updated would not switch back to active during
the update of the other member of the cluster. This issue has been fixed.

Router objects

Support references 68887 - 69418
Pings from gateways defined in a router object would mistakenly generate an entry in audit

logs whenever such gateways switched from an internal "maybe not reachable” status (pinging
failed) to an internal "reachable” status. This anomaly has been fixed.
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Network

Management of ARP entries

Support references 69450 - 69312
The ARP entry creation service (e.g., creation of a NAT rule with ARP publication) would shut

down as soon as there is a failure while creating an entry. This anomaly has been fixed.

Intrusion prevention

TLS protocol

Support reference 68896
The absence of certain encryption suites during the implementation of the TLS 1.3 protocol

would raise "Unauthorized cipher level” alarms. This anomaly has been fixed.

ARP protocol

Support reference 69239
After moving a host, without modifying its IP address, from one interface to another within the

same bridge, packets going to this host would always be sent to the previous connection
interface (the ARP table would not be updated). This anomaly has been fixed.

TCP protocol - Multipath

Support reference 69908
When TCP packets are received with the multipath option size set to zero:

¢ inarule in firewall mode,
e inarulein IDS or IPS mode with the action of the "Multipath TCP" alarm forced to Allow,

the firewall would freeze. This issue has been fixed.

Web administration interface

Inactive rules

Support reference 70084
Whenever a filter or NAT rule was set to inactive (Status off), field values corresponding to this

line (Source, Destination, etc.) would no longer be grayed out. This anomaly has been fixed.
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New features inversion3b6.1

Web administration interface

Audit logs

The Logs - Audit logs menu contains the Views and Logs sections by default. To hide the list of
all logs, open the Preferences menu in the web administration interface and in the Log
preferences area, uncheck Show the "Logs"” menu.
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System

Maintenance — Updates

Support reference 69771
Whenever a firewall in version 2.x that had never been in version 3.x before was upgraded to

version 3.6.0, the firewall would become inoperable. This issue, which is explained in this
article in the Stormshield knowledge base, has been resolved.
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New features in version 3.6.0

IPsec VPN - AES-GCM encryption algorithm

The AES-GCM encryption algorithm is now available for IPsec VPN encryption profiles, and has
the following characteristics:

¢ [t performs both authentication and encryption,
* Itis only supported in IKEV2,

* Whenever it is used, the imposed value of the pseudo-random function (PRF) is SHA2 256,
in line with the requirements of the "ANSSI Diffusion Restreinte” mode,

* Encryption performance is closely linked to the firewall's hardware capacities.

Firewall health indicator

SNS provides a system of health indicators in the form of colored icons in the upper banner of
the web administration interface. The icon appears only when the firewall has a minor (yellow)
or major (red) defect.

The indicator takes into account the status of hardware [e.g., CPU, memory, power, disks, etc.)
and high availability. More detailed information can be found by scrolling over the icon.

A new MIB, Stormshield Health Monitor, is also available as a way to monitor this health
indicator via SNMP. Download it on https://www.stormshield.com/products-
services/services/mibs/.

Monitoring
The following modules have been added to the Monitoring menu:

* DHCP monitoring which shows the list of all the hosts that have obtained an IP address
through the firewall's DHCP server.

e SSL VPN tunnel monitoring which shows the list of all users connected to the firewall
through an SSL VPN tunnel. A button also offers the possibility of renegotiating the selected
tunnel.

* |Psec VPN tunnel monitoring which shows IPsec policies that have been defined on the
firewall and the corresponding tunnels.

 Black list/ white list monitoring which shows the hosts that have been quarantined
(blacklist) and the hosts allowed to pass through the firewall without being monitored by it
(whitelist).

Customized warning message

Customized warning messages can now be added to the authentication page of the web
administration interface.
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System

High Availability
Warning messages relating to high availability are now displayed in the Hardware monitoring /
High availability view, making it easier to analyze the status of the cluster.

Kaspersky antivirus
The Kaspersky antivirus engine libraries can now be completely deleted from the firewall via

the command serverd CONFIG ANTIVIRUS ERASEKAV [force=<on|off>]. Do note that deleting
Kaspersky libraries will prevent the proxy from being used in all cases, even when no antivirus
has been enabled.

Antispam

Antispam databases are now updated only when the antispam is used in a security policy. If
you select the antispam in a policy, the log The antispam base is missing. The antispam
feature will not run correctly. will be generated. When this policy is enabled, the antispam
databases will be reloaded and run correctly.

IPsec VPN - IKEv2
The Do not initiate the tunnel (Responder only) option is now available for IKEv2 peers. This
mode is particularly adapted to the hubs of star configurations, in which only peers set up

tunnels.

Intrusion prevention

S? industrial protocol
The table of predefined operations of the S7 industrial protocol has been updated, making it

possible to allow or block additional S7 function codes.

Virtual machines

vSphere deployment wizard
IP parameters and the password of the virtual machine administrator can now be entered in the

vSphere deployment wizard. This saves the user from having to open the console to enter such
information the first time the virtual machine is started up.

Web administration interface

Filtering
When a new rule is created, a predefined rule name is added automatically. This name is used
in order to switch from the Filter and NAT view to the Audit logs or Monitoring view.

If you copy and paste a rule with a comment that was automatically generated, this comment
will be updated with the relevant date and connected user.
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Command line interface

Scripts spanning several lines can now be run in the Configuration > System > CLI console field.
This command block may, for example, be generated from a recorded sequence of commands
(Record commands button).

Dragging and dropping objects
The drag and drop function is now available for FQDN and time objects.

Log filtering

Two new filter criteria are available for the Received and Sent fields: Higher than 1 MB, Higher
than 10 MB, and Higher than 100 MB. In particular, they make it possible to identify the
connection that uses the largest amount of resources.

Monitoring - New interactive features
The following actions can now be performed by right-clicking in the monitoring views:

e Adding a host to the blacklist,
* Adding a host to the objects base or to a group.

Users and groups
Whenever monitoring is enabled, scrolling over the name of a user displays complementary
information about his connection:

¢ |P address of the user's workstation,

e Country from which the connection originates,

* Reputation of the connecting host's IP address,

e Bandwidth used,

e MAC address of the connecting host,

* Interface on the firewall through which the user’'s connection was set up.

A Users view is now available in the Logs - Audit logs menu. It shows the Authentication log
which sets out users’ authentication actions.
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Version 3.6.0 bug fixes

System

Proxies

Support reference 67863
The SSL proxy no longer restarts unexpectedly whenever an HTTP CONNECT method is used

through SSL. A page now informs the user of this incompatibility and a log is issued for the
administrator.

High availability

Support reference 68680
The high availability system is now more stable as memory leak issues have been fixed.

Support reference 66260
Whenever a high availability cluster is created, MAC addresses will no longer be forced on VLAN

interfaces. As such, MAC addresses no longer need to be changed after a VLAN is moved to
another parent interface.

SSLVPN

Support references 48232 - 68060
OpenVPN has been upgraded from version 2.2.2 to version 2.4.2.

O Certain restrictions affect this new version of OpenVPN. Refer to the section
Explanations on usage to find out more.

Support reference 68895
The deployment of an SMC configuration no longer causes all SSL VPN tunnels to shut down.

IPsec VPN

Support reference 67803
Firewall resources are now better managed during denial of service attacks on port 500 when

IPsec VPN is used with IKEv2.

SPNEGO SSO authentication

Support reference 68533
Whenever SPNEGO authentication has been configured, the user now directly accesses

websites without having to go through the authentication portal, even when the website's URL
contains a vertical bar (|).

Notifications

Support references 68105 - 68000
E-mail alerts received due to system events or alarms now indicate the right date.
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SNMP agent
Support reference 65557
The 0IDs ifSpeed and ifHighSpeed from the IF-MIB MIB now return the right values for 10 Gbps
interfaces.
Filter - NAT
Support reference 68255

The firewall would block return packets whenever the NAT rule had the following characteristics:

¢ Source translated to a virtual IP address that does not physically belong to the firewall,

 Destination translated to an internal (protected) outgoing interface or one that does not
belong to a bridge.

This issue, which would generate the alarm Packet for destination on the same interface, has
been fixed.

Intrusion prevention

Alarms

Support reference 68466
The occurrence of the alarm 351 Missing mandatory SDP field in RTSP would cause traffic to be

blocked even when the inspection profile has been configured to let packets through. This issue
has been fixed.

OPC industrial protocol
The UUID ISystemActivator that OPC clients/servers use to open secondary connections is now
supported correctly. The OPC client/server operating mode is no longer disrupted.

Virtual machines

Starting/shutting down virtual machines
Since version 3.5, virtual machines could no longer be shut down or restarted through the VM >
Power menu in VMware. This issue has been fixed.

VMware Tools alerts
VMware vSphere alerts offering to update VMware Tools on SNS virtual machines no longer
appear.

Network
Wi-Fi

Support references 64593 - 65555-66768
A flaw in the Wi-Fi access point driver could cause the firewall to freeze whenever the Wi-Fi

network was enabled. This flaw has been fixed.
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Support reference 68102
A recurring issue affecting performance and causing traffic to be blocked due to a large number

of FODN objects has been fixed.

Web administration interface

Drag and drop
During drag and drop operations to move up or down rows (e.g., in the filter rule module), the
indicator was not in the right position. This issue has been fixed.

Users

Support reference 68133
In the Detailed access tab in the Users > Access privileges menu, the User-User group drop-

down list no longer offers the values Any user@voucher users.local.domain, Any
user@sponsored users.local.domain, and Any user@quest users.local.domain, which caused
invalid domain errors.

Certificates and PKI

Support reference 68688
Certificates created through SMC now appear in the Objects > Certificates and PKI view of a
firewall's web administration interface and CRL updates are also retrieved.

Monitoring

Support reference 68787
In the Real-Time tab in the Monitoring > Host monitoring menu, the Incoming bandwidth and
Outgoing bandwidth columns would no longer display the maximum throughput but the current
throughput instead.
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Version 3.5.2 bug fixes

System

LDAP directory

Support references 69101 - 69035
On SN150, SN200, SN210, SN300 and SN310 firewalls, after an update from a version lower
than 3.5.0, the resolution of user groups in an internal LDAP would no longer function. Any
authentication method using groups (e.g., captive portal, IPsec VPN, SSL VPN or SSO agent)
would fail. This issue has been fixed.

Certificates and PKI
Support reference 68688

Certificates created through SMC now appear in the Objects > Certificates and PKI view of a
firewall's web administration interface and CRL updates are also retrieved.

Proxies

A case of memory corruption while using the SSL proxy has been fixed.

Network

Support reference 68102
A recurring issue affecting performance and causing traffic to be blocked due to a large number
of FODN objects has been fixed.
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Version 3.5.1 bug fixes

System

Proxies

Support references 54298 - 68753 - 65092
Whenever the Kaspersky antivirus database reloaded, an issue would occur when ongoing

analyses are paused, potentially disrupting proxy services (HTTP, SSL, SMTP, POP3 and FTP).
This issue has been fixed.

Support references 68254 - 67791
Whenever a website presented certificates containing empty subject fields, this would disrupt

the proxy's service. This issue has been fixed.

IPsec IKEv1

Support reference 68294
As part of the deployment of IPsec configurations via Stormshield Management Center,

negotiations between SNS firewalls through IKEv1 tunnels using certificate authentication
would fail. This issue, which generated the message "No peer found” in the IPsec log file (/ vpn
file), has been fixed.

Dashboard

Support references 68866 - 68877
Loading the dashboard would cause excessive memory consumption in the long run. This

anomaly has been fixed.

Network

GRETAP interfaces

Support reference 68068
Multicast network packets encapsulated in GRETAP tunnels would wrongly contain a multicast

destination MAC address and would not be able to reach their destinations. This issue has been
fixed.

Router objects

Support reference 68798
On SN160(W), SN210(W) and SN310 model firewalls, availability tests to the router object that

included a main gateway and backup gateway would consider these gateways inactive. This
anomaly has been fixed.
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Intrusion prevention

IDS / Firewall mode

Support reference 67621
Whenever connections that required packets to be rewritten used a filter rule in IDS or firewall

mode, the desychronization of sequence numbers would cause a flood of packets to arrive on
the firewall's loopback0 interface, causing it to hang. This issue has been fixed.
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New features in version 3.5.0

Intrusion prevention

Sandboxing
Activity reports and sandboxing analysis logs make it possible to access the page describing
the malicious file detected on the Stormshield Breach Fighter portal.

Common industrial protocol (CIP)
SNS firewalls now detect and analyze the CIP (Common Industrial Protocol).

CIP encompasses a comprehensive compilation of messages and services for industrial
automation applications including monitoring, security, synchronization, movement,
configuration and information. It is implemented in particular in the upper layers of the
Ethernet/IP protocol. For more detail, please refer to the SNSv3 user and configuration guide.

UMAS industrial protocol

SNS firewalls now detect and analyze UMAS (Unified Messaging Application Services) function
codes. The UMAS protocol is an extension of the Modbus protocol and is the intellectual
property of Schneider Electric. For more detail, please refer to the SNSv3 user and configuration
guide.

NTP

The NTP analysis has been enriched and now has a dedicated control panel that allows, in
particular, analyzing or blocking this protocol's modes and operations (NTPv3 and NTPv4). For
more detail, please refer to the SNSv3 user and configuration guide.

SSL protocol
When the server presents an unsolicited client certificate, it will raise a new alarm (by default,
packets will not be blocked): "SSL: Unexpected client certificate".

Configuration

Firewall name
Firewall names can now be 127 characters long, instead of 15 previously.

Filter - NAT

"IPsec only" option

Two optional conditions have been added in the Action panel in the settings of each filter rule in
order to allow packets matching this rule only if they are going out through an IPsec tunnel after
being processed by the rule:

» Force source packets in IPsec for packets going through the rule from the source to the
destination,

 Force return packets in IPsec for return packets from a connection matching the rule.
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This allows, for example, rejecting packets if the IPsec tunnel has not been configured or if it is
inactive.

Authentication

Captive portal - Logout page

For every profile on the captive portal (authentication portal}, it is possible to enable a page
reserved for logging out. Once the user has authenticated, this page will appear instead of the
captive portal while the requested web page opens in a new tab.

VPN

IPsec VPN IKEv2

An option has been added to make it possible to prevent a full re-authentication during the
renewal of SAs. In this case, only keys will be renewed in order to avoid potentially losing
packets during re-authentication.

Security-wise, this option is less safe since the identity of the peer, and in particular the
identity of the CRL, is verified only when the tunnel is initialized and no longer during each
renewal of the IKE phase.

This option can only be enabled in command line:

config ipsec peer update name=Site Name reauth=0

When you enable it, the following warning message will therefore appear: "When the
reauthentication option is disabled, authentication components will be verified only during the
initial IKE SA negotiation.”

Network

DHCP
The maximum number of IP addresses that the DHCP server could distribute used to be set
according to the firewall type (S, M, M-VM, L, XL, XL-VM]. It is now specific to each model.

Virtual machines

Monitoring - Watchdog
Virtual firewalls are now equipped with a monitoring mechanism (watchdog] that allows them to
restart automatically when the firewall is idle for a specified duration.

Notifications

E-mail alerts

The firewall can now verify the identity of the SMTP server through which notification e-mails
are sent. This can only be done when encryption has been enabled, and therefore requires the
STARTTLS option on the SMTP server. This verification is based on the certificate that the server
presents during encryption.

Page 130/212

) O U

sns-en-release notes-v3.7.33-LTSB - 01/10/2023




%

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Web administration interface

Bridge and Wi-Fi interface
WiFi interfaces can now be added to or removed from a bridge by dragging and dropping from
the Network > Interfaces configuration module.

E-mail alerts
A button has been added to the E-mail alerts parameter to allow sending test e-mails in order to
check the firewall's SMTP configuration.
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Version 3.5.0 bug fixes

System
High Availability

Support reference 65701 - 65946
An issue regarding competing access to the high availability tracking file would cause the
syncid field to be deleted from this file. The absence of this field would then make members of
the cluster repeatedly synchronize their configurations. This issue has been fixed.

Support reference 66802
Within a cluster in which members are of varying quality or a priority has been defined,

resetting the firewall with the highest priority or level of quality would immediately cause it to
recover its role as the active firewall without fully synchronizing all information. This issue has
been fixed with the addition of a timeout that allows synchronizing before switching roles. Set
by default to 15 seconds, this timeout can only be modified in command line with the
commands CONFIG HA CREATE and CONFIG HA UPDATE. Details of these commands can
be found in the CLI SERVERD Commands Reference Guide.

Support reference 67553
Following a HA swap, network equipment from other vendors may ignore gratuitous ARP

requests sent by the new active member of the SNS cluster due to an anomaly in the format of
such requests (RFC 5944]. This anomaly has been fixed.

Support reference 67776
The high availability quality indicator would be skewed whenever an SD card was inserted into a

member of the cluster. This issue has been fixed.

Support reference 67832
An anomaly in the operation of the high availability tracking mechanism, which would cause

excessive memory consumption, has been fixed.

Quality of Service

Support reference 67879
During the setup of bandwidth reservation or restriction (CBQ), the actual bandwidth would be

much lower than the configured bandwidth restriction. This issue has been fixed.

Configuration — Network parameters

Support reference 58987
Firewalls for which no DNS servers have been declared to perform their own name resolution

would restart in loop whenever a firmware update was applied. This issue has been fixed.

Authentication

Support references 64844 - 65776
An anomaly in the way brute force attack attempts were counted would prevent the

authentication of legitimate users. This anomaly has been fixed.
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Configuration restoration

Support reference 58925
An anomaly in the verification of configuration restoration files' validity has been fixed.

Filter - NAT

Support reference 67922
In rules that group a large number of objects, attempts to add extra objects (source,

destination, port, etc.) would cause the web administration interface to disconnect.

Filter - NAT — Global policy

Support reference 66325
Whenever the port in an explicit HTTP proxy was changed, it would not necessarily be applied

when global filter rules were generated. This anomaly has been fixed.

Proxies

Support reference 66653
Whenever the proxy sent packets to an ICAP server through a filter rule in firewall mode, it

would cause latency issues during web browsing. This issue has been fixed.

Support reference 67713 - 67924
During the initialization of the SMTP proxy’s logging mechanism, checks for the existence of an

active filter policy would cause the SMTP proxy to freeze.

SSL VPN - UDP

Support reference 67293
The VPN SSL over UDP service would occasionally fail to function with configurations that have

several Internet access gateways or several IP addresses on the same interface. To resolve
these issues, a field has been added to the VPN > SSL VPN module, allowing the definition of a
listening IP address on the service over UDP.

Support reference 66315
The Export the configuration file button would allow exporting archives that contain the server's

configuration. Since such archives cannot be used, they have been replaced with an archive
containing the client's typical configuration (SSL VPN CA and server certificate, network
configuration for the client and the mobile client), similar to the one available on the
authentication portal.

Sandboxing

Support reference 57407
After a firewall has been restarted, files would not always be sent for sandboxing analysis

(Breach Fighter]. This issue has been fixed.
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Network
DHCP relay
Support reference 66767

In configurations that use the DHCP relay, enabling WiFl interfaces would prevent the relay of
DHCP requests sent from these WiFi interfaces. This issue has been fixed.

Interfaces

Support reference 58822
In a configuration such as the following:

e Several unprotected interfaces are included in a bridge, and
* A static route leaves one of these unprotected interfaces (other than the first).

The first network packets that need to use the static route would be wrongly sent to the bridge's
first unprotected interface.

Even though this issue has been fixed, do note that the case described in this configuration is
not supported (cf. Explanations on usage > Network > Interfaces).

Intrusion prevention

HTTP

Support reference 65592
Previously, the HTTP headers "Content-Security-Policy” and "Authorization: NTLM" likely to raise

the block alarm "Possible buffer overflow in HTTP request/reply” could only be configured in
command line. They have since been added to the control panel of the Maximum size of HTTP
headers (Application protection > Protocols > HTTP > Advanced properties).

Support references 65250 - 65820
Using the implicit HTTP proxy while the option Apply the NAT rule on scanned traffic (Application

protection > Protocols > HTTP > Go to global configuration > Proxy menu) was enabled would
generate a very large number of error messages to the console port (messages such as "XXX
already released without rule YYYY"). Attempts to display such a large number of messages
would cause excessive CPU consumption and would cause the firewall to freeze.

ICMP

Support reference 65930
The "Invalid ICMP message” alarm would be wrongly raised whenever legitimate ICMP packets

were sent over a firewall with declared IPsec tunnels. This anomaly has been fixed.

S? protocol

Support reference 67764
Since encrypted S7 traffic cannot be analyzed, packets would be wrongly blocked when an

alarm is raised ("S?: response without corresponding request" or "S7: invalid protocol"). This
anomaly has been fixed.
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Fragmented packets

Support references 66850 - 66719
An anomaly in the management of fragmented packets would wrongly cause the first fragment

to be blocked. This anomaly has been fixed.

IDS / Firewall mode

Support reference 65120
In a configuration such as the following:

¢ The firewall used filter rules in IDS or firewall mode, and
* The transparent HTTP proxy was enabled.

An anomaly in the management of address translation could cause a combination of
connections presenting the same source IP address and the same source port. This anomaly
has been fixed.

Virtual machines

Microsoft Hyper-V

Support references 66627 - 67132
On a Microsoft Hyper-V platform, virtual machines with several network interfaces could

encounter issues enabling their last interfaces after restarting. This issue has been fixed.

Notifications

E-mail alerts

Support references 66708 - 66782
Notification e-mails sent through the STARTTLS protocol would be truncated. This anomaly has

been fixed.

SNMP agent

Support reference 67726
The OID hrStorageType included in the MIB "HOST-RESOURCES-MIB" would no longer return
results to SNMP requests. This anomaly has been fixed.

Hardware

Firewall clock

Support reference 58901
Whenever the battery that manages the firewall's clock malfunctioned, it would adopt a random
date every time it started up. If this date was earlier than the validity of the appliance’s license,
the firewall would repeatedly restart. This anomaly has been fixed.
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Web administration interface

Wi-Fi network

Support references 65333 - 68006
The web administration interface would wrongly reject the use of special characters (periods,

dashes, etc.) in WiFi network names (SSID). This anomaly has been fixed.

Please be reminded that only the " character is prohibited in this field.

IPsec VPN

Support reference 67688
Whenever a peer ID was defined for an IPsec peer, this ID could no longer be deleted via the

web administration interface. This issue has been fixed.

QoS monitoring

Support reference 66587
Data displayed in QoS monitoring curves (real time/history) did not match selected queues.

This anomaly has been fixed.

Audit logs

Support reference 66838
Whenever a rule name was specified for a filter rule, this name would not appear in the Rule

name column in connection logs. This anomaly has been fixed.

Support reference 67018
In Advanced search mode, dragging and dropping an IP address from the Source hame or

Destination name columns into filter criteria would resultin an empty page of data. This
anomaly has been fixed.

Certificates

Support references 59271 - 66735 - 64509
After the import of a certificate in PKCS12 format (including the full chain of certification), the

certificate would not appear in the list of selectable certificates for an IPsec VPN peer. This
anomaly has been fixed.

Logs - Syslog - IPFix

Support reference 67475
The progress bar during the formatting of a removable device (SD card) would not disappear

after the completion of the operation. This anomaly has been fixed.

Authentication

Support reference 67256
The sslvpn interface could no longer be selected in the table matching authentication profiles to

interfaces. This anomaly has been fixed.
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Support reference 67587 - 67985
Whenever the Always display advanced properties checkbox in the firewall's Preferences was

not selected, the buttons for selecting the proxy configuration file, logo or style sheet
(Authentication > Captive portal > Advanced properties tab) would no longer appear in Mozilla
Firefox. This anomaly has been fixed.

Support reference 68097
Title

The term Debug would systematically appear in the tab of the browser displaying the web
administration interface. This anomaly has been fixed.

Network objects

Support reference 68250
When checking the use of a network object, the information displayed would indicate the line

number in the filter policy (therefore including separators) instead of the number of the filter
rule using the object. This anomaly has been fixed.

Stormshield Network Real-Time Monitor

"Hosts" view

Support reference 67297
Ever since version 3.3 of SNRTM, statistics on internal hosts that pass through a Stormshield v2

firewall would no longer be displayed. This anomaly has been fixed.
Do note that statistics concerning hosts located behind unprotected interfaces are displayed
for firewalls with firmware in versions between 3.0 and 3.2.1.
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Version 3.4.3 bug fixes

IPsec VPN

IPsec IKEv1

Support reference 68294
As part of the deployment of IPsec configurations via Stormshield Management Center,

negotiations between SNS firewalls through IKEv1 tunnels using certificate authentication
would fail. This issue, which generated the message "No peer found” in the IPsec log file (/ vpn
file), has been fixed.

This fix is available only for this version and the following 3.4.x versions. When it is added to a
3.5.x version or a higher version, the relevant version Release Notes will specifically mention it.

System

Quality of Service

Support reference 67879
During the setup of bandwidth reservation or restriction (CBQ), the actual bandwidth would be

much lower than the configured bandwidth restriction. This issue has been fixed.

Proxies

Support reference 66653
Whenever the proxy sent packets to an ICAP server through a filter rule in firewall mode, it

would cause latency issues during web browsing. This issue has been fixed.

SMTP proxy - SSL proxy

Support reference 68581
During the initialization of the SMTP proxy’s logging mechanism, checks for the existence of an

active filter policy would cause the SMTP proxy to freeze, and connections through the SSL
proxy to slow down. This issue has been fixed.

Intrusion prevention

Fragmented packets

Support references 66850 - 66719
An anomaly in the management of fragmented packets would wrongly cause the first fragment

to be blocked. This anomaly has been fixed.
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Virtual machines

Microsoft Hyper-V

Support references 66627 - 67132
On a Microsoft Hyper-V platform, virtual machines with several network interfaces could

encounter issues enabling their last interfaces after restarting. This issue has been fixed.
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Resolved vulnerabilities from version 3.4.2

ClamAV

A set of vulnerabilities has been fixed by upgrading the ClamAV antiviral engine:
» CVE-2012-6706

» CVE-2017-6419

» CVE-2017-11423

» CVE-2018-1000085

Details on these vulnerabilities can be found on our website https://advisories.stormshield.eu.
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Version 3.4.2 bug fixes

System

IPsec VPN

Support references 67782 - 67901
IPsec tunnels that rely on certificate-based authentication are now managed differently to
prevent such tunnels from being systematically renegotiated whenever a VPN topology is
deployed via Stormshield Management Center.

Support reference 67694
Users belonging to groups with names that contain uppercase letters are now taken into

account in filter rules relating to traffic encapsulated in IPsec tunnels.

Authentication

Support reference 60425
Enabling the SPNEGO authentication method on an SN150 firewall no longer causes the

authentication manager to freeze.

Automatic backups

Support reference 67730
Automatic backups now function correctly again after an upgrade of the firewall to version 3.4.
The issue occurred on U500S, U80OS, SNi40, SN510, SN710, SN900, SN910, SN2000, SN3000,
SN6000, V50, V100, V200, V500, VU, VS5, and VS10 firewall models.

Proxies

Support references 67713 - 67924

SMTP proxy
The SMTP proxy service would unexpectedly restart in some cases. This issue has been fixed.
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New features in version 3.4.1

IPsec VPN

In cases where a VPN links two sites, and the internal network of one site overlaps the other
site's internal network, local traffic on each site must not go through the encrypted tunnel. This
operating mode was not supported in previous versions of SNS.

It can be enabled using CLI commands:

CONFIG IPSEC UPDATE slot=<1-10> BypassLocalTraffic=1
CONFIG IPSEC ACTIVATE

Stormshield Network Real-Time Monitor

Protection of private data

In the interests of compliance with the European General Data Protection Regulation (GDPR),
private data found in logs (e.g., user, machine name, source IP address, etc.) will no longer be
displayed systematically in SNRTM's screens. By default, only the super administrator (admin
account) will be able to view such data. Other administrators will only be allowed to enable
access to private data after they have received an individual and temporary code for access to
private data.
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Resolved vulnerabilities from version 3.4.1

ClamAV

A set of vulnerabilities has been fixed by upgrading the ClamAV antiviral engine :
e (CVE-2017-12374 : ClamAV UAF (use-after-free) Vulnerabilities.
e CVE-2017-12375 : ClamAV Buffer Overflow Vulnerability.
e (CVE-2017-12376 : ClamAV Buffer Overflow in handle pdfname Vulnerability.
e (CVE-2017-12377 : ClamAV Mew Packet Heap Overflow Vulnerability.
e CVE-2017-12378 : ClamAV Buffer Over Read Vulnerability.
e CVE-2017-12379 : ClamAV Buffer Overflow in messageAddArgument Vulnerability.
e (CVE-2017-12380 : ClamAV Null Dereference Vulnerability.

Details on these vulnerabilities can be found on our website https://advisories.stormshield.eu.

Page 143/212 | sns-en-release notes-v3.7.33-LTSB - 01/10/2023



https://nvd.nist.gov/vuln/detail/CVE-2017-12374
https://nvd.nist.gov/vuln/detail/CVE-2017-12375
https://nvd.nist.gov/vuln/detail/CVE-2017-12376
https://nvd.nist.gov/vuln/detail/CVE-2017-12377
https://nvd.nist.gov/vuln/detail/CVE-2017-12378
https://nvd.nist.gov/vuln/detail/CVE-2017-12379
https://nvd.nist.gov/vuln/detail/CVE-2017-12380
https://advisories.stormshield.eu/2018-002/

w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB
Version 3.4.1 bug fixes

System

Proxies

Support reference 66922
On multi-user hosts connected to firewalls that use authentication and the SSL proxy, using

recent versions of Google Chrome and Mozilla Firefox to display the secure version of a website,
then the unsecured version, would cause the error page "Too many redirects” to appear. This
issue has been fixed.

High Availability

Support reference 65811
An issue with the replication of the internal directory in a cluster has been fixed.

IPsec VPN

Support references 67120 - 67135
An anomaly in the management of routes associated with SAs (Security Associations), which

could cause the firewall to freeze when it uses the IPsec IKEv2 tunnel manager, has been fixed.

Support references 67185 - 66902
Peers with the same network parameters (remote gateway) but with different names were

prohibited in the same IPsec policy. This behavior prevented the application of certain policies
deployed via Stormshield Management Center, and has been modified in order to allow this
configuration.

Intrusion prevention

COTP protocol

Support reference 66567
An anomaly in the analysis of the COTP protocol would cause the firewall to either freeze (virtual

firewall) or restart (physical firewall). This anomaly has been fixed.
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New features in version 3.4.0

Protection of private data

In the interests of compliance with the European General Data Protection Regulation (GDPR],
private data found in logs [e.g., user, machine name, source IP address, etc.) will no longer be
displayed systematically. By default, only the super administrator (admin account) will be able
to view such data. Other administrators will only be allowed to enable Full access to logs
[sensitive data] mode after they have received an individual and temporary Code for access to
private data.

Bridge with Wi-Fi interface (experimental)

Wi-Fi interfaces can now be added to bridges. This feature is in an experimental phase, and can
only be accessed using the CLI command CONFIG NETWORK INTERFACE and only one SSID is
supported per bridge. The address of the bridge is the Wi-Fi interface’'s MAC address.

System

High Availability

An option has been added, allowing sessions to be synchronized depending on their duration
(advanced configuration). Sessions that are shorter than the value specified in the Minimum
duration of connections to be synchronized (seconds) field will be ignored during a
synchronization. This option therefore makes it possible to avoid synchronizing very short
connections that may exist in large numbers, such as DNS requests, for example.

IPsec VPN
The "Make-before-break” re-authentication scheme guarantees that the negotiation of a new

tunnel is indeed successful before deleting older tunnels. This scheme is now enabled by
default. If an issue occurs, the scheme can be disabled using the CLI command CONFIG IPSEC
UPDATE slot=xx MakeBeforeBreak=0. Details of this command can be found in the

CLI SERVERD Commands Reference Guide.

In the ModeConfig anonymous user configuration (mobile users), object groups can be
selected to define DNS servers.

SSL VPN
The confidentiality level now adapts to the authentication level: the Diffie-Hellman key

(confidentiality) is always bigger than or equal to the public key (authentication), with
tolerance for a variation of 3 bits.

SSH banner
The welcome banner for SSH connections to the firewall can now be customized. To do so,

simply place an sshd-banner file containing the desired banner in the ConfigFiles folder and run
the enservice command. Details of this command can be found in the CLI Console / SSH
command reference guide.
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SNMP Agent
Information regarding bandwidth usage for QoS queues can now be collected via SNMP.

BIRD dynamic routing
The BFD (Bidirectional Forwarding Detection) tool is now built into the BIRD dynamic routing
module, and is only available for experimentation.

Intrusion prevention

OPC HDA and OPC AE industrial protocols

The industrial protocols OPC HDA (Historical Data Access) and OPC AE (Alarms & Events) are
now supported. Events allowed on the network can now be customized and the commands that
these protocols use can be monitored.

Oracle TNS, LDAP and HTTP protocols

The analysis of the protocols Oracle TNS (Transparent Network Substrate), LDAP and HTTP have
been improved in order to increase the detection rate of malware and attacks.

As the LDAP analysis intercepts LDAP traffic passing through the firewall, ensure that you
conduct tests before applying it in your production environment.

A new alarm Invalid HTTP protocol: strict analysis has been added to factor in HTTP errors. In the
HIGH inspection profile used by default in profile 09, the alarm level is Minor, and traffic that
raises this alarm is blocked.

TCP protocol
The default duration for which closed connections are kept has been changed from 20 seconds

to 2 seconds.

DCE/RPC-based protocols

Among the secondary connections of DCE/RPC-based protocols, the intrusion prevention engine
now analyzes the UUID ISystemActivator using the RemoteCreatelnstance method (Opnum 4).
Address translation is not available for such secondary connections.

Application protection
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URL filtering
Block pages can now be configured for URL filtering so that the user is redirected to the

authentication portal. This makes it possible to set up a policy that filters unauthenticated
users before granting them access to the website after authentication.

Applications and protections

By default, the inspection profile IPS 09 in the Configuration > Application protection >
Applications and protections module is now based on the HIGH alarm model. Furthermore, filter
policy 9 has been renamed (9] Pass all High and contains a filter rule that uses the new
inspection profile IPS 09.

This modification will not be available after a firmware upgrade, only after a new installation or
restoration to factory configuration.
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Reports

Sandboxing and Security categories
New reports have been added:

* Top most frequently analyzed file types,

* Top hosts that have submitted the most files for sandboxing,

* Top protocols that use sandboxing,

* Top users who have submitted files for sandboxing,

* Detection rate by analytics engine (Sandboxing, Antivirus, AntiSpam).

In order to display these new reports, you will need to disable some others as the number of
reports is limited to 30.

Web administration interface

The various pages of the web administration interface can now be added to favorites in the
browser.

Dashboard - Sandboxing
The sandboxing widget includes additional information about the status of the connection and
submitted file quotas:

¢ Connected, submitted file quota exceeded,
¢ Connected, submitted file quota unknown,
¢ Limited, submitted file quota exceeded,
* Limited, submitted file quota unknown.

Filter - NAT
The number of characters allowed in the source and destination of a filter rule has been
increased from 250 to 500, so you can enter a longer list of objects in these fields.

Hardware

Several hardware queues are now automatically allocated to virtual machines that have several
virtual CPUs and VMware vmxnet3 interfaces. The multi-queue function can be disabled by
adding pohw.pci.honor msi blacklist=1 to the file /boot/loader.conf.custom. Restart
the virtual machine to apply the new configuration.
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Version 3.4.0 bug fixes

System

High Availability

Support reference 66789
After a connection is lost with the active node of the cluster, the other node will now take over

more efficiently as it leaves minimum impact on network resources.

Support reference 65652
From SNS 3.3.1 onwards, in clusters made up of virtual firewalls, the quality of the high

availability link displayed would be 0 even though members of the cluster were communicating
correctly. This issue has been fixed.

IPsec VPN - IKEv1

Support reference 66135
In local IPsec policies and global IPsec policies (deployed, for example, via SMC or SNCM], the
presence of peers or traffic endpoints that overlap would prevent such policies from being
activated. Therefore, local policies relying on mobile peers defined by the Any object would
overlap any global site-to-site tunnel policy. This issue has been fixed.

IPsec VPN - IKEv2

Support reference 61227
The firewall would not apply user access privileges and refused to authenticate users who

present certificates with empty X509v3 Extended Key Usage fields. This issue has been fixed.

Support reference 66862
CRL updates are now correctly applied for VPN tunnels in IKEvZ2 mode.

Support reference 61100
On SN150 products, existing VPN tunnels in IKEv2 mode would become inoperative after

several days, requiring the program or the firewall to be restarted. This issue has been fixed.

Support reference 64048
The number of IKE SAs (Security Associations) for the same IPsec IKEv2 tunnel would increase

over time without diminishing the number of unused SAs. The upgrade of the IKEv2 tunnel
management engine has fixed this issue.

SSH commands

Support reference 66189
The autoupdate command to update all of the firewall's modules no longer raises the

following error whenever a module has been configured to not check the signatures of

downloaded data:
Error=Master file version mismatch! (-1 != 1)
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Support reference 66137
The SSH command enwifi has been improved: itis no longer called up by the ennetwork -

£ command on firewall models without Wi-Fi. Furthermore, the enwifi -h command no longer
generates inappropriate alarms.

Routing

Support reference 64996
An issue with competing access in configurations that use filter rules in firewall mode as well as

policy-based routing (PBR] directives would cause the firewall to freeze. This issue has been
fixed.

Support reference 64070
Whenever H323 and TFTP protocols opened a child connection in the opposite direction of the

main connection, traffic would not reach its destination if the main connection was associated
with a router configured in filter rules (PBR) and/or a return router. This issue has been fixed.

Support reference 67115
A return packet whose initial routing is a static route to a virtual interface (VTI) is now redirected

correctly to the return router if the intrusion prevention engine requires it.

Applications and protections

Support reference 61505
Certain actions that were supposed to be performed when alarms were raised by customized

context-based protection signatures were not carried out (e.g. sending of e-mails or
quarantine). This issue has been fixed.

Audit logs

Support references 66899 - 66797 - 66900
Whenever an internal service corrupted the audit log reporting system, the system would cause

all services to hang without making the product restart or making another node in the cluster
take over. This issue has been fixed.

Support reference 55251
The name of the user who opened a connection now appears correctly in the connection logs,

even if another user has retrieved the same IP address in the meantime.

Support reference 55251
The logd daemon that writes logs and generates reports no longer shuts down unexpectedly

and no longer causes logs to be lost.

SSLVPN

Support reference 65347
Implicit rules for OpenVPN over TCP and UDP are no longer unnecessarily generated, only

depending on the protocol enabled (TCP and/or UDP).
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Support references 65392 - 66937 - 65279
In order to resolve malfunctions on SSL VPN over UDP, it is now possible to define the service's

listening IP address using the command CONFIG OPENVPN UPDATE udpBindAddr=(<firewall ip_
object>|""). Details of this command can be found in the CLI SERVERD Commands Reference
Guide.

SPNEGO SSO authentication

Support reference 65439
Whenever SPNEGO authentication has been configured, the user now directly accesses

websites without having to go through the authentication portal, even when the website's URL
contains an apostrophe.

Proxies

Support references 66014 - 65028 - 65033
In some cases, using the SMTP proxy would cause the service to shut down unexpectedly for all

types of connections through the proxy: SMTP, as well as HTTP or SSL. This issue has been
fixed.

Maintenance

Support reference 67022
The system report (sysinfo) no longer generates illegitimate errors regarding some of the

system'’s binary files.

Log partition
Support reference 64065
The issue with the corruption of the log partition following a sudden shutdown of SNS has been
fixed.
Network
Support reference 64123

The accumulation of unanswered ARP requests could cause the loss of the first packet in
communications between two hosts belonging to the firewall's networks. This anomaly, which
was problematic for certain monitoring tools, has been fixed.

Intrusion prevention

Antispam

Support reference 66530
Active updates of the antispam engine are now faster and no longer use a disproportionate
amount of CPU resources.

Page 150/212 (‘ sns-en-release notes-v3.7.33-LTSB - 01/10/2023



w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Application protection

Inspection profile

Support reference 64042
Whenever a client on the firewall's internal network opens a connection to a server on the

Internet and the server's response generates an alarm, the alarm will no longer block the
client's IP address, but the server's IP address.

Web administration interface

Filtering

Support reference 64008
The usage counter now appears correctly for all filter and NAT rules.

Support reference 64943
When filter rules are copied and pasted, destination information about Disk, Syslog server and

IPFIX collector logs is now saved.

Support reference 66798
The right filter policy is now displayed after a global policy is selected.

Support reference 65057
In the Security policy > SMTP filter page, the "?" character can now be entered in the field of the

sender's name.

Objects

Support reference 66757
Fixed event time objects that start and end on the same day can now be created again.

Reports

Support reference 65958
The Reports > Sandboxing > Malicious files blocked menu now correctly displays the report on

files blocked by the Sandboxing engine.

Users

Support reference 65945
If you had an external LDAP directory configured on the firewall, users whose groups contained

special characters in their attributes (DN, OU, etc.) would not be correctly applied. This issue
has been fixed.

Support reference 66275
The Configuration > Users > Authentication > Captive portal tab has been optimized to take into
account a large number of interfaces.
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Network interfaces

Support reference 64870
The Configuration > Network > Interfaces page no longer runs the command relating to Wi-Fi on

firewalls without Wi-Fi, and as such no longer generates irrelevant errors.

Protocols

Support reference 66438
In the Protocols module, the button that allows adding customized MS-RPC services is now
operational.
Monitoring

Support reference 65898

The Average throughput column in the Monitoring > Connection monitoring menu now shows
the correct value for the unit indicated bits/second).

Support reference 66440
In the interface monitoring configuration, interfaces already on the list can no longer be added,

thereby keeping errors to a minimum.

Administrator account password

Support reference 66384
Whenever you change the password of the administrator account, the new password will now

be correctly interpreted if it contains spaces.

Login page

Support reference 66027
The help button on the login page that redirected to an unknown page has been deleted.

Virtual machines

Microsoft Azure hosting platform

Support reference 58722
During the initialization of a virtual machine on the Azure platform, the "$" (dollar) character in
the administrator password would not be taken into account. The administrator password on the
firewall would therefore remain "admin”. This issue has been fixed.

Hardware

Support references 65250 - 65820
An exceedingly huge amount of system information would be sent over the serial link,

potentially slowing down the firewall and preventing administration via this link. Such
information will now no longer be visible by default on the serial link, but only via the ndmesg
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command. However, you can still modify the Kerne1Msg parameter in the [Console] section
of the ConfigFiles/system configuration file to display the information again.
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Resolved vulnerabilities from version 3.3.2

OpenSSL security flaws

A vulnerability (CVE-2017-3736 - bn sqrx8x internal carry bug on x86 64) has been fixed. It was
only affecting SNS virtual machines running on processors that support the BMI1, BMI2 and
ADX extensions like Intel Broadwell (5th generation) and later, or AMD Ryzen.

Details on this vulnerability can be found on our website https://advisories.stormshield.eu.
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Version 3.3.2 bug fixes

System

Routing - virtual interfaces

Support reference 66654
Despite a value of 1 in the PBROverideStatic field (/Securitylnspection/common file), a policy-
based routing (PBR] rule intended to direct traffic outside an IPsec tunnel set up between two
virtual interfaces (VTls) would not have priority over a static routing rule. This issue has been
fixed.

Proxies

Support reference 66667 - 66533 - 66649 - 66668 - 66699
In configurations that use the SSL proxy, simultaneous web connections from a multi-user

machine could cause the proxy to restart in loop. This issue has been fixed.

SSL VPN over UDP

Support reference 65392 - 65323
Implicit rules would not allow access to the UDP-based SSL VPN through dialup interfaces

(PPoE, PPTP, PPP or 3G/4G modems). This anomaly has been fixed.

SSL VPN Portal

Support reference 66540
In a configuration such as the following:

¢ the SSL VPN portal has been enabled to allow access to application servers and web
servers;

* users only have access privileges to application servers through the SSL VPN portal and are
authenticated on the firewall's captive portal.

Clicking on such users in the Secure access menu of the captive portal would cause the
firewall's authentication management mechanism to freeze. This issue has been fixed.

Interface aggregates

Support reference 64757
In a configuration containing several interface aggregates, deleting an aggregate other than the

last one would cause an internal error to appear in the Interfaces widget of the Dashboard. This
anomaly has been fixed.
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Intrusion prevention

SIP - NAT protocol

Support reference 66121
Whenever the port used for translating SIP packets was higher than the original port, the SDP

(Session Description Protocol] field in packets would be truncated. This issue has been fixed.
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Resolved vulnerabilities from version 3.3.1

WPAZ2 Protocol security flaws
The following vulnerabilities have been fixed:

e CVE-2017-13077: Reinstallation of the pairwise encryption key (PTK-TK] in the 4-way
handshake.

e CVE-2017-13078: Reinstallation of the group key (GTK] in the 4-way handshake.
e CVE-2017-13079: Reinstallation of the integrity group key (IGTK] in the 4-way handshake.
e CVE-2017-13080: Reinstallation of the group key (GTK) in the group key handshake.

e CVE-2017-13081: Reinstallation of the integrity group key (IGTK) in the group key
handshake.

e CVE-2017-13082: Accepting a retransmitted Fast BSS Transition (FT) Reassociation Request
and reinstalling the pairwise encryption key (PTK-TK) while processing it.

o (CVE-2017-13084: Reinstallation of the STK key in the PeerKey handshake.

e [CVE-2017-13086: Reinstallation of the Tunneled Direct-Link Setup (TDLS) PeerKey (TPK])
key in the TDLS handshake.

e CVE-2017-13087: Reinstallation of the group key (GTK) when processing a Wireless
Network Management (WNM] Sleep Mode Response frame.

e CVE-2017-13088: Reinstallation of the integrity group key (IGTK) when processing a
Wireless Network Management (WNM] Sleep Mode Response frame.

Details on these vulnerabilities can be found on our website https://advisories.stormshield.eu.

Page 157/212 | sns-en-release notes-v3.7.33-LTSB - 01/10/2023 %


https://nvd.nist.gov/vuln/detail/CVE-2017-13077
https://nvd.nist.gov/vuln/detail/CVE-2017-13078
https://nvd.nist.gov/vuln/detail/CVE-2017-13079
https://nvd.nist.gov/vuln/detail/CVE-2017-13080
https://nvd.nist.gov/vuln/detail/CVE-2017-13081
https://nvd.nist.gov/vuln/detail/CVE-2017-13082
https://nvd.nist.gov/vuln/detail/CVE-2017-13084
https://nvd.nist.gov/vuln/detail/CVE-2017-13086
https://nvd.nist.gov/vuln/detail/CVE-2017-13087
https://nvd.nist.gov/vuln/detail/CVE-2017-13088
https://advisories.stormshield.eu/

w

STORMSHIELD SNS - RELEASE NOTES -V 3.7 LTSB

Version 3.3.1 bug fixes

System

IPsec VPN

Support reference 66135
Itis now possible to combine IPsec VPN global policies with some local policies having one
identical peer, even if one of the second peers is “Any”. Such configuration no longer returns
the duplicated sainfo error.

High Availability

Support reference 65652
The quality of the High Availability link was O for a cluster with virtual firewalls, even though the
communication between the cluster members was working correctly. This issue has been fixed.

Support reference 66515
An error in the management of file synchronization made it impossible to create an HA cluster
on model SN310 firewalls. This issue has been fixed.

Web administration interface

Router objects

Support reference 66385
With version 3.3.0, it was no longer possible to create a router object via the menu
Configuration > Objects > Network objects > Add > Router. This issue has been fixed.

Administrator account password

Support reference 66384
When you modify the password of the administrator account, the new password is now

correctly processed if it contains spaces.
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New features in version 3.3.0

System

IPsec VPN

IPsec policies can now group peers that use various versions of the IKE protocol with
restrictions on the use of the IKEv1 protocol (cf. section Explanations on usage). As this feature
could not be tested in complex and disparate environments, you are strongly advised to test it
out on a test configuration.

It is now possible to define a list of LDAP directories that need to be browsed sequentially in
order to authenticate mobile users (certificate or pre-shared key authentication).

Interfaces
Interfaces can now be defined in networks without broadcast addresses (network mask /31 -
RFC 3021). Such interfaces are to be used only for point-to-point exchanges.

A "Priority (CoS)" field can be defined for VLAN interfaces. This CoS (Class of Service) priority will
then be imposed for all packets sent from this interface.

Global objects
During the deployment of configurations via Stormshield Management Center, additional
checks will be performed on global objects used in the firewall's routing instructions.

Authentication by certificate

An advanced option allows user authentication to be enabled on several LDAP directories. When
a character string defined by a regular expression is found in a selected field within the
certificate that the user presents, the associated LDAP directory will be queried in order to
authenticate the user in question and verify his access privileges.

Certificates and PKI

SNS firewalls allow defining separate certificate authorities to sign SCEP exchanges and to sign
enrollment certificates. This configuration can only be obtained via the PKI SCEP QUERY
command scep ca name.

Sandboxing
Additional information is sent whenever files are submitted for sandboxing:

¢ Version of the firewall's firmware,
e MIME types and the names of all files included in the archives.

Notifications
Version 3.3.0 of the firmware supports the secure sending of e-mails using the SMTP protocol
associated with the STARTTLS mechanism.

In the SMTP server's settings, an e-mail address replaces the DNS domain name in order to
ensure compatibility with certain external SMTP services (Microsoft Office 365 for example).

Routing - Return routes
MAC addresses no longer need to be specified for network objects corresponding to the
gateways selected in return routes. When they are not entered, MAC addresses will be learned
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dynamically.

Implicit rules

Since administration tools (Stormshield Management Center and SN Real-Time Monitor)
connect to the firewall's web administration port (TCP/443 - HTTPS by default), implicit rules
that allow connections to the firewall from the local network to the usual administration port
(TCP/1300)] are disabled for firewalls in factory settings.

Administrators who use Global Administration, SN Centralized Manager or NSRPC binary files
can now create explicit filter rules (recommended method) or manually re-enable these implicit
rules.

Audit logs
Connection logs (/ connection file] indicate as the destination name (dstname field) the SNI
(Server Name Indication) requested by the client host during TLS negotiation.

Logs relating to IPsec tunnels (/ vpn file) specify the name of the user who activated logging as
well as his group, if it has been defined.

Centralized administration

The source address that needs to be used for the firewall's connection to its centralized
administration server (SMC) can be forced. These settings can only be configured using the
command lines CONFIG FWADMIN UPDATE and CONFIG FWADMIN ACTIVATE. Details of
these commands can be found in the CLI SERVERD Commands Reference Guide.

SNMP Agent
A new 0ID that allows reporting the comment assigned to an interface has been added to the

Stormshield network interface MIB (STORMSHIELD-IF-MIB).

Intrusion prevention

TCP protocol
The default value of a TCP connection timeout has been set to 3600 seconds (1 hour] for
firewalls in factory configuration.

DNS protocol
The intrusion prevention engine analyzes the implementation of the DNS protocol over TCP.

BACnet/IP protocol
The intrusion prevention engine analyzes the industrial protocol BACnet/IP (Building
Automation and Control Networks over IP).

Multipath TCP

As the firewall's intrusion prevention engine is not in a position to analyze multipath TCP
connections, a specific alarm has been added, which blocks such extensions when they are
detected ("Multipath TCP").

TDS protocol

The intrusion prevention engine analyzes the TDS (Tabular Data Stream) protocol used for
requests sent to Microsoft SQL Server databases.

Note that all traffic streams using the S000/TCP port are analyzed as TDS protocol.
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Facebook Zero protocol

Support reference 64995
As Facebook has implemented the protocol Facebook Zero (based on Google's QUIC protocol],

the use of applications such as Facebook Messenger would set off the "Invalid SSL packet”
block alarm. A dedicated "Facebook Zero protocol detected” alarm has been created to allow the
administrator to identify and allow such connections.

Web administration interface

Saving commands

The upper banner of the administration interface includes a button that allows saving the
sequence of commands run during any configuration performed on the firewall. When the
saving process is stopped, this command sequence will be displayed so that it can be copied
and pasted in a text editor (to be used in an NSRPC script, for example).

This feature can be enabled or disabled in the user preferences of the web administration
interface.

Menu display
The display of certain menus is dependent on the activation or availability of related features:

» the Users and groups menu only appears if at least one directory has been defined,

* the Audit logs menu does not appear on firewalls that are not equipped with storage media,
* the Reports menu appears only when reports have been enabled,

* the My favorites menu is shown once the first favorite has been defined.

Filtering and NAT
When several cells of a filter policy are modified in succession, the symbol indicating that these
cells are in the process of modification will remain visible until the filter policy is validated.

In certain object selection fields, there is now a button to access a pop-up menu in order to
create new objects or modify existing objects from the Filter/NAT module.

User monitoring
New columns have been added, indicating whether the user is allowed to use the SSL VPN
portal, set up SSL VPN tunnels or IPsec VPN tunnels.

SN Real-Time Monitor

Hosts monitoring

Support reference 59595
Hosts located behind unprotected interfaces, and which are involved in connections that pass

through the firewall, are displayed in the Hosts view in SN Real-Time Monitor.
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Version 3.3.0 bug fixes

System

High Availability

Support reference 64234
Reloading a filter policy made up of several hundred rules could temporarily prevent

communication between both members of the cluster over their high availability link.
Depending on the duration of the interruption, the status of the passive firewall would
sometimes switch to active. Restoring the connection between both firewalls would then cause
both members of the cluster to attempt a full synchronization of the connection table. This
reaction, which imposed an unusually heavy load on the cluster, has been fixed.

Support reference 61400
Information regarding high availability would stop appearing in the dashboard, and clicking on

the high availability module would display the error message "Failure when loading high
availability information”. This issue has been fixed.

Support reference 65614
When an HA link fails during heavy traffic, the high availability mechanism would attempt,

unsuccessfully, to recreate this link. This anomaly has been fixed.

Support reference 65925
During the restoration of links between connections, an issue occurring whenever firewall roles
were switched in a cluster could cause the firewall to restart. This issue has been fixed.

Dynamic routing

Support reference 65730
On SN150, SN160(W), SN210(W) and SN310 firewalls, the system would not apply routes that

the Bird dynamic routing engine had learned. This issue has been fixed.

Configuration

Support reference 54377
Defining a proxy server to allow the firewall to access the Internet (System > Configuration >

Network settings tab) would cause the CRL (Certificate Revocation List] verification mechanism
to freeze. This issue has been fixed.

Support reference 63972
In the module System > Configuration > Network settings tab, enabling the use of a proxy

server to allow the firewall to access the Internet would wrongly require the user to enter a login
and password. This anomaly has been fixed.
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GRETAP interfaces

Support reference 65589
The MAC addresses associated with packets leaving tunnels set up between GRETAP interfaces

were wrong. This issue has been fixed.

Link aggregation

Support reference 65755
A malfunction occurring during the distribution of traffic among physical interfaces that belong

to a link aggregate has been fixed.

Filtering and NAT
The filter rule reloading mechanism has been optimized. These enhancements are particularly
noticeable in the following cases:

* Firewalls and firewall clusters that manage a very high number of connections,
* Filter policies that group several hundred rules,
* Modifications to alarms relating to several network protocols.

Support reference 64851
Reloading filter rules could cause connections to be deleted, making their child connections
orphans. This behavior has been modified to delete child connections as well.

Support reference 64508
Connections that pass through a filter rule that uses a time object could end up being

associated with an invalid rule after this time object expired. This behavior has been fixed.

Support reference 64365
Since the act of deploying and then collapsing a filter policy is considered a modification of the

filter policy, saving this change would cause the policy to be reloaded. Policies will no longer be
reloaded in this context.

Support reference 40421
Rule IDs were the same for all implicit rules (0]. Each rule now has its own distinct ID.

Support reference 65227
In a configuration such as the following:

e Policy-based routing (PBR) was used for outgoing traffic with a router configured to perform
load balancing by source IP address,

* Implicit rules that could authorize such traffic were disabled,

Sending packets from the firewall using the "tracert -s" network command could cause this
firewall to reboot. This issue has been fixed.

Support reference 65990
The SSL inspection rule creation wizard would no longer allow the definition of a source

interface. This anomaly has been fixed.
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Authentication portal

Support reference 60488 - 60143
The authentication portal (captive portal) would be automatically enabled on all profiles during

the migration of configurations from a 2.7 (or 2.x) version to a 3.x version of the firmware. This
anomaly has been fixed.

Proxies

Support reference 60134
Access from a multi-user host to websites that use Cross-Origin Resource Sharing (CORS) would

not allow the display of external resources on the visited website. This issue has been fixed by
integrating the Access-Control-Allow-0rigin field into the proxy's response.

Support reference 61499
The size of the cache reserved for the generation of certificates used by the SSL proxy has

been increased in order to fix performance issues and reduce the possibility of this proxy
freezing.

Support reference 60616 - 64504
In configurations using the HTTP proxy (implicit or explicit proxy) and that are subject to URL

filter requests, issues with the management of multiple HTTP requests within a connection
(HTTP pipelining) have been fixed.

Support reference 43089
An anomaly in the assignment of inspection profiles for filter rules that use the SSL proxy has
been fixed.
NSRPC client

Support reference 64100

The NSRPC client for Microsoft platforms was denied connection to SN160(W), SN210(W) and
SN310 model firewalls. This issue has been fixed.

SNMP Agent

Support reference 64135
Sending a large volume of SNMP notifications (traps) would cause the firewall's SNMP service to

freeze. This issue has been fixed.

Support reference 59492
Non-generic SNMP notifications corresponding to minor or major system events would

occasionally not be sent. This anomaly has been fixed.

Support reference 64787
The description of the 0ID snsHASyncStatus (STORMSHIELD-HA-MIB) was wrong (return codes

were inverted for synchronized/unsynchronized statuses). This anomaly has been fixed.
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DNS cache

Support reference 58819 - 58633
Whenever the DNS cache was enabled and used by the firewall's protected networks, the

creation or modification of a protected interface would not be taken into account in this cache's
configuration. This anomaly has been fixed.

SS0O Agent

Support reference 59778
Configuring a backup SSO agent without defining a password would cause an error in the

authentication portal's management process. This issue has been fixed.

Support reference 59287
The SSO agent installed on Microsoft Windows workstations would send either the FODN of the

Microsoft Active Directory domain (name of the external LDAP directory declared on the firewall)
or its NETBIOS name to the firewall. This behavior, which would cause authentication issues,
has been modified.

Support reference 61169
The SSO agent installed on Microsoft Windows workstations would send a blank Microsoft Active

Directory domain name to the firewall whenever the IP addresses of these workstations
changed. This behavior, which would cause authentication issues, has been fixed.

Support reference 64274
The connection between the SSO agent and the firewall would shut down at regular intervals

whenever the user group defined in the authentication rule was empty. This anomaly has been
fixed.

Support reference 53806
The advanced option "Enable DNS host lookup” allows managing changes to the |IP addresses of

user workstations and authenticating users who have logged on to hosts that have several IP
addresses.

SSL VPN

Support reference 65427 - 65392
Customizations to the UDP listening port on the SSL VPN portal were not applied. This anomaly

has been fixed.

SSL VPN Portal

Support reference 60672
Whenever the port used for authentication on the firewall and the SSL VPN portal was modified,

the connection to the SSL VPN portal via Java Webstart would fail. This issue has been fixed.
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Support reference 59423
Web servers protected by firewalls that were themselves behind NAT (network address

translation) equipment could not be contacted via the SSL VPN portal, as the Java client would
attempt to connect to the firewalls' private addresses. This behavior has been fixed.

Support reference 60194
The menu that allows selecting the method for loading available applications via the SSL VPN

portal would only be available if application servers and web servers were defined. Loading via
the Java applet would then be automatically used. This anomaly has been fixed.

IPsec VPN

Support reference 59007
Whenever mobile peers originally defined in IKEv2 with a local ID (optional field], and for which

tunnels have been set up, are switched to version 1 of the protocol, this would cause the IKEv1l
tunnel management service to restart in loop. This issue has been fixed.

Support reference 64496
The setup of tunnels in mobile mode through virtual tunneling interfaces (VTIs) would fail, as

the wrong source interface was assigned (standard IPsec interface instead of the virtual IPsec
interface). This issue has been fixed.

IPsec VPN - IKEv1

Support reference 64766
The engine that manages IPsec tunnels in IKEv1 did not automatically apply changes to

certificates (renewal] or certificate authorities. This anomaly has been fixed.

IPsec VPN - IKEv2

Support reference 66110
The "Make-before-break” re-authentication scheme that can be used for security associations

(SA) would not be taken into account if it had only been defined in global IPsec policies. This
anomaly has been fixed.

Do note that this scheme can only be enabled through the configuration file of the active VPN
profile (MakeBeforeBreak field in the "[Global]" section of the file ConfigFiles/Global/VPN/xx).

Automatic backups

Support reference 65510
The Digest authentication method for automatic backups to customized servers would

repeatedly fail. This issue has been fixed.

Quality of service

Support reference 59940
During the creation of queues, a maximum bandwidth that was too low would not be taken into

account even though no warnings were given. The maximum bandwidth indicated cannot be
lower than 100 kbs.
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USB key

Support reference 63996
USB drives that were formated according to the FAT32 file system would not be recognized

when they were started up on SN150 model firewalls. This anomaly has been fixed.

Wi-Fi network

Support reference 59938
The characters "$" and "!" would not be accepted during the definition of a WPA2 key. This

anomaly has been fixed.

Audit logs

Support reference 61232
The message indicating that a power supply module was missing would wrongly appear for

both models on an SN6000 model firewall. This anomaly has been fixed.

Support reference 65456
The field representing the IP protocol number for IPFIX would systematically take on the value

"0" (zero) in logs. This anomaly has been fixed.

Monitoring - Users view

Sup