%

STORMSHIELD
K y

USER CONFIGURATION MANUAL
STORMSHIELD NETWORK SECURITY

REAL-TIME MONITOR - USER
CONFIGURATION MANUAL

Date Versio Details

J 2015 ve.l Creation

Septembre 2015 vee Update
December2015 ves Update
Apri20t6 ve4a Update

Reference : snengde snrmonitor-v2




%

REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

STORMSHIELD FOREWORD

FOREWORD

License

Products concerned

u30, Ur0, U120, U250, U450, U1100, U1500, U000,
NG1000-A, NG5000-A,

U30s, U70s, U150S, U250S, U500S, us0as,

SN150, SN200, SN300,

SN500, SN700, SN900, SN910

SN2000, SN3000, SN6000,

SNi40,

VS5,VS10, V50, V100, V200, V500 and VU.

Copyright © Stormshield 2016. All rights reserved.

Any copying, adaptation or translation of this material without prior authorization is prohibited.

The contents of this document relate to the developments in Stormshield ’s technology at the
time of its writing. With the exception of the mandatory applicable laws, no guarantee shall be
made in any form whatsoever, expressly or implied, including but not limited to implied
warranties as to the merchantability or fithess for a particular purpose, as to the accuracy,
reliability or the contents of the document.

Stormshield reserves the right to revise this document, to remove sections or to remove this whole
document at any moment without prior notice.

Liability

This manual has undergone several revisions to ensure that the information in it is as accurate as
possible. The descriptions and procedures herein are correct where Stormshield Network
firewalls are concerned. Stormshield rejects all liability directly or indirectly caused by errors or
omissions in the manual as well as for inconsistencies between the product and the manual.

Notice

WEEE Directive

All Stormshield products that are subject to the WEEE directive will be marked with
the mandated "crossed-out wheeled bin" symbol (as shown above] for items
shipped on or after August 13, 2005. This symbol means that the product meets the
requirements laid down by the WEEE directive with regards to the destruction and
reuse of waste electrical and electronic equipment.

For further details, please refer to the website at this address:
https://www.stormshield.eu/about/recycling/.

| =t

snengde snrmonitor-v2 - Copyright © Stormshield 2016


https://www.stormshield.eu/about/recycling/

*’ REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
STORMSHIELD . FOREWORD

1. Table of contents

FOREW O RD e 2
[ (of=] o 1Y - 2
Products concerned ... 2
Copyright © Stormshield 2016. All rights reserved. ... ... . i 2
Liability L 2

N Ot e 2
L INTRODUCTION e 6
1.1 BASIC PRINCIPLES .o 6
1.1 L WHO SHOULD READ THIS e 6
1.1, 2 TYPOGRAPHICAL CONVENTIONS e 6
1.1.3VOCABULARY USED IN THE MANUAL .. .o /

L LA GETTING HELP 8
1.1, 5 TECHNICAL ASSISTANCE CENTER ... oo 8
1.2 SOFTWARE INSTALLATION e 8
1.2. 1 PRE-REQUISITES e 8
1.2.2 INSTALLING VIA YOUR PRIVATE AREA 9
2. SN REAL-TIME MONITOR 10
2. CONNECTION L 10
2. L ACCESS L 10
2.0, 2 CONNECTION e 11
2.1.3 ADDRESS BOOK .. 12
2.2 GETTING FAMILIAR WITH REAL-TIME MONITOR ... 15
2.2.1 PRESENTATION OF THE INTERFACE . ... e 15
2.2.2 INTRODUCTION TO MENUS oo 39
2.2.3 APPLICATION SETTINGS . . . 40
2.2.4 DEFAULT MONITORING SETTINGS ... o 43
3. INFORMATION ON FIREWALLS .. e, 45
3 L OVERVIEW 45
3 L L INtrOd UG ON 45
3.1.2 Overview of information on vulnerabilities ... .. . il.. 46
3.l 3 List of fireWalls ... 46
3.4 Connection 0@ ..o L. 47
3 2 DASHBOARD oL 47
32 L INtrOdUC T ON 47
3.2.2Selectinga produCt ... il 48
3.2.3 System information ... .. . i 49
3L A MBMOIY Lol 49

3 2. D CPU L 49
32 B TEemMpPeratUre L 50

3 2. HardWare . 50
3.2.8 Active network policies ... ... ..l 50
32 0 AIarINS L 50
3.2 A0 VUINerabilities ... 51
32 L VPN TUNNBIS L 51
3.2.12 Active Update oL 51
32 03 08 . 51
32 A S IVICES . 51

. Page 3/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



& REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

STORMSHIELD ] FOREWORD
3.2.85 Proxy Cache ... i 51
3.2 B INterfaCeS . 52
3.2.17 Top 5 interfaces for incoming throughput ... ... ... ... 52
3.2.18 Top S interfaces for outgoing throughput ... 52
3.2.19Top 5 hosts forincoming throughput . ... 52
3.2.20 Top 5 hosts for outgoing throughput ... .. 52
3.2.21 Stormshield Management Center ... ... ... i i 52

4. REAL-TIME INFORMATION . 53
A L EVENT S . 53
4.2 SN VULNERABILITY MANAGER (SNVM) .. 56

4.2, 1 INtrodUCtiON L. 56
4.2.2Vulnerabilities tab .. ... 57
4.2.3 Application tab ... 59
424 Eventstab .l 61
A 3 HOST S 63
4,31 Hosts” tab ... 63
4.3.2DHCP leases” tab ... 68
A A INTERFACES .. 69
441 INtrodUCtiON L. 69
4.4.2 Legend view (or tabular view of interfaces) ... 70
4.4.3  Details” VIBW L /1
4.4.4 " Bandwidth”tab ... ’1
4.4.5Connections” tab ... .. 72
4.4.6 “Incoming connections” tab ... ... 72
4.4.7 “Outgoing connections” tab .. .. 73
4.4.8 “Throughput” tab . i 73
4.5 QUALITY OF SERVICE (00S) ... o 73
4.5.1 "Diagram’ VIEW . ’4
4.5.2“Connections” VIeW ... . 4
4.5.3 Filter rules” View ... 74
4B USERS . L ’5
46,1 INtrodUCtiON .o /5
4.7 QUARANTINE — ASQ BYPASS ’6
4.7.1"Quarantine” VIeW _ .. 7
4.7.2 “ASO BYPaSS” VIBW .. ’7
48 ROUTERS . 7

S NETWORK ACTIVITY L ’9

L VPN TUNNELS L 79
5.1.11PSec VPN Tunnelstab ... . . .. 79
5.L.2SSLVPNTunnels tab ... . . 80
D2 ACTIVE UPDATE il 81
5 3 SERVICES ... 82
A HARDWARE L 83
5.4.1 High availability ... ... 83
5.4.2 Power SUPPlies ..o L 83
543 SIMA R T deViCes ... 83
DA A RAID 84
5.4.5 Log Storage Disks ... . 84
6. POLICIES 84

. Page 4/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



& REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

STORMSHIELD FOREWORD

B. L FILTER POLICY o 84
B.1.1 “CONNECHIONS” VIBW - oo oo 85

B.2 VPN POLICY 85

. LOGS 86
L STATUS OF USE .. 86
R LOG TYPES 87
L L PN 87
LAV (=] 1 1 88

8. APPENDICES 89
8.1 Appendix A FAD . 89
8.2 Appendix B: Session and user privileges ... 90
8.3 Appendix C: SAstates ... ... ... 91

., Page 5/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



2 REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
STORMSHIELD 1. INTRODUCTION

1. INTRODUCTION

1.1 BASIC PRINCIPLES

1.1.1 WHO SHOULD READ THIS

This manual is intended for network administrators or, at the least, for users with IP knowledge.

In order to configure your Stormshield Network UTM firewall in the most efficient manner, you
must be familiar with IP operation, its protocols and their specific features:

« ICMP (Internet Control Message Protocol)
o |P (Internet Protocol)

 TCP (Transmission Control Protocol)

« UDP (User Datagram Protocol)

Knowledge of the general operation of the major TCP/IP services is also desirable:
e HTTP

e FTP

o Mail (SMTP, POP3, IMAP)

o Telnet

e DNS

o DHCP

e SNMP

e NTP

If you do not possess this knowledge, don't worry: any general book on TCP/IP can provide you
with the required elements.

The better your knowledge of TCP/IP, the more efficient your filter rules and the greater your IP
security.

1.1.2 TYPOGRAPHICAL CONVENTIONS

Abbreviations
For the sake of clarity, the usual abbreviations have been kept. For example, VPN (Virtual Private
Network).

Display

Names of windows, menus, sub-menus, buttons and options in the application will be
represented in the following fonts:

Example: menu Interfaces
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Indications

Indications in this manual provide important information and are intended to attract your
attention. Among these, you will find:

€ NOTE/REMARKS
These messages provide a more detailed explanation on a particular point.

@ WARNING/RECOMMENDATION
These messages warn you about the risks involved in performing a certain manipulation or
about how not to use your appliance.

QTP

This message gives you ingenious ideas on using the options on your product.

@ DEFINITION
Describes technical terms relating to Stormshield Network or networking. These terms will
also be covered in the glossary.
Messages
Messages that appear in the application are indicated in double quotes.

Example: "Delete this entry?”

Examples

Example: This allows you to have an example of a procedure explained earlier.

Command lines
Command lines

Indicates a command line (forexample,an entry in the DOS command window).

Reminders
Reminders are indicated as follows:

& Reminder.

Access to features
Access paths to features are indicated as follows:
D Access the menu File\Firewall.

1.1.3 VOCABULARY USED IN THE MANUAL

Dialup Interface on which the modem is connected.
Firewall Stormshield Network UTM device /product

(or policy). Configuration files which allow generating filter and NAT policies, for
Configuration slot example.

Logs A record of user activity for the purpose of analyzing network activity.

snengde snrmonitor-v2 - Copyright © Stormshield 2016
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1.1.4 GETTING HELP

To obtain help regarding your product and the different applications in it:

o website: https://mystormshield.eu/. Your secure-access area allows you to access a
wide range of documentation and other information.

¢ usermanuals: Stormshield Network Global Administration, Stormshield Network REAL-TIME
and Stormshield Network Event Reporter.

1.1.5 TECHNICAL ASSISTANCE CENTER

Stormshield Network provides several means and tools for resolving technical problems on your
firewall.

o Aknowledge base.
o Acertified distribution network. As such, you will be able to call on your distributor.

o Documents: these can be accessed from your client or partner area. You will need a client
accountin order to access these documents.

For further information regarding technical assistance, please refer to the document "Support
charter”.

1.2 SOFTWARE INSTALLATION

This section provides you with the elements for installing the software suite that would allow you
to administer your product. For further information on the appliances and how to install them,
please refer to the product installation guide.

You will need the graphical interface installation file. This file can be found on the website
(https://mystormshield.eu/). The installation file is in English and French. You will also need
your firewall’s internal IP address as well as its serial number.

1.2.1 PRE-REQUISITES

The basic library corresponds to all the modules necessary for the other programs. 15.3 MB of
hard disk space is necessary.

The minimum installation groups together:

o Stormshield Network Unified Manager: Graphical interface for the administration of
Stormshield Network Firewalls

o Stormshield Network Real-Time Monitor: Real-time viewer of your Stormshield Network Firewall
(2.58 MB)

« Stormshield Network Event Reporter: Log consultation and management on your firewall (140
MB)

The installation comprises all the graphic configuration tools of the Stormshield Network suite,
which serve as the interface between the user and the appliance. These tools have to be
installed on an administration workstation.

The Stormshield Network Firewall is fully configured via a software program developed by NETASQ
— Stormshield Network Global Administration. Using this program, you will be able to configure
your firewall from a Windows workstation.
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You will need the following elements in order to install this software:
o CPU with a minimum of 2GHz
o A minimum of 2 GB of RAM (Windows 7] for client software, 2 GB for server software.

o About 300MB of hard disk space as this is what the software will occupy after its installation.
If possible, reserve several gigabytes of space for the database (depending on the activity of
the connected firewall(s).

o Ethernet 100 or 1000 Mbps network card

Software applications are supported on the following operating systems:

e Microsoft Windows 7 and 8,
o Microsoft Windows Server 2008 and 2012.

1.2.2 INSTALLING VIA YOUR PRIVATE AREA
Download the necessary files from the website and execute the .EXE program corresponding to
the administration suite. The installation information will appear in the same language as the

version of Windows that has been installed.

Verification procedure

Signature verification procedure

When you download an application from your client or partner area on
https://mystormshield.eu/, the following message will appear: “Open a file or save on your
computer?”

e Ifyou choose “Open”, your web browser will check the signature automatically and inform
you about the results.

o If you choose “Save” (recommended option), you will need to perform the check
manually.

Manual verification

To manually check the application’s signature, follow the procedure below before installing the
application:

1 Right-click on the Stormshield Network appliance whose signature you wish to check then
select the menu Properties from the contextual menu that appears.

H select the Digital signatures tab then the name of the signor (NETASQ).

EJ Ciick on Details: this window will indicate whether the digital signature is valid.

Registration

During installation, you will be asked to register your product. This registration is mandatory in
order to obtain your product’s license, to download updates and to access technical support.

snengde snrmonitor-v2 - Copyright © Stormshield 2016
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2. SN REAL-TIME MONITOR

Stormshield Network Real-Time Monitor allows you to visualize your Firewall’s activity in real time
and provides the information below:

« Use of the Firewall’'s internal resources (memory, CPU, etc.),
o List of raised alarms when vulnerabilities are detected,
e Listof connected hosts and users,
¢ Real-time alarms,
o Number of connections, bandwidth use, throughput,
o Listand statut of gateways used by the firewall,
¢ Information on the status of interfaces and VPN tunnels,
o Lastlogs generated,
o Use of disk space allocated to logs.
With this tool, you can connect to several Firewalls and supervise all of them.

Stormshield Network Real-Time Monitor provides a simple display of connections transiting via
the Firewall, along with any alarms it has generated.

By default, Monitor can only be run on a machine connected to the internal network and must be
running permanently in order to avoid missing any alarms.

SN Real-Time Monitor logs on to firewalls using their web administration port (TCP/443 — HTTPS by
default), therefore making it possible for users to benefit from the authentication methods and
policies defined on monitored firewalls. When this port is modified (Firewall administration tab in
the Configuration module], the connection can be established by indicating the firewall's IP
address and the customized administration port, separated by colons (“”).

2.1 CONNECTION

2.1.1 ACCESS

There are 2 ways to launch the Stormshield Network Real-Time Monitor application:

o Via the shortcut Applications\Launch the REAL-TIME-MONITOR in the menu bar on other
applications in the Administration Suite.

o Via the menu Start\Programs\Stormshield\Administration Suite 2.1\ Stormshield Network
Real-Time Monitor.

If this is your very first time connecting to your product, a message will prompt you to confirm the
serial number (found on the underside of the firewall).
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The Overview window will open upon connection:

@) cone
[@ Vulnerability Ma.
M Hosts.
M Interfaces
[zj Quality of Service
@J Users.
[£9] Queranne -5
@ Routers.
@ VPN tunnels
2 o

Q w

ﬁ System

Search mmsss) B+ = 4 ¥ @ EF© 06

foconnect ¥ Readonly ¥ State FName  PAddess  TUser ¥ Model ¥ Fimnware ¥ ActiveUpdate ¥ Vuinersbilty Mansger ¥ Antiirus ¥ Backupversion ¥ Lsstslarm ¥ Vulnersbilties ¥ Globalfiter ¥ Fiter

v

admin

admin

@ Connecied admin_ SN3000 @ Ensbled @ Enabled @ Dissbled 2 Major: 0; Mi.. 2 <None> Filter09
admin

Disconnecte 4 admin

EEEEER]
EEEO0O

2

3

Connection logs

Figure 1: Overview

2.1.2 CONNECTION

Stormshield Network Real-Time Monitor is opened differently depending on the option chosen
in the tab Startup behavior in Application settings (cf. Part 2/Chapter Startup behavior).

The possible options are:
o Direct connection
o Connectto automatic connection data sources
¢ None

Direct connection to a Stormshield Network multifunction Firewall
Direct connection allows you to enter connection information for a specific firewall.

To make a direct connection, go to the menu File\Direct connection. Or, if Monitor has been
configured to connect directly at startup, the following window will appear:

@ Direct connection @

Address:

User:

Password:

Read only =

Figure 2: Direct connection
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€ Note
For more information regarding connection, please refer to Part 2/Chapter Startup behavior.

1 Indicate the firewall's IP address in the Address field. If the firewall's web administration port
has been modified, indicate the |IP address followed by a colon, then the administration port.

Example: 192.168.0.1:3333.
B enterthe user login in the User field.

EJ enterthe user password in the Password field.

@ REMARK
Select the option Read only to connect to the firewall in read-only mode.

Click on the Connect button.

5 A message suggesting the acceptance of the firewall's certificate will then appear. Click on
Trust this certificate and log on in order to finalize the connection to the firewall.

Opening the address book

Go to the menu File\Address book to open the address book. Or, if Monitor has been configured to
open the address book at startup, the Address book window will appear:

€ Note
For more information regarding the address book, please refer to Chapter Address book.

Connecting automatically to the data source

If this option has been selected in Startup behavior\Application settings, Monitor will directly
open the "Overview" main window and the application will automatically connect to the existing
firewalls. (cf. for more information regarding connection, please refer to the section Startup
behavior.)

None

If this option has been selected in Startup behavior\Application settings, Monitor will directly
open the "Overview" main window but no application will be connected to the firewall. Only the
Overview menu will be enabled. The other menus in the directory will be grayed out. (cf. for more
information regarding connection, please refer to the section Startup behavior)

2.1.3 ADDRESS BOOK

The address book can be accessed from the menu File\Address book.

@ REMARK

The address book can also be opened automatically upon the startup of the application if
you have selected the option in Application settings/Behavior at start up (See chapter
Startup behavior].

Itis possible to store connection data on your different Firewalls. This information is stored on the
same client workstation on which the interface has been installed. It may be encrypted if you
check the option Address book is encrypted. In this case, you will be asked to enter an

\ Page 12/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



€ REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
STORMSHIELD 2. SN REAL-TIME MONITOR

encryption key. The information that is stored for each firewall includes the IP address, login
name, connection password and the serial number of the Firewall to which you wish to connect.
This password belongs to an authorized user.

By specifying a serial number, you will protect yourself from “man-in-the-middle” attacks. If you
attempt a connection on a firewall that does not meet the “serial number” criterion indicated in the
address book, the monitor will inform you that you are attempting to connect to an unknown
firewall. You will also be asked if you wish to add this serial number to the list of authorized
firewalls. Verify the information displayed in the monitor before accepting such a request.

Once this information has been entered, you may save it using the Save button. To open a
session on one of the Firewalls from the address book, click on its name then on the OK button, or
simply double click on the name of the Firewall.

@ WARNING

If you modify the Address book is encrypted option, the address book has to be saved
once more to apply the changes

Check the option Display passwords to check the passwords used for each Firewall saved in the
address book (passwords are displayed in plaintext).

Adding an address
Click on the Add button to add an address to the address book. Otherinformation to supply:

Name The name of the firewall
IP address of the firewall. If the firewall's web administration port has been modified,

Address indicate the IP address followed by a colon, then the administration port. E.g.:
192.168.0.1:3333.

Login The user account.

Password User password.

Confirm Confirms the password.

Description Description or comments regarding the firewall.

Modifying an address

The procedure for modifying an address in the address book is as follows:
N select the firewall to be modified.

H Ciick on the Modify button. The following window will appear:

Mame: Fireweall 1
Addrass:
Ladgin: admin

Password:  ssssssssss
Confirm: ssssssnnns

Description:

[ ok [ coma

Figure 3: Modifying an address

3 Make the necessary changes.
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Click on OK to confirm changes.

Deleting an address
The procedure for deleting a firewall from the address book is as follows:

u Select the firewall to delete.

H Ciick on the Delete button. The following message will appear:
"Confirm deletion of these items?"

Click on Yes or No to confirm deletion or cancel.

Importing an address book

The procedure forimporting an existing address book is as follows:

1 Click on the Import button. The following window will appear:

@ fddress book import

=5
QQ [0+ Computer » Local Disk (G » Administration Suite » [ 42 ][ Search Administration Suite 2|
Organize v New folder £ O @
X Favorites '~ Name ° Date modified Type Size
B Desktop Docurnent its 15/05/201416:24 File folder
& Downloads Languages 15/05/201416:24 File folder
| RecentPlaces | irunindat 15/05/201416:24 DAT File KB
8 oo
' Music
=] Pictures
B videos
1% Computer
&, Local Disk (3
o DVD Drive (D9 G¢
€ Network
File name: ~ | Address book file (*.dat) ~
Figure 4: Importing the address book
H select the file to import.
@ REMARK
The file to import should be in .dat format.
Click on Open.
Exporting an address book
The procedure for exporting an existing address book is as follows:
¥ Ciick on Export. The following window will appear:
\ Page 14/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016
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@ Address book export =
QQ |1 Computer » Local Disk (C) » Administration Suite » ~ [ %2 |[ Search Administration Suite 9|

Organize v New folder = @
X Fvorie: > Meme ° Date modified Type Size
B Desktop Documen ts 15052014 16:34 File folder
& Downloads Languages 15052014 16:34 File folder
%l Recent Places L irunin.dat 1S/05/2004 16:24 DAT File KB
4 Libraries
[ Documents
& Music

=] Pictures

B videos

8 Computer
&, Local Disk (C3

A DVD Drive D3 6 ~

ile name: |

Saveas type: | Address bookfile (*dat) -]

Figure 5: Exporting the address book

(2] Select the file to export.

€ REMARK
The file to export should be in .dat format.

EI Click on Save.

Search
The search covers all information found in the columns.

Information can be filtered on a column and the search can then be refined.

Examples:

o Filteron the “Address” column containing 129: a list of results will appear; next, launch a
global search by refining according to address.

o Filter on the “Address” column beginning with “10.2”, then search from the displayed

addresses, hosts with addresses beginning with “10.2.14” by entering only “14” in the
search field.

2.2 GETTING FAMILIAR WITH REAL-TIME MONITOR

2.2.1 PRESENTATION OF THE INTERFACE

Main window

From this window, you can open several windows, each connected to different firewalls.
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arch:

0 of the winerabilties are aritical
[0 of the vulnerabiities are remote

rems:33| @ O = 4 ¥ @ BPJ W 6

[ Aute connect

¥ Read only ¥ state ¥ Name 7 Address 7 User 7 Model 7 Firmware 7 Active Update ¥ Vulnerability Manager ¥ Antivirus 7 Backup versior ¥ Last alarm 7 Vulnera)
@ Connected admin @ Enabled @ Enabled @ Disabled Major: 1; Minar.. 1
@ Connected admin @ Enabled @ Enabled @ Disabled Major: 0; Minor.. 0

2dmin

ooE

i ]

1 Authenticated
form

Authenticating
Authenticated

Figure 6: Overview

Once Monitor is connected, it will open a welcome window (Overview Menu) which will display
various types of information on the firewall’s activity.

It consists of five parts:

A menu bar
A horizontal bar containing icons relating to connection and a search zone

Avertical bar containing a menu directory allowing Stormshield Network Real-Time Monitor
options to be viewed and configured

Aresultdisplay zone
A status bar

€ REMARK
The other windows in the menu directory may contain the following buttons:

e Refresh

o Show/Hide help
e Firewall

e Duplicate

Description of icon

4  Connects via the address book.

@ Connects to a firewall

=  Djsconnects or deletes a connection.
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#  Connects to the selected firewall.

x

#*  Disconnects from the selected firewall.

£  Edits the address book address book.

ﬁ Displays the dashboard of the selected firewall.
Generates a web report for the selected firewall:

¢ Summary of system resources, memory, CPU, etc.

o List of connected hosts (IP address, interface to which the user is connected,
amount of data transferred, number of connections, throughput used...).

« List of authenticated users (user name, IP, remaining time on authentication
period...).

o List of alarms raised (major and minor).
o List of active VPN tunnels.

o List of active services.

o Status of the Active Update module.

o Statistics.

o Vulnerability Manager...

@ Logs on to the selected firewall's web administration.

Tabs
The main window contains the following menus: File, Windows, Applications, and ? (Help).
File Allows you to connect to Firewalls and to access the application’s general options.
Windows Allows you to organize the connection windows on the screen.
Aoplications Enables you to execute the two other applications making up the Stormshield Network
PP Administration Suite: Global Administration and Event Reporter.
2 (Help) Allows you to access the relevant Help file, and to know which version the monitor

runs on.

Menu directory

This window lists the firewalls. Monitor opens in this window once the connection has
been established...

Overview o The Console sub-menu: When the option Enable is selected in the menu Application
parameters\Miscellaneous in the console zone, you will be able to access firewalls
in console mode (CLI commands). When this window is validated, a Console menu
will be added under the Overview menu directory.

Dashboard This window gives you a summary of the main information relating to your product’s

activity.
Events This window lists events that the firewall has raised.
Vulnerability Manager This wmd.o.w allows you to view alarms being raised and to get help in the event of
vulnerability.
Hosts List of hosts on your network.
\ Page 17/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016
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This window allows you to get statistics on bandwidth, connections and throughput.
This window allows you to analyze your bandwidth, connections and throughput.
This window allows you to get information on users and session privileges on
authentication.

This window displays the list of dynamically quarantined hosts.

This window displays static information on the operation of VPN tunnels and on the
source and destination.

This window sets out the status of Active Update on the firewall for each type of
update available.

This window shows the active and inactive services on the firewall and how long they
have been active/inactive.

This window shows information on the initialization of high availability and RAID.
This window displays the active filter policy by grouping the implicit and local rules.
This window allows viewing the configuration of different VPN tunnel policies.

This window allows viewing in real time the size of the log file.

o The sub-menu VPN provides information on VPN logs.

¢ The sub-menu System provides system information.

Data and options from the selected menus in the horizontal bar appear in this zone. These
windows will be explained in further detail in the corresponding sections.

Contextual menu on columns

Right-clicking on a column header will display the following options :

Filter by this column...

Clear column filter
Clear all filters

Clear all filters except

this
Hide column
Columns

Adjust column width to

fit contents

Isolates a set of events according to the criteria provided. For example, filtering by
events with a “minor” protocol. When a filter has been applied to a column, the icon

¥ will appear in blue in the column label.
Removes the filter that was previously set on the column.
Removes the filters set on all the columns.

Removes the filters set on all the columns except for the filter on the selected column.

Hides the selected column.
Allows selecting the columns to display.

Columns will be resized according to the contents.

When the menu Filter by this column is selected, the following screen will appear:
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Figure 7: Filter by this column

The screen relates to the column that had been selected previously. (E.g.: Filter by the “Details”
column).

« Hide blank fields option: allows displaying only fields that contain data.

« Filter by selected values option: a value can be entered manually or selected from the
suggested list.

To create a filter, you only need to select one or several values from the suggested list and add
them in order for them to appear in the section to the right of the table.

You may use the following operators:
o Equals: the values found have to be equal to those selected.
Contains: looks fora word in a phrase

Begins with: looks for a phrase beginning with a string

o Ends with: looks fora phrase ending with a string.

Joker (Wildcard): See the table below.

Regular expression: cf. http://qt-project.org/doc/qt-4.8/qregexp.html

c E.g, if “c” is entered, the system will search for all occurrences of “c”.

Allows searching for a single character.
* Allows searching for one or several characters.

Allows entering several characters between square brackets. For example, if [ABCD]
[...] is selected, the search will be conducted for A or Bor C or D. If [A-D] is entered, the

search will be for ABCD, if [A-Z] is entered, the search will be for all capital letters.

Events can therefore be filtered according to one or several values. For example, displaying
events using the protocol HTTP or https.

\ Page 19/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016


http://qt-project.org/doc/qt-4.8/qregexp.html

%

REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

STORMSHIELD 2. SN REAL-TIME MONITOR

Page 20/92

It is also possible to negate a criterion by selecting the option No. For example, displaying all
entries except if the protocol is HTTP.

o Columns can be resized according to their contents (option Adjust columns to fit
contents).

Furthermore, the administrator can sort the table by clicking on the column by which he wishes
to sort.

Contextual menu on lines

Right-clicking against a line will display a contextual menu that allows various operations. The
options offered vary according to the table.

Overview
3 contextual menus can be opened in this window:

o When right-clicking against a firewall
o When right-clicking against an empty zone in the list of firewalls
o When right-clicking against in the “Connection logs” view

Contextual menu relating to a firewall

Show dashboard... Opens the Dashboard menu of the selected firewall.
Clicking on this button will generate a report in HTML. This report will contain the
following information at any given moment: system information, memory, connected
Generate aninstant  users, services, Active Update status, bandwidth statistics, connection statistics,

web report... vulnerabilities, number of hosts, authenticated users, number of major and minor
alarms, quarantine, the number of VPN tunnels, filter rules and configured IPSec
tunnels.

Run the web

administration Allows logging on to the web administration interface of the selected firewall

interface

Disconnect Allows disconnecting from the selected firewall.

Remove this firewall

from the connection  Enables disconnecting and deleting the entry that corresponds to this connection.
list...

Add a new firewall to
the connection list and
connect to it

Add a firewall from the
address book to the
connection list

Add this firewall to the
address book

Edit the address book Opens the address book window to enable editing

Displays the direct connection window to enable connecting to a firewall.

Opens the address book window to allow the selection of a registered firewall.

Opens a window that will allow saving the selected firewall in the address book.

Contextual menu from right-clicking against an empty zone

Displays the direct connection window to enable connecting to a

Add a new firewall to the connection .
firewall.

list and connect to it
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Opens the address book window to allow the selection of a registered

Add a firewall from the address .
firewall.

book to the connection list

Edit the address book Opens the address book window to enable editing,

Contextual menu relating to connection logs

Copy Copies the selected log line(s).
Copy Link Location ~ Copies the location of the link.
Select all Selects all the log lines.
Clear logs Deletes all log lines.

Events

Right-clicking against a line containing an event will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
Indicates the name of the source host. If this option is selected, the Hosts menu will
open.

View source host...

View destination Indicates the name of the destination host.

host...
This option allows:
o Creating an object corresponding to the selected source IP address directly in
Add the source host to the firewall's object base in Stormshield Network Real Time Monitor.
the Object base « Adding this object to an existing group on the firewall.
For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.
This option allows:
e Creating an object corresponding to the selected destination IP address
Add the destination directly in the firewall’s object base in Stormshield Network Real Time Monitor
host to the Object base « Adding this object to an existing group on the firewall.

For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.

Allows pinging the source host from the firewall and obtaining its response time as a

Ping source host
g result.
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Two Traceroute commands are used to determine and test all appliances traffic has to
go through in order to reach the source host from the firewall. The results are
presented in the form of a table containing four columns.

© Riésuitats du Tracenoute vers 196.154.225.109 ——
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o |IP address no. 1: nominal IP address of hosts encountered.

« IP address no. 2: alternative IP address of hosts encountered (appliances
in load balancing, for example).

Time 1: response time of each appliance during the first Traceroute.

Time 2: response time of each appliance during the second Traceroute.

€ ReMARK
When an appliance on the route does not respond to Traceroute requests, SN
Real-Time Monitor will wait for the test packet to expire. The display time of the
results window may then be longer.
Allows pinging the destination host from the firewall and obtaining its response time
asaresult.
Allows testing and listing (Traceroute) all appliances traffic has to go through in order
to reach the selected destination host from the firewall. This action works in the same
way as Traceroute to source host.

Ping destination host

Traceroute to
destination host

Send source to Allows quarantining the source host for a fixed period of 1 minute, 5 minutes, 30
quarantine minutes or 3 hours.

View packet... Allows opening the tool that will allow viewing malicious packets.

Empty alarms Purges the list of displayed alarms.

Copy to the clipboard Copies the selected line to the clipboard.

Vulnerability Manager

In the Vulnerability tab, 3 contextual menus can be opened:
o When right-clicking against a line detailing a vulnerability
e When right-clicking against a line detailing a host
o When right-clicking against the help zone

Contextual menu relating to a vulnerability

Right-clicking against a line containing vulnerability will bring you to the contextual menu that will
allow you to:

snengde snrmonitor-v2 - Copyright © Stormshield 2016



%

STORMSHIELD

Page 23/92

Filter this column by
this criterion

Filter only this column
by this criterion

Copy to the clipboard
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This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Example

If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Copies the selected line to the clipboard.

Contextual menu relating to a host

Right-clicking against a line containing a host will bring you to the contextual menu that will allow

you to:

Filter this column by
this criterion

Filter only this column
by these criteria

View the host

Add the host to the
Object base

Copy to the clipboard

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Example

If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

The Hosts menu directory will open to display additional information on the detected
host. During “pre-filtering”, the host concerned will be selected. The data will be
filtered according to the hostname if available, or by its address.

This option allows:

o Creating an object corresponding to the selected source IP address directly in
the firewall’'s object base in Stormshield Network Real Time Monitor.

 Adding this object to an existing group on the firewall

For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.

Copies the selected line to the clipboard. Data can be copied in two different ways:
o A single line is selected: in this case, this line as well as the lines of details
will be copied.

« Several lines are selected: in this case, only these lines will be copied to the
clipboard.

In the Application tab, 2 contextual menus can be opened:

¢ When right-clicking against a line detailing an application

o When right-clicking against a line detailing a host
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Contextual menu for a line containing an application

Right-clicking against a line containing an application will bring you to the contextual menu that
will allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.

Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Copies the selected line to the clipboard. Data can be copied in two different ways:

o Asingle line is selected: in this case, this line as well as the lines of details
Copy to the clipboard: will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu for a line containing a host

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing

Filter this column by “Major”. Caution: thisis a new filter system...

this criterion
€ notE
Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.

Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

The Hosts menu directory will open to display additional information on the detected
View the host host. During “pre-filtering”, the host concerned will be selected. The data will be
filtered according to the hostname if available, or by its address.

This option allows:

o Creating an object corresponding to the selected source IP address directly in
Add the host to the the firewall’'s object base in Stormshield Network Real Time Monitor.

Object base « Adding this object to an existing group on the firewall

For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.

In the Information tab, 3 contextual menus can be opened:
o When right-clicking against a line containing information
o When right-clicking against a line detailing a host
o When right-clicking against the help zone
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Contextual menu for a line containing information

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.

Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Copies the selected line to the clipboard. Data can be copied in two different ways:

o Asingle line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu for a line containing a host

Right-clicking against a line containing an event will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
The Hosts menu directory will open to display additional information on the detected
View the host host. During “pre-filtering”, the host concerned will be selected. The data will be
filtered according to the hostname if available, or by its address.
This option allows:

o Creating an object corresponding to the selected source IP address directly in

the firewall’'s object base in Stormshield Network Real Time Monitor.
Add the host to the ) ] ) o i
Object base  Adding this object to an existing group on the firewall.

For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.

Copies the selected line to the clipboard. Data can be copied in two different ways:

e A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

« Several lines are selected: in this case, only these lines will be copied to the
clipboard.
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Hosts
Many contextual menus can be opened in this window:
o When right-clicking against a host
o When right-clicking against the “Vulnerabilities” tab
o When right-clicking against the “Applications” tab
o When right-clicking against the “Information” tab
o When right-clicking against the “Connections” tab
o When right-clicking against the “Events” tab
o When right-clicking against the help zone
o When right-clicking against a DHCP lease

Contextual menu relating to a host

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

) NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
Enables deleting the host’s ASQ information. This may be useful especially if a host
has been hacked. The “Monitor modify” privilege is necessary. A message will appear,
asking you to confirm this action.
Resets VULNERABILITY MANAGER data for the selected host. The “Monitor modify”
Reset Vulnerability privilege is necessary. A message will appear, asking you to confirm this action. When
Manager information you perform this reset, the host will be deleted from the VULNERABILITY MANAGER
database and as well as from data counters (detected vulnerabilities, software...).
The quarantined host will be dynamically blocked for a duration to be specified. (This
Send to quarantine duration can either be 1 minute, 5 minutes, 30 minutes or 3 hours). The “Monitor
modify” privilege is necessary. You will not be asked to confirm this action.

Remove host from
ASQ...
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This option allows specifying a host’s operating system when Stormshield Network
Vulnerability Manager is unable to detect it automatically. The window will then offer
several fields:

Current operating system: The 0S that Stormshield Network VULNERABILITY MANAGER
uses for detecting vulnerabilities on a host. The 0S of a host may not be detected
sometimes.

Detected operating system: 0S that Stormshield Network VULNERABILITY MANAGER
detects after performing a traffic scan on a host. The Restore button allows removing
the 0S indicated by the user and reverting to the 0S detected by VULNERABILITY
MANAGER.

New 0S name: In the event the host’s 0S is not detected by VULNERABILITY MANAGER,
it is possible to impose it by selecting it from the suggested list. In this case, 2
situations may arise:

1. You are unable to specify the correct version (examples: Android, Blackberry,
etc). In this case, the “Version” field will remain grayed out. Click on OK in
order to force the OS to accept this value.

2. You are able to specify the version (example: Linux). In this case, the
Manually set the “Version” field will be modifiable and you will be able to enter a version
Operating System number (example: 2.6). Next, click on Validate. If VULNERABILITY MANAGER
detects the version, a name will appear [example, Linux 2.6.14]. To finish,

click on OK in order to confirm your selection.

Imposing the host’s 0S when it has not been detected will allow, in particular, viewing
the vulnerabilities of services and products according to the system.

Moty 0% on host a T |

Cusrent Operatrey Syatem Mot detected

Dietected Cperstng Systen: Mot detected | Hestore |
P Dperating System name

Hame: Mot detected

Mot detected
Andresd
BlackSerry
Cant05
Crica K05
Darwin
Debian
Fedora
FeesBSD
Gentoo

b AT

o Canoel

Figure 8: Manually set the 0S
This option allows:

o Creating an object corresponding to the selected IP address directly in the
Add the host to the firewall's object base in Stormshield Network Real Time Monitor.
Object base  Adding this object to an existing group on the firewall.
For further information regarding this option, please refer to the Technical Note
“Stormshield Network Collaborative Security”.
Ping host Allows pinging the host from the firewall and obtaining its response time as a result.
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Traceroute to host

Allows testing and listing (Traceroute) all appliances traffic has to go through in order
to reach the host from the firewall.

Copies the selected line to the clipboard. Data can be copied in two different ways:

o A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

e Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu in the “Vulnerabilities” tab

This option allows restricting the list of results to the selected field. For example, if the

data is filtered by the priority “Major”, the administrator will get all the lines containing
Filter this column by~ Major”.
this criterion

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
View hosts wnh Fhe Allows displaying only hosts with a similar vulnerability.
same vulnerability

Copies the selected line to the clipboard. Data can be copied in two different ways::

e A single line is selected: in this case, this line as well as the lines of details

. will be copied.
Copy to the clipboard ) o . . .
e Several lines are selected: in this case, only these lines will be copied to the

clipboard.

Contextual menu in the “Applications” tab

This option allows restricting the list of results to the selected field. For example, if the

data is filtered by the priority “Major”, the administrator will get all the lines containing
Filter this column by~ Major”.
this criterion

€ NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
View all hosts that use The Stormshield Network Vulnerability Manager menu appears with the name of the
this application program concerned in pre-filtering
View the vulnerabilities The “Vulnerabilities” tab is selected with the name of the program concerned in pre-
for this application filtering.
Impose a server

application The “Monitor modify” privilege is necessary. Only server programs can be modified.
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Contextual menu in the “Informations” tab

Filter this column by
this criterion

Filter only this column
by this criterion

View hosts with the
same information

Copy to the clipboard

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.

Example
If your cursor pointed the destination / website consulted, the displayed list will only

present the elements containing this destination / website.
Allows filtering on hosts that have similar events.

Copies the selected line to the clipboard. Data can be copied in two different ways:

e A single line is selected: in this case, this line as well as the lines of details
will be copied.

 Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu in the “Connections” tab

Filter this column by
this criterion

Filter only this column
by this criterion

Ping source host

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€ noTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.

Example
If your cursor pointed the destination / website consulted, the displayed list will only

present the elements containing this destination / website.
Allows pinging the source host from the firewall and obtaining its response time as a
result.
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Two Traceroute commands are used to determine and test all appliances traffic has to
go through in order to reach the source host from the firewall. The results are
presented in the form of a table containing four columns.

© Riésuitats du Tracenoute vers 196.154.225.109 ——
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o |IP address no. 1: nominal IP address of hosts encountered.

« IP address no. 2: alternative IP address of hosts encountered (appliances
in load balancing, for example).

Time 1: response time of each appliance during the first Traceroute.

Time 2: response time of each appliance during the second Traceroute.

€ ReMARK
When an appliance on the route does not respond to Traceroute requests, SN

Real-Time Monitor will wait for the test packet to expire. The display time of the
results window may then be longer.

Ping destination host Allows pinging the destination host from the firewall and obtaining its response time

as a result.
Traceroute to Allows testing and listing (Traceroute) all appliances traffic has to go through in order
destination host to reach the selected destination host from the firewall.
Send connectionto  Allows quarantining the connection for a fixed period of 1 minute, 5 minutes, 30
quarantine minutes or 3 hours. This allows preventing certain downloads, for example.

Copies the selected line to the clipboard. Data can be copied in two different ways:
e A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

 Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu in the “Events” tab

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€ noTE

Using this option will replace all the current filters on the columns

Filter this column by
this criterion
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Traceroute to source
host

Ping destination host

Traceroute to
destination host

Copy to the clipboard
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This option allows you to restrict the list of the results pointed to by the cursor.
Example
If your cursor pointed the destination / website consulted, the displayed list will only

present the elements containing this destination / website.
This will open the tool that will allow you to view malicious packets.

Allows pinging the source host from the firewall and obtaining its response time as a
result.

Two Traceroute commands are used to determine and test all appliances traffic has to
go through in order to reach the source host from the firewall. The results are
presented in the form of a table containing four columns:

© Fésiats & Tracercute vers 195.154.225.109 —
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o [P address no. 1: nominal IP address of hosts encountered.

« IP address no. 2: alternative IP address of hosts encountered (appliances
in load balancing, for example).

Time 1: response time of each appliance during the first Traceroute.

Time 2: response time of each appliance during the second Traceroute.

€ ReMARK
When an appliance on the route does not respond to Traceroute requests, SN
Real-Time Monitor will wait for the test packet to expire. The display time of the
results window may then be longer.
Allows pinging the destination host from the firewall and obtaining its response time
asaresult.
Allows testing and listing (Traceroute) all appliances traffic has to go through in order
to reach the selected destination host from the firewall.
Copies the selected line to the clipboard. Data can be copied in two different ways:

e A single line is selected: in this case, this line as well as the lines of details
will be copied.

e Several lines are selected: in this case, only these lines will be copied to the
clipboard.
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Contextual menu relating to a DHCP lease

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Display host Allows displaying details of the selected host.

Ping host Allows pinging the host from the firewall and obtaining its response time as a result.

Allows sending Traceroute commands to determine and test all appliances traffic has
to go through in order to reach the host from the firewall.
Copies the selected line to the clipboard. Data can be copied in two different ways:

Traceroute to host

« A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

e Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Interfaces

Several contextual menus can be opened in this window:
o When right-clicking against an interface
¢ When right-clicking against the “Incoming connections” tab
o When right-clicking against the “Outgoing connections” tab

Contextual menu relating to an interface

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

Filter by these criteria

€ noTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.

Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only

present the elements containing this destination / website.

Display hosts
associated with this  This option allows displaying the list of hosts that have the same interface.
interface
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Contextual menu in the “Incoming connections” tab

Filter by these criteria

Filter only this column
by this criterion

View source host...

View destination
host...

Send connection to
quarantine

Copy to the clipboard

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Example

If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Indicates the name of the source host. If this option is selected, the Hosts menu will
open.

Indicates the name of the destination host.

Allows quarantining the connection for a fixed period of 1 minute, 5 minutes, 30
minutes or 3 hours. This allows preventing certain downloads, for example.

Copies the selected line to the clipboard. Data can be copied in two different ways:
o A single line is selected: in this case, this line as well as the lines of details
will be copied.

e Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu in the “Outgoing connections” tab

Filter by these criteria

Filter only this column
by this criterion

View source host...

View destination
host...

Send connection to
quarantine

Copy to the clipboard

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing
“Major”.

€D NoTE

Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Example

If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Indicates the name of the source host. If this option is selected, the Hosts menu will
open.

Indicates the name of the destination host.

Allows quarantining the connection for a fixed period of 1 minute, 5 minutes, 30
minutes or 3 hours. This allows preventing certain downloads, for example.

Copies the selected line to the clipboard. Data can be copied in two different ways:
o Asingle line is selected: in this case, this line as well as the lines of details
will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Quality of Service
Please refer to chapter QUALITY OF SERVICE [0oS)
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Users
2 contextual menus can be opened in this window:

o When right-clicking against the “users” zone
o When right-clicking against an “administration sessions” zone

Contextual menu from right-clicking against the “users” zone

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “Major”, the administrator will get all the lines containing

Filter this column by~ Major”.

this criterion
€ note
Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Enables deleting the user's ASQ information. This may be useful especially if a user
Remove user from ASQ has been affected by an attack. The “Monitor modify” privilege is necessary. A

message will appear, asking you to confirm this action.

Copies the selected line to the clipboard. Data can be copied in two different ways:

o Asingle line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Contextual menu from right-clicking against the “administration sessions” zone

Copies the selected line to the clipboard. Data can be copied in two different ways:

o Asingle line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Quarantine — ASQ Bypass
2 contextual menus can be opened in this window:

o When right-clicking against the “Quarantine” zone
o When right-clicking against an “ASQ Bypass” zone
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Contextual menu from right-clicking against the “Quarantine” zone

This option allows restricting the list of results to the selected field. For example, when
filtering by a particular firewall address, the administrator will obtain only all the

Filter this column by~ relevantlines.

this criterion

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.
Copy to the clipboard Copies the selected line to the clipboard.

Contextual menu from right-clicking against the “ASQ Bypass” zone

This option allows restricting the list of results to the selected field. For example, when
filtering by a particular firewall address, the administrator will obtain only all the

Filter this column by~ relevantlines.

this criterion
€ note
Using this option will replace all the current filters on the columns

This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed a source address, the displayed list will only present the
elements containing this source address.

Copy to the clipboard Copies the selected line to the clipboard.

VPN Tunnels

This module now presents tunnels set up via IPSec VPN and SSL VPN under two separate tabs.

“SSL VPN Tunnels” tab

By right-clicking on a row of SSL VPN tunnels, you will access a contextual menu that allows you
to:

Filter this column by

R This option allows restricting the list of results to the selected field.
this criterion

This option allows restricting the list of results to the criteria under your cursor.
Filter only this column Example
by this criterion If your cursor pointed a username, the displayed list will only present the elements
containing this username.
This option allows displaying in the Hosts module in Real Time Monitor all the
View host... characteristics of the host corresponding to the IP addresses (vulnerabilities,
applications, connections, etc.).

Remove this tunnel  This option allows instantaneously shutting down the selected SSL VPN tunnel.
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“IPSec VPN Tunnels» tab

Right-clicking against a line containing a VPN tunnel will bring you to the contextual menu that
will allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the priority “mature”, the administrator will get all the lines
containing “mature”.

This option allows you to restrict the list of the results pointed to by the cursor.

Filter only this column Example

by this criterion If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Filter this column by
this criterion

View logs of outgoing .. o tion will allow displaying the SPIs of the negotiated outgoing SA.

SPIs
\SII:IVSV logs of incoming This option will allow displaying the SPIs of the negotiated incoming SA.
View the outgoing Hypertext link enabling the display of the outgoing policy visible in the VPN Policy
policy menu.
View the incoming Hypertext link enabling the display of the incoming policy visible in the VPN Policy
policy menu.
The selected tunnel will be deleted, but the configuration on the firewalls will still be
Reset this tunnel active. The SAs matching the selected tunnel will be cleared; new SAs will have to be
renegotiated so that the tunnel can be used again.
Reset all tunnels All tunnels will be deleted.

Active Update

Right-clicking against a line in the Active Update section will bring you to the contextual menu
that will allow you to:

Copies the selected line to the clipboard. Data can be copied in two different ways:

o A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

o Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Services

Right-clicking against a line containing a service will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the

data is filtered by the priority “Major”, the administrator will get all the lines containing
Filter this column by~ Major™
this criterion

€D NoTE

Using this option will replace all the current filters on the columns
This option allows you to restrict the list of the results pointed to by the cursor.
Filter only this column Example
by this criterion If your cursor pointed the status “Enabled”, the displayed list will only present the
elements containing this status.
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Copies the selected line to the clipboard. Data can be copied in two different ways:

e A single line is selected: in this case, this line as well as the lines of details
Copy to the clipboard will be copied.

 Several lines are selected: in this case, only these lines will be copied to the
clipboard.

Hardware

This is the menu dedicated to high availability. Please refer to section Hardware.

Filter policy
This menu allows you to view different types of rules:

Implicit rules

Global filtering rules

Localfiltering rules

NAT rules for local

For more information, please refer to section FILTER POLICY.

VPN Policy

Right-clicking against a line containing a VPN policy will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the destination router “Firewall bridge”, the administrator will get all
the lines containing “Firewall bridge”.

Filter this column by
this criterion

Filter only this column
by this criteri

View corresponding
tunnels

This option allows you to restrict the list of the results pointed to by the cursor.

This will open the VPN Tunnels menu with a filter.

Logs
VPN

Right-clicking against a line containing a VPN policy will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered on the message “Phase established”, the administrator will get all the

Filter this column by lines containing “Phase established”.

this criterion

€ noTE

Using this option will replace all the current filters on the columns
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This option allows you to restrict the list of the results pointed to by the cursor.
Example

If your cursor pointed the destination / website consulted, the displayed list will only
present the elements containing this destination / website.

Filter only this column
by this criteri

Copy to the clipboard Copies the selected line to the clipboard.

System

Right-clicking againsta line in the System section will bring you to the contextual menu that will
allow you to:

This option allows restricting the list of results to the selected field. For example, if the
data is filtered by the status “Enabled”, the administrator will get all the lines

Filter this column by~ containing “Enabled”.

this criterion

€ note

Using this option will replace all the current filters on the columns
Filter only this column
by this criterion
Copy to the clipboard Copies the selected line to the clipboard.

This option allows you to restrict the list of the results pointed to by the cursor.

Status bar

| Overview EJ Vulnerability Manager data (all) _'J Events ( ] _J Hosts ( }] |

Figure 9: Status bar

The status bar contains menus from the menu directory that may have been opened during a
session. Being able to do so is particularly useful when you are monitoring several firewalls at a
time. You will be able to get back the same information window for each firewall and thus make
simultaneous comparisons.

Button bar
| € Refresh | | “? Show help Firewal: | & 1" Duplicate |

Figure 10: Button bar

This bar appears in most menus in Monitor.

Refresh

This button allows you to reinitialize the list displayed (Alarms, VULNERABILITY MANAGER, Hosts,

Interfaces, Quality of Service, Users, Quarantine, VPN Tunnels, Active Update, Services, Hardware,
Filter Policy, VPN, Logs].

Show/Hide help

This button allows you to show or hide a help screen. Subsequently, you only need to click on
the selected line to get help when necessary.

Firewall

This drop-down menu allows you to filter the list of alarms on a selected firewall.
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Duplicate
The window can be duplicated using the button found in it. This comes in handy especially
when you wish to change the target (firewall or <all>) and view.
Search engine
The search zone is presented in 2 different formats:

15 format: the bar shown below can be seen on all screens except for the “Events” screen.

| Search: Items: 7/7

Figure 11: Search zone

2"d format: the bar below appears in the Events menu.

| [ Filker v] Search: | | Ttems: 186/188

Figure 12: Search zone - Events

The Filters button contains the filters defined by the application and allows obtaining only the
lines below:

e Alarm

e Virus

o Connection

e Web

o Mail

e FTP

o Filter

o SSL

e SSLVPN

o Authentication

o Applications (alarme)
« Protections (alarme)
o Malwares (alarme]

Search

In this zone, you will be able to conduct searches through elements in the list. Elements are
filtered at the same time search criteria are being entered.

2.2.2 INTRODUCTION TO MENUS

File
The File menu concerns connections to the firewall and the application’s general options.

Address book... Configures the firewalls’ address books.
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Opens a new Firewall connection window. Enter the IP address of the Firewall and the

user password.

Determines the behavior that Monitor should adopt at startup, enables getting a

Application settings... packet analyzer, defining a destination folder for reports, and the language used in
the graphical interface.

Default monitoring Configures memory, connection timeout and the frequency with which different

Direct connection...

settings... parameters will be refreshed.
Quit Disconnects monitors and shuts down the application.
Windows

The Windows menu enables managing the display windows of the different connected firewalls:

Maximize Opens the selected window.

Cascade Arranges the various connection windows in cascade.

Title Gives a global view of the main services offered by Monitor.

‘?vlijnp(::vavte current Duplicates the current window according to the firewall that you had selected earlier.
Overview IP address of connected firewall(s).

The drop-down menu indicates the last screens visited and identifies the current

Firewall addr . .
€ ess screen with a tick.

Applications

The Applications menu enables connecting to other applications in the Stormshield Network
Administration Suite. Using the two shortcuts provided the added advantage of not having to
reauthenticate on both applications.

Run the configuration Allows accessing the selected firewall's web administration interface.
application

Launch Stormshield  Enables opening the Stormshield Network Event Reporter module from the
Event Reporter Administration Suite.

? (Help)

Hel Opens a page that accesses your secure-access area, to allow you to obtain
P documentation.

About... Provides information on the monitor in use (version number, credits).

2.2.3 APPLICATION SETTINGS

Certain parameters can be configured in the Real-Time Monitor application.

o Select the menu File\Application settings...: the parameters window will appear.

Behavior at startup
This tab offers the different options that enable configuring the application’s behavior at startup.
@ Settings - - - @ﬂ_hj

Behavior at startup | External tools Report I Address book I Mizcellaneous |

_ Direct connection
@ Connect automatically to data sources

! Mone
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Figure 13: Behavior at startup

If this option is selected, the direct connection window will open when Monitor starts
up. It will enable you to enter the IP address of the desired firewall and the user
password.

Connect automatically If this option is selected, the connection will be established automatically on different

to data sources
None

External tools

Packet analyzer

Path

Parameters

Report

Destination folder

Number of events

firewalls in the address book.
The Overview window will open but Monitor will not connect to any firewall.

@ Settings - - - - l X
Behavior at startup External tools | Report I Address book | Miscelaneous |

Packet analyzer

‘fou can add the “Spacket_fie$” parameter (absolute packet file) to the packet analyzer tool of your
choice. This parameter will be automatically added as the last parameter if you do not explicitly use it.

Path:
(]

Parameters:

Figure 14: Settings — External tools

When an alarm is triggered on a Stormshield Network Firewall, the packet responsible
for setting off the alarm can be viewed. In order to do this, you need a packet viewing
tool like Ethereal or Packetyzer. Specify the selected tool in the field “Packet
analyzer”, which the Monitor will use to display malicious packets.

Indicates the location of the directory containing the application that allows analyzing
packets.

The parameter “$packet file$” can be added to the packet analyzer.

@ Settings > - - |
‘ Behavior at startup External tools Report Address book I Miscellaneous |
Destination folder: ‘Monitor \Reports E]

Number of events: 500 [

Figure 15: Settings —Report
Enables selecting the destination folder for the report.
The Reset button allows you to reset the directory for storing reports.

Allows defining the number of events desired when generating the report. By default,
the value is setto 500 lines.

€ REMARK
The report can be generated by right-clicking on a line in the Overview menu and by
selecting the option Generate a web report...
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Firewall

Summary.

MMMMM

Value.

mai 16 15:52:42 2014

Figure 16: Synthesis report

It displays information regarding the firewall for which you intended to generate a report. By
clicking on a link in the list, the information will be displayed in table or graph form.

In the example below, information on memory is displayed.

Memory

Value
03
03
0z
0z
03
13 %

Address book

Figure 17: Memory information

@ Settings

———

PRl X

Behavior at startup

External tools

Report Address book Miscellaneous |

File:

{AddrBook.gap E]

Figure 18: Settings —Address book

The Stormshield Network Global Administration, Stormshield NetworkReal- Time Monitor and
Stormshield NetworkEvent Reporter applications use the same address book and therefore the

same address book file.

To retrieve a .gap file (Stormshield Network project file), simply click on Browse.
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Miscellaneous

@ Settings —— - l P i
| Behavior at startup External tools Report Address book Miscellaneous
Language
[Englsh -]
Online help URL
™ Default
Start screen
Enabled
Console
[] Enabled
Minimize in systray instead of dosing application.
[] Enabled
Co )
= = =—— —

Figure 19: Settings —Miscellaneous

You can select a language for the interface's menus. The automatic selection will

Language choose the language installed on the PC's Windows 0S. After a language selection, the
Firewall Monitor must be restarted in order to apply the change.
Online help URL This option allows you to access at any time at the knowledge base.
If you select this option, the first window that appears on startup will contain the
Splash screen name, logo, version and loading status of the software. If it is not selected, the start

screen will no longer be displayed.
If the option Enable is selected, you will be able to access firewalls in console mode
Console (CLI commands). When this window is validated, a Console menu will be added under
the Overview menu directory.
Minimize in systray  If this option is selected, the application will be minimized in Systray instead of being
instead of closing shut down.
application

2.2.4 DEFAULT MONITORING SETTINGS

This menu enables configuring when all information contained in Monitor will be refreshed. There
are 6 parameters that regulate the frequence of data retrieval. You can define how long the
different logs (in number of lines) and datagrams (in minutes) will be displayed.

O The default parameters for monitoring can be accessed from the menu File\Default monitoring
settings.
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Event refreshment
frequency

Graph refreshment
frequency

Activity data
refreshment frequency

System data

Log refreshment
frequency

Configuration data
update frequency
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@ monitor

E

Updates Memary Miscellaneous

Event refreshment frequency:
Graph refreshment frequency
Activity data update frequency:
System data update frequency:
Log refreshment frequency

Configuration data update frequency:

seconds
seconds
minutes
minutes

minutes

oo w w88

|| [ [l [a[e] [l o]

minutes

Default

Figure 20: Monitor — Updates

Specifies in seconds when the list of detected events will be refreshed. The
refreshment frequency is set to 30 seconds by default and may be a minimum of 1
second and a maximum of 3600 seconds.

Specifies in seconds when graphs (Statistics, Interfaces, QoS and VPN SA] will be
refreshed. The refreshment frequency is set to 30 seconds by defaultand may be a

minimum of 10 seconds.

Specifies in minutes when activity data (hosts, authenticated users and Vulnerability
Manager) will be refreshed. The refreshment frequency is set to 3 minutes by default

and may be a minimum of 1 minute.

Specifies in minutes when system data (session data, high availability, RAID,
cryptography card, quarantine, services and Active Update) will be refreshed. The
refreshment frequency refreshment frequency is set to 3 minutes by default and may be a minimum of 1

minute.

Specifies in minutes when log data (Log space, filters, VPN, system, traffic and filter
logs) will be refreshed. The refreshment frequency is set to 5 minutes by default and

may be a minimum of 1 minute.

Specifies in minutes when configuration data (Anti spam, anti-virus, proxies, SPD and
system properties) will be refreshed. The refreshment frequency is set to 5 minutes
by default and may be a minimum of 1 minute.

@ REMARK
The Default button allows you to reset the parameters to their default values.

Memory

@ monitor

[ i

Memaory Miscellaneous

Mumber of log lines to be downloaded:
Graph period:

Maximum number of events displayed:

Maximum number of connections to display:

500 lines

15 minutes

20000 events

Al ]| [ae]| [ [a]

20000 Connections

Default
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Figure 21: Monitor — Memory

Number of log lines to
be downloaded
Graph period Indicates how long graphs will be displayed (Statistics from the Interfaces menul).
Configures the number of event lines that you wish to display in the Events menu. By
default, the value is set to 20,000 events and may be a minimum of 1 events and a
maximum of 2,000,000 events. The number of alarm lines indicated influences the
memory used:

Configures the number of log lines you wish to display in the Traffic menu.

Maximum number of
events displayed

The memory used for 150,000 event lines indicated for a firewall is about 220 MB.

The memory used for 300,000 event lines indicated for a firewall is about 430 MB.
Configures the maximum number of connections that you wish to display in the Hosts,
Interfaces, Filter policy and Quality of Service modules. If the value is zero, the
function will be disabled. By default, the value is set to 20,000 events.

Maximum number of
connections displayed

3. INFORMATION ON FIREWALLS

3.1 OVERVIEW

3.1.1 Introduction

© From the menu directory, the Overview menu allows you to display several types of information
regarding your firewalls. Once the connection with the firewall is established, this information will
be available.

The Overview menu consists of five zones:

e The menu directory

« An overview of information on vulnerabilities found on your network (Corresponds to the
chapter: VULNERABILITY MANAGER menu).

e Asearch and icon bar
o Alistof your firewalls
o Aview of connection logs
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Figure 22: Overview

3.1.2 Overview of information on vulnerabilities

This view indicates the number of vulnerabilities found, the number of critical vulnerabilities and
the number of vulnerabilities that are remotely accessible on your networks. These indications
represent links that allowing access to these vulnerabilities (VULNERABILITY MANAGER menu].

Network overview
| 1 vulnerability was detected on the monitored networks
Il 0 of the vulnerabiities are critical

9 0 of the vulnerabilities are remote

Figure 23: Network overview

3.1.3 List of firewalls

This view provides the following information on your product(s):

Selecting this option allows you to activate automatic reconnection of SN Real-Time

Auto connect Monitor in the event of a disconnection.

Read-only Select this option to activate read-only mode.

State Indicates the product’s connection status. Options: Connected/Disconnected.
Name Product’s name or IP address if the name has not been indicated.

Address Firewall's IP address.

User Login of the connected administrator account.

Model Product model: SN200, SN60QO...

Firmware Version of the firmware monitored in Firewall Monitor's "Firmware".

Active Update Indicates the update status of the Active Update module. Options: OK or x failure(s).
n&%&%&muw Indicates the number of vulnerabilities.

Antivirus Indicates the status of the antivirus. Options: 0K/Disabled.
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Version number of the backup module or of the firmware in the passive partition.

Indicates the number of major and minor alarms for the latest alarms (over the past
15 minutes). The maximum value is 100 even if the number of alarms exceeds this
value.

Indicates the number of vulnerabilities.

Indicates whether a global filter rule has been activated. If so, “Global policy” will be
indicated.

Indicates the name of the active filter slot.

Indicates the name of the active VPN slot.

Indicates the name of the active URL slot.

Indicates the name of the active NAT slot.

Amount of time that the firewall has been running since the last startup.
Indicates the number of sessions opened on the firewall.

Comments or descriptions of the firewall.

3.1.4 Connection logs

This window indicates logs of connections between Real-Time Monitor and the firewall.

QTP

been successfully established.

essfully established

fication’ access rights (mon_rite) obtained.

Figure 24: Connection logs

You can erase logs by right-clicking on the “Connection logs” view.

3.2 DASHBOARD

3.2.1 Introduction

2 The Dashboard menu allows displaying on a single screen all the useful information
concerning real-time monitoring.

It basically picks out useful information from some of the menus in the Stormshield Network Real-
Time Monitor menu directory and adds on other additional information. The data displayed in this

window are:

e System information

e Memory

o CPU

e Hardware

o Active network policies

e Alarms

e Vulnerabilities
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e VPN tunnels

o Active Update

e lLogs

o Services

e HTTPCache

e Interfaces

 Top 5 interfaces forincoming throughput
« Top 5 interfaces for outgoing throughput
e Top 5 hosts forincoming throughput

e Top 5 hosts for outgoing throughput

2 Checkboxes allow showing or hiding details of each category of information. The status of each
checkbox (enabled/disabled) is remembered in order to display the dashboard with the same
layout the next time SN Real-Time Monitor is started.

E STORMSHIELD REAL-TIME MONITOR 2. - [Dashboara | T =
File Windows Applications 7 BER

ve Dashboard (10.15.0.243)

© Refresh Frewal: | @ v | i Duplicate
veral problems require your attention.
<Unnamed> 8%
o%
Hain &%
2 - — o%
Modek s3000 o%
Serial number: SNKKA94F0031A8 o%
Date tie: 10/06/2015 07:46 GMT+00:00
Uptime: 1d 15h 59m 17sec
Temperature 1)

BUser BKemel B Interruption

0c 0%
03131 05:35 0s:38 03:02 03146 03131 0s:35 0138 0522 05:46
Top 5 nterfaces for incoming throughput Top  interfaces for outgoing throughput Top §hosts for incoming throughput Top 5 hosts for autgoing throughput
W onz2 2,28 Mbfs 4,62Mbfs 1,11Mbjs 2,04Mbjs
M dnz1 1.21Mb/s 4,59 Mbjs D DI
W s 362,83Kb]s 2,32Mbfs 327,22K005 327,56 Kbjs
. o N 315Kk 75 f
imz5 357,04K0/5 1,40Mbs eyt o

W ot 168bfs 112K/
Alams Vulnerabilties Active network polices
3 vajor alarms i the past 15 minutes: Il crtcal: 0 I Hgh:o Kl Global fiter rue: <Mone>
D Minor s n the past 15 minutes: 1 Moderate: 0 Low: 2 Fiter rues Fiter 09

VPN rue: <MNone>

Logs

Logs are OK.

Nur ek
Number of SSL VPN tunnels: 0 2

Figure 25: Dashboard

3.2.2 Selecting a product

When you click on the Dashboard menu, a product selector window may open if several firewalls
have been registered.

Search: |Iterns: 242
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Figure 26: Search
BN it the list of firewalls is long, look for the desired firewall using the Search field.
H select the firewall
B Ciick on OK. The Dashboard of the desired firewall will appear.

3.2.3 System information

Firewall name Name given to the product when it was registered in the address book.
Flrm.vollare on active Version of the active partition’s firmware.

partition

Active Partition Partition on which the firewall was booted.

Flrm-v».lare on passive Version of the passive partition’s firmware.

partition

Model Firewall’s model number.

Serial number Firewall’s serial number.

Date-time Current date and time.

Uptime Amount of time that the firewall has been running since the last startup.

3.2.4 Memory

This refers to the use (in percentage] of memory reserved for storing information (buffer]. The
bufferis linked to the stateful module and corresponds to saving the context.

Protected host Protected host stack

Fragmented Fragmented packets

Connections Al TCP/IP connections.

ICMP ICMP requests (Ping, trace route...).

Data tracking Memory used for monitoring connections.
Dynamic Percentage of ASQ memory being used.

Buffer sizes vary according to product type and product version.

» o«

Cleaning algorithms optimize the operation of “Hosts”, “Fragmented”, “ICMP” and “Connections”
buffers. Entries in the “Fragmented” and “ICMP” buffers are initialized at fixed intervals (each
entry has a limited lifetime: TTL).

This illustrates part of the Firewall's activity. A high percentage may mean the Firewall is
overloaded orthat an attack has been launched.

3.2.5CPU

@ DEFINITION
Better known as a “processor”, this is the internal firewall resource that performs the
necessary calculations.

User: CPU time allocated to the management of user processes.
Kernel: CPU time that the kernel consumes
Interruption: CPU time allocated for interruptions.

snengde snrmonitor-v2 - Copyright © Stormshield 2016



%

REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

STORMSHIELD 3. INFORMATION ON FIREWALLS

3.2.6 Temperature

This graph displays the temperature of the appliance in degrees Celsius (°C). This temperature is
not available on virtual machines. For multi-core processors, the value displayed is the average of

all the CPUs.

3.2.7 Hardware

€9 DEFINITION OF “HIGH AVAILABILITY"
A specific architecture in which a backup firewall takes over when the “main” firewall
breaks down while in use. This switch is totally transparent to the user.

If high availability has been activated, an additional section will provide you with the information

regarding high availability (status of firewalls, licenses, synchronization).

Click on the descriptive phrase in the “Hardware” zone in order to display the Hardware menu
and to obtain information on high availability and the status of the firewall's components

(S.MAAR.T. peripherals, RAID volumes where possible, disks and power supply units).

If the backup firewall is not available, information on the active firewall can be viewed.

— (o]
High availability
Lastsyne: ven. mal 16 10:33:00 2014
Model - Model -
ersion - ersion
Quality 100% Quality 100%
Mode Active Mode Passive
cense Master cense Master
Actve partton i actve parston Main
Backup partition version - - - Backup partition version -
Badkup partition date ven. mai 9 09:30:40 2014 Badkup partition date jeu. avr. 17 16:45:46 2014
ity 50 proy o
Uptine o Uptine o
State Running State Ready
Main link 20K Main link 10K
B Backuplink :Faulty B Backuplink. < Faulty
Supervisor No Supervisor Yes
ASQ 11 ASQ 11
Sync connection to 3 Sync connection to 3
Switchover 11 Switchover 11

Figure 27: Hardware

3.2.8 Active network policies

This view indicates whether slots are active. If so, the label of the activated rule is indicated.

rules mentioned here are:

Global filter rule Name of the activated global filter policy.
Filter rule: Name of the activated filter policy.
VPN rule Name of the activated VPN rule.
NAT rule Name of the activated translation policy.
URL filter rule Name of the activated URL filter rule.

€ REMARK

The

<None> means that no policy has been activated for the rule that contains this indication.

3.2.9 Alarms

This view indicates the number of major and minor alarms during the past 15 minutes that the
product has been connected. The maximum value indicated is 100 even if the number of alarms
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exceeds this value.

To view the alarms, click on either link of your choice — the Events menu will appear and will set
out the list of alarms according to the selected criticality.

3.2.10 Vulnerabilities

This view indicates the number of vulnerabilities for a specific level. The 4 levels of vulnerability
are: Critical, High, Moderate, Low.

To view a list of vulnerabilities, click on one of the levels, and the menu Vulnerability
management will appear (Cf. chapter Vulnerability Manager).

3.2.11 VPN Tunnels

This view indicates the number of configured VPN tunnels. To view a list of configured VPN
tunnels, click on the link — the VPN Tunnels menu will appear.

3.2.12 Active Update

This view indicates the status of updates that have been performed (success or failure] as well
as the last time the “Active Update” module had been launched (date and time). To view a list of
updates and their status, click on the link — the Active Update menu will appear.

3.2.13 Logs

This window indicates whether there are problems with the logs. To view a graph that represents
the current size of the log file in real time (Alarms, Authentication, Connections, Filters, Monitor,
Plugins, POP3, VULNERABILITY MANAGER, Administration, SMTP, System, IPSec VPN, Web, SSL
VPN] in relation to the space allocated to each log type on the firewall, click on the link. The Logs
menu will appear.

3.2.14 Services

This zone indicates whether there are problems with the services. To view a list of services and
their status (Enabled/Disabled), click on the link — the Services menu will appear.

3.2.15 Proxy Cache

These 3 pie charts represent the use of the http cache when it has been enabled in the filter
rules:

o The firstgraph compares the number of cached requests and the number of requests that
were not saved in memory.

o The second graph compares the amount of cached data and the amount of data not saved
in memory.

e The third graph represents the distribution of cached data on the hard disk, data cached
in RAM and data not saved in memory.

\ Page 51/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



2 REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
STORMSHIELD 3. INFORMATION ON FIREWALLS

3.2.16 Interfaces

This zone indicates whether there are problems with the interfaces. To view information on
bandwidth, connections and throughput, click on the link. The Interfaces menu will appear.

3.2.17 Top 5 interfaces for incoming throughput

This zone displays the list of the 5 interfaces that have registered the mostincoming throughput.
Click on any one of the interfaces to display the Throughput tab graph in the Interfaces menu.

3.2.18 Top 5 interfaces for outgoing throughput

This zone displays the list of the 5 interfaces that have registered the mostincoming throughput.
Click on any one of the interfaces to display the Throughput tab graph in the Interfaces menu.

3.2.19 Top 5 hosts for incoming throughput

This zone displays the list of the 5 hosts that have registered the most incoming throughput. Click
on any one of the interfaces to display the Throughput tab graph in the Interfaces menu.

3.2.20 Top 5 hosts for outgoing throughput

This zone displays the list of the 5 hosts that have registered the most outgoing throughput. Click
on any one of the interfaces to display the Throughput tab graph in the Interfaces menu.

3.2.21 Stormshield Management Center

If you have installed the Stormshield Management Center centralized administration server, this
panel will allow you to display the characteristics of the firewall's connection to the SMC server.

Service state Indicates the status of the connection between the firewall and the SMC server.
IP address IP address of the SMC server.
Connected / Specifies the time/date from which the firewall has been connected to or
Disconnected since  disconnected from the SMC server.
Last deployment Indicates the number of the last configuration deployment from the SMC server to the
number firewall.
Last configuration Indicates the last date on which the configuration was sent from the SMC server to the
update firewall.
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4. REAL-TIME INFORMATION

4.1 EVENTS
The alarms generated by the Firewall will appear in this window.
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Figure 28: Events

In this module, the additional Active/Suspended button allows switching the status of alarm
refreshment. If this button is in a suspended status, the automatic refreshment will be disabled,
making it easier to read logs.

When the Events menu in the menu directory is selected, the data displayed by default are:

Date (time) Date and time the line was recorded in the log file at the firewall’s local time.

Indicates the type of logs (the possible types of logs are: Alarm, Plugin, Connection,
Web, SMTP, FTP, POP3, Filter).
Action associated with the filter rule and applied on the packet (Examples:
Block/Pass...)
Determines the alarm level. The possible values are:
0: emergency
1:alert
2: critical
Priority (pri) 3: error
4: warning
5: notice
6: information
7: debug
Config Name of the application inspection profile that reported the event.
Policy Name of the SMTP, URL or SSL filter policy that raised the alarm

Identifier for the authenticated user (ftp), e-mail address of the sender (SMTP),
identifier for the user if authentication has been enabled (WEB).

IP address or name of the object corresponding to the source host of the packet that
set off the alarm.

Src prt num Source port number involved, displayed in digital.

Logs

Action (action)

User

Source
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IP address or name of the object corresponding to the destination host of the packet
that set off the alarm.

Destination port number of the service or name of the object corresponding to the
service port of the destination host if it exists and is requested for this connection.
Description of the event relating to the log. This column groups some of the
information gathered from the other columns.

Example

If an alarm log is concerned, information such as whether it was a sensitive alarm, the
number of the filter rule, rule ID [aIreadg given in the columns "Sensitive alarm”, "Rule”
and "Rule ID") will be grouped in this column.

This column displays the icon that specifies the type of detection according to the
categories Applications, Malware and Protections.

Other available data are:

Firewall (fw)

UTC Date (time+tz)
Start date (starttime)
UTC start date
(startime+tz)
Timezone (tz)

Rule (ruleid)
Protocol (proto)
Connection group
(groupid)

Source interface
(srcif/srcifname)

Source address (src)
Source port
(srcport/srcportname)
Destination interface
(dstif/dstifname)

Destination address
(dst)
Authentication

Sensitive alarm
(sensitive)

Copy (repeat)

Identifier (Id/alarmid)
Context (class)

Serial number or name of the firewall (if known) that caused the event.
UTC date (replaces the GMT)
“Local” date at the start of an event.

UTC date at the start of an event (a connection).

Firewall's timezone.
Number of the filter rule involved in the raised alarm.
Protocol of the packet that set off the alarm.

Identifier that would allow tracking child connections.

Name of the firewall interface on which the event was raised (source interface
network card).

IP address of the source host of the packet that set off the event.

Source port number of the service or the name of the object corresponding to the
service port of the source host (only if TCP/UDP).

Network card of the destination interface.

IP address of the destination host of the packet that set off the event.

Authentication method used.

Indicates whether an alarm is sensitive. This alarm is raised whenever the intrusion
prevention system detects a sensitive packet and for which it has been configured in
intrusion detection mode. If the alarm is sensitive, an icon in the form of an
exclamation mark followed by “Yes” will appear. Otherwise, “No” will be indicated.
When the alarm is blocked, the icon will be grayed out (it is disabled).

€D NoTE

Only protocol alarms can be described as “sensitive”. For alarms that are not in
this class, the column will be empty.

Indicates the number of an event’s occurrences within a defined period. This period is
configured in Stormshield Network Global Administration in the menu
“Logs\Advanced”, option Write log duplicates every.

Indicates the number of the alarm.
Text indicating the category to which the alarm belongs (system, protocol, filter, etc).
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Alarm type Code (number) indicating the alarm category. This column also displays the type of
(classification) detection according to the categories Applications, Malware and Protections.

Callee VolP: Indicates the callee

Caller VolP: Indicates the caller

Duration Connection time in seconds.

Sent Number of KB sent during the connection.
Received (rcvd) Number of KB received during the connection.

Identified command of the protocol.
e FTP: PUT, MPUT, GET, DELETE,...
e HTTP: GET, PUT, POST, ...
e EDONKEY: SENDPART
e POP3: RETR, LIST,...
e FTP: DELETE, LIST,...
Result Result of the operation in the protocol (example: 404 which indicates an error).
Parameter (arg) Operation parameter.
Category (catsite] ~ Web category of the requested website.
Spam level: 0 (Message not spam) 1,2 and 3 (spam) x (error during the treatment of

Operation (op)

Spam level the message) and ? (the nature of the message could not be determined) if antispam
(spamlevel)
has been enabled.
Virus (virus) Indicates whether there is a virus (if the antivirus has been enabled).
IP (ipproto) Internet protocol (tcp or udp).
Media(media) Type of traffic detected (audio, video, application,...)

Detailed description of the alarm. All commands sent by the client are found here.
Sensitive information such as passwords is removed.

ICMP code (icmpcode) ICMP code in the alarm logs.

ICMP type (icmptype) ICMP type in the alarm logs.

Indicates the IP packet for which the alarm was raised. Right-clicking on this packet
allows it to be viewed through a packet analyzer. The information displayed in this

column shows the size of the IPv4 packets (value beginning with 45).
Packet The size of captured packets is 1536 bytes.

Message (Msg)

© waRNING
To view a packet, a software program needs to be installed on your workstation.
Indicates the results of the sandboxing analysis performed on a file exchanged during
Sandboxing analysis the connection in question. The value of the result may be one of the following: Clean,
Suspicious, Malicious, Unknown, Sent or Failure.
Hash Hash assigned to the scanned file and allowing it to be identified in various logs.
This indicator will only be displayed when a file scanned by sandboxing has been
deemed malicious. It will then be presented in the form of a score ranging from the
detection threshold of a malicious file (set by default to 80) to 100.

Sandboxing critical
level

€ NotE
The logs will now be displayed for models without hard drive.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

¢ View source host,

o View destination host,

o Add the source host to the Object base,

o Add the destination host to the Object base,
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e Ping source host,

e Traceroute to source host,

¢ Ping destination host,

« Traceroute to destination host,
o Send source to quarantine,

o View packet,

e Empty alarms.

4.2 SN VULNERABILITY MANAGER (SNVM)

4.2.1 Introduction

Stormshield Network VULNERABILITY MANAGER is a module that allows network administrators
to gather information in real time and to analyze it in order to spot possible vulnerabilities that
may compromise the security of their networks. Among other things, it also allows raising alarms
generated by ASQ and thus to maintain an optimal security policy.

Stormshield Network VULNERABILITY MANAGER collects and archives in particular, information
relating to the operating system, to various active services as well as to the different applications
that have been installed. As a result, descriptive profiles can be made of network elements.

The following are Stormshield Network VULNERABILITY MANAGER’s aims:
« To configure your company network’s security policy
o Toanalyze the status of the risk
o Tooptimize the level of security
« Toreport security events

The procedure is as follows:

BN Stormshield Network's intrusion prevention engine (ASQ) extracts data in real time using
network protocols that it knows.

B3 VULNERABILITY MANAGER then combines and weights these data.

E 1he vulnerability found can then be treated using databases that have been indexed
dynamically. Once all this information has been collected, they will be used in Monitor so that
flaws on the network can be corrected, or prohibited software can be detected, or the real risk
relating to the attack can be identified in real time.

The profile is therefore complete.

E One or several solutions can thus be considered.

Example

A company has a public website that it updates twice a month via FTP. Ata specific date and
time, a vulnerability that affects FTP servers is raised and Monitor immediately takes it into
account, enabling the network administrator to detect it at practically the same time.

& Page 56/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



%

STORMSHIELD

REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
4. REAL-TIME INFORMATION

This vulnerability is represented by a line that indicates the number of affected hosts and
whether a solution is available.

By deploying this line, details of the hosts concerned will appear, as well as the service that has
been affected by the vulnerability. Help, in the form of links, may be suggested to correct the
detected flaw.

Once the network administrator becomes aware of the vulnerability, he can correct it at any
moment, quarantine the affected host(s) and generate a report.

SNVM can also perform weekly, monthly or yearly analyses, using the application Stormshield
Network Event Reporter (Autoreport). (See the Stormshield Network Event Reporter user guide.)

When you click on the VULNERABILITY MANAGER menu in the menu directory, the scan window
will consist of the following

e AVulnerabilities tab

e An Applications tab

e An Eventstab

4.2.2 Vulnerabilities tab

—

Dashboard

U | Events

|5 rosts
[0 mtertaces

14| Users

E VPN tunnels
Active Update
g s
Hardware
'ﬁ* Filter policy
U VPN policy
B o

E VPN

ﬁ System

@J Vulnerability Ma...

LZJ Quality of Service

LHJ Quarantine - AS...

™ Refresh | | ? Show help

1vulnerabiity | 3applications | 4events

Search:

Firewall Severity Neme Affected hosts ¥ Family Target Exploit Solution Detected )
i Low OpensSsH AES-.. 1 55H server client & Local ¥ Yes 08/11/2013 136306

Hosts

Search:

Assigned Name Application Type Detail Operating syst: ¥ Port Internet Protac
14/05/2014 1414 OpenSSH62  Server FreeBSD 2 tep

Figure 29: VULNERABILITY MANAGER

The window has 3 views:

o Aview of the list of vulnerabilities

o Aview of the list of hosts affected by this vulnerability

o Aview ("Show Help") allowing the resolution of the selected vulnerability if a solution
exists

“Vulnerability(ies)” view
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This view allows you to view all the vulnerabilities that the firewall has detected. Each line
represents a vulnerability.
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@ REMARK
The number of vulnerabilities is displayed in the tab’s label.

The information provided in the “vulnerability” view is as follows:

Firewall
Severity

Name
Affected hosts
Family

Target

Exploit
Solution

Release

ID

“Hosts” view

Serial number or name (if known) of the firewall at the source of the vulnerability.

Indicates the how severely the host(s) have/has been affected by the vulnerability,
according to 4 levels: Low, Moderate, High, Critical.

Indicates the name of the vulnerability.

Number of hosts affected by the vulnerability.

Family to which the vulnerability belongs.

One of 2 targets: Client or Server.

Local or remote access (via the network]). Allows exploiting the vulnerability.
Indicates whether a solution has been suggested.

Date on which the vulnerability was discovered.

© warNING
This refers to the date on which the vulnerability was discovered and not the
date on which it appeared on the network.

Allows a unique identification of the vulnerability.

This view allows you to view all the vulnerabilities for a given host. Each line represents a host.

The information provided in the “Hosts” view is as follows:

Affected

Name

Address
Application

Type

Detail

Operating system
Port

Protocol

Date on which the host was affected.

Name of the host affected by the attack (if it exists).

IP address of the host affected by the attack.

Name and version of the application (if available).

Application type (Client/Server/Operating system).

Name of the service prone to being affected by the vulnerability.
0S used.

Number of the port on which the vulnerability had been detected.
Name of the protocol used.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e View the host,
o Add the hostto the Object base.

Help zone

The help zone allows you to get more details relating to the attack. Thus the administrator can
correct the vulnerability.

Click on the Show help button to show or hide the help zone associated with a vulnerability.

Typically, help comes in the form of a descriptive file that contains explanations, links to the
publisher’s site or to bug fixes.
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© Refresh | (2 tidehelp Firewall: | @ ) | Duplicate
1vuinerabiity | 3applications | 4events
Search: Items: 1/1
7 Firewall 7 Severity 7 Name ¥ Affected hosts ¥ Family 7 Target 7 Exploit 7 Solution 7 Detected D
Low OpenSSH AES-... 1SH servey, client & Local ¥ Yes 08/11/2013 136306
Hosts
Search: Ttems: 1/1)
¥ Assigned ¥ Name ¥ Application ¥ Type ¥ Detail ¥ Operating syst: 7 Port 7 Intemet Protoc
14/05/2014 14:14 OpenSSH 6.2 Server FreeBSD 2 tep
a [l

OpenSSH AES-GCM Ciphers Privilege Escalation Vulnerability
Risk level

Description A vulnerabilty has been reported in OpenSSH, which can be exploited by malicious, local users to gain escalated priviisges. Low

The vulnerabilty is caused due 1o an error when an AES-GC cipher is key exchange and can
unintialised calback pointers and subsequently e.g. execute arbirary code with escalated privieges.

i

Advisory release date

Successful explotation requires OpenSSH to be buit against an OpenSSL library that supports AES-GCM ciphers. 2013-11-08

The vulnerabilty is reported in versions 6.2 and 6.3

Target type
inertleproduts. WuneraleSotare Client
Figure 30: Help
4.2.3 Application tab
g
1 vulnerability 3 applications 4events
Search:
¥ Firewall T Mame T Family T Type ¥ Instance
FreeBSD Operating Systemn Operating System 1
OpenssH S5H Server 1
OpenSSH Client  55H Client 2
Hosts
Search:
7 Application ¥ Type ¥ Operating system ¥ Port ¥ Internet Protocol
Operating System FreeB5D

Figure 31: VULNERABILITY MANAGER - Application

The Applications tab provides information on the application detected within the enterprise.
Two types of application may be detected:

« Products: these are client applications installed on the host (e.g.: Firefox 1.5).
« Services: these are server applications that are attached to a port (e.g.: OpenSSH 3.5).

Using information detected by the ASQ engine, Stormshield Network VULNERABILITY MANAGER
generates information about the detected applications. The addition of this feature allows
grouping applications by family, so by pairing such information with the vulnerability database,
SN VULNERABILITY MANAGER also suggests probable security loopholes linked to these
applications.
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This tab offers features thatinclude filtering, optional column display, resizing to fit contents and
copying of data to the clipboard. It displays information on the detected applications through the
columns that can be seen in the window above.

The window comprises 2 views:

o Aview thatlists the applications

e Adetailed view that lists the hosts

“Application(s)” view

This view allows you to see the applications that the firewall detects. Each line represents an

application.

€ REMARK
The number of applications is displayed in the tab’s label.

The Applications tab displays the following data:

Firewall
Name
Family
Type

Instance

“Hosts” view

Serial number or name (if known) of the firewall.

Name of the software application. The version is not specified except for the operating
systems.

The software application’s family (e.g.: “web client”).

Software type (Client: the software does not provide any service — Server: the
software application provides a service — Operating system).

Number of software applications detected in the monitored networks. For a server,
the same service may be suggested on several ports. E.g.: an Apache http server
which provides its services on port 80 and port 8080 (web proxy) would appear twice.

This view allows you to see all the applications for a given host. Each line represents a host.

The information seen in the “Hosts” view is as follows:

Name
IP address
Application

Type

Operating system
Port
Protocol

Host name

IP address of the host

Name of the software as well as its version, if available.

Software type (Client: the software does not provide any service — Server: the
software application provides a service — Operating system).

Host’s operating system.

Port that the software application uses (if it uses any).

Internet protocol of the software (if it uses any).

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e View the host
o Add the hostto the Object base
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4.2.4 Events tab
-~
1 vulnerability 3 applications “4events
Search: Items: 4/4
¥ Firewall \ 4 Namé ¥ Family ¥ Affected host(: ¥ ID
Linw jetect... Operating System 1 50293
{Microsoft Wind... | Operating System f] 50273
SSH ris ru... SSH 1 50261
Unix OS detected Operating System 2 s0274
Search: Items: 8/8
¥ Assigned ¥ Name ¥ Application ¥ Type 7 Detail ¥ Operating syst: ¥ Port ¥ Intemet Protoc [4]
14/05/2014 14:14 Client Microsoft Wind... Microsoft Wind. ‘—‘
14/05/2014 14:14 Client Microsoft Wind... Microsoft Wind.
14052014 1414 lient. i
=
Microsoft Windows OS detected
Description This host runs a Microsoft Window's operating system. Null
Vulnerable Products Advisory release date

Figure 32: VULNERABILITY MANAGER-Events

The Information tab informs you of your network’s activity. You can therefore see the programs
that are at risk of generating attacks. The window is divided into 3 sections:

e Listof programs

e Listof hosts

o Help zone

“Information” view

This view allows you to see all the events that the firewall detects. Each line represents an event.

 REMARK

The number of events is displayed in the tab’s label.

The “Information” view displays the following data:

Firewall Serial number or name (if known) of the firewall.
Name Name of the detected OS or a server (e.g.: SSH server].
Host family.
Family Example
SSH

Number of hosts affected. These hosts are identified in the Hosts view in this tab.

Affected hosts

€ ReMARK

The number of hosts indicated in the column "Affected hosts” is not always the
same as the number of elements indicated in the "Hosts" zone in this window.
In fact, the same service may use several ports. For example, the service

thhtpd server 2.25b can listen to 2 different ports, thus increasing the number
of elements.

Id Identifier.
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This view allows you to see all the events for a given host. Each line represents a host.

The information seen in the “Hosts” view is as follows:

Assigned Date and time of the event’s occurrence.
Name Host name.
Address IP address of the host
Application Name of the software as well as its version, if available.
Tube Software type (Client: the software does not provide any service — Server: the
9P software application provides a service — Operating system).
Detail Details about the operating system.
Operating system Host’s operating system.
Port Port that the software application uses (if it uses any).
Internet Protocol Internet protocol of the software (if it uses any).
The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):
« View the host,
o Add the hostto the Object base.
Help zone

The help zone allows you to get more details relating to the attack. Thus the administrator can

correct the vulnerability.

Click on the Show help button to show or hide the help zone associated with an event.

Typically, help comes in the form of a descriptive file that contains explanations, links to the

publisher’s site or to bug fixes.

O Refresh | | ? Hide help Firewall : | @ v | | 7 Duplicate
1 vulnersbiity | 3 appications
Search: Ltems: 4/4)
Firewall Name. Family Affected host(: 71D

Linux OS detect.. Operating System 1 50293

Microsoft Wind... Operating System 3 50273

SSH Serveris ru... SSH 1 50261

Unix OS detected Operating System 2 50274
Hosts
Search Items: 5fs

Assigned Name Application Type Detail Intemet Protoc E
14/05/2014 14:14 Client Microsoft Wind... Microsoft Wind. ‘—‘
14/05/2014 14:14 Client Microsoft Wind... Microsoft Wind..
14050141414 Client M i Wind S
-
Microsoft Windows OS detected
Risk level
Description This host runs a Hicrosoft Windows operating system Nl [ @
Vuinerable Products Acvisory release dte
Soluti
Target type
cvE Client
References Possible Exploitation
Local
SEISMO Detection Yes (since ASQ v.3.5.0)
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€ REMARK
Refer to the user guide Stormshield Network Global Administration to configure
VULNERABILITY MANAGER.
4.3 HOSTS

From the menu directory, click on Hosts.

This window lists the connected hosts.

4.3.1 “Hosts” tab

[E 7e Windows Applications 7
Overview O Refiesh | [ show help Fir
Dashboard Hosts | DHCP leases
] Evers Search:
G| vnembiny Name. Users Operating system Vulnerabilties ¥ Applications ¥ Information Open ports Interface Bytes in Bytes out Throughputin ¥ Throughput out
3| Vulnerability Ma...
Micro: 0 0 1 o 0 0 0 0
Bl o Micro: 0 0 1 ol in 600KB 435KB 0 0
Micro: 0 0 1 ] 0 0 0 0
9 nterfaces Micro: 0 0 1 0 0 0 0 0
0 0 0 olin 1077 kB 1059 KB 536 bfs 392b/s
| Quality of Service 0 0 0 oMin 1148 KB 863 KB 0 0
0 0 0 ol 118 M8 14116 K8 0 0
Lh)| users 0 0 0 ol in 1653 KB 10,64 KB 0 0
0 0 0 ol in 583K8 405 K8 0 0
[X]] quarantine - As.. [} [} 0 oM in 5,69 KB 1232 K8 0 [}
[} 0 0 ol in 0 3568 0 [
E VPN tunnels 0 0 0 ol in 0 582KB 0 768 b/s
Bl FreeBSD 1 2 2 1 0 0 0 0
. Active Update Microsoft Windows 0 0 1 0 sshpn 812 MB 489,41 KB 0 )
ﬁ s 0 0 0 ol 0 384 KB 0 0
ervices 0 0 0 ol 4968 7848 0 0
ﬁ Hardware 0 0 0 ol in 251 K8 264KB 0 0
0 0 0 ol in 140 KB 220K8 0 0
B Fikier poi 0 0 0 ol 5058 113 K8 0 0
policy
u 0 0 0 ol 0 878 0 0
U VPN policy | applications | nformation | connectons | Events (10) |
= e e
ﬁ VPN Severity Applicationna ¥ Name Family Type Detail Detected Exploit Solution Port Intemet Protoc 71D
8 s

Figure 34: Hosts

The window comprises 3 views:

e Aview thatlists the hosts

e A view that lists the Vulnerabilities, Applications, Information, Connections and Events
relating to the selected host

o Ahelp view that allows working around the selected vulnerability, if a solution exists

“Host” view

This view allows you to see all the hosts that the firewall detects. Each line represents a host.

The information seen in the “Hosts” view is as follows:

Name

Address

Users

MAC address
Operating system
Information
Vulnerabilities
Applications
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Name of the source host (if declared in objects) or host’s IP address otherwise.
Host’s IP address

User connected to the host (if there is one).

Host's MAC address.

Operating system used on the host.

Indicates the information in the Information tab.

Number of vulnerabilities detected.

Number of applications on the host (if there are any).
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Events

Open ports

Last VULNERABILITY
MANAGER event

Interface

Bytesin

Bytes out

Throughput in
Throughput out
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Number of detected events
Number of open ports.

Indicates the date and time of the last VULNERABILITY MANAGER event.

Interface on which the host is connected.

Number of bytes that have passed through the Firewall from the source host since
startup.

Number of bytes that have passed through the Firewall to the source host since
startup.

Actual throughput of traffic to this host passing through the Firewall.

Actual throughput of traffic to this host passing through the Firewall.

The Actions button makes it possible to perform certain actions on the selected event (for further

information, please refer to chapter Contextual menu on lines):
¢ Remove host from ASQ,
e ResetVulnerability Manager information,
 Send to quarantine,
o Manually setthe Operating System,
o Add the hostto the Object base,
e Ping host,
o Traceroute to host.

“VYulnerabilities” view

This tab describes the vulnerabilities detected for a selected host. Each vulnerability can then be

viewed in detail.

| @ | mformation (2) | Connections | Events (18) |

Internet Protoc 71D
2 tep

Detected Exploit Solution Port
14/05/201414:14 & Local ¥ Ves

Application name Name Family Type Detail

T OpenssH6.2 OpenSSH AES-..  S5H Server 136306

Figure 35: Hosts — Vulnerabilities

The information provided in the “vulnerability” view is as follows:

Severity

Name
Family

Type

Target
Affected hosts
Exploit
Solution

Indicates the how severely the host(s) have/has been affected by the vulnerability,
according to 4 levels: Low, Moderate, High, Critical.

Indicates the name of the vulnerability.

Family to which the vulnerability belongs.

Software type (Client: the software does not provide any service — Server: the
software application provides a service).

One of 2 targets: Client or Server.

Number of hosts affected by the vulnerability.

Local or remote access (via the network). Allows exploiting the vulnerability.
Indicates whether a solution has been suggested.
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Date on which the vulnerability was detected.

Date @ WARNING

This refers to the discovery date and not the date on which the vulnerability
appeared on the network.

Internet Protocol Name of the protocol used.
Id Vulnerability identifier.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

 View hosts with the same vulnerability.

“Applications” view

=

Version Vulnerability Farnily Type Port Protocol
{OpenSSH 6.2 1 SSH Server 22 tep
OpenS5H Client 6.2 0 S5H Client

Figure 36: Hosts — Applications

This tab describes the applications detected for a selected host. It is possible to view
applications in detail later.

The “Applications” view displays the following data:

Version Name and version of the application.

Vulnerability Number of vulnerabilities detected on the application.

Family The software application’s family.

Type Software type [Client: the.software d_oes not provide any service — Server: the
software application provides a service).

Port Port used by the application (if it uses one).

Protocol Protocol used by the application

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

o View all hosts that use this application,
« View the vulnerabilities for this application,
o Impose a serverapplication.

“Information” view

This tab describes the information relating to a given host

Search:
=
Mame Family Type Detail Detected Port Internet Protoc 7' ID
Open55H 6.2 55H Server 14/05/2014 14:14 22 tep 50261
Unix OS detected Operating System Client FreeB5D 14/05/2014 14:14 50274

Figure 37: Hosts — Events
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€ REMARK
The number of events is displayed in the tab’s label.

The information provided in the “events” view is as follows:

Name Name of the detected OS.

Family Family of the vulnerability that is likely to appear (Example: SSH).

Type Application type [.Client: the softwarg does not provide any service — Server: the
software application provides a service).
Name of the detected OS.

Detail Description of information.

Detected Date and time of detection.

Port Number of the port on which the vulnerability had been detected.

Protocol Name of the protocol used.

Id Unique identifier of the vulnerability family.

The Actions button makes it possible to perform certain actions on the selected event (for further

information, please refer to Chapter 2.2.1.5.2 Contextual menu on lines):

o View hosts with the same information.

“Connections” view

Vuhnerabiities | Applications | Information (1) | Conmections (2) | Events (10) |

Search:

Items: 2/2.

Protocol Source
uop
ubeP

Destination int ¥ Sent data Router nam
out 544 B 1,01 KB

out 583B 1,04 KB

Destination Destination MAC address ¥ Average throug Received data ¥ Duration

8844 - 53

o
| 8888 33 53

Destination po
| | 0 Default gatewa
| | 0 Default gatewa

Figure 38: Hosts - Connections

This view allows you to see the connections that the firewall detects. Each line represents a
connection. The “Connections” view displays the following data:

Time

Protocol

Source

Source MAC address
Source port

Source interface

Destination

Destination MAC
address

Average throughput
Destination port
Destination interface

Data sent
Data received
Duration
Router

Indicates the date and time of the object’s connection.
Communication protocol used for the connection.

Name of the object that connected to the selected host.

MAC address of the object at the source of the connection.
Indicates the number of the source port used for the connection.
Name of the firewall interface on which the connection was
established.

Name of the object for which a connection has been established.

MAC address of the object at the destination of the connection.

Average value calculated by the amount of data exchanged

divided by the length of the session.

Indicates the number of the destination port used for the connection.
Name of the destination interface used by the connection on the
firewall.

Number of bits sent during the connection.

Number of bits received during the connection.

Connection duration.

Identifier that the firewall assigned to the router used by this connection
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Rule
Operation
Parameter

Status
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Name of the router saved in the object base used by the connection
Name of the policy that allowed the connection

Name of the identifier of the rule that allowed the connection
Identified command of the protocol.

Operation parameter.

This parameter indicates the status of the connection
corresponding, for example, to its initiation, establishment or

closure.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

 Ping source host,

o Traceroute to source host,

 Ping destination host,

o Traceroute to destination host,

« Send connection to quarantine.

“Events” view

Search:

Items: 10/10

Date | Logs

ion

ion
15:53 Connection
1548 Connection

1543 Connection
15:33 Connection

15:33 Connection

Action Priority Config
B> pass Notice Ps01
B pass Notice Ps.01
@+ pass Notice Ips 0L
B pass Notice Ps.01
B> pass Notice Ps0L
B> pass Notice Ps01
B pass Notice Ps.01
@+ pass Notice s oL
B pass Notice Ps.01
B pass Notice Ps.01

Details
583 B sent; 1,04 ..
544 Bsent; 101 ..
589 B sent; 1,07 ..
538 B sent; 1005.
658 B sent; 998 ..
725 B sent; 1,18 .
583 B sent; 104 ..
dns2.google. : udp 544 B sent; 1,01 ..
dnsl.google.com dns_udp 583 B sent; 104 .
dns2.google.com dns_udp 544 Bsent 101 ..

Figure 39: Hosts - Events

This view allows you to view all the events that the firewall has detected. Each line represents an
alarm. The information provided in the “Events” view is as follows:

Date (time)

UTC Date (time+tz)
Start date (starttime)
UTC start date
(startime+tz)
Timezone (tz)

Logs

Action (action)

Priority (pri)

Config
Policy

Date and time the line was recorded in the log file at the firewall’s local time.

UTC date (replaces the GMT)
“Local” date at the start of an event.

UTC date at the start of an event (a connection).

Firewall's timezone at the time the log was written.
File at the source of the event.
Action associated with the filter rule and applied on the packet (Examples:

Block/Pass...)

Determines the alarm level. The possible values are:

0: emergency

1: alert

2: critical
3: error

4: warning
5: notice

6: information

7: debug

Name of the application inspection profile that reported the event.
Name of the SMTP, URL or SSL filter policy that raised the alarm.
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Protocol (proto)

Source (src)

Source MAC address
Source port (srcport)

Destination
(dst/dstname)
Destination port
(dstport/dstportname)
Dst. port (num)

Details
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Identifier of the user requesting authentication

Protocol of the packet that set off the alarm.

IP address or name of the object corresponding to the source host of the packet that
set off the event.

MAC address of the object at the source of the connection.

Port number of the source (only if TCP/UDP).

IP address or name of the object corresponding to the destination host of the packet
that set off the event.

Port requested for this connection (example: HTTP).

Port requested for this connection (example: 80)

Describes the event relating to the log. This description groups together information
from other columns in a single column. Example: if it is an alarm log, information such
as whether the alarm is sensitive, the filter rule number and rule identifier will be

indicated in this column or will otherwise be new columns in order to enable filtering.
Please refer to the “Description of Audit logs” technical note.

For the description of additional data available by column title, please refer to the chapter

EVENTS.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

o Ping source host,

e Traceroute to source host,

« Ping destination host,

o Traceroute to destination host.

“Incoming filter rules” view

This view allows listing the incoming filter rules that can be applied to the selected host. Block
rules are shown in red. Ignored rules are grayed out.

“Outgoing filter rules” view

This view allows listing the outgoing filter rules that can be applied to the selected host. Block
rules are shown in red. Ignored rules are grayed out.

4.3.2 “DHCP leases” tab

This tab displays all hosts that have a lease in progress or which has ended and specifies the
state of this lease. The information provided in the “DHCP leases” tab is as follows:

IP Address

Name

Status

From
Until

Mac address

Host’s IP address

Name of the host that have a lease in progress or which has ended (if declared in
objects) or host’s IP address otherwise.
The status of the lease can be:

o Active: the address has been assigned to a host and the assignment is still in
progress.

o Free: the lease has expired, and the address can be reused for another lease.

Starting date and time of the bail assignment.

Ending date and time of the bail assignment. This can be a date and time in the past or
future

Physical network identifier of the host with an ongoing or lapsed lease.
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€ REMARK
The leases assigned by reservation (static IP address reserved exclusively for a MAC
address) are not displayed in this screen.

€ REMARK
When a new host logs on to a network, it will send a first request (DHCPDISCOVER] to the
whole network to find out where the DHCP servers are. Upon reception, the DHCP server will
pre-reserve an IP address and sends it to the host (DHCPOFFER). It is possible, however,
that this host already uses the address range of another DHCP server. During this pre-
reservation period (2 minutes), the IP address will no longer be available but will appear in
the list as “free”. If many pre-reservations are made within a short period, the server may
run out of available addresses while the screen continues displaying “free” addresses.

REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4

4. REAL-TIME INFORMATION

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e Display host,

e Ping source host,

e Traceroute to source host.

4.4 INTERFACES

4.4.1 Introduction

) DEFINITION
A zone, whether real or virtual, that separates two elements. The interface thus refers to
what the other element need to know about the other in order to operate correctly.

Firewal : | @ ~ ] [# Dupicate

Ttems: 13/14

Name Type

B o W cthern
| K M ethern,
MW dma2 M ethern
W dmz11 ) cthern
M dm0 [ cthern,
W im0 " ethern.
W imz i ethern,
| e ) ethern,
u

W dnzs " cthern,
W dmz " ethern.
W a2 M ethern
W iz # ethern,

dmzl 5 ethern

AARAATAARAMRRAARARA

1Pt Address / mask IPy6 Address / mask

Throughput in ¥ Throughput o ¥ Connections

48,14 Kb/s 2521 Kb/s 12
54,44 Kbfs 19,16 Kb/s 250

169,25 Ko/'s 206,14 Kb/s

cccece-oooNeo

Bandwidth
1Gb 0%
1Gb 0%

00%

00%
1Gb0%

00%

00%

00%

tats

00%
00%
00%
00%
00%

FEEEEEEEEEEEEE

TP

218 Padkets:
31,1268 Bytesin:

376,66KB  Bytes out:
0 Connections:

Bandwidth | Connections

Incoming

- outgang

15:57

16:01

Throu

ghput (gmz10) |

23193 packets:

2,30M8

Srwp Byesin
2 Bytesout

1ame Packets
0 Accepted: 23411
0 Blocked: 0
0 Fragmented: 0

® Cutgoing throu

16:04
Time

ighput @ Incoming throu

ighput

g
&
Number of bits

ok
16:08 16:12
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Figure 40: Interfaces

The Interfaces menu presents different statistics concerning:

e Bandwidth
e Connections
e Throughput

Statistics are displayed in the form of graphs. The vertical and horizontal axes are graduated. The
horizontal axis represents time, and the vertical axis is either:

o Bandwidth percentage
e The number of connections, or
« Throughput expressed in bytes, kilobytes or megabytes.

Interface types
o Vian, "
o Ethemet, M
« PPTP. M3
e Dialup. L

€ REMARK
The interfaces are grayed out or do not appear at all when they are inactive.

The window consists of 3 views:

« Aview of the interfaces in tables (or legend)
o Adetails zone
o Azone forviewing graphs

4.4.2 Legend view (or tabular view of interfaces)

Search:

Name Type IPvih Address / mask IPv6 Address / mask Throughput in ¥ Threughput er ¥ Connections Media Bandwidth Stats
M out M cthemet 4814 Kbys 25,21 Kbfs 12 16k 0%
M M ethemet 54,44 Kbys 19,16 Kb/s 250 16b 0%
W dmz2 M ethernet 0 0 0 00%
W dma1 M| ethemet 0 0 0 00%

| dmzi0 [ ethermet 169,25 Kb/s 206,14 Kb/s 2 16b 0%
W i M ethernet 0 0 0 00%
B dmz= M ethernet 0 0 0 00%
B dna M ethernet 0 0 i 00%
] L
W dnzs M ethernet 0 0 0 00%
B dmz M ethernet 0 0 0 00%
B in3 M ethernet 0 0 0 00%
W dn2 M ethernet 0 0 0 00%

dmzl M ethernet 0 0 0 00%

Figure 41: Interfaces — Legend

This view allows you to view all the interfaces that the firewall has detected. Each line represents
an interface.
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The information provided in the “legend” view is as follows:

Name and color attributed to the interface. The colors allow you to distinguish the
interface in the different graphs.

Type Type of interface with a matching icon.
IPv4 Address/ Mask IPv4 address and subnet mask of the interface.
IPvb Address/ Mask IPv6 address and subnet mask of the interface.

Name

Throughput in Indicates the real incoming throughput.
Throughput out Indicates the real outgoing throughput.
. Number of real-time connections on each interface of the firewall over a defined
Connections period.
Media By defau_lt, its value is 0. The throEJg_hput.ofa network interface can be configured via
Stormshield Network Global Administration.
Bandwidth Indicates the percentage of bandwidth used for an interface.
Stats If this option is selected, the graph corresponding to this interface will be displayed.
€ REMARK

Inactive interfaces are grayed out.

You will notice the colors of the visible interfaces at the top of the window. These colors are
defined in the network parameters of the Stormshield Network Global Administration for each
interface (refer to the Stormshield Network Global Administration user manual).

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

o Filter by these criteria,
o Filter only this column by this criterion,
« Display hosts associated with this interface.

4.4.3 “Details” view

Each chart provides statistical information on throughput for each interface:

o Name, IP address, subnet mask (American format — see Appendix for explanations),
connection type (10 or 100Mbits, half duplex or full duplex],

« Instantaneous (left) and maximum (right] throughput,

o Number of packets and volume in bytes for TCP, UDP and ICMP,

e Number of TCP connections,

 Total number of packets accepted, blocked and fragmented by the Firewall.

4.4.4 “Bandwidth” tab

The bandwidth graph displays the percentage of use of the available bandwidth on each
interface in real time.
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Figure 42: Interfaces - Bandwidth

Each interface is represented by a different color of which the legend may be found at the top of
the graph. Maximum bandwidth represents the theoretical maximum throughput supported by

the interface.

Example

Fora 100Mbits/s line used in full duplex, this maximum is 200 Mbits/s, and for a 10Mbits/s line

used in half duplex itis 10 Mbits/s.

4.4.5 “Connections” tab

The connection graph displays in real time the number of connections on each of the Firewall's

interfaces during the defined period.

Bandwidth | Connections | Incoming connections (0/dmz10) | Outgoing connections (0/dmz10) | Throughput (dmz10) |

Figure 43: Interfaces - Connections

Each interface is represented by a different color of which the legend may be found at the top of

the graph.

4.4.6 “Incoming connections” tab

The screen displays incoming connections in progress relating to the selected interface. To find
out what data are offered, please refer to the chapter of the Hosts module, section “Connections”

view for the hosts tab.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

¢ View source host,
¢ View destination host,
e Send connection to quarantine.
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4.4.7 “Outgoing connections” tab

The screen displays outgoing connections in progress relating to the selected interface. To find
out what data are offered, please refer to the chapter of the Hosts module, section “Connections”
view for the hosts tab.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e View source host,
¢ View destination host,
« Send connection to quarantine.

4.4.8 “Throughput” tab

The throughput graph represents the real throughput on each of the Firewall’s interfaces. The
throughput scale automatically adapts to the maximum throughput recorded during the period.

Bandnidih | Connections | _Incoming connectons (0/dmz10) | Outgoing connections (0/émz10) | Throughput (dmz10) |

8 Outgoing throughput @ Incoming throughput

Figure 44: Interfaces - Throughput
For each interface, the throughput graph indicates the ingoing and outgoing throughput.

To modify the interface on which throughput is viewed, click on this interface in the legend at the
top right section of the graph. The interface currently being viewed will be highlighted in blue.

4.5 QUALITY OF SERVICE (QoS)

 REMARKS

1. Quality of Service, which has a high level of abstraction, refers to the ability to
provide a network service according to parameters defined in a Service Level
Agreement (SLA). The “quality” of the service is therefore gauged by its availability,
latency rate, fluctuations, throughput and rate of lost packets.

2. Where network resources are concerned, the “Quality of service” refers to a network
element’s ability to provide traffic prioritization services and bandwidth and latency
time control.
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Figure 45: Quality of service

This window consists of 2 views:

e Atableview

o Agraph view

The following data is displayed when you click on the Quality of service menu:

QID

Traffic
Reverse traffic
Packets

Reverse packets
Rejected packets
Rejected reverse

packets
Bytes
Reverse Bytes

Name of the policy defined for accepting or rejecting packets.

Indicates in real time the incoming throughput that the QID manages.
Indicates in real time the outgoing throughput that the QID manages

Number of incoming packets in real time over a defined period.
Number of outgoing packets in real time over a defined period

Number of rejected incoming packets on the network.
Number of rejected outgoing packets.

Value in Kbits or Mbits.
Value in Kbits or Mbits.

4.5.1 “Diagram” view

\ Page 74/92

This view shows the incoming and outgoing throughput associated with the different QIDs

defined on the firewall’'s QoS policy.

4.5.2 “Connections” view

The Connections tab displays connections in progress going through the selected queue. To find

out what data are offered, please refer to the chapter of the Hosts module, section “Connections
view for the hosts tab.

4.5.3 “Filter rules” view

This view allows listing the incoming filter rules that can be applied to the selected service class.
Block rules are shown in red. Ignored rules are grayed out.

Y *
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4.6 USERS

4.6.1 Introduction

The User menu enables viewing, in the capacity of an administrator, the users who are currently
connected on the Firewall.

& Fie  Windows Applications ¢

Overview € Refresh

Dashboard Search:
w Events 9 Firewall ¥ Name ¥ Group T Address T Expiry ¥ Authentication ¥ Multi-user P ¥ Administrator
y r&ad,labo.ihm, ih... 2hdlm58sec  SSO Agent <nfa» Yes
@ Vulnerability Ma... r&d,labo.ihm,ih... 9h 37m 2sec S50 Agent <n/a> Yes
y 1&d,labo.ihmih... 9h56m28sec 5SSO Agent <nfa> Ves
lLUJ Hosts r&d,labo.ihm,ih... 9h5im38sec  SSO Agent <nfa> Yes
réd, labo.ihm,ih... 6d 23h 31m 22sec SSLVPN No No

I’ Interfaces
lzj Quality of Service
,_F.] Users
b] Quarantine - AS...
ﬁ VPN tunnels
Active Update
ﬁ Services
Hardware
@ Filter policy
@ VPN policy
E Logs

VPN

B s

Administration sessions

T User ¥ Address ¥ Session rights T Userrights ¥ Session identifier

VE
i admin mon_write, base, log, filter, vpn, ... modify, mon_write, base, log, filter, vpn, pki, obj... 36

Figure 46: Users
This window comprises 2 views:

o A“users” view.
o An “administration session” view.

“Users” view

The information provided in the “users” view is as follows:

Firewall Serial number or name (if known) of the firewall.
Name Name of authenticated user.
Group Name of the group to which the user belongs.
Address Users IP address.
Ti Time remaining for this authentication session (a user is authenticated only for a
imeout . .
limited duration).
Authentication Authentication method used.
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Indicates whether multi-user authentication is used (one IP address shared by several

users).
Multi-user IP
€ ReMARK
As the SSO Agent method only allows one authentication per IP address, the
value will therefore not be available (value <n/a> displayed].
Administrator Indicates the type of ‘Administrator” privileges granted to the connected user.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e Remove user from ASQ.

“Administration sessions” view
This window enables finding out the session privileges of the user connected to the firewall.

The information provided in the “administration sessions” view is as follows:

Firewall Serial number or name (if known) of the firewall.
User Authenticated user’s identifier.
Address IP address of the connected user’s host.

Indicates the privileges for the current session. Only one administrator is allowed to
make changes in each session (modify and mon write privileges).

Indicates privileges that have been given to the connected user (these privileges
include adding, modifying, deleting or reading in different applications).

Session identifier Number identifying the session.

Session privileges

User privileges

4.7 QUARANTINE — ASQ BYPASS

&) DEFINITIONS

1. Dynamic quarantine: the quarantine is manually done and for a set duration.

2. Static quarantine: the quarantine is automatic and for permanent. Static quarantining is
configuring in the application Stormshield Network Global Administration.
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@ File Windows Applications 7

.2 Overview
= i
Dashboard TreahE
—— Search:
-‘j Events
T2 Vulnerability Ma...
_3; Hosts

Addré;se; Type Expiry

) Interfaces

Li)J Quality of Service
M Users

@J Quarantine - AS...
@ VPN tunnels
Active Update
ﬁ Services
Hardware

[‘EEJ Filter policy

l\_i_J VPN policy ASQ Bypass

Search:
E Logs

Addresses Type Expiry
Q-

Figure 47: Quarantine
This window comprises 2 views:
e A“Quarantine” view
o An “ASQ Bypass” view.

4.7.1 “Quarantine” view

This window shows the hosts that have been dynamically quarantined. Hosts in static
quarantine are not reflected in this list. The information provided in the “Quarantine” view is as

follows:
Addresses IP address of the host(s) affected by the quarantine.
Type 2 options are possible: Host to host and Host to all.
Expiry Time at which the quarantine will expire.

4.7.2 “ASQ Bypass” view

The information provided in the “ASQ Bypass” view is as follows:

Addresses IP address of the host(s) affected by the ASQ Bypass.
Type 2 options area possible: Host to host and Host to all.
Expiry Time at which the ASQ Bypass will expire.

4.8 ROUTERS

The Routers module shows the list of routers used in the configuration of the firewall: default
gateway and routers configured in filter rules (PBR: Policy Based Routing).
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|® File Windows Applications 2

I
Dashboard
I pvents

1 Hosts
1Y Interfaces

Ui} Users

[ vuimerabilrty ta..

@ Quality of Service

M Quarantine - 45...

™ Refresh
Search:
Name Active Active since Availability Available since ¥ Main/backup 1P address Used Type

4 gateway
gateway @ Used 2h13m 10sec & Ready - Main 10201 100 % LB

4 Routerl
Router70 @ Unavailable 38 Disabled 2h12m 22sec Backup 10.60.3.70 0% Filter
Router72 @ Used 2h12m 4lsec [ Ready 2h12m 41sec Main 10.60.372 0% Filter

When the Routers menu in the menu directory is selected, the data displayed by default are:

Name

Active

Active since
Availability

Available since
Main/backup
IP Adress
Used

Type

Y *

Name of the router and the gateways that it includes.
Indicates the status of each gateway. There are three possible values:

o Used: when a gateway is used,
o 0On standby: backup gateway,

« Unavailable: the gateway does not respond to pings.
Duration since the gateway’s last change of status.

Indicates whether the gateway is available for use. There are two possible values:
Ready or Disabled.

Duration since the gateway was last available.

Indicates whether the gateway is used (main) or is a backup gateway.

IP address of the gateway.

Indicates the how much (in percentage] the gateway is used in the router object.
Specifies the type of configuration in which the gateway is used: filter rule or load
balancing, etc.
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5. NETWORK ACTIVITY

5.1 VPN TUNNELS

The VPN Tunnels module presents IPSec VPN and SSL VPN tunnels under two separate tabs.

5.1.1 IPSec VPN Tunnels tab

The following window appears when you click on the IPSEC VPN Tunnels tab in the VPN Tunnels

menu:
0 e Window Apphestors 7
H Dhanven 1 skt Fresd
E ushboned Frertumes | 53 kel
S
0 by s
e ¥ Souce ¥ Source addess VB VOetnation  ¥iDestrationsd ¥ itaes ¥ lietme ¥ Acthurtication Whnongtion ¥ Ouigong 31 Wincoming 1 ¥ Qustgoing Regll ¥ ncoming gl
m " e HA R (F o
) Vet ' P FH it Bmbwt bl e DGBEEN eSS WW S
L] Hess bl 7T T no L Inflme T [P0 B T ] 11
hirfan ™ nin: vy S mescsl  amabe DTl MM M5 L1
—
sty of Seriee ™ nin: it Bl el e Dbl dobkle WO 1508
’ st ~1-7 8 nnz it Bt gl mmebe B MTEA i
1| teers e —
125} :
5 S L :"\E e thal T Il aSE. TS i) i

Figure 48: IPSec VPN tunnels

Here, you will see statistical information on the tunnel’s operation.

The data displayed in this window are as follows:

Source IP address or name of the tunnel initiator
Source address IP address of the tunnel initiator
Bytes Indicates incoming and outgoing throughput.
Destination Destination IP address
Status Indicates the tunnel’s status. (Example: Mature).
Lifeti The SA’s (Security Association] lifetime in a graphical representation of the position in
ifetime e . .
this lifetime as well as the value (expressed in hours, minutes and seconds)
Authentication The authentication algorithm
Encryption Name of the encryption algorithm

The tunnel is made up of two sub-tunnels, one for each direction of the datagram transmission.

€ REMARK
The algorithms and limits have been configured in the Stormshield Network Global
Administration (refer to the Manager user and configuration guide help for further details).

Qe

You will find other information on the parameters in this window in the RFC.
Further information may be found in RFC 2401 IPSEC:
http://www.ietf.org/rfc/rfc2401.txt

or on sites such as: http://www.guill.net/reseaux/Ipsec.html
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This status is color-coded. The line containing VPN information will use the color corresponding to
the tunnel’s status.

Undetermined

Larval: the SA is in the process of being negotiated or has not been completely
negotiated.

Mature: the SA has been established and is available; the VPN tunnel has been
correctly set up.

Dying: the SA will soon expire; a new SA is in the progress of being negotiated.

Dead: the SA has expired and cannot be used; the tunnel has not been set up and is
therefore no longer active.

Orphan: a problem has arisen, in general this status means that the tunnel has been
setup in only one direction.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

o View logs of outgoing SPIs,
o View logs of incoming SPIs,
 View the outgoing policy,

« View the incoming policy,

¢ Reset this tunnel,

e Resetalltunnels.

5.1.2 SSL VPN Tunnels tab

By clicking on the SSL VPN tunnels tab in the VPN Tunnels menu, the following screen will
appear:

2 Fde Windows Applicabent T
7 P

u Dashboard IPSec Vit burnels | 551 VPN nnels

: Learch:
\;J Events
W User ¥ VPN IP sddress ¥ Source IP addeess ¥ Recenved ¥ Sent ¥ Durstion ¥ Font
_"E,"_-| ulnerabiby Ma... PR R FET S 11,28 MB 1,55 Mb i S0see [EE

L] Hosts

'_J Interfaces

il Quakty of Serce
u| U

| Quarsntine - A5
E WPH tunneh

It displays statistics on the operation of SSL VPN tunnels that have been set up. The data
displayed in this window are:Source IP Address

User Name of the user that initiated the tunnel.

IP address assigned by the OpenVPN server to the client, for communications through

VPN IP Address the SSL VPN tunnel.
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IP address of the client workstation outside the SSL VPN tunnel (local network
Source IP Address

address).
Received Amount of data the client has received through the SSL VPN tunnel (unit: bits).
Sent Amount of data the client has sent through the SSL VPN tunnel (unit: bits).
. Time elapsed since the setup of the SSL VPN tunnel (expressed in days, hours,
Duration .
minutes and seconds).
Port Source port used by the client to set up the SSL VPN tunnel.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

e View host,
¢ Remove this tunnel.

5.2 ACTIVE UPDATE

&) DEFINITION: ACTIVE UPDATE
Enables updating the antivirus database, ASQ contextual signatures, the list of antispam
servers, trusted root certification authorities and the URLs used for dynamic URL filtering.

This window displays the status of Active Update on the firewall for each type of update available
(Antispam, Antivirus, Contextual signatures, Root certificates, Dynamic URL).

| File Windows Applications 7

Overview [ ™ Refresh ] [’ Launch Active Update
@ Updates were successful. The last Active Update was launched on: 14:14
. %W Dashboard 2

" Name Last update License expiry
uJ Events ’0 Antispam DNS blacklists (RBL) database 1414 3171272037 (1232w 5d 8h 42m 31sec)

. @ Updated ASQ contextual signature database 14:14 3171272037 (1232w 5d 8h 42m 31sec)
@J Vulnerability Ma... | | @ Updated Root certificate database 14:14 <nfa»

— @ Updated METASQ Vulnerability Manager database 14:14 31/12/2037 (1232w 5d 8h 42m 31sec)

u Hosts @ Updated Kaspersky antivirus database 14/05/2014 14:15 31/12/2037 (1232w 5d 8h 42m 31sec)
— @ Updated Antispam heuristic engine database 1414 3171272037 (1232w 5d 8h 42m 31sec)
U Interfaces

E] Quality of Service

uJ Users

M Quarantine - AS...
@ VPN tunnels
Active Update
" | .

Figure 49: Active Update

Active Update is used for automatically keeping URL databases up to date by downloading them
on servers such as updateX. stormshield.eu.

The Monitor screen indicates the result of the last update (successful or failed) and the date of
the last update.

The following data will be displayed when you click on the Active Update menu:
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Indicates the status of the Active Update. 2 options are possible: The last update
failed / Updated.

Indicates the update data categories.
Indicates the date and time of the last update.
Indicates the expiry date of the license option for this category.

This window sets out the services (active and inactive) on the Firewall and for how long they
have been active/inactive.

|® Fie Windows Applications 7

-

Dashboard

L] events

[ vuinerabity ..
[B] Hosts

U Interfaces

L;_)J Quality of Service

(4] Users

MJ Quarantine - AS...
E VPN tunnels
Active Update

| Filter policy

[_‘j VPN policy

& o
E VPN
B s

" Refresh
Search:

Status Name Uptime cPU Version Last update License expiry
@ Enabled {Web portal 1d 6h 12m L4sec -
@ Ensbled NTP client 2d1h 50m 49sec
@ Ensbled DHCP server 2d1h 50m 52sec
@ Ensbled DHCP client 2d1h 50m 58sec
@ Encbled VPN SSL server 2d1h 51m15sec
@ Encbled ASQ monitoring (stated) 2d1h 51m 32sec
@ Ensbled High availability 2d1h 51m 34sec
@ Ensbled Event server 2d1h51md2sec
@ Enzbled SSH server 2d1h 51m d6sec -
@ Encbled Interface monitering 2d1h52m 02%
@ Ensbled ASQ supervision service 2d 1h 52m dsec -
@ Ensbled Hardware monitoring service 2d1h 52m dsec =
@ Ensbled Communication server 2d1h 52m dsec 06%
@ Disabled BIRD dynamic routing Service 2d1h52m Tsec =
@ Disabled IP6 BIRD dynamic routing Service 2d 1h 52m Tsec -
@ Disabled ClamAV antivirus 2d 1h 52m Tsec = 14/05/2014 14:15 31/12/2037 (1232w 5d 8h 42m 4sec)
@ Disabled DHCPY6 client 2d1h52m Tsec
@ Disabled DHCPV server 2d1h52m Tsec
@ Disabled DHCP relay 2d1h 52m Tsec
@ Disabled Relay DHCPvG 2d 1h52m Tsec
@ Disabled DMS Cache/Proxy 2d1h 52m Tsec
@ Disabled LDAP server 2d1h52m Tsec =
@ Enzbled Logs 2d1h52m Tsec 07%
@ Disabled Dialup connections server (PPP/PPTP/PPPE) 2d1h 52m Tsec =
@ Disabled VPN server 2d 1h 52m Tsec
@ Disabled Router advertisement daemon 2d1h52m Tsec
@ Disabled SNMP Agent 2d1h52m Tsec
@ Disabled HTTP proxy cache 2d1h52m Tsec
@ Disabled HTTP proxy server 2d 1h 52m Tsec
@ Disabled SMTP proxy server 2d 1h 52m Tsec
@ Disabled POP3 proxy server 2d1h52m Tsec
@ Disabled FTP prosy server 2d1h52m Tsec
@ Disabled SSL proxy server 2d1h52m Tsec

Figure 50: Services

Proxies are displayed in 4 distinct entries:
e HTTP Proxy
e SMTP Proxy
o POP3 Proxy
o FTPProxy

Information regarding antivirus can also be seen in this window [activitg, version, last update,
expiry of its license).

The following data will be displayed when you click on the Services menu:

Status
Name

Uptime
CPU
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Indicates whether services are active or inactive.
Indicates the names of services.

Indicates the number of number of days the service has been running and the time of
activation.

Portion of processor resources used by the service (percentage).
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Version Version number of the service.
Last update Date of the last time the service was updated.
License expiry Indicates when the license will expire.
5.4 HARDWARE

5.4.1 High availability

This window displays information concerning the initialization of high availability.

€ DEFINITION OF HIGH AVAILABILITY

High availability is an option that allows two firewalls (identified through a MasterHA and
BackupHA license) to exchange information on their statuses, via a dedicated link in order
to ensure service continuity in the event one of the firewalls breaks down. Firewalls in high
availability have the same configuration — only their serial numbers, licenses (Master or
Backup] and most of all, their status (active or passive] differ.

B I |

Overview Frewl
sutbond Vg avaltity
- 16103300 2
U Events
Model - Model -
(@) vanerviy v | o . ot
U Hosts Quality 100%  Qualty 100%
Mode Active Mode Passive
u Interfaces License Master License Master

Active partiton Main Active parttion Main

| Quality of Service Backup partition version - - - s
Backup parttion date ven. mai9 09:30:40 2014 Backup partiton date jeu. avr. 17 16:4546 2014
) users Priorty 50 Friority

= Uyt Upt
Quarantine - e State Running state Ready

@ VPN tunnel i Main link 20K Main link =0K
1D Badupink +Faulty 1) Backup Ink : Faulty
Active Update Supervisor ™ Supervisor Yes
150 n a0 u
B3 sevices Symecomectonto 3 ||| s cmecinto 3
=1 Switchover 11 Switchover 11
Hardware

Figure 51: Hardware

@ NoTE

Version 1.0 of Stormshield Network multifunction firewalls allows you to benefit from high
availability support and a new-generation display with the date of the last synchronization.
You will also notice changes to RAID support.

5.4.2 Power supplies

If your firewall model supports redundant power supply modules (high-end models SN3000 and
SN6000), the power supply statut will be displayed.

Power supplics
W Pawer supply module (=ft): Powered
[ Power supply module (right): ot powered

5.4.3 S.M.A.R.T. devices

The result of monitorng tests that have been conducted will be displayed for each S.M.AR.T.
peripheral detected.

\ Page 83/92 snengde snrmonitor-v2 - Copyright © Stormshield 2016



& REAL-TIME MONITOR - USER CONFIGURATION MANUAL V.2.4
STORMSHIELD 6. POLICIES

S.M.AR.T. devices

Disk ad1 monitoring tests: PASSED
Disk ad2 monitoring tests: PASSED
Disk ad0 monitoring tests: PASSED

5.4.4 RAID
The following is the information relating to the status of RAID volumes and the disks that it
comprises:

Disk tupe Indication of the type of RAID volume or type of disk that makes up a RAID volume.
9P Example: Mirrored array (Raid1) for a RAID volume.

Disk address Physical location of the disk contributing to a RAID volume. Example: Upper slot.

Disk status Status of the RAID volume or of a disk that it comprises. Example: Degraded, Optimal.

5.4.5 Log Storage Disks

The information relating to the storage medium is:

Type Indicates the type of storage medium.

ID Identifier of the storage medium (assigned by the firewall).

Status Indicates whether the storage medium is recognized.

Disk space For formatted media, this indicates the size of the partition in Gigabytes.
Formatted Indicates whether the storage medium is formatted.

In the event of a problem with a disk, a message will be displayed in the dashboard.

6. POLICIES

6.1 FILTER POLICY

The Filter Policy menu, accessible from the menu directory, in Monitor recaps the active filter
policy by grouping together implicit rules, global filter rules and local filter rules.
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Figure 52: Filter policy

Each row displayed is set out as follows:
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o <identifier for the rule type > can be “0” for implicit rules, “1” for global filters and “2” for
local filters.

« <identifier for the rule in the slot>: this identifier is always “0” for implicit rules.
o <filter rule>: filter rule created by Stormshield Network.
e <NAT rule>: NAT rule created by Stormshield Network

6.1.1 “Connections” view

The “Connections” view sets out for each rule, all the connections allowed by the implicit, local
and global filter policies.

6.2 VPN POLICY

) DEFINITION VPN (VIRTUAL PRIVATE NETWORK)

The interconnection of networks in a secure and transparent manner for participating
applications and protocols — generally used to link private networks to each other through
the internet.

I@Ei\e Windows Applications 7

Overview [ © Refresh ]

Dashboard Search:
[ ] Events Source Source router Direction Protocol Destination router Destination Level Max lifetime
o Network_loopback_vé -+ any_v6
T Vulnerability Ma... | | Network_loopback v = any. vt
. any_v6 - Metwork_loopback_vé
‘I Hosts any_vd - Metwork_loopback_vé
- Metwork_dmzd_wvd Pub_FW _Spoke B L g Pub_FW_Hub Private_Net_Hub unique:16385
) Interfaces Metwork_drmzd_wd Pub_FW_Spoke_B [ Pub_FW_Hub Private_Net_Spoke A unique:16387
Private_Met_Spoke A Pub_PW_Hub L) Pub_FW_Spoke B Metwork_dmzd_vd unique:16388
9) Quality of Service Private Met_Hub Pub_FPW Hub i Pub_FW Spoke B Metwork_dmzd_vd unique:16386
.jj} Users
l)‘] Quarantine - AS..,
@ VPN tunnels
.i Active Update
E Services
Hardware
I‘;‘E) Filter policy
| VPN policy

Figure 53: VPN policy

The VPN section allows viewing the configuration of different VPN tunnel policies defined in the
active VPN slot. These VPN policies do not necessarily have to be used in order to be displayed.
The VPN slot only needs to be activated.

The following information is displayed in this window:

Source Traffic endpoint. Indicates the source network.
Source router Indicates the address of the source gateway.
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Indicates the direction of the traffic represented by the following icons:

[ )
Indicates the protocol(s) allowed to pass through the tunnel.
Indicates the address of the destination address.
Traffic endpoint. Indicates the destination network.
Level of security associated with the tunnel.

@ REMARK
This level is defined when creating the VPN tunnel according to the encryption
and authentication algorithm).

Maximum lifespan of the configured VPN policy.

The Actions button makes it possible to perform certain actions on the selected event (for further
information, please refer to chapter Contextual menu on lines):

 View corresponding tunnels.

7. LOGS

7.1 STATUS OF USE

A graph represents the current size of the log file in real time (“Alarms”, “Authentication”,
"Connections”, “Filters”, “ftp”, “Monitor”, “Plugins”, “POP3”, “VULNERABILITY MANAGER”,
“Administration”, “SMTP”, “System”, “IPSec VPN”, “Web”, “SSL VPN”) in relation to the size
allocated on the Firewall for each log type.

@ DEFINITION OF LOGS
Chronological record of a computer’s activity, which makes up a journal of events that took
place in programs and systems over a given period.
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Allocated percentage for logs files on th it
[Conmectons
: :
_
[Fdinerabity Fianager]
Eardbosing
|:[ Eree]
[PSecvPn]
1 pt ) 2 1 I 17 1 It E: 21 2 E 2z
Part of the log partiton (n percentage)
7.2.1VPN
[E Fe Windows Applications *
Overview Firewall :
Dashboard =
7  Date V Error level ¥ Phase ¥ source ¥ Destination ¥ Message ¥ Peeridentity ¥ In SPI 7 outsPL 7 Cookie (in/out) 7 Role 7 Remote netwo ¥ Local network
L] Eents 10:50 Information 2 qw Phase established 0X05d7eflf 0x0d3766¢3 0xSef2e7aact0b1b2b/0... initiater
10:49 Information 2 w Phase established 0:000b18€0 001241 cce Oc5ef2e7aac6b1b2b/0. . initiator
(] vatneresivey . g
fulnerability Ma... | 110,45 Information 2 qw Phase established 0x025978¢b 006392833 OxSef2eTaachIblb2b/0d..,  initiator
m 10:38 Information 2 gw Phase established 0:02602c07 040765472 045 ef2e72ac50b1b2b/00...  initiator
Hosts 10:38 Information 2 gw Phase established 00T 24eb 004936764 05ef2e72ac60b1b2b/0...  intiator
A e 10:38 Information 2 qw Phase established Od16da3te Oudica3db3 OS5 ef2eTaactblb2b/0... initiator
fiy) Interfaces 10:36 Information 2 aw Phase established 007718e54 005423372 OxSef2eTaachIblb2b/0d..,  initiator
2 10:35 Information 2 gw Phase established 0:03f0bdea 0x03b22862 045ef2e72ac50b1b2b/00... _intiator
Quality of Service | 14,35 Information 2 qw Phase established 0x03c67952 Ox0ccalesa 015¢f26733c5061626/00...  initiator
10:34 Information 2 qw Phase established 007335415 0:02ba5d26 OS5 ef2eTaactblb2b/0... initiator
i) u
il Users 10:27 Information 2 gw Phase established 0:0b5dgdse 002384924 OxSef2eTaachPblb2b/0d... initiator
O 10:22 Information 2 gw Phase established 0x0bfd09c2 0400433203 045 ef2e72ac50b1b2b/00...  initiator
Quarantine - A5... | 11519 Information 2 qw Phase established 0:08307869 0x08e2503 015¢f2e73ac59b1626/00...  initiator
E [ 1019 Information 2 aw Phase established 0:03bcSabd 006545262 OS5 ef2eTaactblb2b/0... initiator
Hnnets 1014 Information 2 gw Phase established 0:0beS4b66 0:0465828¢ 05 ef2e7aactIbLb2b/00.,  initiator
. Active Upd 10:10 Information 2 gw Phase established 0406260324 Ou0fbecTdd 045 ef2e72ac50b1b26/00...  initiator
ctive Update 10:05 Information 2 gw Phase established 0x09f4beba 0X0f08C67F 0x5ef2e7aac68b1b2b/0... initiator
ﬁ s 10:02 Information 2 gw Phase established Odcizie 0:0238489F OS5 ef2eTaactiblb2b/0d.. initiator
ervices 10:01 Information 2 gw Phase established 00f29e182 040382809 0x5ef2e7aach9b1b2b/0.,  initiater
o 10:00 Information 2 gw Phase established 00141762 0u075c43af 05ef2e7aac60b1b2b/0...  intiator
raware 10:00 Information 2 gw Phase established 0x0380710F 0X05919cfd 0x5ef2e7aac68b1b2b/0... initiator
iter ol 09:50 Information 2 gw Phase established 0:06e320ef 009547355 Ox5ef2eTaachIblb2b/08..  initiator
iy Fiterpolicy 09:50 Information 2 gw Phase established 00865085 0:060851b7 0x5ef2e7aach9b1b2b/0.,  initiater
ﬁ PH pol 09:50 Information 2 gw Phase established Ox0af85a6d 004000 05ef2e7aac60b1b2b/0...  intiator
policy 09:48 Information 2 qw Phase established 0x04€2b641 0x0edd7bca OxSef2e7aactbLb2b/0d... initiator
E . 09:48 Information 2 qw Phase established 007286012 0:060adc58 Ox5ef2eTaachIblb2b/08..  initiator
i 00:47 Information 2 gw Phase established 003454626 000224645 0x5ef2eTaac69b162b/0:9...  initiator
E . 09:47 Information 2 gw Phase established 0:085b3b78 0x0b728c67 05ef2e72ac60b1b2b/0...  intiator
0946 Information 2 qw Phase established 00279320 0:071bb31f OSef2eTaactblb2b/0... initiator
§ 5 09:3¢ Information 2 qw Phase established 001693195 0:050ectdl Ox5ef2eTaachIblb2b/08..  initiator
ystem 00:31 Information 2 gw Phase established 0:0f83bade 0:03682dd8 0x5ef2eTaac69b162b/0:9...  initiator
09:31 Information 2 gw Phase established O0ecTedea 0:00bed5Tb 0:5ef2e7aac60b1b2b/0.._initiator

Figure 54: VPN

The following data is displayed when you click on the VPN menu:
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Message Message informing of an attempt to set up a tunnel.

Sl Identity of the peer indicated in pre-shared key configuration where “IP address” has
Peer identity S ) .

not been specified as the identity type.

In SPI SPI number of the negotiated incoming SA (in hexadecimal).
Out SPI SPI number of the negotiated outgoing SA.
C.°°k'e. . Temporary identity markers for the initiator and recipient of the negotiation.
(incoming outgoing)
Role Indicates the user's endpoint.
Remote network IP address of the remote network on the traffic endpoint.
Local network IP address of the local network on the traffic endpoint.

€ Note
VPN logs are also displayed for firewall models without hard drive.

7.2.2 System

I@ File Windows Applications 7
Overview
Dashboard Search:
e Date Service Message
*" Events 15:57 . . o .
2 sysevent La cenfiguration a été medifiée
@ Vlnerability Ma 15:57 HA Successfully synchronized userprefs from to all
15:45 sysevent La configuration a été modifiée
15:45 HA Successfully synchronized userprefs from to all
7] Hosts 15:29 sysevent La configuration a été modifiée
| 15:28 sysevent La cenfiguration a été medifiée
el Interfaces 15:24 sysevent La cenfiguration a été modifiée
— . i 12:31 550Agent Agent{sso_agent_backup) successfully connected on
E)J Quality of Service 12:31 S50Agent Agent(sso_agent_backup) successfully connected on
[l 12:31 550Agent Agent(sso_agent_backup) successfully connected on
M Users 1231 550Agent Agent({sso_agent_backup) Connected to the agent
[ I‘J ] Quarantine - AS 12:29 550Agent Agent{sso_agent_main) is active
| 12:29 550Agent Agent{sso_agent_main) successfully connected on
12:29 S50Agent Agent(sso_agent_main) successfully connected on
@ VPN tunnels 12:29 S50Agent Agent(sso_agent_main) successfully connected on
Active Update 12:29 550Agent Agent(sso_agent_main) Connected to the agent
12:29 550Agent Agent{sso_agent_backup) timed-out during configuration ack
i 12:27 550Agent Agent{sso_agent_main) Communication error while reading user updates
ﬁ Services 12:27 S50Agent Agent(sso_agent_backup) is active
Hardware 1221 sysevent La configuration a été modifiée
12:06 sysevent La configuration a été modifiée
'Q=.>' Filt | 11:15 sysevent Active Update: Mise 3 jour réussie Vaderetro
=L er policy 11:15 HA Successfully synchronized au_Vaderetro from to all
== : 11:15 sysevent Active Update: Mise & jour réussie Patterns
VPN policy 11:15 HA Successfully synchronized au_Patterns from to all
10:37 sysevent La configuration a été modifiée
g Logs 10:37 HA Successfully synchronized userprefs from to all
10:33 HA Successfully synchronized config from to all
E VPN 09:55 550Agent Agent{sso_agent_backup) successfully connected on
09:55 550Agent Agent(sso_agent_backup) Connected to the agent
ﬁ i 09:55 S50Agent Agent(sso_agent_backup) successfully connected on

Figure 55: System

The following data is displayed when you click on the System menu:

Date Date and time entry was generated
Service Name of the service
Message Indicates the action applied.

€ NoTE

System logs are also displayed for firewall models without hard drive.
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8.1 Appendix A: FAQ

1). what is the meaning of the message “Impossible to locate the machine on x.x.x.x"?
2). How can | check the IP address (es] really assigned to the Firewall?

3). whatis the meaning of the message You lost the MODIFY privilege'?

4]). what is the meaning of the message The operation has exceeded the allotted time’?
5). How do | know if there has been an attempted intrusion?

6). Itis possible to allow protocols other than IP?

1) What is the meaning of the message “Impossible to locate the machine on x.x.x.x"?

This message means that the host on which you are connected cannot reach the Firewall by the
IPaddress you have specified in the connection window. This may be for one of several reasons.

Check:

« That the IP address which you have specified in the connection window is that of the
Firewall (that of the internal interface in advanced mode),

o Thatyourhost has indeed a different IP address from the Firewall but is on the same sub-
network,

« That the connections are properly in place (use a crossover cable only if you are
connecting the Firewall directly to a host or a router. Type "arp -a" in a DOS window under
Windows to see if the PC recognizes the Stormshield Network Firewall's physical address
(Ethernet). If it doesn’t, check your cables and the physical connections to your hub...

o Thatyou have not changed the Firewall's operating mode (transparent or advanced),

« That the Firewall recognizes the IP address (see “How can | check the IP address (es)
really assigned to the Firewall?”).

e That the access provider for the graphical interface has not been deactivated on the
Firewall.

2) How can | check the IP address (es) really assigned to the Firewall?

If you wish to check the IP address (es) or the operating mode (transparent or advanced) you
need only connect to the Firewall in console mode. To do so you can either conduct an SSH
session on the Firewall (if SSH is active and authorized) or connect directly to the firewall by the
serial port or by connecting a screen and a keyboard to the firewall.

Once connected in console mode (with the admin login) type the command ifinfo. This will give
you the network adapter configuration and the present operating mode.

3) What is the meaning of the message ‘You lost the MODIFY privilege'?
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Only one user can be connected to the Firewall with the MODIFY privilege. This message means
that a user has already opened a session with this privilege. In order to force this session to
close, you need only connect, adding an exclamation mark before the users name ('admin).

© WARNING
If an administrator session is open on another machine with the MODIFY right, it will be
closed.

4) What is the meaning of the message ‘The operation has exceeded the allotted time’?

As a security measure any connection between the Firewall and the graphic interface is
disconnected after a given time whether finished or not. In particular, this prevents an indefinite
wait for a connection if the Firewall cannot be reached via the network.

5) How do | know if there has been an attempted intrusion?

Each attempted intrusion triggers a major or minor alarm, depending on its gravity and
configuration. You are informed of these alarms in four ways:

« Firstly the LEDs on the front panel of the firewall light up (red) or flicker (yellow]) to alert
you.

o Then the alarms are logged in a specific file which you can consult from the graphical
interface (Stormshield Network Real-Time Monitor or Stormshield Network Event Reporter],

o You can receive an alarm report at regular intervals (see Receiving alarms) via the
Stormshield Network Global Administration application, which can be configured so that
whenever an alarm is raised, an e-mail is sent. When several alarms are raised in a short
period, they will be sentin a collective e-mail

o Finally Stormshield Network Real-Time Monitor displays on the screen the alarms received
in real time.

6) Itis possible to allow protacols other than IP?

The Stormshield Network Firewall can only analyze IP-based protocols. All protocols that the
Firewall does not analyze are regarded as suspicious and are blocked.

However, in transparent mode, Novell’s IPX, IPv6, PPPoE, AppleTalk and NetBIOS protocols may be
allowed through even though they are not analyzed.

8.2 Appendix B: Session and user privileges

Name Description Assigned privileges
Logs (R) Logs consultation base, log read

Filter (R) Filtering policy consultation base, filter read

VPN (R) VPN configuration consultation base, vpn read

Logs (W) Privilege to modify logs configuration modify, base, log

Filter (W) Privilege to modify filtering policy configuration modify, base, filter

VPN (W) Privilege to modify VPN configuration modify, base, vpn
Monitoring Privilege to modify configuration from Real-Time Monitor modify, base, mon write
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Privilege for URL filtering, Mail, SSL and antivirus

management

Privilege to modify PKI

Privilege to modify Object database
Privilege to modify Users

Privilege to modify routing (default route, static routes and
trusted networks)
Privilege to perform maintenance operations (backups,
restorations, updates, Firewall shutdown and reboot,
antivirus update, modification of antivirus update
frequency, High Availability modification and RAID-related

actions in Real-Time Monitor)

Privilege to modify Intrusion prevention (IPS) configuration
Privilege to consult or modify vulnerabilities

Privilege to access to global objets

Privilege to access to global filtering policy

8. APPENDICES

modify, base,
contentfilter

modify, base, pki
modify, base, object
modify, base, user
modify, base, network

modify, base, route

modify, base,
maintenance

modify, base, asq
modify, base, pvm
modify, base,
globalobject

modify, base, globalfilter

The base privilege is assigned to all users systematically. This privilege allows reading the whole
configuration except filtering, VPN, logs and content filtering. The modify privilege is assigned to
users who have writing privileges. The user who has logged on as admin will obtain the admin
privilege. This is the only privilege that allows giving other users administration privileges or

removing them.

8.3 Appendix C: SA states

Larval
Mature
Dying
Dead

Orphan

ﬁ Page 91/92

P

Undetermined

up.

only one direction.

The SA is in the process of being negotiated or has not been completely negotiated.
The SA has been established and is available; the VPN tunnel has been correctly set

The SA will soon expire; A new SA is in the progress of being negotiated.

The SA has expired and cannot be used; The tunnel has not been set up and is
therefore no longer active.

A problem has arisen, in general this status means that the tunnel has been set up in
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