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FOREWORD  

Copyright 
© Copyright NETASQ 2011. All rights reserved.  Under copyright law, any form of 

reproduction whatsoever of this user manual without NETASQ's prior written approval is 

prohibited.  NETASQ rejects all liability arising from the use of the information contained in 

these works. 

  

 

Liability  
This manual has undergone several revisions to ensure that the information in it is as 

accurate as possible.  The descriptions and procedures herein are correct where NETASQ 

firewalls are concerned.  NETASQ rejects all liability directly or indirectly caused by errors 

or omissions in the manual as well as for inconsistencies between the product and the 

manual. 

 

 

Notice  
 

WEEE Directive  
All NETASQ products that are subject to the WEEE directive will be marked 

with the mandated "crossed-out wheeled bin" symbol (as shown above) for 

items shipped on or after August 13, 2005.  This symbol means that the product 

meets the requirements laid down by the WEEE directive with regards to the 

destruction and reuse of waste electrical and electronic equipment. 

For further details, please refer to NETASQ's website at this address: 
http://www.netasq.com/recycling.html 

 

License Agreement  

Introduction  

The information contained in this document may be changed at any time without prior 

notification.  Despite the care taken in preparing this document, it may contain some 

errors. Please do not hesitate to contact NETASQ if you notice any. 

 

NETASQ will not be held responsible for any error in this document or for any resulting 

consequence. 
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Acceptance of terms 
By opening the product wrapping or by installing the administration software you will be 

agreeing to be bound by all the terms and restrictions of this License Agreement. 

 

  

License 

NETASQ hereby grants, and you accept, a non-exclusive, non-transferable license only to 

use the object code of the Product. You may not copy the software and any documentation 

associated with the Product, in whole or in part. You acknowledge that the source code of 

the Product, and the concepts and ideas incorporated by this Product, are valuable 

intellectual property of NETASQ. You agree not to copy the Product, nor attempt to 

decipher, reverse translate, de-compile, disassemble or create derivative works based on 

the Product or any part thereof, or develop any other product containing any of the 

concepts and ideas contained in the Product. You will be held liable for damages with 

interests therein in favor of NETASQ in any contravention of this agreement. 

 

Limited warranty and limitation of liability 

a - Hardware  

NETASQ warrants its hardware products to be free of defects in materials and 

workmanship for a period of one year, in effect at the time the Purchase order is accepted.  

This period begins with effect from the date on which the product is activated. 

 

b - Software  

NETASQ Software products ("Software") are warranted for a period of 90 days (unless 

otherwise stated at purchase) from the date of the productôs activation to be free from 

defects and to operate substantially according to the manual, as it exists at the date of 

delivery, under the operating system versions supported by NETASQ. 

 

NETASQ does not warrant its software products for use with operating systems not 

specifically identified.  

 

c - Default  

NETASQôs entire liability and your exclusive remedy shall be, at NETASQôs option, either a 

return of the price paid for this License or Product resulting in termination of the 

agreement, or repair or replacement of the Product or media that does not meet this 

limited warranty. 
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d - Warranty  

Except for the limited warranties set forth in the preceding paragraph, this product is 

provided "as is" without warranty of any kind, either expressed or implied. NETASQ does 

not warrant that the product will meet your requirements or that its operation will be 

uninterrupted or error free. NETASQ disclaims any implied warranties or merchantability or 

fitness for particular purpose, or non-infringement. 

 

e - Recommendations 

In no event will NETASQ be liable to you or any third party for any damages arising out of 

this agreement or the use of the product, including lost profit or savings, whether actual, 

indirect, incidental, or consequential, irrespective of whether NETASQ has been advised of 

the possibility of such damages. NETASQôs maximum liability for damages shall be limited 

to the license fees received by NETASQ under this license for the particular product(s) 

which caused the damages. 

 

Any possible legal action relating to the alleged defectiveness of the software will come 

under the jurisdiction of NETASQôs headquarters, French law being the binding authority. 

 WARNING 

1) Certain NETASQ products enable gathering and analyzing logs.   This log 

information allows the activity of internal users to be tracked and may provide 

nominative information. The legislation in force in the destination country may 

impose the application of certain measures (namely administrative declarations, 

for example) when individuals are subject to such monitoring.  Ensure that 

these possible measures have been applied before any use of the product.  

2) NETASQ products may provide cryptographic mechanisms which are restricted 

or prohibited by the legislation in force in the destination country. Despite the 

control made by NETASQ before exportation, ensure that the legislation in 

force allows you to use these cryptographic mechanisms before using NETASQ 

products. 

3) NETASQ disclaims all liability for any use of the product deemed illegal in the 

destination country. 
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1. INTRODUCTION 

NETASQ Centralized Manager is an application that allows a team of administrators to 

schedule tasks and to manage the security policy for several equipments from a central 

point. Once these policies have been created, just a simple click of the mouse will deploy 

them on several equipments.  

NETASQ Centralized Manager therefore makes it possible to: 

 Monitor equipments  

 Work as a team  

 Manage an equipment fleet  

 

 

1.1. Who should read this? 

This manual is intended for network administrators or, at the least, for users with IP 

knowledge. 

In order to configure your NETASQ product in the most efficient manner, you must be 

familiar with these protocols and their specific features: 

 

 ICMP (Internet Control Message Protocol) 

 IP (Internet Protocol) 

 TCP (Transmission Control Protocol) 

 UDP (User Datagram Protocol) 

 

Knowledge of the general operation of the major TCP/IP services is also desirable: 

 

 HTTP 

 FTP 

 Mail (SMTP, POP3, IMAP) 

 Telnet 

 DNS 

 DHCP 

 SNMP 

 NTP 

 

If you do not possess this knowledge, don't worry: any general book on TCP/IP can 

provide you with the required elements. 

The better your knowledge of TCP/IP, the more efficient your filter rules and the greater 

your IP security. 
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1.2. Typographical conventions 

 

1.2.1.  Abbreviations 

For the sake of clarity, the usual abbreviations have been kept.  For example, VPN (Virtual 

Private Network). 

 

1.2.2.  Display 

Names of windows, menus, sub-menus, buttons and options in the application will be 

represented in the following fonts: 

 

1.2.3.  Indications 

Indications in this manual provide important information and are intended to attract your 

attention to important points.  Among these, you will find: 

 

 NOTE /REMARKS 

These messages provide a more detailed explanation on a particular point. 

 

 WARNING 

These messages warn you about the risks involved in performing a certain 

manipulation or about how not to use your equipment. 

 

 TIP 

This message gives you ingenious ideas on using the options on your 

product. 

 

 DEFINITION 

Describes technical terms relating to NETASQ or networking. These terms will also 

be covered in the glossary. 

 

 

  

Example 

Menu Interfaces  
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1.2.4.  Messages 

Messages that appear in the application are indicated in double quotes. 

 

1.2.5.  Examples 

 

1.2.6.  Command lines  

Command lines  

Indicates a command line (for example, an entry in the DOS command 

window) .  

 

 

1.2.7.  Reminders  

Reminders are indicated as follows: 

 Reminder. 

 

1.2.8.  Access to features  

Access paths to features are indicated as follows:  

 Access the menu Fi le \ Firewall.  

 

1.3.  Vocabulary used in the manual  

Equipment Refers to the security device (firewall).  The terms ñequipmentò and ñsecurity 

deviceò are used interchangeably. 

Dialup Interface on which the modem is connected.  

NCM Abbreviation for NETASQ Centralized Manager. 

Firewall NETASQ UTM device /product  

Intrusion 

prevention 

IPS is also used in its place. 

Configuration 

slot  

(Or policy). ñSlotò or ñpolicyò (filter, NAT, etc) are used interchangeably. 

 

Host Terms used as much to refer to workstations as to users. 

Logs A record of user activity for the purpose of analyzing network activity. 

 

Example 

"Delete this entry?" 

 

Example 

This allows you to have an example of a procedure explained earlier. 
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1.4. Getting help  

To obtain help regarding your product and the different applications in it: 

 Website: www.netasq.com. Your secure-access area allows you to access a wide range 

of documentation and other information. 

 User manuals: NETASQ UNIFIED MANAGER, NETASQ REAL-TIME and NETASQ 

EVENT REPORTER. 

 

1.5. Technical assistance centre 

NETASQ provides several means and tools for resolving technical problems on your 

firewall.   

 A knowledge base. 

 A certified distribution network.  As such, you will be able to call on your 

distributor.   

 Documents: these can be accessed from your client or partner area.  You will 

need a client account in order to access these documents. 

 

For further information regarding technical assistance, please refer to the document 

"Standard NETASQ support". 

 

1.6. Getting familiarized with the Web Portal  

 

1.6.1. Logging on  

Users can log onto NETASQ Centralized Manager from the web portal installed on the 

internal server or from outside your company network.  

Services offered on the NCM web portal depend on the connected user accessing the 

application. User profiles can be defined by logging on as ñSuper Administratorò in 

NETASQ Centralized Manager.  

 

 

 

 

 

http://www.netasq.com/
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1.6.2. General concept  

The intuitive NETASQ Centralized Manager web portal is built around these two main 

objects ï equipments and profiles.  

Equipments correspond to the devices being managed (firewalls). The first step that a 

manager has to carry out is the creation of an equipment within a group of equipments.  

The second step corresponds to the provisioning process. When the equipment is 

preconfigured to be contactable by NETASQ Centralized Manager, the manager will have 

to activate the site through the NETASQ Centralized Manager web portal. During this step, 

NCM will connect to the equipment and configure it automatically with the profiles that 

have been attached to it and will assign a digital certificate to it.  

A single equipment can be attached to several profiles (Configuration, VPN, etcé), which 

can be created easily thanks to NETASQ Centralized Managerôs intuitive interface. As 

soon as the manager attaches an equipment to a profile, NCM will automatically update 

the profile by applying the new configuration. 

 

1.6.3. Layout of the interface  

Access to objects management is based on a hierarchical organization. For example, in 

order to access the management of an equipment, you will need to browse the 

management of the corresponding equipment group.   

The diagram below sets out the hierarchical organization of the various views. 

Arrows represent the top-down menus that appear when browsing through the different 

views.  
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 NOTE: 

Avoid using the Back button on your browser and use the arrows on your NETASQ 

Centralized Manager taskbar instead (below the logo).  

 

The banner at the top is divided into several sections that present: 

 

 

¶ IDs and privileges of the connected manager: 
 

 
 

 

¶ The general status of managed equipments, represented in 5 colors: 

 

 
 

Green -> number of active sites  

Yellow -> number of uncertain sites  

Red -> number of uncontactable sites  

Blue -> number of sites that have never been contacted successfully 

Gray -> total number of sites 

 

 

¶ The name of the view displayed and the access path from the manager view: 
 

 
 

In the example above, after the ID of the manager (NCMG2), the ID of the equipment 

group (NCMA63) and the equipment being viewed (NCM1941) are indicated. 

This access path allows: 

- Identifying the entity being managed  

- Browsing to one of the higher entities  
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1.6.4. Overview of the menus 

 

The taskbar contains three main menus:  

 

Each object type (manager/group/profile/equipment) has its own menu entries. 

Even though the name of the menu remains the same in general, entries inside it 

will differ according to the type of entity managed.  

Furthermore, the display of menu entries is conditioned by the delegation profile 

(authorized actions), associated with the connected manager.  

 

         Menus 

Entities 
GENERAL MANAGEMENT MONITORING 

Actions allowed 

at the manager 

level  

 

Looking up 

information 

Modifying 

information  

 

Creating managers 

Creating groups of 

equipments 

Creating delegations 

Managing the 

repository 

 

 

 

Status of equipments  

Monitoring console  

Statistics of 

equipments 

Managing certificates  

Life cycles of 

equipments 

Activity reports  

 

Actions allowed 

at the group 

level  

 

Looking up 

information  

Deleting the group 

of equipments  

 

 

Creating equipments 

Creating local VPNs 

Creating global VPNs 

Creating configuration 

profiles  

Creating scheduling 

profiles  

Creating monitoring 

profiles 

Managing 

modifications on 

equipments  

 

 

Monitoring console  

Status of equipments 

Statistics of 

equipments 
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Actions allowed 

at the 

equipment level  

Editing the 

equipment 

Editing configuration 

variables  

Editing the 

configuration 

Attached profiles  

Duplicating the 

equipment 

Deleting the 

equipment 

Pre-configuring the 

equipment (win32) 

Pre-configuring the 

equipment (Linux) 

Activating the 

equipment 

High availability  

Rebooting the 

equipment 

Renewing 

certificates  

Updating the 

configuration  

Upgrading the 

license  

Upgrading the 

firmware 

 

 Managing equipment 

notifications  

Events of the week  

Events of the month  

Correlation of curves  

Full activity reports  

VPN activity reports 

 

1.6.5. Ease of use  

In order to facilitate the monitoring of equipments, some screens will open in a separate 

browser window. 

 

 

 

 

Example 

Menu Monitoring \ Monitoring c onsole  
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2. ACCESSING THE WEB PORTAL  

 

2.1. User profiles  

Administrator logins are defined by the ñsuper administratorò: this represents the only user 

who has administration privileges over NETASQ Centralized Manager products. This user 

is created during the installation of the NETASQ Centralized Manager solution and 

possesses all privileges as well as a special ñADMINò privilege that only he holds. This 

gives him the right to perform certain operations such as the management of 

administrators. The super administrator cannot be configured.  

 

  

2.2. Data models  

Security profiles are used for managing equipments that are under the responsibility of 

service providers, often called managers. These service providers manage the NETASQ 

Centralized Manager equipments according to the groups of equipments that are attached 

to them. 

This model creates an association between rules and classic RBAC roles (Role Based 

Access Model) illustrated below: 

Privileged manager Manager with all management privileges over the NETASQ 

Centralized Manager platform installed.  

Manager Service providerôs team, which can manage some or all equipment 

groups.  

Group of equipments Console of an equipment group in read-only mode. 
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2.3. Role Based Access Model  

 

 

2.4. Management and Delegation profile  

The table below sets out the default permissions for each account:  

 Privileged manager Manager Group 

Create//Modify/Delete manager accounts ã   

Limit a managerôs perimeter to a sub-set of 

subscribers  
ã   

Create/Modify/Delete subscriber accounts ã ã  

Create/Modify/Delete equipments ã ã  

Create/Modify/Delete profiles ã ã  

Access to the monitoring console in real time  ã ã ã 

View security dashboards ã ã ã 

View Silver Monitoring statistics ã ã ã 

View Gold Monitoring log reports ã ã ã 
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NCMôs Role Based Access Control (RBAC) mechanism provides modular control over 

access to managed services by restricting their use only to authorized users.  

Features can be accessed through delegation profiles. These profiles are managed by the 

privileged manager and allow the easy deployment of privileges over several user 

accounts.  

 

2.5. Connecting to the Web portal 

Proceed as follows to connect to the NETASQ Centralized Manager web portal: 

 Open your web browser and enter the URL https://server_name/NCM/en/  

 

 NOTE 

ñserver_nameò may be the host name, the IP address or the domain name of the 

server that launches NETASQ Centralized Manager. 

The operator will need to retrieve the connection address as well as an account with 

which the necessary privilege level is associated.  

 

 

  

https://server_name/NCM/fr/
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Once he has logged on, the user will be redirected to his home page.  

Below is an example: 
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3. GETTING STARTED WITH NCM 

3.1. Introduction 

This section sets out the different steps to carry out in order to manage your equipments 

with NETASQ Centralized Manager. 

First of all, the privileged administrator will need to create a delegation profile, in which he 

will allow a user named ñmanagerò to manage groups of equipments and as such, 

individual equipments. 

Once you have opened your browser, (https://server_name/NCM/en/), you will access your 

NCM homepage which will set out your privileges.  

Example 

 

3.2. List of steps  

1. Creation of a delegation profile 

2. Creation of a manager associated with a delegation profile 

3. Creation of an equipment group  

4. Provisioning of configuration items  

5. Creation of an equipment 

6. Pre-configuration of an equipment: basic configuration of an equipment 

according to the information entered during its creation so that NCM can access 

the equipment and push the final configuration. 

7. Creation of a configuration profile  

8. Association of the configuration profile with an equipment 

9. Activation of the equipment 

 

3.3. NETASQ Centralized Manager views 

3.3.1. Introduction 

For each entity managed, NETASQ Centralized Manager offers several views that allow 

focusing on relevant information according to the type of action to perform.  

This information is represented by tabs, enabling faster identification.  

 

 

https://server_name/NCM/fr/
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3.3.2. Privileged manager view 

 

 

 

3.3.3. Manager view 

 

 

 

3.3.4. Equipment group view  

 

 

 

3.3.5. Equipment view 
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4. MANAGING MANAGERS 

4.1. Introduction  

The steps described in this section are intended only for the privileged manager, who has 

specific entries in the menu. 

The Management  menu allows: 

-  Creating managers 

-  Creating delegations  

-  Creating groups of equipments 

-  Managing repository  

 

The Monitoring  menu will allow the privileged manager to: 

-  Manage certificates  

-  View the life cycles of equipments 

-  View the activity reports of these equipments  

-  View billing tickets  

-  Access the monitoring console 

 

4.2. Creating a Delegation profile 

Customizable privileges are presented in a hierarchical form in order to allow quick and 

easy configuration of all specific privileges.  
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Managers have no privileges as long as they are not attached to a delegation profile. A 

managerôs ability to manage individual privileges can simply be summarized as associating 

the appropriate delegation profile. 

 

 

 

In the screen above, it is possible to attach one or several managers to a delegation 

profile. To do so, simply select the manager(s) from the list on the left and click on the 

arrow pointing to the right.  

 NOTE 

Several managers can be selected by using the Shift and/or Ctrl keys. 

Clicking on the double arrow will allow attaching all managers to the 

delegation profile. 

 

 NOTE 

In the list of managers to attach, those already associated with a delegation 

profile are grayed out. They can be selected in order to change their 

delegation profiles. 
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4.3. Managing delegation profiles 

Delegation profiles are listed in a specific tab on the privileged manager home page. 

 

 

4.3.1. Explanation of the icons  

 

: This icon allows attaching managers to the profile. 

: You can view the profile by clicking on this magnifying glass. 

: By clicking on this icon, you will be able to edit the profile. 

: This icon allows deleting the selected delegation profile. 

: This grayed out icon means that the selected delegation profile cannot be 

deleted as it is attached to several managers. 

 

4.3.2. Creating a manager 

4.3.2.1. Step 1 

 Go to the Administration menu and select the option ñCreate a managerò. 

 Fill in the required information. The name is mandatory. 

 Assign a delegation profile to the manager by selecting it from the drop-down 

list. If you omit this step, the default profile will be ñRestrictedò. 

 Click on ñOKò. 
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4.3.2.2. Step 2 

You will now see your managerôs home page: 

 

 
 

 You can create a group of equipments by clicking on the button that appears. 

The following screen will appear:  

 

Fill in the fields and click on ñNextò. 










































































































































