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fitness for a particular purpose, as to the accuracy, reliability or the contents of the
document. NETASQ reserves the right to revise this document, to remove
sections or to remove this whole document at any moment without prior notice.
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Copyright

© Copyright NETASQ 2011. All rights reserved. Under copyright law, any form of
reproduction whatsoever of this user manual without NETASQ's prior written approval is
prohibited. NETASQ rejects all liability arising from the use of the information contained in
these works.

Liability

This manual has undergone several revisions to ensure that the information in it is as
accurate as possible. The descriptions and procedures herein are correct where NETASQ
firewalls are concerned. NETASQ rejects all liability directly or indirectly caused by errors
or omissions in the manual as well as for inconsistencies between the product and the
manual.

Notice

WEEE Directive
All NETASQ products that are subject to the WEEE directive will be marked

with the mandated "crossed-out wheeled bin" symbol (as shown above) for

B cms shipped on or after August 13, 2005. This symbol means that the product
meets the requirements laid down by the WEEE directive with regards to the
destruction and reuse of waste electrical and electronic equipment.

For further details, please refer to NETASQ's website at this address:
http:/www.netasqg.com/recycling.html

License Agreement

Introduction

The information contained in this document may be changed at any time without prior
notification. Despite the care taken in preparing this document, it may contain some
errors. Please do not hesitate to contact NETASQ if you notice any.

NETASQ will not be held responsible for any error in this document or for any resulting
consequence.
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Acceptance of terms
By opening the product wrapping or by installing the administration software you will be

agreeing to be bound by all the terms and restrictions of this License Agreement.

License

NETASQ hereby grants, and you accept, a non-exclusive, non-transferable license only to
use the object code of the Product. You may not copy the software and any documentation
associated with the Product, in whole or in part. You acknowledge that the source code of
the Product, and the concepts and ideas incorporated by this Product, are valuable
intellectual property of NETASQ. You agree not to copy the Product, nor attempt to
decipher, reverse translate, de-compile, disassemble or create derivative works based on
the Product or any part thereof, or develop any other product containing any of the
concepts and ideas contained in the Product. You will be held liable for damages with
interests therein in favor of NETASQ in any contravention of this agreement.

Limited warranty and limitation of liability

a - Hardware
NETASQ warrants its hardware products to be free of defects in materials and
workmanship for a period of one year, in effect at the time the Purchase order is accepted.
This period begins with effect from the date on which the product is activated.

b - Software
NETASQ Software products ("Software") are warranted for a period of 90 days (unless
otherwise stated at purchase) from the date of the product’s activation to be free from
defects and to operate substantially according to the manual, as it exists at the date of
delivery, under the operating system versions supported by NETASQ.

NETASQ does not warrant its software products for use with operating systems not
specifically identified.

c - Default
NETASQ’s entire liability and your exclusive remedy shall be, at NETASQ'’s option, either a
return of the price paid for this License or Product resulting in termination of the
agreement, or repair or replacement of the Product or media that does not meet this
limited warranty.

USER GUIDE
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d - Warranty
Except for the limited warranties set forth in the preceding paragraph, this product is
provided "as is" without warranty of any kind, either expressed or implied. NETASQ does
not warrant that the product will meet your requirements or that its operation will be
uninterrupted or error free. NETASQ disclaims any implied warranties or merchantability or
fitness for particular purpose, or non-infringement.

e - Recommendations
In no event will NETASQ be liable to you or any third party for any damages arising out of
this agreement or the use of the product, including lost profit or savings, whether actual,
indirect, incidental, or consequential, irrespective of whether NETASQ has been advised of
the possibility of such damages. NETASQ’s maximum liability for damages shall be limited
to the license fees received by NETASQ under this license for the particular product(s)
which caused the damages.

Any possible legal action relating to the alleged defectiveness of the software will come
under the jurisdiction of NETASQ’s headquarters, French law being the binding authority.

O WARNING

1) Certain NETASQ products enable gathering and analyzing logs. This log
information allows the activity of internal users to be tracked and may provide
nominative information. The legislation in force in the destination country may
impose the application of certain measures (namely administrative declarations,
for example) when individuals are subject to such monitoring. Ensure that
these possible measures have been applied before any use of the product.

2) NETASQ products may provide cryptographic mechanisms which are restricted
or prohibited by the legislation in force in the destination country. Despite the
control made by NETASQ before exportation, ensure that the legislation in
force allows you to use these cryptographic mechanisms before using NETASQ
products.

3) NETASQ disclaims all liability for any use of the product deemed illegal in the
destination country.

USER GUIDE
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NETASQ Centralized Manager is an application that allows a team of administrators to
schedule tasks and to manage the security policy for several equipments from a central
point. Once these policies have been created, just a simple click of the mouse will deploy
them on several equipments.

NETASQ Centralized Manager therefore makes it possible to:
2@ Monitor equipments
2 Work as a team
2 Manage an equipment fleet

1.1. Who should read this?

This manual is intended for network administrators or, at the least, for users with IP
knowledge.

In order to configure your NETASQ product in the most efficient manner, you must be
familiar with these protocols and their specific features:

[oe]

@ ICMP (Internet Control Message Protocol)
@ IP (Internet Protocol)

@ TCP (Transmission Control Protocol)

@ UDP (User Datagram Protocol)

3AIND ¥3sn

Knowledge of the general operation of the major TCP/IP services is also desirable:

@ HTTP

FTP

Mail (SMTP, POP3, IMAP)
Telnet

DNS

DHCP

SNMP

NTP

o o o 9 o o Q

If you do not possess this knowledge, don't worry: any general book on TCP/IP can
provide you with the required elements.

The better your knowledge of TCP/IP, the more efficient your filter rules and the greater
your IP security.
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1.2. Typographical conventions

1.2.1. Abbreviations
For the sake of clarity, the usual abbreviations have been kept. For example, VPN (Virtual
Private Network).

1.2.2. Display
Names of windows, menus, sub-menus, buttons and options in the application will be
represented in the following fonts:

Example
Menu Interfaces

1.2.3. Indications
Indications in this manual provide important information and are intended to attract your
attention to important points. Among these, you will find:

@ NOTE /REMARKS
These messages provide a more detailed explanation on a particular point.

O WARNING
These messages warn you about the risks involved in performing a certain
manipulation or about how not to use your equipment.

Q 1p

This message gives you ingenious ideas on using the options on your
product.

©
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© DEFINITION
Describes technical terms relating to NETASQ or networking. These terms will also
be covered in the glossary.
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1.2.4. Messages
Messages that appear in the application are indicated in double quotes.

Example
"Delete this entry?"

1.2.5. Examples

Example
This allows you to have an example of a procedure explained earlier.

1.2.6. Command lines

Command lines
Indicates a command line (for example, an entry in the DOS command
window) .

1.2.7. Reminders
Reminders are indicated as follows:
@ Reminder.

=
o

1.2.8. Access to features
Access paths to features are indicated as follows:
D Access the menu File\Firewall.

3AIND ¥3sn

1.3. Vocabulary used in the manual
Equipment Refers to the security device (firewall). The terms “equipment” and “security
device” are used interchangeably.
Dialup Interface on which the modem is connected.
NCM Abbreviation for NETASQ Centralized Manager.
Firewall NETASQ UTM device /product
Intrusion IPS is also used in its place.
prevention
Configuration  (Or policy). “Slot” or “policy” (filter, NAT, etc) are used interchangeably.
slot
Host Terms used as much to refer to workstations as to users.

Logs A record of user activity for the purpose of analyzing network activity.
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1.4. Getting help

To obtain help regarding your product and the different applications in it:

2 Website: www.netasq.com. Your secure-access area allows you to access a wide range
of documentation and other information.

@ User manuals: NETASQ UNIFIED MANAGER, NETASQ REAL-TIME and NETASQ
EVENT REPORTER.

1.5. Technical assistance centre

NETASQ provides several means and tools for resolving technical problems on your
firewall.
@ A knowledge base.
@ A certified distribution network. As such, you will be able to call on your
distributor.
@ Documents: these can be accessed from your client or partner area. You will
need a client account in order to access these documents.

For further information regarding technical assistance, please refer to the document
"Standard NETASQ support".

[uy
[N

1.6. Getting familiarized with the Web Portal
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1.6.1.Logging on
Users can log onto NETASQ Centralized Manager from the web portal installed on the
internal server or from outside your company network.

Services offered on the NCM web portal depend on the connected user accessing the
application. User profiles can be defined by logging on as “Super Administrator” in
NETASQ Centralized Manager.
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1.6.2. General concept
The intuitive NETASQ Centralized Manager web portal is built around these two main
objects — equipments and profiles.

Equipments correspond to the devices being managed (firewalls). The first step that a
manager has to carry out is the creation of an equipment within a group of equipments.

The second step corresponds to the provisioning process. When the equipment is
preconfigured to be contactable by NETASQ Centralized Manager, the manager will have
to activate the site through the NETASQ Centralized Manager web portal. During this step,
NCM will connect to the equipment and configure it automatically with the profiles that
have been attached to it and will assign a digital certificate to it.

A single equipment can be attached to several profiles (Configuration, VPN, etc...), which
can be created easily thanks to NETASQ Centralized Manager’s intuitive interface. As
soon as the manager attaches an equipment to a profile, NCM will automatically update
the profile by applying the new configuration.

1.6.3. Layout of the interface
Access to objects management is based on a hierarchical organization. For example, in
order to access the management of an equipment, you will need to browse the
management of the corresponding equipment group.

The diagram below sets out the hierarchical organization of the various views.

Arrows represent the top-down menus that appear when browsing through the different

=
N

e views.
@
2
@
c
2
Manager
Equipments Group
: Configuration Profile of Profile of
B RIFEULE Profile Supervision Planning

v

Equipments :
<€
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O noTE:
Avoid using the Back button on your browser and use the arrows on your NETASQ
Centralized Manager taskbar instead (below the logo).

The banner at the top is divided into several sections that present:

EQUIPMENT HOME PAGE Right delegation :
Unrestricted
S

o‘-'.-; E?ESQTRALIZED MANAGER | |ncmcz | |ncmas |- | ncmizs 0O o @@ SariSoc

admin

¢ IDs and privileges of the connected manager:

Right delegation :
Unrestricted
Privileged manager:
SmartSoc-NCM admin
admin [NCMG2]

¢ The general status of managed equipments, represented in 5 colors:

o o &> B

13
S . :
m Green -> number of active sites
ai Yellow -> number of uncertain sites
g Red -> number of uncontactable sites

Blue -> number of sites that have never been contacted successfully
Gray -> total number of sites

¢ The name of the view displayed and the access path from the manager view:

EQUIPMENT HOME PAGE

NCMGZ HCMAG HCR131

In the example above, after the ID of the manager (NCMG2), the ID of the equipment
group (NCMAG63) and the equipment being viewed (NCM1941) are indicated.

This access path allows:
- ldentifying the entity being managed
- Browsing to one of the higher entities
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1.6.4. Overview of the menus

The taskbar contains three main menus:

GENERAL ¥

MANAGEMENT ¥

1. INTRODUCTION

MONITORING ¥

Each object type (manager/group/profile/equipment) has its own menu entries.
Even though the name of the menu remains the same in general, entries inside it
will differ according to the type of entity managed.

Furthermore, the display of menu entries is conditioned by the delegation profile

(authorized actions), associated with the connected manager.

modifications on
equipments

~Menus GENERAL MANAGEMENT MONITORING
Entities
Creating managers fﬂtatt_;s (_)f equipmlents
; onitoring console
Actions allowed | Looking up g(;iiiiglr:grigows of Statistics %f
at the manager information . . i
level ’ Modifying Creating delegations (I\allqaur:zmiimiertificates
information Managlng the i o
repository Llfe.cycles of
equipments
Activity reports
Creating equipments Monitoring console
Creating local VPNs Status of equipments
Creating global VPNs | Statistics of
Creating configuration | equipments
Looking up profiles
Actions allowed | information Creating scheduling
at the group Deleting the group profiles
level of equipments Creating monitoring
profiles
Managing
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Editing the Managing equipment
equipment notifications

Editing configuration Events of the week
variables Events of the month
Editing the Correlation of curves
configuration Full activity reports
Attached profiles VPN activity reports
Duplicating the

equipment

Deleting the

equipment

Pre-configuring the
equipment (win32)
Actions allowed | Pre-configuring the

at the equipment (Linux)
equipment level | Activating the
equipment

High availability
Rebooting the
equipment
Renewing
certificates
Updating the
configuration
Upgrading the

license
Upgrading the

15 firmware

CcC

(92}

m

py)

&

S 1.6.5. Ease of use

m

In order to facilitate the monitoring of equipments, some screens will open in a separate
browser window.

Example
Menu Monitoring\Monitoring console
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2.1. User profiles

Administrator logins are defined by the “super administrator”: this represents the only user
who has administration privileges over NETASQ Centralized Manager products. This user
is created during the installation of the NETASQ Centralized Manager solution and
possesses all privileges as well as a special “ADMIN” privilege that only he holds. This
gives him the right to perform certain operations such as the management of
administrators. The super administrator cannot be configured.

2.2. Data models

Security profiles are used for managing equipments that are under the responsibility of
service providers, often called managers. These service providers manage the NETASQ
Centralized Manager equipments according to the groups of equipments that are attached
to them.

This model creates an association between rules and classic RBAC roles (Role Based
Access Model) illustrated below:

=
(o]

[
ﬁ Privileged manager Manager with all management privileges over the NETASQ
2 Centralized Manager platform installed.
m Manager Service provider’'s team, which can manage some or all equipment
groups.
Group of equipments Console of an equipment group in read-only mode.
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2.3. Role Based Access Model
/ [ Privileged Manager ] \
[ Manager 1 J ' Manager 2 J
I 1
Group A l [ Group B ]
—{  ster |
Site 2
[ Sites |
 Profle1 |
17 [ Profile 2 }
5
3
@
c
o . .
m 2.4, Management and Delegation profile

The table below sets out the default permissions for each account:

Privileged manager Manager Group

Create//Modify/Delete manager accounts \

Limit a managers perimeter to a sub-set of
subscribers

Create/Modify/Delete subscriber accounts

Create/Modify/Delete equipments

Create/Modify/Delete profiles

Access to the monitoring console in real time

View security dashboards

View Silver Monitoring statistics

2| 2| 2| 2| 2] 2| =] =
< | 2| 2| 2] 2| 2| =

R e

View Gold Monitoring log reports
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NCM’'s Role Based Access Control (RBAC) mechanism provides modular control over
access to managed services by restricting their use only to authorized users.

Features can be accessed through delegation profiles. These profiles are managed by the
privileged manager and allow the easy deployment of privileges over several user
accounts.

2.5. Connecting to the Web portal

Proceed as follows to connect to the NETASQ Centralized Manager web portal:
(T] Open your web browser and enter the URL https://server_name/NCM/en/

D noTtE

“server_name” may be the host name, the IP address or the domain name of the
server that launches NETASQ Centralized Manager.

The operator will need to retrieve the connection address as well as an account with
which the necessary privilege level is associated.

=
[oe]

» NETASQ
76> CENTRALIZED MANAGER

NE TA/Sa

we secure IT
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Login

Password

| UBIdube
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Once he has logged on, the user will be redirected to his home page.

Below is an example:

2. ACCESSING THE WEB PORTAL

.. NETASQ
% CENTRALIZED MANAGER [ncmsz
IENEARN ceneral v

MANAGEMENT v

Branch office (NCMAS54)
Factory#1 (NCMA53)
Factory#2 (NCMA56)
Fereign Branch office (NCMA78)
NCMLL (NCMA95)
NETASQ (NCMAS)
Partner#1 (NCMAG)
Partner#2 (NCMA48)
Partner#3 (NCMAS51)
Partner#4 (NCMA52)
Pilot (NCMA28)
Training_DCO (NCMAB1)

Name:
Address:

ZIP Code:

City:

Country:

Email:

Phone:

Manage all groups of equipments:
Role:

PRIVILEGED MANAGER HOME PAGE

Right delegation :
Ungrestrict%d AN

* > > Privi ager
Smart M ad
L admin [NCMG2]

DELIVER

IMPROVE

MONITORING ¥ 10:36:47

EY |

Bl ormeton | eSSt | MARSErE | Besgation Frene |

Monitored Equipments Status
21/02/2012 10:36:23

T —
1 o
1 °
o °
o 1
o °
9 °
° 3
° °
1 °
1 °
° °
° 2
13 6

MANAGER:
SmartSoc-NCM admin

stephane prevost@netasg.com

yes
Privileged manager

[<3] All equipments
[+] 1
0 1
2 2
0 1
1 1
0 ]
5 8
0 (1]
0 1
0 1

11 11
[+] 2

19 38
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3.1. Introduction

This section sets out the different steps to carry out in order to manage your equipments
with NETASQ Centralized Manager.

First of all, the privileged administrator will need to create a delegation profile, in which he
will allow a user named “manager” to manage groups of equipments and as such,
individual equipments.

Once you have opened your browser, (https://server_name/NCM/en/), you will access your
NCM homepage which will set out your privileges.

Example

PRIVILEGED MANAGER HOME PAGE Right delegation : DEFINE
ed

-. NETASQ
%% CENTRALIZED MANAGER [iicuc?

List of steps

Creation of a delegation profile

Creation of a manager associated with a delegation profile

Creation of an equipment group

Provisioning of configuration items

Creation of an equipment

Pre-configuration of an equipment: basic configuration of an equipment
according to the information entered during its creation so that NCM can access
the equipment and push the final configuration.

7. Creation of a configuration profile

Association of the configuration profile with an equipment

9. Activation of the equipment

‘N
o
oG AWNE

3AIND ¥3sn

o

3.3. NETASQ Centralized Manager views

3.3.1. Introduction
For each entity managed, NETASQ Centralized Manager offers several views that allow
focusing on relevant information according to the type of action to perform.

This information is represented by tabs, enabling faster identification.


https://server_name/NCM/fr/
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3.3.2. Privileged manager view

PRIVILEGED MANAGER HOME PAGE Right delegation : DEFINE
Unrestricted DELIVER

NETASQ > > Privileged manager:

- - S ot | A admi
%: CENTRALIZED MANAGER | [nenc: &, PP Sraroc i S -
Inln- GENERAL ¥ SUPERVISION ¥ ASSET MANAGEMENT ¥ 15:50:34 m

Status nformation Asse Wanagers Delegation Profile

3.3.3. Manager view

PRIVILEGED MANAGER HOME PAGE

. NETASQ
%% CENTRALIZED MANAGER [iicucz

Status

3.3.4. Equipment group view

21
PRIVILEGED MANAGER HOME PAGE Right delegation : DEFINE P
C Unrestricted DELIVER /
B |enam S SSBPE @
- =mart>oc-| agmin
Pyl CENTRALIZED MANAGER | [ncuez 4 admin [NCMG2] IMPROVE
@
% Inlu- GENERAL ¥ SUPERVISION ¥ ASSET MANAGEMENT ¥ 15:50:34 m
m
atus Equipments Asse VPN Wonitoring onfiguration Planning

3.3.5. Equipment view

PRIVILEGED MANAGER HOME PAGE Right delegation : DEFINE
Unrestricted DELIVER

% CENTRALIZED MANAGER  [iciicz o 8 Bl e

admin [NCMGZ]

IBYNEARN ceneraL v SUPERVISION ¥ ASSET MANAGEMENT ¥ 15:50:34 | Q|

IMPROVE

Status Asse quipmen Network configuration onfiguration files an ecl nformation



NETASQ 4. MANAGING MANAGERS

we secure IT

4.1. Introduction

The steps described in this section are intended only for the privileged manager, who has
specific entries in the menu.

The Management menu allows:
- Creating managers
- Creating delegations
- Creating groups of equipments
- Managing repository

The Monitoring menu will allow the privileged manager to:
- Manage certificates
- View the life cycles of equipments
- View the activity reports of these equipments
- View billing tickets
- Access the monitoring console

N
N

4.2. Creating a Delegation profile

Customizable privileges are presented in a hierarchical form in order to allow quick and
easy configuration of all specific privileges.

3AIND ¥3sn
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Enter information about the profile: (Delegation Profile )

MName Comment

Configure right delegations

click to toggle all rights for every category/all categories

-+ monitoring v
mapview v
topology
profile
google map
Equipment 4
RRD
security status
logs
detailed report
correlation
asset
activity report
profile v

AR SRS L L RS

correlation

4
top &
history
correlation

group of
equipments

RS

_managed
equipments

configuration
variables
edit
edit value
general
create
delete
duplicate
edit QOS policy
file staging
management
edit
passwd
provisioning
reboot
redundancy
staging
vpn function

N
w
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—,_maonitaring
equipments
general
create
delete
duplicate
edit
passwd
provisioning
staging

|+—pr0ﬁ|es |

|+—reposit0r3.r |

‘ - group of ‘
equipments

VPN
general
certificates renewal
configurations

update

create
delete
edit
passwd

Cancel Validate
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Managers have no privileges as long as they are not attached to a delegation profile. A
manager’s ability to manage individual privileges can simply be summarized as associating
the appropriate delegation profile.

ATTACH MANAGER TO DELEGATION PROFILE Rignt delegation : DEFINE

) L # nrestricte e

. NETASQ 3 Privileged manager: =S
2% CENTRALIZED MANAGER | ez oo P& B St

e L T - | Q

DELEGATION PROFILE

Name test Comment

Select the manager to associate with the correct delegation profile

without iated delegati M ger with iated delegati

e B NCMGH5 - Monitor
ad
£ »|
«|
«|
Back MNext
24
@
m In the screen above, it is possible to attach one or several managers to a delegation
@ profile. To do so, simply select the manager(s) from the list on the left and click on the
3 arrow pointing to the right.

O noTE
Several managers can be selected by using the Shift and/or Ctrl keys.
Clicking on the double arrow will allow attaching all managers to the
delegation profile.

O noTE
In the list of managers to attach, those already associated with a delegation
profile are grayed out. They can be selected in order to change their
delegation profiles.
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4.3. Managing delegation profiles

Delegation profiles are listed in a specific tab on the privileged manager home page.

MANAGER HOME PAGE Right delegation : DEFINE
NETASQ : % * Er?ﬁféi?:‘ Cn::fa ger b
% CENTRALIZED MANAGER [ncuc: [0 SmartSoc-NCH admin (e
admin [NCHGZ IMPROVE
IEVEARN ceneral v SUPERVISION ¥ ASSET MANAGEMENT ¥ 15:50:34 B

I e sl ML il Dctegation Profile

HAME

# | NCMPR110 - DElegation @ =
=1 | NCMPR50 - ltalianRole i Q| = x
e NCMG15 -
8 NCMG29 -
4 | NCMPR32 - Full Admin i Q| =
=] | NCMPR30 - Full right Q| = %
® NCMG13 -
@ NCMG51 -
8 NCMG46 -
4 | NCMPR52 - Role Q| %
# | NCMPR39 - Restricted @ Q= x
4 | NCMPR113 - test Q| %

25 4.3.1. Explanation of the icons

[

3

o W This icon allows attaching managers to the profile.

S Q. You can view the profile by clicking on this magnifying glass.

e By clicking on this icon, you will be able to edit the profile.
¥ . This icon allows deleting the selected delegation profile.

X This grayed out icon means that the selected delegation profile cannot be
deleted as it is attached to several managers.

4.3.2. Creating a manager
4321 Step1l

BN Go to the Administration menuand select the option “Create a manager”.
H Fill in the required information. The name is mandatory.

B Assign a delegation profile to the manager by selecting it from the drop-down
list. If you omit this step, the default profile will be “Restricted”.

Click on “OK”.



N
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4.3.2.2. Step 2
You will now see your manager’s home page:

4. MANAGING MANAGERS

Status

o Step 1. Create a new Group

Group of equipments hold a set of equipments and services profiles

From the Management menu you can.
L]
L]

Name:
Address:

ZIP Code:

City:

Country:

Email:

Phone:

Manage all groups of equipments:
Role:

MANAGER:
Test

no

9 Step 2. In a click create a Manager, delegate rights, manage your licenses, your logs,...

Manager

1] You can create a group of equipments by clicking on the button that appears.

The following screen will appear:

CREATE GROUP OF EQUIPMENTS (1/2)

_1-. NETASQ
%% CENTRALIZED MANAGER | [ncuez

Name:

Address:

ZIP Code:

Country: -

Title: -
Name:

Address:

ZIP Code:
Country: -
*Email:

*Phone:

3 ) (T Privileg
S, S5 E8 -
L0 admin [t
< .- - .5 &

Right delegation :
Unrestricted

Enter information about the group:

Enter contact information:

First Name:

City:

*You must complete at least one of these two fields.

Cancel

Next

First Name:

City:

Fill in the fields and click on “Next”.
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B A window summarizing the information entered will appear:

CREATE GROUP OF EQUIPMENTS (212} ﬁigm delegadl\on: DEFINE
nrestricte
. NETASQ . > > Priv anager.
6 CENTRALIZED MANAGER icucz Po P00 Bl
15:50:34 n |
Information provided:
GROUP:

MName: test
Address:
ZIP Code: City:
Country:

CONTACT:

MName:
Address:
ZIP Code: City:
Country:

Email: test@netasq.com

Phone: § Fax:

Confirm group creation
Cancel Previous Confirm

Click on “Confirm”.

Your access privileges will be indicated in a separate window:

27
[
I'(ﬂ MANAGEMENT INFORMATION:
Py
® Login testb3
c
o Password 3zb6ug
m Group identifier NCMAG3
Group management Print

You will now be able to connect to NETASQ Centralized Manager in order to manage this
group of equipments in restricted mode.

O noTE
When you reach your manager’s home page, you will be able to view his
information by going to the General menu.

The manager’s information (name, address etc.) or identification settings can be modified.
You can also delete the manager or print information by clicking on the corresponding
buttons.
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4.4, Managing Managers

MANAGER HOME PAGE Right delegation : DEFINE
W - ” Unrestricted DELIVER
. NETASQ Privile e
7% CENTRALIZED MANAGER | neue Po P B S 0 :
IBNEARN ceneraL v MANAGEMENT ¥ MONITORING ¥ 15:56:11 ﬂ [
| Status | Information | Asset JLLLELCNN  Delegation Frofile |

NAME LOGIN DELEGATION IENE.:I:TF?EES
(&= 1§#| Alexandra Alex NCMPR39 - Restricted NCMG19
&| | Antoine Antine51 NCMPR30 - Full right NCMG51
&=/ @ Antonino Antnind8 NCMPR32 - FullAdmin NCMG48
&=| (| Antonio Antni3g NCMPRE2 - Role NCMG38
& (3| Benoit Benit36 NCMPRE2 - Role MCMG36
& {§}| oco DC16 NCMPR32 - FullAdmin NCMG16
&/ {§} DUFLOT DUFLT17 NCMPR32 - FullAdmin NCMG17
x| 1 Farid Farid50 NCMPR32 - FullAdmin NCMGS50
| | GENOVESE GEMNVESE29 NCMPR50 - ltalianRole NCMG29
| {§}| GOUTAUDIER GUTAUDIE18 NCMPR110 - DElegation NCMG18
&=/ 1§#| Jonathan Jnathand9 NCMPR32 - FullAdmin NCMG49
&5| | Laurent Laurent52 NCMPR32 - FullAdmin NCMG52
| | Maxime Maxime53 NCMPR32 - FullAdmin NCMG53
| (@ Monitor Mnitr45 NCMPR113 - test NCMG45
& @) PENY PENY13 NCMPR30 - Full right NCMG13
&| @) Pawel Pawe37 NCMPRE2 - Role NCMG37
G| | RUP RUP15 NCMPR50 - ltalianRole NCMG15
| {#| Romain Rmain46 NCMPR30 - Full right NCMG46
&= 1§} Rémy Rmy47 NCMPR32 - FullAdmin NCMG4T
x| i) Test Tests8 NCMG58

The Managers tab allows obtaining an overview of managers, with their logins, their
associated delegations and their IDs.

When you select one of them, you will be directed to his home page.
This window shows the equipment(s) managed by the manager as well as his information.

The management of managers is explained hereafter in, Chapter 5\Manager view.

N
[ee]

4.5. Privileged monitoring

3AIND ¥3sn

The first monitoring features listed below are described in chapter 10.

- Monitoring-> Status of equipments
- Monitoring-> Monitoring console
- Monitoring-> Statistics of equipments

The ‘Monitoring’ menu in the privileged manager also allows managing:

- Certificates: displays certificates that are about to expire within a period that can be
selected from a drop-down list.

- Activity reports: allows launching the generation of a page listing all tasks completed
by the managers on the platform. The period of the report can be defined using the 2
date fields.

- Life cycles of equipments: lists all the high-level actions (creation activation and
deletion) on the equipments managed from the platform.



N
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5. MANAGER VIEW

5.1.

The home page of a manager is divided into 3 tabs:
- Status
- Information
- History

Home page

5.1.1. Status
Below is a preview of a manager home page in “Status” position:

MANAGER HOME PAGE Right delegation :

FullAdmin

- ™ ~ ¢ Y | Mensger
% CENTRALIZED MANAGER | iicitses o Pee
[<lly GENERAL ¥ MANAGEMENT ¥ MONITORING ¥ 09:41:44 ? st |

Status . n '-\'I:' 1atiol -m

Monitored Equipments Status
22/02/2012 09:41:00

& & & <
Branch office (NCMA54) 1 0 0
Factory#1 (NCMA53 1 0 0
NETASQ (NCM 9 0 0
Partner#1 (NCMAB) 0 3 5
1" 3 5
MANAGER:
Name:
Address:
ZIP Code:
City:
Country:
Email:
Phone:
Manage all groups of equipments: no
Role: Manager

All equipments
1

1
9
8

19

The capture above shows the groups of equipment managed as well as their statuses. You
will notice that this manager handles 4 equipment groups, with a total of 19 devices, 11 of

which are active.

This information is also visible in the top banner represented by the color-coded icons (cf
chapter 1 Introduction\Getting familiarized with the Web Portal \Layout of the interface).

A summary of the data relating to the manager will also appear (name, address, role etc.).
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5.1.2. Information

The manager can also view information on the services enabled on the appliances that he

MANAGER HOME PAGE Right delegation :
=3c. NETASQ
“%* CENTRALIZED MANAGER || ticucss &.,
MANAGEMENT v MONITORING ¥ 09:59.09 I
Information ‘m
EQUIPMENTS MONITORING PROFILES SECURE VPN
EY) Hardware 1, & Silver Monitoring 1 @ Configuration prafile 1| 51 VPN 1
& GoldMonitoring 0| %0 Planning 1 Redundancy 0
© Branch office (NCMAS4)
& Wail Alerting 0
Total 1
EQUIPMENTS MONITORING PROFILES SECURE VPN
B Hardware 1 Silver Monitoring 1 | @ Configuration profile 1| 5 VPN 1
= & Gold Monitoring 0| #9 Planning 0 Redundancy 0
© Factory#1 (NCMAS3)
& Mail Alerting 0
Total 1
EQUIPMENTS MONITORING PROFILES SECURE VPN
EY Hardware 9 Silver Monitoring 9 | @ Configuration profile 9| 5 VPN 9
5 ; & GoldMonitoring 6 | %0 Planning 9 Redundancy 0
O NETASC (NCMAS)
& Wail Alerting 0
Total 9
EQUIPMENTS MONITORING PROFILES SECURE VPN
EY Hardware 8 & Silver Monitoring 8 | @ Configuration profile 7| 5 VPN 2
o Partner#1 (NCMAG) & Gold Monitoring 5| # Planning 1 Redundancy 0
& Wail Alerting 4
Total 8

5.1.3. Asset
The Asset tab control provides a detailed list of the inventory by group of devices:

MANAGER HOME PAGE Right delegation :
FullAdmin
~3-. NETASQ ® ) "_, Ma
C “s- CENTRALIZED MANAGER | [1icmcss o] 1
[%2]
m 5
) MANAGEMENT ¥ MONITORING ¥ 10:13:45 I
(9}
< [t | omaton - B
w)
m
© Branch office (NCMAS4)
Eguipments | Services
NAME MODEL SERIAL NUMBER IP ADDRESS FIRMWARE LICENSE &0
all v all «
@ - NCM -antoine V50-A V50XXA0A0000001 815 Temporary licence 081112

o Factory#1 (NCMA53)
Equipments Services

NAME MODEL SERIAL NUMBER 1P ADDRESS FIRMWARE LICENSE 38
all v all  «
@ - ICM185 -FirewallMax1 V50-A V50XXA0E0000011 8111 Initial + Kaspersky maint 12/12/12
o NETASQ (NCMA5)
Equipments | Services
NAME MODEL SERIAL NUMBER IP ADDRESS FIRMWARE LICENSE g0
all - all «
(<] o V50-A V50XXAOE0000011 8111 14/02/13
[<3] - V50-A V50XXA0E0000011 8111 14/02/13
& oy V50-A V50XXAOE0000011 8111 14/02/13
& - V50-A V50XXADE0000011 8111
& - V50-A V50XXA0A0000001 815 Temporary licence 14102113
[<3] = V50-A V50XXA0A0000001 815 Temporary licence 14/02/13
& P V50-A V50XXA0A0000001 8.15 Temporary licence 14/02/13
@ - V50-A V50XXA0A0000001 815 Temporary licence 14/02/13
@ - V50-A V50XXA0A0000001 815 Temporary licence 14/02/13

o Pariner#1 (NCMAG)
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5.2. Menu de la vue gestionnaire

The menus described in this section allow the manager to execute their actions. The
contents of some menus may vary according to the delegation profile associated with the
manager.

The General menu allows:

- Looking up general information on the manager. It can also access the screens that allow
modifying this information

The Administration menu allows:

- Creating a group of appliances
- Managing the repository (see 6 MANAGING THE REPOSITORY)

The Supervision menu provides access to the following functions described in the
chapter 9 MONITORING :

- The status of appliances

- The monitoring console

- Appliance statistics

- Certificate management

- View of appliance life cycles

w
g

3AIND ¥3sn
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6.1. Introduction

The repository can be accessed by logging on with a manager account with the associated
privilege.

Gotothe menu Administration\Manage the repository.

The following page will appear:

CONFIGURE THE REPOSITORY FILES Right delegation :
- , Unrestricted
_3-. NETASQ Q
%% CENTRALIZED MANAGER iicuic2 o 3
. - - Qo

Repository Tag Comment Date Actions
+ (3 Configuration X" |
+ (x> Datafiles @ @ E
¥ (@ Firmware &
+ (3 License B
¥ (@ Pki & @
+ (3= Script B

32

CcC

(92}

m

py)

@

c

v

m

6.2. Introduction to repositories

There are six categories of repositories:
e Configuration:

This repository allows importing a configuration in the form of a folder.

This configuration can be imported from an equipment that has already been

deployed or an archive can be imported from a disk location.
o Datafiles:

This repository represents the data files that may be used for storing or
transferring information.

e Firmware:

This repository allows importing updates of product version, in the form of .maj
files.

e License:
This repository allows importing product licenses.
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e PKI:
This repository allows storing and managing digital and electronic certificates
from external certificate authorities.

Script:
This repository allows creating scripts that can either be associated with an
equipment’s configuration or integrated into a scheduling profile.

When you click on one of the entries in the list, its sub-directories will appear.

An example is given with the “License” file:

CONFIGURE THE REPOSITORY FILES Right delegation : DEFINE
’ - _ Unrestricted
NETASQ N Privileged manager:
7% CENTRALIZED MANAGER [icuc: Bo S B
@, Search
Repository Tag Comment Date Actions
% (@ Configuration )
% & Datafiles GE
4 (3 Firmware e
=) (@ License g
5 @ NCH W
= {§ NCMAS
= i NCMAs
5 [ NETASQ Ef=3
=l (=VERSION_8 08/06/2011 15:44 Ef &=
33 k: U120XA0C0908320 licence U120XA0C0908320 licence 08/06/2011 15:45 K
- % @ Pk I
c 7 G Script @
o
m
T
@
c
] A set of icons representing the type of information in the repositories appears to the left of

the screen

You will see the following icons:

o represents the root folder (or repository):
Main directory of the repositories on the disk.
Its sub-directories are operators.

e @ represents an operator:

It is possible to have a single operator (NETASQ) with NETASQ Centralized
Manager.

Its sub-directories are groups of equipments.
o represents a group of equipments:

Each group was initially created in the GUI.
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Its sub-directories are vendor-model pairs.
. W represents a vendor and a model:

The model ("NETASQ_VERSION9") represents the main software version
number of NETASQ equipments.

Its sub-directories are types of downloads — Configuration or Script
e ™ represents the type of download:

There are two types: Configuration or script
e 0l represents a configuration download:

These file types will be displayed as configuration.

e I3 represents a script download:

This file types will be displayed as script.

6.3. Managing repositories

34 Management features are accessible in the “Actions” column IS

S We will set out in detail below the possible functions of this column. J 8

@ gt

o )

c 4

R J T
W
=g
ng=g|
-

6.3.1. Adding information

@ Adding an operator at the root level

The following window appears when you click on this icon with a single operator (NCM-
NETASQ) to be added. Selecting the operator and clicking on “Add” will add the new
operator to the tree.

Add an operator e

i@ MCM - NETASQ

| Add |




NETASQ 6. MANAGING THE REPOSITORY

we secure IT

i# Adding a group of devices at the operator level

The following window appears when you click on this icon with a list of equipment groups
(identified by their ID and name) to be added. Selecting a group (or several) and clicking
on “Add” will add the new subscriber to the tree.

Add a group e
(8 NCMASE - Groupe_U30_UA20 -
{# NCMASS - TestGroup
ik NCMAB3 - test -

| Add

O noTE
When you reach your manager’s home page, you will be able to view his
information by going to the General menu.

il Adding a configuration download to the Configuration download type level

The following window appears when you click on this icon:

Import a configuration backup frad

i Import from disk

w
[&)]

& Import backup from equipment

3AIND ¥3sn

It is possible to import:
¢ An existing file through the following steps by clicking on “Import from a file”:

A new window appears and allows you to specify the file to be downloaded.

File Upload bl

Specify a file located in your local system | Browse... I

A2 Annuler ClassicPolicyna

[ Uplcad |] Cancel |

When the file has been downloaded, the import window appears with the name of the
folder, the tag (the file name by default) and the comment.

Import a configuration backup kiod

File name Tag Comment
|ClassicPolicy.na Set an identifier tag |{Add a comment

l Cancel l[

......... ]
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Nothing will be done if you cancel.

During the import, the configuration file will be added to the tree under the configuration

directory.
5§ NCMAT7S i
o) [ NETASQ g
5) (= VERSION_8 o 22/02/2012 12:29 g0
+ o ClassicPolicy.na Tag identifier Comment 2210212012 12:28 @]

e An existing configuration from an available equipment by clicking on “Import from
an equipment”.

The import window appears with the list of appliances for which the current configuration
can be retrieved.

Import a configuration backup

[ NCM185 -
g NCM187 -

[ Select H Cancel }

When the file has been downloaded, the import window appears with the name of the
folder, the tag (the file name by default) and the comment.

Iimport a configuration backup =
File name Tag Comment
36 |ClassicPolicy.na Set an identifier tag Add a comment
— ’ Cancel ||_— 7
c st |
%)
m
:U . . -
Q Nothing will be done if you cancel.
] . . . . s
m At the end of the import process, the configuration folder “ClassicPolicy” will be added to

the tree under the configuration directory as shown in the following capture.

(=]

5§ NCMATS
5 [0 NETASQ
=) (= VERSION_8 22/02/2012 12:29
+ o ClassicPolicy.na Tag identifier Comment 221022012 12:29

es

B e

5] Adding a script to the Script download type level

The following window appears when you click on this icon with the choice of the script
download type.

Import a script file =

4 Import from disk

B Create naw file
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It is possible to import:
e An existing file through the disk by clicking on “Import from disk”.

A new window appears and allows you to specify the file to be downloaded:

Fie Uplcad bt

Specify a file located in your local system

& Annuler soipt.txt

[ Upload || Cancel ]

© wARNING
The file extension should be .txt

When the file has been downloaded, the import window appears with the name of the file,
the tag (the file name by default) and the comment, as well as an area with the contents of
the downloaded file as shown in the following capture. The information of the script can be
modified before clicking on “Ok”.

importa script file fead

File name Tag Comment
iscript.txt Set tag identifier Add commenﬂ
CONFIG CONSOLE SSH State={Sssh_state}

CONFIG CONSOLE SSH Userpass={Sssh_userpass}
CONFIG CONSOLE ACTIVATE

w
J

3AIND ¥3sn

| _cancel | [EI

Nothing will be done if you cancel.

After the import treatment, the script will be added to the tree under the configuration
directory as shown in the following capture.

= (= Script f?) 3
5 @ NCM o
=1 {§) NCMAS3 @

5 72 NETASQ S D

=] = VERSION_8 08/11/2011 14:23 Sl

S 7s'c'ri'pi.'ﬁd' Wtag identifier Comment 221022012 14:36 17'0 S
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¢ Orto create a new file through the following steps.

A new window appears and allows you to specify the script information. A configuration
variable is specified when you give it a name prefixed with the symbols “{$” and ending
with “}” as in the example “{$variable}”. We will use this variable in the configuration
section of an equipment as shown in the following capture:

import a script file i

File name Tag Comment
Upload_1 Another tag|

Click here to enter your script.
Use {Svariable} syntax to refer to configuration variables.

w
[o¢]

[“cancel ] [Cox ]

3AIND ¥3sn

Nothing will be done if you cancel.

After the import treatment, the script will be added to the tree under the configuration
directory as shown in the following capture.

=1 (x> Script (1
=1 @ NCM (e)
S @) NCMAS3 7]
- 72 NETASQ S D
=l (= VERSION_8 08/11/2011 14:23 SED
S| scripttxt tag identifier Comment 22/02/2012 14:36 o3
S| Upload_1 Another tag 2210212012 14:44 [g v

6.3.2. Deleting repository information

Il Entities that are not used by a profile or an equipment can be deleted (we shall
cover these scenarios on the following sections).
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Before any entities are deleted, a confirmation message will appear according to the type
of entity:

e group of equipments

7K

Do you canfirm the deletion of the group of
equipments and all its repositories?

[ Ok ]l Annuler |

e configuration or script download type

7K

Do you confirm the deletion ofthe selected folder and
itz sub-folders?

[ OK ]| Annuler |

6.3.3. Downloading afile

39
- - “*Files can be downloaded by clicking on this icon.

[

@ . , : , , :

o You will then see your browser’s classic download window for the selected configuration or

@ script file as shown in the example below a the “CA” file:

R

Cuverture de CA_test.pl2 EE_

WYous aver choisi d'ouvrir
{4} CA_test.p12

qui est un fichier de type: pl2 File (1,2 Ko)
a partir de: https://10.0.1.35

Que doit faire Firefox avec ce fichier 7

Duvrir avec | Parcourir...

2 Egnregistrer le fichier

Toujours effectuer cette action pour ce type de fichier.

Ok l | Annuler
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6.3.4. Finding out where a directory or afile is used

- To recognize entities that are used, their icons have a star at the bottom right
as shown in the following capture:
= () NSQAT
-y NETASG_WERSION_S
El-(#g Configuration

By Upload_1 Global Palicy appliedToall

-] Upload_10 WPN SEL SG LD&P + AUTH

g1 Upload_11 Routage statigue et dynamigue
F-q] Upload_12 Filtrage 5G Spécifique dient

g Upload_2 IPS_High

#- g Upload_3 IPS_Medium

31 Upload_4 IPS_low

g Upload_5 Inspectinternet Antivirus, antispam, URL
®-q] Upload_6 Inspection Yeb Antivirus, URL

g Upload_7 Antivirus web Sans filtrage URL

4] Upload_g Inspection email Antivirus, antispam
gy Upload_9 Utilisateur 5G LDAP et authentification

o) By clicking on this icon, a window will appear displaying the list of entities that
use these files. When you move your mouse over it, a tooltip will appear with the
list of equipments or profiles that reference this file.

Y0 Usage list =
& NCM110
2 NCM111
< NCH112
R NCM131

6.3.5. Modifying information about elements

Tags and comments of directories and configuration or script files can be modified by
double-clicking on them and pressing Enter to confirm or by clicking elsewhere on the
screen.

The result appears directly in the tree after the message “Request in progress” appears:

- (g Seript
@ README trt README txt
g Seoript_1 Script_1 ler script
" [9 Seript_2 Post_config hello warld

The modification of this information from a root configuration download folder (represented
by the icon ) will be applied to all its sub-folders and files.
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6.4. Gestion des Filtres

Filters can be specified:

- For displaying only part of the tree structure, the “Manage repositories” field
- For displaying only a tag

- For displaying only a comment

- For repositories over a certain period.

By clicking on the button |MI the following window will appear. By clicking
on “Save”, the filters will be applied on the repository tree structure.

l'search

Search the following text: No upload available

Into the repository:

Configuration

Into:
¥ The filenames
| The tags
—/ The comments

Search from:

To:

Cancel Search

To disable any filter, simply clear the fields and save.

6.5. Other types of files

The repository also allows managing:
- Firmware files
- License files
- Certificate files

All the actions in the section 6.3 Managing repositories are available for these elements.
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7. MANAGING GROUPS OF EQUIPMENTS

The profile-based approach allows defining a global security policy for a group of
equipments by using a set of predefined models.

The available profiles are managed from the administration page of the equipment groups.

The main advantage of this approach is being able to deploy several equipments by
configuring only one profile.

Upgradability is ensured by NETASQ’s level of abstraction:
* Same operating mode (creation of equipments, creation of profiles, attachment of
equipments to profiles).
» Generic profiles to provide security services regardless of equipment model.

7.1. General view

Here is an example of a group home page before any equipments are attached to it:

Welcome to your Group Home Page,
(1] Step 1. Equipment Set-up

42 Create Equipment B> Stage Equipment B> Activate equipment
C S S ATTSTSLLLLLLLLLLLLT] 3 FFFTFTFFFFTFrFr7 s 3

@ ¥

3 @

Py

@

= L4

v

m

Managed Equipment:

1. Creation: from the Group menu: choose Management>Create a managed Equipment.
2. Staging: from the equipment menu choose General>Staging and follow the instructions
3. Equipment activation: from the equipment home page:General>Activate equipment

e Step 2. Manage Services

From the Management Menu you can define profiles to activate services

9 Step 3. Monitor and Test your Equipment

Create a Monitoring profile = to monitor your indicators of performance, configure threshold alerts and display fully customizable graphs.
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7.1.1. Tabs in the equipment group view
You would have noticed the following tabs in the capture above:

e Status
e Equipments
e Asset

e VPN

e Monitoring

e Configuration
e Planning

The rest of this section will be spent explaining the various tabs. In the captures shown, it
is presumed that equipments have already been created in the group.

7.1.1.1. “Status” tab

Bl Fauipments | Asset | UPH | Moniforing |- Conrguration | Flanning |

TOPS OF THE WEEK TOP5 OF THE MONTH HISTORY
Equipments | Ewvents day week @ month year
Firevall from 13/11/2011 to 137127201 g
1.0 J
Antivirus g
L ] 5
55 5 (56% ) . i
[ 28T vaniae weckar weeks weckas .
43 NCM131 : 4 ( 44% ) @ Euents (average)
- IPs from 13/11/2011 to 1371272011
c Alarms 1.0
L |
0 NCI 169 - 15 ( 56% £
m L | g
X NCI 13112 (4% o8 veekas weekar veekas weskis 5
@ W Euvents (average)
c Logs P ]
o Antivirus/Botnet from 13/11/2011 to 13/12/2011 H
m NCH169: 10 ( 56% ) W @ \ | | g
| | | |18
NCW131 : 6 ( 44% ) 100 m ot | | | I1s
PRH | 1 | L 1g
weekds weeka? weekds weekda B
@ Events (average)
Antispan from 13/11/2011 to 13/12/2011 §
1.0 i
0.0 #
weekag weekar weekas weekds E
O cevents Cawverage)
URL Filtering from 13/11/2011 to 13/12/2011 §
1.0 N
0.0 5
weekds weekar? weekas weekds E
O Events (average)
Syslog from 1371172011 te 1371272011
200 m
200 m
® &

weekds weekd? weekds weekda

O Euents (average)
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The “Status” tab provides an overview of the equipment group’s activities.

- The left column presents statistics of the various features used by the equipments
in the form of a bar graph.

- The right column shows a history of the various features used by the group of
equipments in the form of a line graph.
You can select a given activity period by “day”, “week”, “month” or “year”.

7.1.1.2. “Equipments” tab

S T et VP Wontorng | Comraton | Panning-
EQUIPMENT S MONITORING PROFILES SECURE VPN
EY Hardware 7| & Siver Monitoring 7 | @ Configuration profile 7| (5 VPN 2
£ Gold Monitering 5 &P Planning 1 '@ Redundancy 0
& Mail Alerting 4
Total 7
= & { Y B
AL~ AL ~ AL - AL - ALL = AL - ALL - ALL - AL -
@ e DCO_Test Rect - NCM193 v v v
O] = TestDCO - NCM146 v v
@ & U120-Bas - NCM131 v v v v v
@ & U120-Haut - NCM127 o7 o7 o7 v v
@ & U2500C02 - NCM149 v v v
@ = U450_Lills - NCM148 v v v v
O] = U70Demo - NCM169 v v v v
44
@
m The “Equipments” tab is made up of two parts:
@ e The first table shows the status of the hardware and monitoring services
> implemented. Here, we learn that there are 27 equipments in this group, 8 of which

use “Silver Monitoring”, and 3 use “Gold Monitoring”.
We can also see that 17 of them use “Configuration profiles” and 13 use
“Scheduling”, 9 use “VPN” and 2 use “Redundancy” (high availability).

e The second table shows details of the 27 equipments identified and the services
used. You have the option of displaying only information that matters to you by
going to the drop-down list at the top of each column:

You can, for example, choose to only display running services by selecting “ON”
instead of “ALL”.

O notE
All information contained in the columns is displayed as “ALL” by default.
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7. MANAGING GROUPS OF EQUIPMENTS

The capture below represents the columns dedicated to services (“Mail Alerting”, “Silver

Monitoring” etc.).

The first two columns will allow you to filter hardware by:

- Status:

- Managed equipments:

You can also filter values in the column reserved for equipments (displayed by name)
as such, by typing letters or keywords in the relevant field:

~Sa

BDE cluster slave - NSO25E1
BDE maitre - NSC260
METASQ Derno - MS0142
T2 - MSQ156
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7.1.1.3. “Inventory” tab
This tab is also divided into two parts:

e A “Hardware” tab

h‘n-u.' .i- uip! i \. Asset “. lo in 4 --..in igu i.‘n -m
Equipments | Services
NAME MODEL CPU MEMORY FIRMWARE LICENSE ";)9
al - all -
3] = U120-Haut - NCM127 U120-A 812 Initial + Kaspersky maintenance 08/06/2012
@ s U120-Bas - NCM131 U120-A 813 Initial + Kaspersky maintenancy 08/06/2012
<] & TestDCO - NCM146
O] & U450_Lille - NCM148
<] = U250DCO2 - NCM149
@ = U700emo - NCM169 U70-A 9.01 Initial maintenance Pack
[ &5 DCO Test Rect - NCM193

This tab sets out details of equipments contained in the group with hardware information
such as the name, product model, firmware version, license type and expiry date of the

certificate ('33";I icon).
In the same way as for the “Equipments” tab, filtering is possible by “Name” and by

“‘Model” in the corresponding fields; as well as by status and managed equipments
(expand the lists in which “all” is displayed).

—B
%
By clicking on & (help), you will see the legend of icons used in the table: L EGENDE DES ICONES UTILISEES - |
i @ IPSversion @ IET:?;:::éin
CcC Antivirus Agt\;\rus
% ® HEEEm JQ” Ex:;iratinn
P You will see as such information relating to features deployed on one of the gg Artispam o o PRT
Expiration
% equ|pments ¥ URL Version ?“ gs;gﬁfsn
m .J‘) Exrﬁggtmm = m) Date Expirée
. Certificat
P Exr';g;astm : ‘:)9 gi[t;ﬁratlun
® s | i,

Format de date : dd/MM/yyyy

7.1.1.4. “VPN” tab

| Obls | Rquipments | Ssseh IR mwmﬂ

+I Click to expand all VPNs
7 v & QXssaD - NCMGR41

i @ VPMNchris - MCMGR30

This tab lists the VPN topologies defined for the group of equipments.

More information on VPN profiles (topologies) will be given in chapter 7.3 Managing VPN
topologies
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7.1.1.5. “Monitoring” tab

This tab lists the monitoring profiles defined for the group of equipments. A monitoring
profile allows defining customized graphs that will be visible when you view the
equipments attached to this profile.

| Status— 1 Equipments - Asset ) VPN IylEUEu I Configuration | Flanning |
Parcourir_ | £

* Click to expand all
+| TCP_INFO - NCMPROE

When you select a monitoring profile, a screen with two tabs appears:

e ‘“Information”

= N - S

LRl UMW) Staws of updates |

MONITORING PROFILE

47 Profile Type Manitoring Profile
Security Profile Name TCP_INFO
Profile Comment

8 Creation date 08/11/201

% Last update 08/11/2011

@

% EQUIPMENT S ATTACHED TO THE PROFILE

m

MName Equipment: Equipment identifier:
ichalalene NCM188

EQUIPMENT STATISTICS

Packets =« | NCM188 - P —— 0:40:30 P —— 45215
day () week @ month () year () custom Start: 1120 i End:| e o0 B
il il : =
| Attach/Detach equipments Delete profile

You will access detailed information about the monitoring profile as well as the list of
equipments attached to it and the data that allows building customized graphs.

By clicking on one of the equipments on the list, you will return to its home page.
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e “Status of update”

Status of updates

72 this page is automatically refreshed every 30 s.

last update: 13/12/2011 14:52:45
ID - EQUIPMENT'S NAME LAST UPDATE EQUIPMENT UPDATE RESULT
NCM188 - 08/11/2011 13:07:09 oK

This tab allows you to view the latest equipment updates.

7.1.1.6. “Configuration” tab

This tab lists the configuration profiles defined for the group of equipments.

* Click to expand all

+ CongGrplU120 - NCMPR36
+| ProfilConfDCOTest - NCMPR47
+ Profilu70 - NCMPR6&64
48
@
m More information on configuration profiles is given in chapter 7.2 Managing configuration
8 profiles
v
m

7.1.1.7. “Planning” tab

This tab lists the scheduling profiles defined for the group of equipments. A scheduling
profile allows defining the periodic execution of commands on equipments attached to this
profile.

.i” - -.i, . ,"i" h..lh_'-.rI'I-.Ii'i|I|i'i|"i'-.i'm"'llliilr"- Planning

* Click to expand all
H TestPlan - NCMPRE&E
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When you select a scheduling profile, a screen containing three tabs will appear:

e “Information”

Information " Planning Fxecution Statu
PLANNING PROFILE
Profile Type Planning Profile
Security Profile Name TestPlan
Profile Comment
Creation date 06/10/2011
Last update 06/10/20M

EQUIPMENT S ATTACHED TO THE PROFILE

Name Equipment: Equipment identifier:
DCO_Test_Rect MCM193

| Attach/Detach equipments Delete profile

You will access detailed information about the scheduling profile as well as the list of
equipments attached to it.

By clicking on one of the equipments on the list, you will return to its home page.

e "Planning”

prmatio &> Plannin Execution Statu
49 L
[ Mame: TestPlan
(92}
m
Q — Task List
@
c Taskis)
v}
m

— Planification

Activated: yes
Scheduled: Once
Start time: 09:00
Date: 06M10/2011

This tab displays information concerning the scheduling of the profile: list of tasks
(command script) that will be performed and frequency of execution.

e "Execution status”

ormatio M Execution Status

Planification execution status

Equipment name Last execution date Mext execution date Status
X NCM183 - DCO_Test_Rect 10M1/2011 16:49:00 & Successful - OK
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This tab displays information concerning the execution of scheduled tasks. After a task is
executed, it is possible to view the execution report for each equipment by clicking on the

icon .

This report lists all commands as well as the equipment’s responses.

Task/NSQ/NETASQTESTISYSPROP b

ncp Exemple de script

100 code=00a00100 msg="0Ck"
Netasg>

nop une variable DNS=127.0.0.1
nop une variable DNS=127.0.0.1

m

100 ccde=00200100 msg="0k"
Netasqg>
system property

101 code=00a01000 m3g="Begin"”

TIype="Firewall"

Mcdel="F200-B"

Version="£.0.5"

ASQVersion="4.0.4"

SerialNumber="F200XB00E380600401" »

7.2. Managing configuration profiles

The configuration profile allows defining an equipment configuration that can be shared by

50 all equipments in the group. A profile is made up of configuration elements that are stored
- in the file repository. An element can be shared by several profiles, thereby making it
@ possible to deploy this configuration element on all managed equipments.

py)

()

[

)

m

7.2.1. Creating a configuration profile
Configuration profiles can be created from the equipment group view.

1 Gotothe menu Administration\Create a configuration profile.

The following page will appear:

— Configure the Profile files
Cancel Save

Configuration profile Hame Profile comment

Mo file attached
Add Configuration files &

Add Datafiles [ . |
Cancel Save

B Enter the required information. The name of the profile is mandatory.
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B Attach the configuration elements to the profile by clicking on the
corresponding icon | ‘

A new window will open, providing a view of the section of the repository corresponding to
the selected icon.

Selection ks

=) (3 Configuration -
B @ NCM
+ (§) NCMAB
£ [ NETASQ

+ 4| Reseau

5 @ VERSION_8
| NCM110_-_NETASQ_1
=) 4] NCM_1
= ASQ
AntiSPAM
AntiVIRUS
Authentication
Certificates
Communication
Event
FTPProxy
(= Filter
(= Global
(= HTTPProxy
(= NAT
= PKI
(= POP3Proxy
QoS
(= SMTPProxy
= URL
1 = VPN
] (=»Zeb0S

7

m

=

N EEEEEERNERERNEEERE ER;
PEETEQY

File selected: |ﬁl
File type: Configuration z | cancel |

[¢)]
iy

Select the configuration elements by clicking on “OK”.

3AIND ¥3sn

Selection beol

ouwe
=) (= VERSION_8
S [ NETASQ
+ 4| Reseau
=] (= VERSION_8
+) 4] NCM110_-_NETASQ_1
&) NCM_1
(= AsQ
(= AntiSPAN
= AntiVIRUS
) (= Authentication
(== Certificates
(= Communication
] (= Event
] (= FTPProxy
(= Filter
(= Global
+ (= Certificates
%) (= Filter
%) = NAT
F (= VPN
key
| object
~| objectgroup
servicegroup
(= HTTPProxy
(= NAT 3

TEGEHE R OEelE

F

)

File selected:  |ASQ, AntiVIRUS, object 1 OK l

File type: Configuration hd | cancel |
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As shown in the example below, it is possible to select either a single element,
represented by the icon L=, or a set of elements (icon &) or a full configuration archive
(icon al).

O notE
You can select multiple elements by using the ‘Shift’ and ‘Ctrl’ keys.

E Click on OK to confirm the selection.

Another window will appear.

Configure the Profile files
! Cancel [ [ Save
Configuration profile Name |configuration profile Profile comment
Add Configuraticn files |T|
Configuration files Tag Comment Date Actions
NCM_1 & /Globalobject NCM_1 13/04/2011 11:30 [
NCM_1 & /AntiVIRUS/slotinfo NCM_1 13/04/2011 11:30
NCM_1 @ /AntiVIRUS/config NCHM_1 13/04/2011 11:30
NCM_1 % /AntiVIRUS/01 NCM_1 13/04/2011 11:30
NCM_1 % /AntiVIRUS/00 NCM_1 13/04/2011 11:30
NCM_1 ® J/ASQ/slotinfo NCHM_1 13/04/2011 11:30
NCM_1 o /ASQ/03.def NCM_1 13/04/2011 11:30 F
NCM_1 o [ASQ/03 NCM_1 13/04/2011 11:30
NCM_1 & /ASQ/02.def NCM_1 13/04/2011 11:30
NCM_1 = [ASQ/02 NCM_1 13/04/2011 11:30
NCM_1 & /ASQ/01.def NCM_1 13/04/2011 11:30
NCM_1 & /ASQ/01 NCM_1 13/04/2011 11:30
52 NCM_1 @ /ASQ/00.def NCM_1 1310472011 11:30
- NCM_1 @ [ASQ/00 NCM_1 13/04/2011 11:30
(% v e
% Select®
g Add Data fies [
v
m

Before validating the configuration profile, you can delete configuration elements. To do
so, select the checkbox next to the element(s) to be deleted, then click on the icon (.

I Ciick on “Save” to confirm the creation of the configuration profile.

The main page of the configuration profile will then appear.

7.2.2. Configuration profile view
In the equipment group view, it is possible to administer configuration profiles by clicking
on the Configuration tab.

* Click to expand all
' CongGrpUi20 - NCMPR36

* ProfilConfDCOTest - NCMPR47

* Profilu7o - NCMPRG64

| cauipments | Bsset | WFR | Hlonitoring  BERSALC i Flanning |
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When you select a configuration profile, a screen containing three tabs will appear:

e ’Information”

Information ) Con quration files tatus of upda

CONFIGURATION PROFILE

Profile Type Configuration Profile
Security Profile Name ProfilConfDCOTest
Profile Comment

Creation date 13/09/2011

Last update 13/09/2011

EQUIPMENTS ATTACHED TO THE PROFILE

Name Equipment: Equipment identifier:
TestDCO NCM146
U450 _Lille NCM148

| Attach/Detach equipments Delete profile

This screen offers a general description of the profile and lists the attached equipments.

You can perform the following actions from this screen:

53
—_— “Attach/Detach equipments”

& “Delete the profile”

m

py)

& e “Configuration files”

g

m

ormatio ] Configuration files i

Configuration files Tag Comment Date
MNCM_1 = fvpn MCM_1 13/04/2011 11:30
NCM_1= jwebd MCM_1 13/04/2011 11:30
MCM_1 = Jurlgroup MCM_1 13/04/2011 11:30
MNCM_1= fimezone MCM_1 13/04/2011 11:30
MCM_1 = /system MCM_1 13/04/2011 11:30
NCM_1= /sysevent MCM_1 13/04/2011 11:30
MCM_1 = [switch MCM_1 13/04/2011 11:30
MNCM_1 = /statusweight MCM_1 13/04/2011 11:30
MCM_1 = /snmp MNCM_1 13/04/2011 11:30
MNCM_1= /servicegroup NCM_1 13/04/2011 11:30
MNCM_1 = /serverd MCM_1 13/04/2011 11:30
MNCM_1 = froute MCM_1 13/04/2011 11:30
MCM_1 = /pvm MNCM_1 13/04/2011 11:30
NCM_1 = /proxy MCM_1 13/04/2011 11:30
MNCM_1 = /pptpserver MCM_1 13/04/2011 11:30
MCM_1 = fobjectgroup MCM_1 13/04/2011 11:30
MCM_1 = fobject MCM_1 13/04/2011 11:30
MNCM_1 = Intp MCM_1 13/04/2011 11:30
MCM_1 = /nsconf MCM_1 13/04/2011 11:30
MCM_1 = [network MCM_1 13/04/2011 11:30

This screen lists the profile’s configuration elements
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e “Status of updates”

— Sigisolupdaics

=¥ this page is automatically refrashed every 30 5.
last update: 14/112/2011 11:19:29

ID - EQUIPMENT' S NAME LAST UPDATE EQUIPMENT UPDATE RESULT
NCM146 - TestDCO 12/09/2011 21:20:58 Command timeout on the device
NCM148 - U450_Lille Mo information

This screen shows the status of configuration updates on equipments attached to the
profile.

7.2.3. Managing a configuration profile

Configuration profiles can be administered from the equipment group view by clicking on
the “Configuration” tab.

From the list of configuration profiles, you can click on a profile in order to administer it.
You will then be at the level of the profile management view.

The “Administration” menu offers several actions:

>4 e Deleting the profile
< e Attaching/Detaching sites: this link allows attaching or detaching equipments to or from the
m profile.
Py
Q ¢ Modifying a configuration profile: you can add or delete configuration files to or from the
S profile
m ¢ Duplicating this configuration profile: the list of configuration files will be added to a
new profile

These actions — attaching/detaching equipments and deleting profiles — are also available
in the “Information” tab in the configuration profile view.
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7.2.4. Attaching/detaching an equipment to or from a profile
By selecting this action from the menu or the button, the following page will appear with the
equipments that can be attached to or detached from the profile:

Enter information about equipments to attach to this profile:
Available equipments: Attached equipments:

NETASQ_Benelux (NCM112)
NETASQ_Dach (NCM206)
NETASQ_HQ master (NCM110)
NETASQ_HQ2 (NCM111)
NETASQ_India (NCM208)
NETASQ_ltalia (NCM181)
NETASQ_MEast (NCM209)
NETASQ_Spain (NCM205)
NETASQ_UK (NCM207)

21t 3

Cancel Confirm

i

To attach /detach, select the equipment and move it using the relevant arrows. Click on “Confirm’
to validate your actions.

55
s In our example, we have attached the equipments “NETASQ_1 NCM110” and “fwdemo
o NCM 141” to our profile. After you have confirmed the action, you will be redirected to a
2 summary page with a button that allows you to return to the main page of the profile
m management.

EQUIPMENTS ATTACHED TO THE PROFILE

Name Equipment: Equipment identifier:

NETASQ_Benelux NCM112
NETASQ_Dach NCMZ206
NETASQ_HQ master  NCM110
NETASQ_HQ2 NCMIT
NETASQ_India NCM208
NETASQ_ltalia NCM181
NETASQ_MEast NCM209
NETASQ_Spain NCMZ205
NETASQ_UK NCM207

| Atftach/Detach equipments Delete profile
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7.2.5. Edit a profile

The modification of a profile consists of modifying the configuration elements that make up
the profile.

In the view of the configuration profile to be modified, go to the menu Management\Edit
a profile.

See paragraph 7.2.1 Creating a configuration profile to see what actions you need to carry
out in order to modify the configuration profile.

7.2.6. Duplicating this profile

In the view of the configuration profile to be modified, go to the menu
Management\Duplicate this profile.

See paragraph 7.2.1 Creating a configuration profile to see what actions you need to carry
out in order to duplicate the configuration profile.

7.2.7. Deleting the profile
When this action is selected from the menu or the button, a confirmation message will
appear:

[6)]
[¢2]

3AIND ¥3sn

Delete this profile?

| ok || Annuler

If you confirm, the profile will then be deleted from the base. This action cannot be undone.

Copyright NETASQO 2012



NETASQ 7. MANAGING GROUPS OF EQUIPMENTS

we secure IT

7.3. Managing VPN topologies

The VPN topology feature makes it possible to create and manage a VPN architecture
involving several equipments. By associating equipments to a VPN topology, NETASQ
Centralized Manager will automatically calculate and push configurations on equipments
involved in this VPN architecture.

7.3.1. Introduction
There are 2 types of VPN topologies in NETASQ Centralized Manager:

- Local VPN: allows defining a VPN architecture involving only equipments of the group in
which the architecture is being defined
- Global VPN: allows defining a VPN architecture involving equipments from several groups
The operating principle of the creation wizard is the same for both topologies. The difference arises

when equipments are being selected, as the global topology will prompt the user to look for
equipments in other groups.

O noTE
A manager can only create a global VPN topology with equipments he is able to
access.

A VPN topology can be created in the equipment group view.

n Go to the menu Management\Create local VPN.

The following page will appear:

4]
J

Enter information about this VPN creation:

Name:

Domain: Local

3AIND ¥3sn

Available equipments: Attached equipments:

NCM193-DCO_Test Rect
NCM146 - TestDCO
NCM131-U120-Bas
NCM127 - U120-Haut
NCM148 - U250DC02
NCM148 - U450_Lille
NCM168 - U70Demo

2tz8

Topology: @ Star Meshed

Star center; Mo center selected

CA/PKI: @ Default CA/PKI

Advanced configuration >

Cancel Next
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(2] Enter the name of the VPN topology.

B vove the equipments that are supposed to be in the VPN topology and select
the type of topology - “star” or “mesh”.

O noTE
In the case of a star VPN topology, the center of the topology must also be
selected (the focal point).

Select the certificate authority to be used for this topology..

O noTE

NETASQ Centralized Manager proposes the certificate authority embedded in the
solution by default.
Other certificate authorities can be defined by adding the necessary

certificates to the repository.

B Advanced mode allows selecting the traffic endpoints for VPN tunnels.

By default, NETASQ Centralized Manager includes all endpoints that have been defined
as protected at the level of equipments participating in the topology

58
S NCM110 - NETASQ 1
5 192.168.10.0 / 255.255.255.0
2 v/ 192.168.0.0 / 255.255.255.0
3 NCM111 - NETASQ_2

192.168.1.0 / 255.255.255.0

Traffic endpoints for each equipment can be managed in the screen for modifying
equipments.

E Click on “Next”.

Another screen will appear, making it possible to monitor information about the VPN
topology before confirming its creation.

Click on “Confirm”.
The main page of the VPN profile will then be displayed.
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7.3.2. VPN topology view
In the equipment group view, VPN profiles can be administered by clicking on the “VPN”
tab.

hm“ Ve mmmﬂ

+l Click to expand all VPNs
= ¢ @ QXSSQD - NCMGR41
u120-Bas - NCM131
U120-Haut - NCM127
= @ VPMNchris - NCMGR30
U120-Bas - NCM131
U120-Haut - NCM127

You can go to a VPN profile by clicking on its name or by expanding the node in order to
view equipments involved in a topology. It is possible to browse to the management of an
equipment by clicking on its ID.

@ GENERAL NOTE

The large icon “~f represents a star VPN topology. The small icon “* represents

the equipment used as the focal point.
When you select a VPN profile, a screen containing two tabs will appear:

e ‘“Information”

LUOluC i W) Status of updates |

VPN:
Name: QXSSQD
Type: Restricted
Domain: Local
CA-PKI: default
Topology: Star
Star center: U120-Haut (NCM127) »¢
VPN equipments:
Name Identifier ix;s:::IsIP I:;Z:r;iép Ui ext;;n:;g‘accessmle Equipment class
U120-Bas NCM131 10.6.2.20 0.0.0.0 192.168.20.0/255.255.255.0 NETASQ Generic

172.16.20.0/255.255.255.0

L 192.168.10.0/255.255.255.0 )
U120-Haut NCM127 106210 0.0.0.0 172 16.10.0/255 255,955 0 NETASQ Generic

CHECK:
VPN center existence OK
Are equipments supported by VPN center OK
Is addressing topology coherent for : NCM131 OK
Is addressing topology coherent for : NCM127 OK
MANAGEMENT INFORMATION:

VPN identifier: NCMGR41
Group identifier: NCMAG

Password: c3wb8x

| Madify VPN identification parameters Delete VPN
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You will access detailed information about the VPN topology as well as the list of equipments
attached to it.

By clicking on one of the equipments on the list, you will return directly to its home page without
going through the main page.

e “Status of updates”

prmatic Status of updates

%M this page is automatically refreshed every 30 s.
last update: 14/12/2011 15:53:41

EQUIPMENT'S NAME ID LAST UPDATE EQUIPMENT UPDATE RESULT
U120-Bas NCM131 08/06/2011 18:16:13 OK
U120-Haut NCM127 08/06/2011 18:08:18 OK

This tab allows you to see the latest updates of the equipments.

7.3.3. Managing a VPN topology
VPN topologies can be administered from the equipment group view by clicking on the

“VPN” tab.
JULEl  tonioring | Configuratio
+ Click to expand all VPNs
H oy @ QXSSaD - NCMGR41
+ @ VPNchris - NCMGR30

[e2]
o

From the list of VPN topologies, you can click on a topology in order to administer it. You
will then be at the level of the VPN management view.

3AIND ¥3sn
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<lly| 10:45:53 ﬁ

Edit VPN information
Delete VPN

Renew certificates
Update configurations

Infor]

VPHN:
Name: QX55QD
Type: Restricted
Domain: Local
CA-PKI: default
Topology: Star
Star center: U120-Haut (NCM127) ¢
VPN equipments:
Hame Identifier i’g;:gz!P I:;?jrrlﬂslslp LBlics axt‘:;n:;glaccesswbla Equipment class
U120-Bas NCM131 106220 0000 192.168.20.01255.255.295.0 NETASQ Generic

172.16.20.0/255.255.255.0

. 192.168.10.0/265 256 256.0 .
U120-Haut NCM2T 106210 0000 NETASQ G
au MEMI2T 172.16.10.0/255.255.255.0 enenc

CHECK :
VPN center existence OK
Are equipments supported by VPN center OK
Is addressing topology coherent for : NCM131 OK
Is addressing topology coherent for : NCM12T OK
MANAGEMENT INFORMATION:

VPN identifier: NCMGR41
Group identifier: NCMAG

Password: c3wb8x

| Modify VPN identification parameters
61
< The “General” menu offers several actions:
m
py)
@ Edit VPN information
= Delete VPN

Renew certificates
Update configurations

These actions — modifying and deleting topologies — are also available in the “Information”
tab in the VPN topology view.

7.3.4. Edit VPN information

The modification of a topology consists of modifying VPN data, the list of equipments and
the traffic endpoints of the tunnels.

In the view of the VPN topology to be modified, go to the menu, General\Edit VPN
information (or click on “Edit information” in the “Information” tab in the VPN topology
view).
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7.3.5. Deleting the VPN
When this action is selected from the menu General\Delete the VPN (or the button in
the “Information” tab, a confirmation window will appear:

VPN:
Name: QXS5QD
Type: Restricted
Domain: Local
CA-PKI: default
Topology: Star
Star center: U120-Haut (NCM127) w
VPN equipments:
Name Identifier External IP Address Internal IP Address T ext;;n;jg]accessible Equipment class
192.168.20.0/255.255.255.0
U120-B NCM131 10.6.2.20 0.0.00 NETASQ G i
as 172.16.20.0/255.255.255.0 enenc
N 192.168.10.0/255 255 255 0 .
U120-Haut b 10.6.2.10 0.0.00 NETASQ G
au NCM127 = 172.16.10.0/255.265.255.0 eneric
Do you really want to delete this VPN ?
Cancel m

If you confirm, the profile will then be deleted from the base. This action cannot be undone.

7.3.6. Renew certificates

62
c When this action is selected in the menu General\Renew certificates, a window
ﬁ asks you if you really want to do this action.

@
S By validating this action, certificates of configurations involved in the VPN topology will be
m

updated.

7.3.7. Update configurations
When this action is selected in the menu General\Update configurations, a
window asks you if you really want to do this action.

By validating this action, NETASQ Centralized Manager will impose the update of equipments
involved in the VPN topology.
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7.4. Managing Monitoring profiles

The monitoring profile will allow setting up customizable graphs that can be read when
viewing appliances attached to the selected profile.

Creating a monitoring profile
Monitoring profiles are created from the appliance group view.

1] Go to the menu Administration\Create a monitoring profile. The
following page will appear:

MONITORING PROFILE Right delegation :
CONFIGURATION . 4 Unrestricted DELIVER
;JeE. NETASQ @ @ Q Privileged manager: NI
—te SmartSoc-NCM admin s -
e* CENTRALIZED MANAGER ||ncms2 |- [ncmas o o] admin INCMG2] IMPROVE ;
1 - - 2 e
Enter information about the profile: (Monitoring Profile) i
Monitoring profile name: Profile Comment:
SNMP POLLING
Name oipi® Type Min. Max. Comment Threshold Frequency

ADD SNMP POLLING &

GRAPHICAL RENDERING

ADD GRAPHICAL RENDERING

Finish

Cancel

(2] Enter the required information. The name of the profile is mandatory.

63
[
ﬁ B} Add snwP polling elements to the profile by clicking on the corresponding
2 _‘ icon.
v
m

The Name, OID, Type, Min., Max., Comment, Threshold and Frequency fields
appear for the relevant information to be entered.

SNMP POLLING
Name oip® Type Min. Max. Comment Threshold Frequency

' | Counter v < v 0 1/min v x

ADD SNMP POLLING

Enter the required information in the corresponding fields.

O noTE

The Threshold and Frequency fields allow defining real-time alerts. As
soon as the value of the retrieved SNMP counter exceeds the threshold
value, NETASQ Centralized Manager sends an e-mail alert. It is possible
to treat the occurrence period of the value using the Frequency field.

The sending of e-mails is enabled only for appliances that have a Gold
monitoring level.
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5 Next, define the data relating to the graph, if you wish to generate one: click on

the icon’ ® I“Add graph rendering”. New fields will appear as such:
GRAPHICAL RENDERING
Graph Namea ¥ Axis Label K
l;ntl Hame Data Label Colar
ADD GRAPHICAL RENDERING -
Finiish
Canicel
O noTE

Several curves can be defined on the same graph. To do so, you will need
to provide additional data, as each data type is associated with a particular
counter on the profile.

The X-axis label corresponds to the label identifying the data (a data
series). It appears under the X-axis.

64 . G L . . " .
—_ a Click on “Finish” to confirm the creation of the monitoring profile.
[
@ , . : . .
o A page will appear asking you to attach appliances to a security profile:
&
6 ATTACH EQUIPMENTS TO THE Right delegation : DEFINE
m PROVIDED SECURITY PROFILE Unr cted

-.1-. NETASQ
%° CENTRALIZED MANAGER [ncmcz | [ncmas | ncwPRas

<] 160417 | Q [igeuE]

Enter information about equipments to attach to this profile:

Available equipments: Attached equipments:

FW-V9-HW-202-245 (NCM104)
FW-V9-HW-202-246 (NCM106)
FW-V9-VM-205-1 (NCM114)
FW-V9-VM-205-3 (NCM1618)
test (NCM1619) = |

»|

«

Cancel Confirm
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7.5. Managing scheduling profiles

The scheduling profile will allow scheduling the execution of CLI command scripts on
appliances attached to the profile.

Creating a scheduling profile
Scheduling profiles are created in the appliance group view.

n Go to the menu Administration\Create a schedule:

® Pri
% CENTRALIZED MANAGER (newsz | [ncvas (<> IESFCCy > i

40V

Create a NETASQ managed equipment
Create local VPN

Bl Faviements B cate global VPN | Planning |
Create a configuration profile
Create a planning
EQLURMENTS MONITORII create a Monitoring profile
EY Hardware 8| & Silver Monj Change management

The following page will appear:

CONFIGURE THE PLANNING

. NETASQ
%2 CENTRALIZED MANAGER | [nemcz | ‘ncmas
L= [

Cancel | | Save

65 Name: Comment:
(7] Add task

m o

Q Task(|Delet

(9}

c

r?-l Cancel | | Save

You will see a tab named “Scheduling”, which you can enable or disable by
selecting or unselecting the relevant checkbox, and schedule the task when you

wish:
CONFIGURE THE PLANNING Eight gqletgztion 2
nrestricte R
% CEN FOY oYl < e
% CENTRALIZED MANAGER | (ncmc2 | - [ncwas o] o] PULE s L B el

Cancel Save

Name: [tast Comment:
Task List Planification
Activated:
Scheduled Start time:
Daily 7 |9:00:00 £¢y| | Advanced
Daily
(Execute every: 1 day(s)

Cancel Save
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You can schedule the task according to the following frequencies:

Scheduled:
Daily

Now
Once
Daily
Weekly
Monthly

and select the time when it will begin.

The “Advanced” button allows displaying additional options:

Advanced
’7 Start date: |17/02/2012

| End date:

Cancel Save

The dates on which the task begins and ends can be defined in the corresponding
fields. Next, click on “Save”.

The following window will provide a summary of the information you have entered.

E Go back to the “Task List” tab and enter a name for this schedule and click on

the button ‘i’ to add a task.

[e2]
o

(3] Expand the task tree structure (click on the “+” next to “Task”) in order to reach
the following page. Next, select the desired file and click on OK.

3AIND ¥3sn

Selection ks

0 (@ Task
= @ NCM
=) i NCMA3
= 58 NETASQ
%) (= VERSION_8
-] = VERSION_9
(@ qualif_post
@) qualif_pre
+ [5] NETASQ

File selected: SLS
File type: Task = Cancel
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The following window will appear, displaying the imported file:

CONFIGURE THE PLANNING Right delegation :
Unrestricted DEMvEr
. NETASQ @ @ Q Privileged manager: I-IC-NI‘TC\F
';%' CENTRALIZED MANAGER |[ncms2 | - [ncmas (o [ 0] ;QE"E’{,;.‘EHE’;H“”‘“‘” IMPROVE

16:12.28

Cancel Save

Name: |test Comment:

Task List Planification

Add task -
Task(s Delete

1 -
Task}N(;‘

Cancel Save

Click on “Save”.

The following window sets out the information regarding your schedule, namely, a
summary presented in three tabs:

PROFILE HOME PAGE Right delegation : ;
Unrestricted EEH”[;‘

Privileged manager

i’f‘NCEESI’:IJTRALIZEDMANAGER NCMG2 | |NCMA3 | |NCMPR30 &‘u o Bl o] Q> admiy

admin [NCMG2]

IBNIEAR ManaGeMEnT v 1613:29 | Q | |

IMPROVE

Information

PLANNING PROFILE

Profile Type Planning Profile
Security Profile Name test
67 Profile Comment
Creation date 17/02/2012
Last update 17/02/2012
[
[%2]
m EQUIPMENTS ATTACHED TO THE PROFILE
Py
) No equipment is attached to this profile
c
w)
m

| Attach/Detach equipments \'Delete profile |
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To attach or detach appliances, click on the button on the bottom left, and drag
and drop the appliances to attach from one column to the other as shown in the
following screen:

ATTACH EQUIPMENTS TO THE Right delegation :
PROVIDED SECURITY PROFILE Unrestricted

DEFINE

-. NETASQ
%% CENTRALIZED MANAGER [ncwcz | (ncmas | - [ncwmprso

< - o

Enter information about equipments to attach to this profile:

Available equipments: Attached equipments:

FW-V9-HW-202-245 (NCM104)
FW-V9-HW-202-246 (NCM106)
FW-V9-VM-205-1 (NCM114)
FW-V9-VM-205-3 (NCM1618)
fwllab01 (NCM109)

test (NCM1619)

ESRAR AR 3

Cancel Confirm

Once the desired operations have been performed, click on “Confirm”.

RESULT OF EQUIPMENT(S) Right delegation : DEFINE
ATTACHEMENT Unrestricted DELIVER

e Privile nager
’;‘*f‘grésl“jTRALIZED MANAGER [ncmcz | - [ncmas | - |ncmpRsO @_, ol o] Q g‘zﬂ?\'ﬁ'mir-m'f(m”"

- [

68 Equipments attached to the profile
—_— Security Profile Name: test
[ . . : -
%) Name Equipment: Equipment identifier:
m test NCM1619
Py
(9}
% Profile management
m

The button “Profile management” will redirect you to the summary of your
scheduling data seen above.

To delete the scheduling profile created, click on the button at the bottom right of
the “Delete profile” screen.
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8.1. Life cycle of an equipment

The NETASQ Centralized Manager solution allows managing NETASQ multifunction
firewall in order to maintain them and follow up on their configuration and monitoring. To
facilitate the follow-up and management of equipments, NETASQ Centralized Manager
manages the statuses of equipments according to their life cycles.

The general life cycle of a NETASQ equipment in NETASQ Centralized Manager can be
broken down into the steps below:

e Step 1: Creation of the equipment
e By entering the information that would allow NETASQ Centralized Manager to
connect to the equipment, it will be created via the web portal and inserted into the
database.
During this step, the level of monitoring is assigned to the equipment. NETASQ
Centralized Manager offers 3 levels of tracking:
- Silver allows tracking the operational status of the equipment and obtaining
monitoring graphs
- Gold allows tracking the equipment’s logs
- Mail alert allows the administrator to receive e-mails in the event major
incidents arise on the equipment

e Step 2: Pre-configuration of the equipment
The operator in charge of this operation retrieves connection information from the
NETASQ Centralized Manager web portal and pre-configures the equipment.
At the end of this step, the equipment will be ready for deployment on the site so
that NETASQ Centralized Manager can update it with the final configuration.

e Step 3: Activation of the equipment
This step is also called “provisioning”. The administrator performs this step by using
an entry in the menu of the NETASQ Centralized Manager web portal. As the
equipment is physically linked to a network, NETASQ Centralized Manager can
update it with the final configuration.
As proper practice, it would be useful to check that the equipment can be contacted
before proceeding with its provisioning (simply ping its external address).

e Step 4: Management and monitoring of the equipment
Once the equipment has been activated, it is ready for other tasks such as
monitoring, configuration changes and insertion into a VPN topology. All these
operations can be conducted through the NETASQ Centralized Manager web
portal.
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8.2. Actions and life cycle

Once an equipment has been successfully inserted into the database, an administrator
may perform many administrative or monitoring operations directly from the equipment’s
home page.

The screen capture below provides a preview of this home page. The various
management actions allowed on this equipment are grouped into specific menus. These
sections correspond to phases in the life cycle of the managed equipment.

Sl "eset | Equipment ——— ———— S
@ last update: 15/12/2011 10:23:07
PING STATUS SELECTED EQUIPMENT MODEL:
EquipementDemo2 2 ) .
& (NCM144) = NETASQ Virtual appliance
STATUS OF UPDATES
STATUS UPDATE LAST UPDATE INFORMATION
Configuration
L

update

Certificate renewal

Licence update

Firmware update

Script execution

day @ week maonth year custom Start: | 12/11/2071 10:40:30 j End: |12/12/2011 10:40:30 j B=

70 | Availability < Traffic Uptime CRU RTT/TTL
[
(7]
m
Py
@
s o
5] GENERAL NOTE
m

The contents of these menus vary according to the role of the user connected to
the web portal.

Some of these operations can be performed at any moment or regardless of the
equipment’s status, whereas others may require:

e The provisioning of the equipment (display of the equipment’s logs, asset
management)

e That the equipment be online (current configuration)
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The table below describes the actions that can be performed on an equipment depending
on its status.

Menu Item/Action Status of the equipment Comments
GENERAL
Edit the equipment Created
Attached profiles Created
Duplicate the equipment Created
Delete the equipment Created
Activate the equipment Pre-configured and | You are advised to check the
connected to the internet ISP’'s  connectivity  before
launching the activation.
Reboot the equipment Activated and connected
Renew certificates Activated and connected
Update the configuration Activated and connected Imposes an immediate update
MONITORING
Current configuration Activated and connected
Events of the week / month | Activated and connected Requires the “Gold Monitoring”
level.
Activity reports Activated Requires the “Gold Monitoring”
level.
Asset Management
Firmware inventory Activated
71 License management Activated
T Hardware history Activated

The various entries in these menus are described in this section.

3AIND ¥3sn
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8.3. Creating an equipment

Equipments can be created in the equipment group view.

1 Go to the menu Management\Create a NETASQ managed equipment.

The following page will appear:

SELECT YOUR EQUIPMENT:

Manufacturer: NETASQ A Model: Virual appliance -

ENTER INFORMATION ABOUT THE EQUIPMENT:

*Name: External reference:
Address: Avenue de I'horizon 0
ZIP Code: 59650 City: VILLENEUVE D'ASCQ
Country: France -
Remarks:

ENTER INFORMATION ABOUT BILLING DATE START

Pilot equipment:

72 ENTER INFORMATION ABOUT THE EQUIPMENT:

c User name: admin User password:
(7]

% External Interface IP address: Mask:
8 Administration Interface name : ethernetl External gateway:
rUn Hostname: NCM211 Serial Number

PLANNING A TIME SLOT FOR THE CONFIGURATION UPDATE

Begin time: 00 ~ - 00 =~ Endtime: 23 ~ 59 «

ENTER INFORMATION ABOUT THE LOG REPORTS:

& Silver Monitoring: ¥ SNMP community:

Gold Manitoring:

waw Mail alert: Email:
—

Advanced configuration >>

* This field can only include characters from the list: a.z, A.Z, 0.9, space, ', -, 4,4, ¢, €, &, &, &,0,i,0, 0,0

Cancel Finish
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(2] Fill in the necessary fields in order to create the equipment.

The equipment creation page is divided into several functional sections:

e Selection of the equipment model.

¢ Administrative information: name (mandatory field), address and person in charge
of the equipment.

¢ Assignment of the equipment to a pilot site: used for classifying the equipment as a
demonstration or test site.

¢ Information that NETASQ Centralized Manager requires in order to connect to the
equipment: all fields, except the serial number, are mandatory.

¢ Time slot for updating the equipment: outside this time slot, the equipment cannot
be updated.

e Specification of the level of monitoring.

O GENERAL NOTE
The time slot makes it possible to avoid coinciding with updates of the
equipments, which may in some cases disrupt production traffic.

If the update follows an explicit command (for example update the equipment or
update the VPN), the web portal will display an error screen. However, for updates
following a modification of the configuration (configuration element, configuration profile or
VPN topology), NETASQ Centralized Manager will attempt to update again periodically
until the time slot coincides with an authorized time.

~
w

B configure the equipment’'s VPN traffic endpoints, click on “Advanced
configuration”.

3AIND ¥3sn

Information regarding the management of traffic endpoints are set out in the chapter 8.3.1
Defining traffic endpoints .

Complete the creation step by clicking on “Finish”.



NETASQ 8. NCM — MANAGING AN EQUIPMENT

we secure IT

The following screen will appear, allowing you to check information about the equipment
before confirming its creation.

| Equipment management | Editinformation | Maedify equipment identification parameters Print

Information tatu

EQUIPMENT:

MName: testd
External reference: NCM211
Address: Avenue de I'horizon
ZIP Code: 59650 City: VILLENEUVE D'ASCQ

Country: France

Remarks:
PILOT EQUIPMENT / BILLING DATE:
Pilot equipment: no Billing Date: 15/12/2011
INTERFACE
User name: admin User password: ****
External Interface [P Mask: 255.255.255.255
address:
Admlnlstratloq ethernetl External gateway:
Interface name :
Hostname: NCM211 Serial Number
PLANNING A TIME SLOT FOR THE CONFIGURATION UPDATE
Begin time: 00:00 End time: 23:59

Traffic extremity accessible via VPN:

74 No extremity defined

S LOG MANAGEMENT:

m

Py w Silver Monitoring: yes SNMP community:
@

[ L

= e Gold M :

S 0 onitaring: no

m

wir Mail alert: no

Equipment management Editinformation | Maodify equipment identification parameters Print

The administrator can then perform one of the following actions:
e Go back to the previous screen in order to change certain settings
e (o to the equipment’'s home page
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8.3.1. Defining traffic endpoints
This information will be used in VPN topologies to define traffic endpoints. By default for
each equipment in a VPN topology, NETASQ Centralized Manager retrieves all the traffic
endpoints defined at the equipment level.

O NOTE /REMARK
It is possible to define traffic endpoints that are not directly connected to the
equipment. This allows managing Hub & Spoke configurations.

B manage an equipment’s ftraffic endpoints, go to the equipment’s
management page. There are 2 ways to access it:
- During the creation of the equipment
- After having launched the menu General / Edit the equipment,
click on “Modify information” from the viewing page.

H Ciick on “Advanced configuration”. The next part will be set out in the screen
that creates/modifies equipment information.:

TRAFFIC EXTREMITY ACCESSIBLE VIA VPN:

IP address / Mask / Comment

192.168.20.0/ 2552552550/ +
172.16.20.0 /2552552550 / | Add a sub-network accessible via VPN |

75

c | Remove sub-network(s) accessible via VPN |
) !

m

py)

@

c *This field can only include characters from the list: a..z, A.Z, 0..9, space, ', -, &, 4, ¢, &, &, &, &, 0,7, 0,0, 0

v — I

m Cancel Finish

BJ Click on “Add a sub-network accessible via VPN”. The following screen will

appear:
Enter information about the sub-network accessible via VPN:
IP address: Mask:
Comment

Cancel Validate
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Enter the fields for the traffic endpoint and click on “Validate”. The screen that
creates/modifies equipment information appears with the new traffic endpoint.

EXTREMITES DE TRAFIC :

Adresse IP / Masque / Commentaire

[ Ajouter une extrémité de trafic ‘

[ Supprimer |'{es) extrémité(s) de trafic sélectionnée(s) ]

* Ce champ ne peut comporter que les caractéres suivants : a..z, A.Z, 0.9, espace,’, -, 3,3, ¢, &, €, &8 06,7, U, 4, i
|_Annuler LI(ir_l'ﬁlner

EThe administrator can then add another traffic endpoint, delete selected
endpoints or end the creation/modification of the equipment.

8.4. General view

The following is an example of an equipment’s home page:

MR T [ FaUPMmEnt | RCIWOTRCORMgHISton | CORTgUISHONIES | Saniytieck | Iwormaton |

72 last update: 15/12/2011 11:17:48

PING STATUS  SELECTED EQUIPMENT MODEL:

(<] U120-Bas (NCM131) £ U120-A

76
STATUS OF UPDATES

(% STATUS UPDATE LAST UPDATE INFORMATION
m -
o v Configuration 08/06/2011 18:18:13 oK
o update
c v Certificate renewal | 08/06/2011 18:16:51
r?'l v Licence update 08/06/2011 16:09:39 oK

Firmware update

Script execution

") day @ week () month () year () custom Start: |12/11/2011 104030 [F End: |12/12/201110:40:30 [&] [E
Availability Traffic [[ Uptime [ cPU [l RTTATL
Availability from 08/12/2011 11:17:48 to 1571272011 11:17:48

Fri oa/1z sat 10412 sun 11412 Mon 12412 Tue 13412 Wed 14412
W up O unreliable W Unavailable

Up: 0,0 % Unreliable: 0,0 % Unavailable: 100,0 % Unknown: 0,0 %

Traffic from 08/12/2011 11:17:48 to 15/12/2011 11:17:48

=
H 1.0

s T

3 I

" I I
= 0.5 - —" Eo— e — oo 1.
= I I i : : i : o
("] t ~ ]
] I I i I

i 0.0 - £
& Fri 09/12 sat 10/12 Sun 11412 Mon 12/12 Tue 13412 wed 14412

W Incoming [ Outgoing
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8.4.1. Tabs in the equipment view
You would have noticed the following tabs in the capture above:

e Status

e Inventory

e Equipments

¢ Network configuration
e Configuration files

e Monitoring

e Information

The rest of this section will be spent explaining the various tabs. In the captures shown, it
is presumed that equipments have already been created in the group.

8.4.1.1. “Status” tab
The “Status” tab was covered in section 8.4 ; it is the equipment’s “home page”. It shows
the operating status and the status of updates.

It also presents a set of graphs that take into account the equipment’s operating status
over time. NETASQ Centralized Manager offers 5 default graphs:
e Availability presents the equipment’s accessibility status over time
o Traffic displays the throughput of the equipment’s external interface over time
Uptime presents for each time bracket the uptime of the equipment
e CPU presents the equipment’s CPU consumption
e RTT/TTL shows both the response time of the ping command as well as the
number of bounces.

~
~
[ ]
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The display of these graphs can be disabled.

Ad administrator can display customized graphs by attaching the equipment to a
monitoring profile. Graphs defined at this profile’s level can then be enabled or disabled
according to the administrator’s needs.
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8.4.1.2. “Asset” tab

“ ot ——

Model
CPU
Memory

HARDWARE INVENTORY

Serial Number

&Ceniﬁcate expiration date

FIRMWARE INVENTORY
Firmware
License

@IP S Version

@‘IPS expiration date
“Antivirus Version
’&}‘)Antivirus expiration date
®lﬂ»’\ntispam Version
®|3'591flnti5pzam expiration date
TURL Version

?“I}URL expiration date

This page displays details of the equipment, both hardware (model, serial number...) and
software (firmware version, license...).
It also presents information on the expiry dates of features deployed on the equipment.

~
[oe]

8.4.1.3. “Equipment” tab
This screen offers visibility over associated profiles as well as the type of service
associated with the equipment.
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| S Aset RATLAASD SO ———————
ASSOCIATED PROFILES
(@ Manitoring Profile - 0
\E‘S)Cunﬁguration Profile - NCMPR4T
@F‘Ianning Profile - 0
LOG MANAGEMENT:
_.. Silver Monitoring: yes SNMP community: COMMUNITY
¢ Gold Monitoring: yes
ﬁ Mail alert: yes Email: @netasq.com
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8.4.1.4. “Network configuration” tab

This screen provides connection information that has been defined so that NETASQ
Centralized Manager can manage the equipment.

ii.'i-mm At G SRl | onrguratonties | Samiytheck | fformation

User name:

External Interface IP address:

Administration Interface name -

Hostname:

admin
123.123.123.123
ethernet
NCM148

PLANNING A TIME SLOT FOR THE CONFIGURATION UPDATE

External gateway: 123.123.123.122

User password: =™***
Mask: 255.255.255.240

Serial Number

Begin time: 00:00 End time: 23:59
Traffic extremity accessible via VPN:
IP address: Mask: Comment
192.168.1.0 255.255.255.0 LAN
172.31.1.0 255.255.255.0 DMZ1

79 8.4.1.5. “Configuration files” tab
c This screen lists all the files (configuration, license and software version) associated with
ﬁ the equipment.
@
c
o
m
tatu Assi quip Configuration files mm
Configuration files Tag Comment O
=9
=9
=9
[
=9
=9
=9
[
&
2
=9

These files are either directly attached to the equipment (applies to software version and
the 2 configuration files, network and route) or attached through a configuration profile
(grayed out files).
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8.4.1.6. “Sanity check” tab
This tab indicates whether VPN features have been enabled during the last activation.

pnfiguratic Sanity Check 0 atio

STATUS:

Are VPN functions enabled ? yes

Last provisioning date: Mo provisioning yet

8.4.1.7. “Information” tab
This screen shows the equipment’s data (name, address, etc.), its manager and its IDs.

| Configuration fles | Sanity Bheck i

EQUIPMENT:

MName: U450 _Lille
External reference: NCM148
Address: rue du buisson
ZIP Code: 59000 City: Lille

Country: France

Remarks:
80
(% PILOT EQUIPMENT / BILLING DATE:
% Pilot equipment: no Billing Date: 12/09/2011
@
c
I'?'I ADMINISTRATOR:
MName: rup TOTO
Address:
ZIP Code: City:
Country:
Email: decouturier@netasq.com
Phone: 1234567 Fax:
MANAGEMENT INFORMATION:
Login -

Password *****
Equipment identifier- NCM148
Group identifier: NCMAB
Control key (V2.1): 23-87-7633/2
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8.5. GENERAL Menu

The General menu in the equipment view is presented as follows:

Edit equipment information
Edit Configuration Variables

4 [y SUPERVISION ¥ ASSET MANAGEMENT ¥ 16:09:03

Edit the configuration files

SIAS | attached profies ration |~ Configuration files | = Sanity Check |  Information |
Duplicate equipment
Delete equipment update: 15/12/2011 16:00:12
Staging for Linux
Staging for Win32
Activate equipment

MODEL:
Ha0

Redundancy

Reboot BTATUS OF UPDATES
Certificates renewal INFORMATION
Update configuration

Update License

Update Firmware
Licence update

Firmware update
Script execution

day @ week () month () year (" custom Start: |12/11/201110:40:30 [E] End: 12/12/201110:40:30 [E B
V| Availability 7| Traffic Uptime CPU RTT/TTL

Some entries are grayed out according to status or the configuration of the equipment. In
the capture above, the entries “Update the license” and “Update the firmware” are grayed
out as there are no files (license and firmware) associated with them.

81
< 8.5.1. Editing the equipment
o By selecting the menu General\Edit the equipment information, the page for
2 managing the equipment appears. The “Information” tab presents a summary of all the
m equipment’s settings (except for attached profiles). The “Status” tab indicates the date and

time of the last activation as well as information about the equipment’s involvement in a
VPN topology.

Equipment management | Edit information | Modify equipment identification parameters Print

Information tatu

EQUIPMENT:

Name: U450_Lille
External reference: NCM148
Address: rue du buisson
ZIP Code: 59000 City: Lille
Country: France

Remarks:
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To modify certain settings, the administrator has to click on “Modify information”. He will
then be able to modify data except for the following:
¢ The type of device linked to this hardware equipment cannot be changed.

e Some parameters are enabled only once during the activation. Changing their
values would require a new activation. These parameters concern mainly the ISP’s
connectivity such as the external IP address and the default gateway (router).

The administrator will see the same screens as those during the creation of the equipment
(minus the choice of the model).

O NOTE /REMARK
Some modifications may cause incompatibility issues with the various
profiles attached to this device. The user will then be asked to detach these
conflicting profiles from the site or cancel his changes.

8.5.2. Editing configuration variables
Configuration variables allow making scripts and configuration elements generic. A
variable can be associated with a command value or a configuration parameter.

To do so, insert a code where the value of the command or the configuration parameter
should be.

The example below is based on a particular object from the object database, which
consists of defining a server. This object is used in the filter rules of each equipment in
order to allow access to this server. This server has the same function on all sites but its IP
address is different. We will therefore use a variable whose value will depend on the value
of the variable defined for each equipment.

o]
N
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myServer={$IPAddress MyServer}

When updating the equipment, NETASQ Centralized Manager will substitute
{$IPAddress_MyServer} with the data that has been defined at the equipment level via the
management of configuration variables.
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1 To manage configuration variables, go to the menu General\Edit
Configuration variables, the following screen will appear:

EDIT CONFIGURATION VARIABLES Right delegation : DEFINE
Unrestricted DELIVER

99 Q Privileged manager:
SmartSoc-NCM admin
NCMG2 |- | NCMAG |- | NCM143 [0 Ll 0 admin [NCMG2] IMPROVE
e Qo
| Cancel || Save the variables | | Export as XML H Import from XML file.. |

Create and update configuration variables

[+]

name value comment delete

H Click on . A new line will appear in the list of variables

| Cancel || Save the variables | | Export as XML || Impaort from XML file.. |

Create and update configuration variables

| o || ¥ Remove all |

name value comment delete
* AdresselP_MyServer 192.158.10.55| b 4

[oe]
w

E Enter the name and the value of the variable.
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O WARNING
Several variables with the same name cannot be created. Special
characters are prohibited. Only alphanumeric characters and “ " are
allowed.

O noTE
The name of the variable has to be the same as the one used in the
configuration element or the command script.

Validate the creation of variables by clicking on “Save variables”. The
administrator will then be redirected to the equipment’s home page

O WARNING
After saving them, the configuration variables will be switched to the
database of the configuration generation engine “SecEngine”. Switching
over from one database to another may last a while. As such, the script
results may appear to be unresolved.
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From the variable management page, the administrator will also be able to:

e Delete some or all configuration variables

o Export configuration variables to an XML file that can be stored in the storage area
of the user’'s computer

¢ Import configuration variables from an XML file saved beforehand in the storage
area of the user’'s computer

8.5.3. Editing the configuration files
Editing the configuration allows the administrator to configure or overload the configuration
of an equipment. In the case of an overload, the equipment must first be attached to a
configuration profile).

By selec ting this action in the menu General\Edit configuration files (or the
button in the “Information” tab, the following screen appears:

— Configure the Profile files
Cancel Save
Add Configuration files [ 2.
Configuration files Tag Comment Date Actions
o
84 =
B
(% LS
m S
Y 3
@ %
c
v
m

In the above capture, the configuration elements generated from the profile attached to the
equipment are grayed out. The 2 elements that have been specifically associated with the
equipment appear in black.

O notE
Even though the equipment has configuration elements attached by its
configuration profile, you will notice that the checkboxes of directories and
files are not selected. Indeed, when managing from an equipment,
configuration elements cannot be changed.

For a similar configuration element, it will be the element specified at the equipment level
that will be deployed instead of the one at the profile level.
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The operating mode is the same for the configuration profile (see 7.2.1 Creating a
configuration profile )

It is possible to attach and detach configuration files, scripts, licenses, software versions,
certificates of an external PKI or imported data from an equipment. These data are
available in the repository either at the general level or at the level of the equipment group
that the equipment belongs to.

8.5.4. Duplicating the equipment
NCM provides a convenient way to duplicate the equipment. Even though this procedure
retains most of the parameters that have already been defined for the original perimeter,
many parameters are still private, such as the attachment of profiles.

1 By selecting this action from the menu General\Duplicate the equipment, the
following screen will appear:

DUPLICATE EQUIPMENT (EDIT HAME AND Right delegation :
INTERFACES PARAMETERS) Unrestricted

ﬁngﬁTRALIZED MANAGER |ucmez | - |ncmas | - [ncmis 0" o @@ Q gi"”é% i aam

< 1T - >: | oI

Enter the following information:

* Name:

ENTER INFORMATION ABOUT THE EQUIPMENT:
-

User name: admin User password: adminadmin

External Interface IP address: 123.123.123.123

&

Mask: 255.255 255240

85 Administration Interface name :  ethemnetd External gateway: 123123123122
Cancel Validate

(% * This field can only include characters from the list: a.z, A.Z, 0..9, space, ', -, 4, 4, 5, &, &, & & 8,i, U, 0, i

m

Py

&

S B Fill in all the fields needed for duplicating the equipment

m

3 | Click on “Validate” to finish creating the duplicated equipment
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8.5.5. Deleting the equipment
The very last phase of an equipment’s life cycle is of course its destruction. This operation
consists of:
e Detaching the device from all the profiles to which he was attached.
e Keeping a record for billing
o Deleting from the database all information relating to this equipment
A window asks you to confirm deleting the equipment.

8.5.6. Pre-configuring the equipment
The pre-configuration of an equipment consists of preparing the equipment so that it can
be contacted by NETASQ Centralized Manager when it is activated. To do so, you will
need to send a certain humber of commands to the equipment which is in factory
configuration. This is generally referred to as “staging”.

To ease this deployment phase, NETASQ Centralized Manager offers a means that
consists of provisioning the set of commands that will allow the preparing operator to pre-
configure the equipment.

By selecting this action from the menu General\Duplicate the equipment, the
administrator will be asked to save a file in his computer's storage area. This file is an
archive that contains a command file and an executable that allows sending commands
over the equipment, which must be directly connected to the operator’s computer.

There are 2 types of pre-configuration that depend on the operating system of the
operator’s computer - Win32 or Linux.

@
[¢]

8.5.7. Activating the equipment
This is step 3 in the life cycle of an equipment. At the end of this step, the equipment will
be in the monitoring and maintenance phase. This step requires the equipment to be
physically linked to the network, allowing NETASQ Centralized Manager to update it with
the final configuration.
The equipment can be activated in the menu General\Duplicate the equipment.

3AIND ¥3sn
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8.5.8. High availability
NETASQ Centralized Manager offers several means of managing equipments configured
in high availability.

To create a set of equipments in high availability, you must first create the first equipment
by following the standard procedure.

Next, you will need to follow this procedure:
(1] Go to the menu General\ High availability.

The following page will appear:

PRIMARY EQUIPMENT INFO:
Serial Number
SECONDARY EQUIPMENT INFO:
* Name:
Serial Number
HA CONFIGURATION:
HA Interface:
87 HA Secundary Interface:
HA Address:
[
n - -
% Cancel Validate
8 * This field can only include characters from the list: a..z, A.Z, 0.9, space, ', -, &, 4, ¢, €, &, &, &, 8,0, 0, 4, 0
]
m

B Fillin all the necessary fields for the creation of the second equipment.

B Click on “validate” to show the screen summarizing the high availability
information.

The administrator can then click on “Manage the equipment” to browse to the home page
of the equipment that has just been created.
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8.5.9. Other actions

8. NCM — MANAGING AN EQUIPMENT

The general menu of the equipment view allows launching various maintenance actions on

the equipment:
¢ Rebooting the equipment
¢ Renewing certificates
e Updating the configuration
e Updating the license
e Updating the firmware

8.6.

The general menu of the equipment view is presented as follows:

Supervision Menu

BYVEAN ceneral v [SUPERVISION D A SSET MANAGEMENT ¥ 173123 E [
‘Change management
Weekly security events
Sl “ Monthly security events WW
Summary Report ~
] - xR
Display complete activity report w2 last update: 15/12/2011 17:31:04
PING STATUS Display VPN activity report MODEL:
U250DCO2 (NCM149) =7 NETASQ U250
STATUS OF UPDATES
STATUS UPDATE LAST UPDATE INFORMATION
& Configuration update
Certificate renewal
o Licence update
Firmware update
o Seript execution
day (@) week ) month () year () custom Start: 12/11/2011 104030 [F End 12/12/201110:40:30 &
v Availability v Traffic Uptime CPU RTT/TTL

8.6.1. Managing equipment modifications

By selecting this option (via the previous capture), the following screen will appear:

1 To conduct a comparison, you need to select 2 revisions from the from.

A Next, click on “Compare”.

B Next, select the file you wish to look up.
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You will reach a screen that compares the last two revisions:

8.6.2. Events of the week or the month
NCM gathers security and operating events from the managed equipments when the
"Silver Monitoring" or "Gold Monitoring" service is enabled.

8.6.3. Correlation of the curve
NCM offers a log correlation feature, allowing various problems to be analyzed, such as
application errors due to network disconnections, traffic congestion or other issues. The
“Silver Monitoring” and “Gold Monitoring” services have to be enabled on the administered
equipment in order to allow the correlation.

The correlation page is illustrated with graphs for different event categories. Information is
specific to the equipment and concerns:

o Availability

e CPU load

e Network traffic

e RTTandTTL

e Operating duration
The user can choose the time range for events correlation

. 8.6.4. Full activity report
r(%n This menu provides information on the equipment’s activity.
g They are classified in sections:
S e General information about the system

e Network interface configuration
o Traffic statistics

e cCpu
e uptime

¢ IKE SA

e RTT/TTL

e Antivirus

e Antispam
¢ URL

e Firewall

¢ QoS

e Availability

8.6.5. Asset management
NCM directly maintains information on assets from managed equipments. NCM can
retrieve information such as the hardware type, the hardware version, license expiry dates
and similar information.
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8.7. Commands for updating a HA cluster

The aim of this section is to briefly describe the actions that NETASQ Centralized Manager
has to perform in order to activate or configure the update of a high availability cluster.

BN NCM connects to the active equipment in the cluster and restores the saves
configuration.

B Once the restoration is complete, NCM will reboot the active equipment.

B3 neM will then attempt to reconnect to the cluster: in general, this will be on the
second firewall, which has become the active firewall as the other is rebooting.

When NCM succeeds in connecting to the cluster, it will then periodically
check the status of the firewall that has just been updated and wait until it is
available.

B As soon as this firewall is available, NCM will swap the equipments: the active
firewall becomes passive and vice-versa, the passive firewall becomes active.

B Atter the cluster us swapped, NCM will disconnect and reconnect to the
cluster, but this time it has to go back to the first firewall: the one that has been
updated.

©
o

It will then execute a post-configuration script if there is one.

3AIND ¥3sn

NETASQ Centralized Manager will then launch the synchronization of the configuration on
the passive equipment of the cluster and reboot it.

Once these steps are carried out, all the equipments in the cluster will have the same
updated configuration.
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9. MONITORING

9.1. Introduction

Monitoring screens can be accessed either in the manager view or from the equipment
group view.

The only difference is in the number of equipments that can be monitored:
- for a manager: all equipments that belong to groups managed by the manager
- for a group of equipments: all equipments in the group

A new window will open.

9.2 MONITORING Menu

EQUIPMENT HOME PAGE Right delegation : DE
Unrestricted DE

%gEﬁTRALIZED MANAGER [ncmGz |- [ncmas | - [ncmisz @u Q@ Q gz\lnfs”:éi:crnacrl‘ﬁirrnln %

admin [NCMG2]

IEREARN ceneral v SUPERVISION ¥ ASSET MANAGEMENT ¥ 15:50:34 ?

91 2 last update: 16/12/2011 10:55:11
c PING STATUS SELECTED EQUIPMENT MODEL:
72} <) NETASQ_Benelux £ Vao-A
m (NCM112)
Py
@
C STATUS OF UPDATES
o STATUS UPDATE LAST UPDATE INFORMATION
m @ | Corfiguration 1271212011 18:4220 | Local command failed
update
I Certificate renewal | 12/12/2011 18:42:19
o Licence update
Firmware update
SYSTEM LICENCE
(%] Script execution 17/10/2011 18:24:02 200 code=00102e00 msg="Licence have expired"
Netasg=
(") day @ week () month () year (") custom Start: | 12/11/2011 104030 [E] End: |12/12/2011 10:40:30 [E] B
Availability Traffic "] Uptime [[,.Chu ] RTTATL

Availability from 09/12/2011 10:55:11 to 1641272011 10:55:11

ST D400 7 T0L0TE

54t 10412 Suh 11412 Mon 12412 Tue 13412 wed 18412 Thu 15/12
B up @vunreliable M Unavailable
Up: 89.8 % Unreliable: 0.2 % Unavailable: 0.0 % unknown: 0.0 %

Traffic from 09/12/2011 10:55:11 to 16/12/2011 10:55:11

e ' —————+—
5n| T i ——

o Sat 10/12 Sun 11412 Mon 12712 Tue 13412 wed 14/12 Thu 15412

m bBytes per second

Incoming [l outgoing
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9.3 Monitoring console

9.3.1 Topological view

Go to the menu Monitoring\Monitoring console.

\

'?f; login: NETASQS [NCMAS]
topology  geographic
(@) (3 [@) [ refreshevery: 605 ~
VPN
id name N ETASQ_M EaSt
5 neweror  wyven (B Q [NCM 209]
NETASQ_ltalia
[NCM1 Si]/ﬁ

NETASQ_UK
[INCM207]

NETASQ_Bene|l
[NCM11

@

Maonitoring

9.3.2 Geographical view

';"'f: login: NETASQ5 [NCMA5] INFO: NETASQ_Spain [NCM20!
topology  geographic
(RN, (T
VPNs
ia name [
(&) NCMGR91  MyVPN %
Greentand

cean

Sites

Venezueia
Colombia
or co
aaaaaa
yyyyy
{ ) Angola
eeeeeeee i
ami
Botawa
) 4 Sauth
c Atlant
Soun
U ) Africa
royerio s gentina
Google

:::::::

x|
[ _Plan | sateliite Mixte
ax
o112 (Japan)
.......... )
iopl
nya
oeha . indonesia Pagua New

ia

9. MONITORING
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The screen shows the existing VPNs in the left column and where the equipment is located
on the map.

You can zoom in or out of the view using the sliding rule.

9.3.3 Equipment view
This is a typical page that appears when you click on the equipment:

g = 0

Site

name: NETASQ_UK &
id: 207

address: 300 High Holborn LONDON United Kingdom O

Asset: Hardware Inventory

Model W50-A
Serial Mumber WEOXXADADDDOOD1
Certificate expiration date 12122012

Asset: Firmware Inventory
Firmware 8.1.5

Asset: License

L] IPS Version ASQ 4.1.2
T URL Version NETASQ
RRD statistics

Availability Last ¥eek

At Fun Hen e wed Thu
Wup [@unrelisble [ Unsusilsble

93 Up: 543 % Unreliable: 85 7 5 Unauailable: 0.0 5 paknows: 457 5
[

(7]

5

9 9.4 Status of equipments

S

m

To see the general status of your equipments, go to the menu Monitoring > Monitor
equipments of a group, accessible in global view.

HETASQ : MONITOR EQUIPMENTS Right delegation : DEFINE
. . . nrestrictes DELIVER
NETASQ 5 Privieged manager: =
e I MONITOR
%: CENTRALIZED MANAGER | (crcz o o B . e

STATUS NAME 1D TL:SSI.! AVAILABILITY TRAFFIC CPU UPTIME 1'5(2 RTT A'EEAI{!I"
Al - all -
<] & NETASQ_Benelux | NCIM112 265 ago Q Q K| Q Q | a
@ £ NETASQ_Dach NCM206 555 ago Q Q Q Q Q |9
@ & NETASQ_HQ NCM110 265 ago Q o ol o  a |q
<] e NETASQ_HQ2 NCM111 53s ago Q Q Q| 9 Q |9
3} & NETASQ_India NCM208 9s ago Q KR & @ Q| a
<] e NETASQ_ttalia NCM181 535 ago Q e Q| Q Q | q
<] £ NETASQ_MEast | NCM209 9s ago Q Q Q| Q e | Q
<] £ NETASQ_Spain | NCMZ205 60s ago Q, Q Q| Q Q| Qq
@ = NETASQ_UK NCM207 95 ago Q Q Q| 9 Q|
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9.5 Statistics of equipments

In the global view, you can also look up your equipments’ summary reports (menu
Monitoring > Equipments statistics):

When this option is selected, the following window will appear:

NETASQ : MONITOR EQUIPMENTS Right delegation : DEFINE
nrestricte fl
NETASQ ® * * @ Privileged manager: LEwik
e o Zoc-NCM sdmi
Z%: CENTRALIZED MANAGER | nesie2 B P50 S T ouTo

11:06:00

Enter dates and report type to generate:

Report Type CPU - From: 16/12/11 00H ~ 00 » To: 16/12/11 1H - 08 ~ QK

(1] First, selected the desired report type:

CPU v
jcry |
Uptime

Trafic

SAIKE

RTT/TTL

IPS

Antnirus

Antispam

URL

Firewall

Informations générales
Qos

Disponibilité

(o]
S

(2 | Next, select the “start” date for the report to be generated:

3AIND ¥3sn

October 2011

r ] close CH e

o

un Mon Tue Wed Thu Fri

52
-]
=3

|I\J |I\J ||—L |-
0 =
B s ==

|w|m|»—A|u:||m
= o
[l
oy

(Al

100w

E Then select the desired time slots:
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Select an “end” date from the calendar.

E Click on OK.

The following screen will display the list of all the visible reports, grouped by group name,
equipment name and ID:

Enter dates and report type to generate:

Report Type CPU ~  From: 23/10/11 00H - :00 ~ To: 1612 H~ :08 v [ OK|
= Click to collapse all
Group's name Equipment's name (]
NETASQ NETASQ Benelux NCM112 NETASQ Generic * Click to show more
NETASQ NETASQ Dach NCMZ206 NETASQ Virtual appliance * Click to show more
NETASQ NETASQ HQ maste. .. NCM110 NETASQ Generic * Click to show more
NETASQ NCM111 NETASQ Generic * Click to show more
NETASQ NCM208 NETASQ Virtual appliance =
NETASQ NETASQ ltalia NCM181 NETASQ Virtual appliance * Click to show mare
NETASQ MNETASQ MEast MCM209 NETASQ Virtual appliance =
NETASQ f ] MNCM205 NETASQ Virtual appliance =
NETASQ METASQ UK MCM207 NETASQ Virtual appliance =

6| To display a report, click on the ID that represents it in the third column.

You will arrive at the screen:

IBNEARN cencral v SUPERVISION ¥ ASSET MANAGEMENT ¥ 11:14:43
Bl "5t | Equipment | —— R — SHHEHE
95
E— 7Y last update: 16/12/2011 11:14:40
(% PING STATUS  SELECTED EQUIPMENT MODEL:
m NETASQ_Benelux
Y @ nevng | V50-A
@
c
% STATUS OF UPDATES
STATUS UPDATE LAST UPDATE INFORMATION
Configuration 197 49 2

a8 update 12/12/2011 18:42-20 Local command failed

g Certificate renewal | 12/12/2011 18:42:19

Licence update

Firmware update

P!
SYSTEM LICENCE
(%] Script execution 17/10/2011 18:24:02 200 code=00102e00 msg="Licence have expired"
MNetasqg=
“) day @ week () month ) year ) custom Start: | 12/11/201110:40:30 [F End: | 12/12/201110:40:30 [E] B
Availabilit Traffic [C] Uptime [ crPu [ RTTTTL
¥ pt

Availability from 0971272011 11:14:39 to 16/12/2011 11:14:39

HIHILI0 T20L 2 00108

sat 10412 sun 11712 Mon 12412 Tue 13412 wed 14712 Thu 18412

Wup O unreliable B Unavailable
Up: 99,2 % unreliable! 0,2 % uUnavailable: 0.0 % unknown! 0.0 %

Traffic from 09/12/2011 11:14:39 to 16/12/2011 11:14:39

+ + ' v - . + + + +

SHY ;i ] i T

0 +
Sat 10/12 sun 1142 Mon 12/12 Tue 13/12 wed 14/12 Thu 15/12

=
=
=
o
@
W
=
a
a
w
a
=
>
&

Incoming [ Outgoing
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