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In the documentation, Stormshield Management Center is referred to in its short form: SMC and
Stormshield Network in its short form: SN.
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1. Getting started
SMC server allows you to perform a centralized administration of SN firewalls.

From the SMC server 2.8.2 web interface, you can:

l Administer firewalls,

l Get a clear overview of all your firewalls,

l Ensure consistent configurations,

l Access the web administration interface of firewalls.

The SMC server is a virtual machine provided in the form of an .OVA archive file (Open
Virtualization Archive) for VMware, .VHD (Virtual Hard Disk) for Microsoft Hyper-V or .qcow2 for KVM.

The SMC server 2.8.2 is compatible with Stormshield Network Security in at least version 2.5.0.

In order to install the SMC server, download the file smc-x.x.x.ova , the archive smc-x.x.x-
hyperv.zip or the archive smc-x.x.x-kvm.tar.gz from your personal area MyStormshield.

SMC - INSTALLATION GUIDE - V 2.8.2
1. GETTING STARTED

Page 3/9 sns-en-SMC-installation_guide-v2.8.2 - 04/26/2021

https://mystormshield.eu/


2. Deploying the SMC server on the virtual
environment

You must first deploy the SMC server on a VMware, Microsoft Hyper-V or KVM virtual environment.

We recommend that you install the SMC server in a DMZ.

2.1 Deploying the .OVA file in the VMware virtual environment

Deploy the .OVA file in one of the following virtual environments:

l VMware ESXi versions 6.0, 6.5 and 6.7

The SMC virtual machine requires:

l A processor,

l An Ethernet network interface,

l RAM: 1024 MB,

l Minimumdisk space required on the VMware environment: 130 GB.

We recommend two processors and 2 GB of RAM for better performances.

1. Open the VMware vSphere client on your administration workstation.

2. Indicate the parameters for connecting to the VMware ESXi server on which you wish to install
the SMC server.

3. In the File menu, select Deploy an OVF template.

4. In the VMware deployment wizard, complete the steps for deploying the .OVA file.

2.2 Deploying .VHD files in the Microsoft Hyper-V virtual environment

The smc-x.x.x-hyperv.zip archive contains two .vhd files:

l smc-system.vhd,

l product-data.vhd.

Deploy the .VHD files in one of the following virtual environments:

l Microsoft Hyper-V for Windows Server 2012 R2,

l Microsoft Hyper-V for Windows Server 2016.

1. In the Hyper-V Manager tool, select a hypervisor.

2. Create a new virtual machine and follow the steps shown in the wizard.

l In the Assign Memory menu, allocate 1024 MB of memory.

l In the Connect Virtual Hard Disk menu, select Use an existing virtual hard disk and select
the smc-system.vhd file.

3. Finish the creation of the new virtual machine.

4. Open the parameters of this machine and go to the IDE 0 Controller menu.

5. Click on Add then select Virtual hard disk in the Media section, and select the product-
data.vhd file.

6. Confirm, then log on to themachine.

SMC - INSTALLATION GUIDE - V 2.8.2
2. DEPLOYING THE SMC SERVER ON THE VIRTUAL ENVIRONMENT

Page 4/9 sns-en-SMC-installation_guide-v2.8.2 - 04/26/2021



2.3 Deploying .qcow2 files in the KVM virtual environment

The smc-x.x.x-kvm.tar.gz archive contains two .qcow files:

l smc-system.qcow2,

l product-data.qcow2.

Deploy the .qcow2 files in the following virtual environment:

l Red Hat 7.4 and upwards.

1. In the virt-manager tool, select the KVM hypervisor.

2. Create a new virtual machine and follow the steps shown in the wizard.

l Select Import existing disk image and select the smc-system.qcow2 file.

l Allocate at least 1024 MB of memory and select the number of CPU.

3. Finish the creation of the new virtual machine.

4. Open the parameters of this machine and go to the Add Hardwaremenu.

5. Click on Storage, and select Select or create custom storage. Select the product-data.qcow2
file.

6. Confirm, then log on to themachine.

We recommend you to use the e1000 virtual network interface.
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3. Initializing the SMC server from the virtual
environment

The SMC virtual machine is deployed. You will now need to initialize the server either manually or
automatically from the virtual environment.

At the end of this procedure, you can connect to the server web interface from one of the
supported web browsers:

l Microsoft Edge, latest stable version,

l Google Chrome, latest stable version,

l Mozilla Firefox, latest stable version.

 TIP
When initializing the SMC server, a temporary IP address can be assigned either manually or by a
DHCP server. In order for the DHCP assignment to work, connect the server's first virtual interface
(eth0) to the right network in the virtual infrastructure. The definitive static IP address will be
assigned in the SMC server initialization wizard described in section Ending the SMC server
initialization.

3.1 Initializing the SMC server automatically

1. Start the SMC virtual machine.

2. By default, if the server first interface is configured to get an IP address from the DHCP server,
no action is required from you to initialize the server.

3. When the SMC server is initialized, connect to the address displayed in red from a web
browser to carry on initialization.

3.2 Initializing the SMC server manually

SMC - INSTALLATION GUIDE - V 2.8.2
3. INITIALIZING THE SMC SERVER FROM THE VIRTUAL ENVIRONMENT

Page 6/9 sns-en-SMC-installation_guide-v2.8.2 - 04/26/2021



1. Start the SMC virtual machine.

2. You have five seconds to go into manual initialization mode. If you let these five seconds
lapse, an attempt will be made to automatically assign an IP address via DHCP. If this attempt
is unsuccessful, themanual initialization mode will then be suggested automatically.

3. Define the following parameters:

l The keyboard language used when you connect to the SMC server in command line,

l The parameters of the eth0 interface: IP address, subnet mask and default gateway,

l The time zone for setting the date,

l Whether the date will be configured manually or via an NTP server:
o If manual configuration: enter a date,
o If via an NTP server: enter one or several NTP servers (IP addresses or DNS names

separated by commas). The NTP server can also be configured after the server has
been initialized. Refer to the SMC Administration guide for more information.

4. When the SMC server is initialized, connect to the address displayed in red from a web
browser to carry on initialization.
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4. Ending the SMC server initialization
You are now connected to the SMC server from a web browser for the first time. To complete the
last steps of the SMC server initialization, use the SMC server initialization wizard.

1. Select themanual initialization mode.

2. Select the web interface language. The default language is your browser's language. If the
browser's language is other than English or French, the default language is English.

3. Select the keyboard language used when you connect to the SMC server in command line,

4. Enter the definitive IP address of the SMC server.

5. Specify the "admin" and "root" users' passwords:

l admin: main administrator of the web interface. The password must have a minimum
length of eight characters.

l root: user allowed to connect to the server in command line.

6. Click Apply. This completes initialization.

7. Connect to the SMC server web interface with the "admin" user and password specified at
step 5 of this procedure. Your SMC server is now initialized. Learn how to administer firewalls
and maintain the server in the Stormshield Management Center Administration guide.
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