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In the documentation, Stormshield Endpoint Security is referred to in its short form: SES.
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Setting up SQL Server

This document applies to Stormshield Endpoint Security in version 7.2.0 and higher, and gives
recommendations on how to configure the SQL Server instance that the server and SES console
use.

Limiting processor load for high volume requests

To limit processor load and prevent all resources from being used up when high volume requests
are processed, we recommend that you allocate no more than 25% of available processors to
process such requests.

In the properties of the SQL Server instance, select the menu Advanced > Parallelism and change
the Max degree of parallelism setting.

(4" EXAMPLE
If you have eight logical processors, set this value to 2.

B Server Properties - WIN-PUT1AE4MZHG)SES — O *,
= o~ 01
& Memory
J Processors g: Al |
J Security —
~ FILESTREAM ~

# Connections

J Database Settings FILESTREAM Access Level Disabled
J Advanced FILESTREAM Share Name SES
& Pemissions v Miscellaneous
Allow Triggers to Fire Cthers True
Blocked Process Threshold 0
Boost SQL Server Priority False
Cursor Threshold -1
Default Full-Text Language 1036
Default Language French
Full-Text Upgrade Option Rebuild
Max Text Replication Size 65536
Optimize for Ad hoc Workloads False
Scan for Startup Procs False
Two Digit Year Cutoff 2049
Use Windows fibers {lightweight pooling) | False
Connech ~ Network
Network Packet Size 4096
1:S".?IWEI;:LI"1;'—\Eaﬂfl'\"I2HG “5ES remate Logn Timeout 10
B k v Parallelism
Connection: Cost Threshold for Parallelism 5
53 Locks 0
ﬁ View connection properties 2
CQuery Wait -1 w

Max Degree of Parallelism
Limit the number of processors to use in parallel plan execution.

Progress

Ready

(@) Configured values () Running values

In the above screen capture, since we only have two logical processors, we will setit to 1.

If you do not know how many logical processors are allocated to the SQL Server instance, select
the Processors page and expand the tree under the Processor column.
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B server Properties - WIN-PUT1AE4M2HG\SES — O >
Select a page UScn'ptvﬂHelp
& General
& Memary
& Processors Enable processors
& Security
Jo Connections Automatically set processor affinity mask for all processors
& Database Settings Automatically set 1/0 affinity mask for all processors
& Advanced
K& Pemissions | Processor Processor Affinity 140 Affinity
= ALL
- CPUD
e CPU
Connection
Server:
WIN-PUTIAE4MZHG\SES Threads
Connection: Maximum worker threads:
53
- 0 o
¢ View connection properties
Progress
R
eady (® Configured values () Running values

© Note
If your database administrator(s) specifically configured the Processor affinity and 1/0 affinity,

inform them before making any changes.
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Limiting how often high volume requests are parallelized
You are advised to raise the threshold that the SQL Server uses to decide on whether to parallelize
arequest.

In the properties of the SQL Server instance, select the menu Advanced > Parallelism and change
the Cost threshold for parallelism setting.

B server Properties - WIN-PUT1AEIM2HG\SES

S EIEEITNIIE IT Scipt ~ @) Help
# General

& Memary
& Processors = | A

=[2!
& Security = |
& Connections v FILESTREAM

& Database Seftings FILESTREAM Access Lewvel

& Advanced FILESTREAM Share Mame

& Pemissions Miscellaneous

Allow Triggers to Fire Others True
Blocked Process Threshald 0

Boost SQL Server Priority False
Cursar Threshold -1
Default Full-Text Language 1036
Default Language French
Full-Text Upgrade Option Rebuild
Max Text Replication Size 65536
Optimize for Ad hoc Workloads False
Scan for Startup Procs False
Two Digit Year Cutoff 2049
Use Windows fibers (ightweight pooling) | False
Network

Network Packet Size 4096

Server: Remote Login Timeout 10
WIN-PUT1AEAM2HGSES v Parallelism

Connection: 12)
sa Locks 0
Max Degree of Parallelism 1
Guery Wait -1

Connection

lﬁ View connection properties

Cost Threshold for Parallelism
Specify the threshold where Microseft SQL Server creates and executes parallel plans.

(®) Corfigured values () Running values

The value that Stormshield recommends is 12.
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Limiting disk load

When SQL Server must increase the size of data files or transaction log files, it suspends all
ongoing transactions during the operation.

As SQL Server’s default values may initiate frequent disk operations, we recommend that you

change four values on the stormshield and urd databases on SES, and depending on your
license, the srkey database as well.

In each database’s properties in the menu Files, modify the values for Size (MB) and

Autogrowth/Maxsize
i Database Properties - stormshield - O X
Selecta page T Scipt v @ Help
& General
K Fies
& Filegroups Database name: stomshield
# Opto o
J Change Tracking Mmer
# Pemissions
% Extended Propeties
Database files:
Logical Mame  Fle Type  Flegroup  Gize (. Autogrowth / Masize Path File Name
stormshield ROWS PRIMARY 2388 By 100 MB, Unlimited c\Program Files\Microsoft SQL Server\MSSQL11.SES\MSSQL\DATA stormshield madf
stomshield_log  LOG Not Appli 1 By 10 MB, Limited to 20. c\Program Files'\Microsoft SQL Server\MSSQL11.SES\MSSQL\DATA stormshield_log Idf
‘Connection
Server
DESKTOP-BQNBBAV\SES
Comnection:
s
y¥ View connection properties
Progress
Ready < L4
Add Remove
Cancel
. |

The configuration of these values depends on the size of the pool in which SES agents are
installed.

For most pools, Stormshield recommends the following values for the stormshield and urd

databases:

Data file size 10000 MB (10 GB)
Autogrowth/Maxsize of data files 1000 MB (1 GB)/unlimited
Log file size

1000 MB (1 GB)

Autogrowth/Maxsize of log files 100 MB/unlimited

Stormshield recommends the following values for the srkey database:
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Data file size
Autogrowth/Maxsize of data files
Log file size

Autogrowth/Maxsize of log files

1000 MB (1 GB)
100 MB/unlimited
100 MB

10 MB/unlimited

For pools that are already installed, change only the autogrowth values.
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When SES is installed, the recovery model of databases is set to “simple”. In this model, SQL
Server fully manages the maintenance and backup of the transaction log.

Stormshield recommends keeping the “simple” recovery model.

W Database Properties - urd

Selecta page
# General
# Files

# Filegroups

»
# Change Tracking
# Pemissions

# Exended Properties

Connection

Server:
DESKTOP-EQNBBAVNSES

Connection:
sa

ﬁ View connection properties

Progress
Ready

— O x
IT Script = § Help

Collation: SQL_Latin1_General_CP1_CI_AS ~
Recovery model: Simple ~
Compatibilty lewel: SQL Server 2012 (110) ~
Containment type: None ~
Cther options:
=4 |
v Automatic ~

Auto Close False

Auto Create Incremental Statistics False

Auto Create Statistics True

Auto Shrink False

Auto Update Statistics True

Auto Update Statistics Asynchronously False
v Containment

Default Fulltext Language LCID 1033

Default Language English

Mested Triggers Enabled True

Transform Noise Words False

Two Digit Year Cutoff 2049
w  Cursor

Close Cursor on Commit Enabled False

Defautt Cursar GLOBAL
v FILESTREAM

FILESTREAM Directory Mame

FILESTREAM Mon-Transacted Access Off
v Miscellaneous v
Auto Close

Conc

However, if your SQL Server infrastructure requires the recovery model to be changed to “full”,
you will need to personally back up the transaction log on a regular basis (instruction TSQL:
BACKUP LOG] to purge its contents. This maintenance task must be scheduled regularly in
addition to data backups (instruction TSQL: BACKUP DATABASE).

We encourage you to contact your database administrator to schedule regular backups of all

databases concerned.

Databases and transaction logs should be regularly backed up to prevent disk saturation on the
database and defects in the SES program.
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