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1. Getting started

The aim of this document is to help you in your initial implementation of SES. Itacts as a
complement to the solution’s Administration guide, which provides a comprehensive description
of its features.

Since every organization has different needs and particularities in its information system, this
document only indicates recommendations; certain security rules do not apply to all contexts.

Our configuration recommendations for the SES solution apply to version 7.2 of SES.
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2. Protecting and configuring the SES server

The first step in deploying the solution consists in securing the SES server. We recommend that
you perform the following operations:

¢ RunaWindows update

o Install an antivirus on the server

o Enable the Windows firewall on the server

o Create a backup of the server

« Monitor the server (with a tool such as Nagios)

The ports that need to be opened on the server's Windows firewall are:

¢ Incoming communications:
o TCP 80 (customizable]: SES agentto SES server (download MSI file + update antivirus)
o TCP 443 (customizable): SES agent to SES server (download certificate)
o TCP 16004: SES agent to SES server (logs)
o TCP 16005: SES agent to SES server
o TCP 16006: SES agent to SES server
o TCP 16007: SES console to SES server (synchronization)

o Outgoing communication:
o TCP 1433 (customizable): SES server SQL server (database access)
o UDP 1434 (customizable). SES server SQL server (database access)

@ WARNING

If the SOL server uses dynamic ports (this is the case for default installations with SQL
express), you have two options:

« Modify the SQL configuration in order to have static ports, or
o Open other ports on the Windows server firewall.
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If you are managing SES on behalf of a client, you will need to create different administration
accounts for each administrator. The solution allows logging each action.

The Monitoring section makes it possible to locate changes that have been made and the identity
of the user who made them. This may be useful, for example, when an issue arises with a
configuration or a security policy.
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4. Configuring SES agents

4.1 Dynamic configuration

We recommend that you use the following dynamic agent configurations:
« Warning mode + no notification + allow agent shutdown: during the first installation phase,
o Normal mode + notification + prohibit agent shutdown: for advanced IT users,
o Normal mode + no notification + prohibit agent shutdown: for end users.

4.2 Static configuration

As soon as the solution is installed, we suggest that you specify the version of the agent. For
example, if you are installing SES version 7.223, you need to configure the agent update in
version 7.223:

'@ POLICIES / STATIC AGENT CONFIGURATION / DefaultStaticAgentPolicy (Version: 5)

[ Check Out X Export

Policy  Links

B £¥ Challenges
Script 1 {none)
Script 2 (none)
Script 3 (none)
Script 4 (none)
Seript 3 (none)

Bl £¥ Manage Update

Update to deploy (ex: 7.2.23) 7.2.23

Therefore, when you migrate to version 7.2.24, you will create another static configuration that
you will apply only to computers that will be used for testing the migration.
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5. Creating a basic security policy template

An organization’s level of IT security essentially depends on the amount of time allocated to
security. We will be giving two configuration examples below. The first security policy blocks 95%
of vulnerabilities, while the second, which provides better security, blocks 99.9% of them (these
figures are just estimates and may vary according to the types of threats encountered).

5.1 Configuring SES in a day

If you wish to complete your first configuration within a single day, create a security policy based

on the basic template:

0 Stormshield Endpoint Security Management ... \;‘i-

| Palicy creation

Policy name: Basic template

Policy type: O B3

- Server Configuration

() % Dynamic Agent Configuration
() 4 Static Agent Configuration
@ ¥ security

() L2 Encryption

() B Antivirus

) =" soript

Policy template: ()
@ W Basic template

Create ‘ Cancel

5.2 Configuring SES in at least two days

N

Select a basic policy template and add several general settings:

¥ System Behavior

¥ General Settings
# Kernel Components (Disabled)

General Settings

[l [&] System Behavior Control
Executable file creation
Protection against privilege escalation
Protection against spontaneous reboots
Protection against keyloggers
Protection against memory overflow
Kernel component protection

E Tz Application Behavior Control
Applications access
Execution control
Execution control on removable device
Socket access

File access

System Behavior Device Control Network security control  Application Control  Links

Disabled
| High
I Enabled
| High
| Advanced
Disabled

Disabled
Disabled
Enabled

Disabled
Disabled

Application control can be used in blacklist or whitelist mode. We suggest that you use blacklist
mode for the majority of endpoints to be protected. Whitelist mode can be used in environments
that are very seldom modified (built-in systems, quarantined workstations with a specific

application, point of sale terminals, etc.).
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Using detailed logs or whitelist mode may impact performance on workstations, as processes that
may be run on the workstation are closely monitored, and may therefore slow down the
computer's startup phase.

5.3 Configuring system behavior control

For further detail, please refer to the SES Administration guide.

5.3.1 Executable file creation

« Disabled: low security,
« High/Critical: high security with the following conditions:
o SES mustbe disabled every time a program is installed/updated,

o Apre-production infrastructure must be used for the creation of rules affecting essential
trusted applications.

This form of protection can be easily enabled on servers, for example RDS 2016 Servers.

5.3.2 Protection against privilege escalation

« Disabled: low security,
« High: this level is not recommended as critical mode protects better,
« Critical: high security with the following conditions:
o SES should probably be disabled whenever a program is installed/updated.

o Apre-production infrastructure must be used for the creation of rules affecting essential
trusted applications.

In orderto block pass-the-hash attacks (for example using the mimikatz program), the critical
level is required.

5.3.3 Protection against spontaneous reboots

This protection method is recommended for servers only. Whenever this protection is used,
deployment applications such as SCCM, Ninite, LANDesk, etc. must be trusted.

5.3.4 Protection against keyloggers

« Disabled: low security,
« High: high security with the following condition:

o Rules regarding trusted applications must be created in order to allow several programs.
For more information, see the section Configuring protection against keyloggers.

« Critical: not recommended, as it generates false positives.

5.3.5 Protection against memory overflow

This is the method that provides the workstation with the best protection, and we recommend
enabling itwhere possible. However, you may need to create several rules regarding trusted

applications. For more information, see the section Configuring protection against memory
overflow.
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5.3.6 Kernel component protection

This method is only possible if all computers use the same drivers (same hardware}, and it only
runs on 32-bit Microsoft Windows systems.

5.4 Configuring application behavior control

5.4.1 Applications access and Execution control

These methods require a certain number of rules to be created on trusted applications (~300), so
you are advised against using them unless you are using very high security.

5.4.2 Execution control on removable devices

This method is strongly recommended if you do not block USB drives on your system.

The user has to confirm that an executable can be run from a removable device, and the
response is written to the logs. A report can therefore be generated that shows what software was
run from USB sticks for each user.

Further examples, the following actions may set off notifications:

o Ifa ReadyBoost USB drive is plugged in, Windows Updates may start running .exe files on the
drive,

 Barco projectors with USB connectors will ask to run the executable file: d:\clickshare for
windows.exe.

5.4.3 Network access and File access

These methods require a certain number of rules to be created on trusted applications, so you are
advised against using them unless you are using very high security.
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b. Configuring protection against privilege
escalation

Many applications require privilege escalation, which is the case for most installation programs.

@ WARNING

Ordinarily, the PowerShell application does not require privilege escalation in order to run
(depending on the script used). Allowing PowerShell to escalate its privileges would allow a
large number of malicious programs to run.

o Prohibit PowerShell,
o Orrestrict PowerShell to GPO-signed scripts,
« Orrestrict PowerShell to scripts in a special folder or on a file server.
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7. Configuring protection against memory overflow

The following applications have been known to cause memory overflow, so trusted rules need to
be applied to them. To find out how to create trusted rules in the Application control panel, refer to
the SES Administration guide.

« Intel applications for Bluetooth:
o c:\program files (x86)\intel\bluetooth\devmonsrv.exe
o c:\program files (x86)\intel\bluetooth\mediasrv.exe
o c:\program files (x86)\intel\bluetooth\obexsrv.exe
o TeraCopy:
o *\teracopy.exe
o Cygwin software suite:
o c:\cygwinb4\*.exe

« Several antiviruses are also capable of causing memory overflow: Symantec and Kaspersky
forexample.

You are strongly advised to trust the antivirus.

We suggest that you trust other applications only if they do not function with SES in Normal
mode.

Web browsers Internet Explorer/Firefox/Chrome, and Adobe applications must never be trusted. If
you encounter memory overflow on one of these applications, this means that a virus has just
been blocked. If this is not the case, do get in touch with the SES Technical Assistance Center.
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8. Configuring protection against keyloggers

8.1 Deleting logs with false positives

Microsoft Office applications and web browsers generate keylogging events, which are
considered false positives. For example:

o c:\program files\microsoft office 15\root\office15\winword.exe
o c:\program files\microsoft office 15\root\office15\excel.exe

« c:\program files\microsoft office 15\root\office15\powerpnt.exe
« c:\program files\microsoft office 15\root\office15\onenote.exe
o Mclview.exe

o Mskype.exe

e MLync.exe

o c:\program files\internet exploreniexplore.exe

« c:\program files (x86)\google\chrome\application\chrome.exe
o c:\program files (x86)\mozilla firefox\firefox.exe

o Windows Live

We advise against trusting such applications. In the Log Manager panel you can hide these false
positive entries from the logs. This will avoid queries from users who will no longer see these
alerts.

For example:

E Log Manager

|"',| Check Out z Refresh w# Check In & Undo CheckOut
£ Types: t-—Ft vy R0
@ SD“WE'FBLD'-OQS @ # Ation -/ Status (@4 ] [2] ] #F %SDURCE%<%CERT %><%MD5%><%SHA1 %>
g i:t»f:m ngs @ (5)7KEYLOG  BLK €9 9 €9 6 6 “outlooklexe(< 3 3<")?
@ Device Logs @ (#)MEYLOG  BLK ) B D D B tiexplorel.exe(< >< 5 5)?
@ (7)7KEYLOG BLK 9 &9 69 69 63 “irefoxexe(< 2< < ")7?
@ (2)KEYLOG BLK 9 9 €9 63 €9 “ichromel exelc >< 32 5)?
@ (£)KEYLOG BLK O O O @ @ <o

We suggest that you include clear comments to explain such a configuration if several
administrators have access to the console.

8.2 Allowing keyboard shortcuts

gifage 14/45

Keyboard shortcuts are combinations of keys that allow, for example, increasing or decreasing
volume.

On Dell computers the following program logs keystrokes:
o c:\program files\delltpad\apmsgfwd.exe
On Hewlett-Packard computers:

o c:\program files (x86)\hewlett-packard\hp mainstream keyboard\cnyhkey.exe
o c:\program files (x86)\hewlett-packard\hp mainstream keyboard\modledkey.exe
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We recommend trusting these applications if you trust the hardware vendor. Trusted rules must
therefore be created in Application control.

8.3 Allowing virtual environments

Virtual environments (VMWare, Citrix, etc.) take control of virtual machines. Such applications
must be trusted, for example:

o c:\program files (x86)\vmware\vmware workstation\x64\vmware-vmx.exe

8.4 Allowing TeamViewer, DameWare, VNC, etc.

Remote control tools log keystrokes, for example:

o c:\program files (x86)\teamviewer\teamviewer desktop.exe
o c:\program files (x86)\teamviewer\tv x64.exe
o c:\program files (x86)\teamviewer\tv w32.exe

These applications must be trusted if users wish to remotely take control of a computer.
Depending on the situation, or for security reasons, it may be better to block such applications.

8.5 Allowing videoconference tools

Some videoconference tools (e.g.: Skype, WebEx, GoToMeeting] make it possible to remotely
control computers, for example:

o c:\program files\skype\phone\skype.exe

We recommend trusting such applications.

8.6 Allowing Common Desktop Agent and all other programs

If you have a Samsung printer, for example, you would have the following program:
o c:\program files\common files\common desktop agent\cdasrv.exe

Test the program with SES in Normal mode. If it does not work, create a trusted rule in SES.

8.7 Expected result

The configuration of your security policy should therefore resemble the following configuration:

System Beha\nor' Device Control I Network security control  Application Control | Links I

[=5) Application Control | |Tru5ted Rules »> SES
[} General Settings ||- - - v.@.v . F & % & []Advanced mode |‘9_

2] Applicative rules # f@lstatus @\dentlﬁer Access toapplications ExecutionCtrl Registry  Network  Privileges Files Keylogging Overflow

B| ?d;”s:; T”'es 108 @ Enabl_ Blustooth O O O ] O O |

B Eo j; o :;mup 109 @ Enabl.. Hotkeys. VMware O O O O O O ]
2 Java
] SES
.2 System
2w
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9. Allowing and blocking file extensions

If you have used the basic security policy template:

o Add the antivirus permission for the extension .pst so that the antivirus can detect viruses in
your mail,

o Block multimedia extensions in order to reduce the amount of CPU resources used by TSE
servers.

Block the following application extensions if possible:

Extension Use
docm Macro-enabled document
dotm Macro-enabled template. Warning, these are used by Outlook, Word, Excel, etc. Allow
normal.dotm in the application rules, and block *.dotm.
hta HTML Program Format
pif Windows Program Information File for dos programs
pptm Macro-enabled presentation
potm Macro-enabled template
ppam Macro-enabled add-in file
ppsm Macro-enabled slide show
sldm Macro-enabled slide
torrent Torrent files
vbe Visual Basic Editor
vbs Visual Basic Scripting. Warning: scripts may use this when a Windows session is opened, for

example. In such cases, vbs scripts must be allowed in cscript.exe application rules, and *.vbs
must be blocked.

xlsm Macro-enabled workbook
xltm Macro-enabled template
xlam Macro-enabled add-in file
wsf Windows Script File

wsh Windows Scripting Host

To prevent abnormal processes from accessing Microsoft Office documents, allow only specific
applications to access Office documents, for example:

 System Behaviorl Device Cartrol I Metwark security control ~ Application Control | Links I

=g} Application Control | Extension Rules >> Office Documents
G- General Settings v = -.@.v ﬂ- i—r + ¥ v
lg g;;pllca.h\reRn.llles # Iﬂl Status D Extension [m77 Identifier
= e Ension nues 5 '@' Enabled doc Onelrive, System
Lz Defautt Group g -
— & (@ Enabled docx OneDrive, System
L 2] Office Documents o .
(5 WannaCry 7 (@ Enabled xks OneDrive, System
I?d] Trusted Rulss 2 'Z?' Enabled s« Onelrive, System
9 'ZQ' Enabled ppt Onelrive, System
10 '@' Enabled pphc OneDrive, System

The "System” ID corresponds to the following files:

Type Value Description
Path / Certificate c\program files\* Program Files x64
Path / Certificate ci\program files (xB5)\* Program Files x32
Path / Certificate chwindows\* Windows
Path / Certificate *\setup*.exe - Microsoft Corporation.cer (Microsoft Code Signing PCA) (Microsoft Code Signing PCA) (Microsoft Code (Microsoft Code Signing PCA) Setup
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9.1 Expected result

The configuration of extension-based protection in your security policy should therefore
resemble the following configuration:

Extension Rules == Dangerous

£-=—-0-A-Ftys =]
ko @Sta‘tus Extension [577 Identifier & Log j Description
1 @ Enabled hiz |systemroot|\explorer e __ HTML Program Format
12 @ Enabled vb |systemroot|\explorer e _ \isual Basic Scripting
13 @ Enabled vbe |systemroot|\explorer.ee __ Visual Basic Editor
14 @ Enabled vbs |systemrootl\explorer.ee _ \Misusal Basic Scripting
15 @ Enabled wsf |systemroot|\explorer e _ windows Script File
16 @ Enabled wsh |systemroot|\explorer e _ ‘windows Scripting Host
17 @ Enabled torrent |systemroot|\explorer e __ Torrent
|systemroot|\explorer e
18 @ Enabled scr |systemroot|\system3Zirundll 32 ee __ Screensavers
Screensavers
19 @ Enabled pif |systemroot|\explorer e ____ Program Infermation File (for DOS programs)
20 @ Enabled jse |systemroot|\explorer.ee __ JScrptEncoded Script File
|systemroot|\explorer e
21 @ Enabled mac |systemroct|\system32iconsent.ee __ Microsoft Management Conscle Snap-in Control File

|systemroot|\system3Zimme.ee

Page 17/45 ses-en-first time configuration_guide-v7.2 - 08/10/2020

B Y




& SES - FIRST TIME CONFIGURATION GUIDE -V 7.2
STORMSHIELD 10. BLOCKING VIRUSES THAT SPREAD EASILY

10. Blocking viruses that spread easily

10.1 Blocking exe and js files with a misleading extension

In Windows group policies (GP0), we recommend that you do not hide known extensions.
Viruses can hide behind double extensions to fool the user and thus spread easily. For example:
o .pdf.exe
e .pdfjs
o .pdfrtf
To block this possibility, apply the following recommendations.

10.1.1 Preventing execution of files with double extensions ending .exe

To prevent execution of files with double extensions .xxx.exe and which may contain viruses,
follow the procedure below:

Application identifiers

Create a "Virus" application identifier that groups the following misleading extensions:

| virus (exe) 21107
CE App ldentifiers entries

# Add ~ (# Modify = Remove

Type Walue

Path / Certificate * pdf.exe

Path / Certificate *zip“.exe

Path / Certificate * doc.exe

Path / Certificate * docx.exe

Path / Certificate " xls.exe

Path / Certificate = xlsx.exe

Path / Certificate " ppt.exe

Path / Certificate ~ pphe.exe

Applicative rules

Prohibit the execution of the identifiers created earlier:

Applicative rules / BlockedApps

+ - % - F Tt 1+ 3 X~
# Status [ Identifier ¥ Execution
0 Enabl.. Virus(exe) [x]

10.1.2 Preventing files with double extensions ending .js from being read
To prevent files with double extensions .xxx.js and which may contain viruses from being read or
activated, follow the procedure below:

1. Selectthe identifier All and add each double extension ending .js to the File column with
“Access Denied” rights in the sub-rules:
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STORMSHIELD
Applicative rules / BlockedApps
+ - X - T *+ I 3 X~
# [& Identifier % Execution [ Files
0 B Virus(exe) [x]
1 All Q *.pdf.js (Access denied), *.rtf.js (Access denied), *tata.js (Access denied)

[3 Files

# Rank
1]
1
2

+- x- E- 7

Status
2 Enabled
B4 Enabled
4 Enabled

T 3

¥ X F
\* Name
* pdfjs
rtf s

* tata.js

@ Stormshield Endpoint Security Management Console

Q Search..

P Rights
Access denied
Access denied

Access denied

= Description

o]

X

Cancel |

2. Ifarule preceding the All rule already contains specific Files sub-rules, you need to add the
double extensions which mustbe blocked in this rule as well. It is not enough to specify
these extensions in the All rule because the agent stops browsing rules as soon as it finds
one which matches the running process and which has Files sub-rules (whether they match
the targeted resource or not).

Applicative rules

+-xX"ETF T L ¥ &~ Q- Al

# Status [ Identifier § Execution [ Files

0 [ Enabled Chrome Web Browser [/]

1 B Enabled Microsoft Office ] *.sys (Access denied), *.docw.js (Access denied), *.rtf.js (Access denied), *.pdf.js (Access denied)
2 [ Enabled All -] *.docxjs (Access denied), *.rtf.js (Access denied), *.pdf.js (Access denied)

10.1.3 Preventing files with double extensions ending.rtf from being read

.

N

To prevent files with double extensions ending.rtf from being read, you must create an
applicative rule similar to the rule described in the previous section about js extensions. You can
also complete the sub-rules in the rule previously created for js files.

However, when WordPad or any other application allowing .rtf files to be read is not able to open a
file with its normal name, it uses the Windows “short names” (or 8.3 file names).

For example the name file.pdf.rntf becomes filepd~1.rtf.

The double extension is then hidden by the short name and the applicative rule is not sufficient.
It will not be applied because the double extension will not be recognized.

To prevent these types of double extensions to be read, you need to:

1. Create an applicative rule similar to the rule described in the previous section about js
extensions.

2. Disable the Windows 8.3 format using the command fsutil.exe behavior set
disable8dot3 1 fromthe command promptopened as administrator.

Only files created after issuing the command will be affected. Those created prior will continue to
support the short (8.3) filename and thus will not be blocked.
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If you are unable to disable the 8.3 file format or you need to block files already created with this
option active, then you can add the files to block to the previously created rule for.js files using
the format *~*rtf .

Applicative rules

+- X-®E- F t & 3 -

# [ Identifier & Execution [ Files
0 E Virus(exe) Q
1 E Al [] *.pdf js (Access denied), *.itf.js (Access denied), *tata,js (Access denied), * pdf.ritf (Access denied), *~*.rtf (Access denied)
G,l Stormshield Endpoint Security Management Console ﬂ
[ Files

+- x- - F Ot + 3 A~ Q, Search...

# Rank Status ¥ MName F Rights = Description

0 E Enabled * pdf.js Access denied

1 E Enabled *rf.js Access denied

2 4 Enabled *tata.js Access denied

3 [ Enabled *.pdf.rif Access denied

4 I Enabled o Access denied

3. Ifarule preceding the All rule already contains specific Files sub-rules, you need to add the
double extensions which must be blocked in this rule as well. Itis not enough to specify
these extensions in the All rule because the agent stops browsing rules as soon as it finds
one which matches the running process and which has Files sub-rules (whether they match
the targeted resource or not).

Applicative rules

+ ~ x - TFT Tt 4+ 3 2~ Q- All

i Status [ Identifier % Execution [ Files

0 [E& Enabled Chrome Web Browser [ /]

1 B Enabled Microsoft Office ] *sys (Access denied), *.docxjs (Access denied), *.rtf,js (Access denied), *.pdf js (Access denied)
2 B Enabled All [-] *.docujs (Access denied), *.rtf.js (Access denied), *.pdfijs (Access denied)

10.2 Restricting the capabilities of Windows scripts

 wscript.exe runs js javascripts, but must not create *.exe files.
e cscriptexe runs vbs vbscripts, but must not create *.exe files.

It would be impractical to block js files in file extensions, as this extension is widely used by
websites and therefore by web browsers.

By double-clicking on ajs file in a file explorer, it will be opened in Wscript.

Itwould be possible to block vbscripts with the file extension protection, but blocking cscript
makes it possible to block vbs scripts that have extensions other than vbs.
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10.2.1 Application identifiers

SES - FIRST TIME CONFIGURATION GUIDE -V 7.2
10. BLOCKING VIRUSES THAT SPREAD EASILY

|scripts 01/09/2016 112354 ()
(=] App ldentifiers entries

A Add ~ (F Modify = Remove

?ype Walue

Fath / Certificate cwindows'system3IZicscriptes

Path / Certificate cwindows\syswowbd\csoriptes

Path / Certificate chwindows\system3IZwscriptee

Fath / Certificate cwindows\syswowbdiwscript 2.

10.2.2 Application rules

*" bat (Creation denied)
** vbs (Creation denied)
*".com (Creation denied)
63 @ Enabl.. scrips @ == .dll(Creation denied)
*\".exe (Creation denied)
" scr(Access denied)

*" sys (Creation demed)

10.3 Restricting the capabilities of Microsoft Office applications

Files with a.dotm extension are macro-enabled document templates. Such files cannot be
blocked with extension rules as Microsoft Outlook and Word use .dotm files for default templates.

.dotm files.

10.3.1 Application identifiers

. Page 21/45

‘wiord Excel Powerpoint OneMote 12007720
=] App ldentifiers entries

- Add ~ (# Modify = Remove

?ype Yalue

Path / Certificate “winwaord exe

Path / Certificate “excel exe

Path | Certificate “\powerpnt.exe

Path / Certificate “ionencte.exe

Path / Certificate “lonenotem. exe

Outlook 07/

=] App ldentifiers entries
i Add ~ (# Modify = Remove

Type Yalue
Path | Certificate “outlook exe

You therefore need to allow .dotm files relevant to Microsoft Outlook and Word, and prohibit other
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10.3.2 Application rules

10.4 Restricting screensavers to those installed by Microsoft Windows

‘ward Excel Powerpoint Oneblote

clusers\Mappdatairoaming'\microsoftitemplates'” (Access authorized (execute])
c\usersMappdatairoaming'\microsoffifficeirecent'” (Access authorized (executs])

*.dotm (Access denied)
** sys (Creation denied)

,ﬁ, *".vbs (Creation denied)

** ja (Creation denied)

“ dll (Creation denied)
** exe (Creation denied)
**.com (Creation denied)
** scr (Creation denied)

An application rule for Microsoft Outlook already exists, but it can be modified as follows to block
malicious .dotm files:

= ade (Access denied)
*.adp (Access denied)
*.@sx (Access denied)
* bas (Access denied)
* bat (Access denied)
*.chm (fAccess denied)
*.cmd (Access denied)
.com [Access denied)

*.cpl
*.exefCreation denied)

clusersappdatairoaming'microsoftitemplates'™ dotm (Access authonized (execute])
* dotm [Access denied)

c\program files (x86)\mozillafirefox'\firefow exe (Access authorized (execus])
“imamsveanf (Access authonzed (execute))

c\program files\microsoft office 15root\office] Bigroove exe (Access authorized (execute])
“\acrobat exe (Access authorized (execute])

“acrord32 exe (Access authorized (execute])

|programfiles 'microsoft office’” (Access authorized (executs])

If Creation denied is selected for the extension *.exe instead of Access denied, this will save you
from having to create many rules.

As many viruses are concealed in screensavers, we recommend that you restrict screensavers to

only those installed natively by Microsoft.

10.4.1 Application identifiers

|5c:reerlsal.rer3

12/09/2016 15:22:
(=] App ldentifiers entries
- Add ~ (# Modify = Remove
Type Walue
Path / Certificate cwindows\system3I2\” sor

10.4.2 Extension rules

! Page 22/45

'ﬁ' Enabled scr

|zystemroot|'system3Zirundl 32 2«

Screensavers
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11. Blocking persistent malware

A Page 23/45
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Malware programs are saved in registry keys so that they can be launched the next time
Microsoft Windows is run. To prevent this from happening, you need to preventall programs (=

kn

) from being able to write in the following registry keys:

13 Stormshield Endpoint Security Management Console — IEI Iil
Registry Access
£-=-O-®-Ft¥ 85 |/ |
b o .@. Status Root Key Key @ Rights
0 '@I‘ Enabled All Root Keys softwarelwowbd 3Znode\micresoffwindows'\currentversioninun” Read Only
1 @ Enabled All Root Keys softwarelwowbd 32nodeimicresoffwindows nttcurrentversion\run® Read Only
2 @ Enabled All Root Keys softwareimicrosoftwindows\currentversiontrun™ Read Only
3 '@I‘ Enabled All Root Keys softwarelmicrosoftwindows nticurrentversionirun’” Read Only
4 'ﬂ' Enzbled LAl Root Keys systemMservicesMimagepath” Read Only

You then need to trust legitimate applications that need to be launched at startup. To do so, you
need to create trusted rules for these applications and select the corresponding checkbox in the
Registry column.

The following programs, for example, can be trusted:

c:\windows\servicing\trustedinstaller.exe

c:\windows\system32\wermgr.exe

c:\windows\system32\stikynot.exe

c:\windows\system32\services.exe

c:\program files\windows sidebar\sidebar.exe

c:\program files (x86)\stormshield\stormshield endpoint security agent\srservice.exe
c:\users\*\appdata\local\microsoft\onedrive\onedrive.exe

c:\program files (x86)\dropbox\client *\dropbox.exe
c:\users\*\appdata\roaming\zoom\bin\zoom.exe

c:\program files (x86)\malwarebytes anti-malware\mbam.exe
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The following is a list of extensions used in Microsoft Outlook:

Extension Rules

+--- @A Tty

# @5tatus Extension [m°7 Identifier ,ﬂ Log E Description
“outlook exe . .

4 @ Enabled pst B e el et Microsoft Outlock Mail Database
“outlook.exe . .

35 @ Enabled ost e e e Microsoft Outlock Mail Database

Tools such as "nk2edit” make it possible to collect the email addresses of your Outlook contacts.
This means that malware would also be able to do the same in order to spread to other

workstations. You therefore need to prohibit access to the following folder from all applications
except Outlook:

| @ Enabled c\usersappdatalocalmicresoftioutlcokiroamcache’” Access denied

Applicative rules == Desktop tools
f-=-0-8-F4t 88
& @ Status [n7 Identifier 40F Execution [ ¥ Files

*.sys (Access denied)
*vbs (Read only - FX (execution allowed))
* 5 (Read only - FX (execution allowed))
= dll (Read only - RX (execution allowed))
exe (Read only - RX (execution allowed))
.com (Read only - B [execuhon allowsd))
.scr (Read only - RX (execution allowed))
.png (Read’write- B\ (execution denied))
Jpo (Readhwrite - R (execution denied))
* bmp (Readiwrite - R\ (execution denied))
= gif (Readiwnite - W (execution denied))

2 @ Ensbled  Microsoft Office (V]

-
-
-
-
-
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If you store your passwords in a password manager, you can define an application rule to protect
access to files with the extension of the manager, for example the extension kdbx for the KeePass
password safe.
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14. Creating an extension whitelist

Malicious programs such as CryptoLocker target files based on their extensions. The following is a
method for protecting your data.

14.1 |dentifying extensions used

For example .doc, .docx, .xls, .xIsx, .ppt, .pptx,.dwg, etc.

14.2 Creating extension rules in application rules

Test rules in Wamning mode in the Dynamic Agent Configuration or in Test mode on the extension
rules themselves. Next, analyze the logs and improve on the rules where necessary before
switching to Normal mode.

Extension Rules == Macro Office

#-=-G-8-FE4 88

F o .@ Status D Extension (7] Identifier

7 '@' Enabled docm |systemroot]\explorer e
8 '@' Enabled xlsm |systemroot]\explorer.ee
9 'ﬂ' Enabled xltm |systemroot|\explorer ee
10 '@' Enabled xlam |zystemroot|iexplorer ee
11 '@' Enabled pptm |systemroot]\explorer e
12 'ﬂ' Enabled potm |systemroot|\iexplorer. ee
13 'ﬂ' Enabled ppam |systemroot|\explorer ee
14 '@' Enabled ppsm |zystemroot|iexplorer ee
15 '&' Enabled sldm |systemrootliexplorer.ee

14.3 Filtering and exporting System logs

Filter logs with the status "EXT-BLK".

& System Logs
2 € |raei ~| ' [ Export As [] Automatic refresh [] Advancedfilters [Jp Options
@. Logs displayed:Currentyear = Log -1000/10578  from 071/01/2017 00: » 01/01/2018 ) - (UTC+01:00) Europe de |'Ouest (heure d'éte)
[ Filters: IStatus j Iis j || Add | N\Dundmorﬁl Status is EXT-BLK %
Date Agent Mode Action Status Source path Detail
24/05/2017 17:30:55  Warning OPEN EXT-BLK c\program i security cli e c
24/05/2017 17:30:54  Wwarmning CREATE EXT-BLK c\program files (x86)\mozilla firefox'\firefox ee c
24/052017 17:30:54  ‘iarning CREATE EXT-BLK. c\program files (x86)\mozilla firefox\firefox e c:
24/052017 17:30:54  Warning OPEN EXT-BLK c\program files (x86)\mozilla firefox\firefox e c
24/05/2017 17:30:54  Warning RENAME EXT-BLK c\program files (x86)\mozilla firefox\firefox e c
24/05/2017 17:2825  wamning CREATE EXT-BLK c\program files (; =) c
24/05/2017 17:28:22  ‘warning CREATE EXT-BLK. c\programfiles eE e\esmea_v2_040_objects ppte
24/05/2017 17:28:21  warning CREATE EXT-BLK c\program files |: e c i report g dsm

Exportlogs in.csv. To obtain a more accurate policy, you can also perform the operation
extension by extension.

14.4 ExtractTool

& Page 26/45
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The ExtractTool allows hashing files, and/or the extraction of the path and/or extracting
certificates from signed files (the digital signature can be embedded or from the Microsoft
security catalogue). The resulting elements can then be imported into the SES console to create a
list of application identifiers. These identifiers can then be used to create either a Black List or
White List application protection security policy.

To obtain Stormshield's ExtractTool program, contact your Stormshield pre-sales engineer.
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14.4.1 Importing logs

Using ExtractTool, import log files in .csv format:

Stormshield

Host Path
LAP-LYC-041 <Siprogram files (xB8)\microsoft office\root\officelB\outiook.exe

LAP-LYO-041 cHwindowshexplorer.exe

LAP-LYO-041 cHiprogram files (xBE)\adobe\acrobat reader dereaderacrocefirdreefexe

LAP-LYO-041 c¥\program files (xB6)\adobe\acrobat reader dc\reader\acrord32 exe -

[ BROWSE | | BROWSE DIRECTORY

= | IMPORT | [ £XPORT | | ADD RUNNING PROCESSES EXTRACT FROM 37 PATHS |

Cutput

f | Shaw details

37 path(s) successfully imported from the file "C\Users\slist\Deskiop\log.csv”

Extraction = Settings ~ Credentials About

14.4.2 Configuring ExtractTool in order to obtain a single identifier
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l Page

Stormshield N Extract

Extraction parameters
Extension filters : *.cab *.cat *.ctl *dll *exe *ocx *sys *msi *xpi *xap
Parallelization: 2 threads per logical processor ~
Haszh files Hash algorithm : | SHAT

Extract signing certificates

Startup

Start with Windows Extract on startup Exit after extraction

Output
III Directory : C\Users\slist\Desktop

. Explore to output directory after extraction

. Generate 5E5 application identifier Qutput mode:  Single -

Extraction  Settings  Credentials =~ About

After you have completed the configuration, start the extraction by clicking on Extract from x
PATHS.

14.5 Importing the results to the SES console

Perform the following operations in the order below:

1. Import certificates to the SES console,
2. Import application identifiers to the SES console.

14.6 Allowing applications to access extensions

This new identifier will now be able to access all the extensions defined in the security policy.
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15. Blocking Internet access

Itis possible to prevent almost all applications (application = "™*"] from accessing the Internet with
the exception of a few. The following are examples of exceptions for 64-bit Windows 7/8/10
operating systems.

15.1 Allowing Windows antivirus updates

c:\program files\windows defender\mpcmdrun.exe

15.2 Allowing web/FTP browsers

c:\program files (x86)\internet exploreniexplore.exe (32 bits)
c:\program files\internet exploren\iexplore.exe (64 bits)
c:\program files (x86)\mozilla firefox\firefox.exe (32 bits)
c:\program files\mozilla firefox\firefox.exe (64 bits)

c:\program files (x86)\google\chrome\application\chrome.exe
c:\program files\filezilla ftp client\filezilla.exe

15.3 Allowing videoconferences or remote control

c:\users\*\appdata\local\citrix\gotomeeting\*\g2mcomm.exe
c:\program files (x86)\teamviewer\teamviewer.exe
c:\programdata\webex\webex\*\atmgr.exe

15.4 Allowing synchronization tools (if necessary)

c:\program files (x86)\dropbox\client\dropbox.exe
c:\program files (x86)\dropbox\update\dropboxupdate.exe

c:\users\*\appdata\local\microsoft\onedrive\onedrive.exe
c:\users\*\appdata\local\microsoft\onedrive\*\onedrivestandaloneupdater.exe

c:\program files (x86)\google\drive\googledrivesync.exe
c:\program files\siber systems\goodsync\goodsync.exe

15.5 Blocking attempts by the Microsoft Office suite to access the Intemet, if
possible

The Microsoft Office suite accesses the Internet:

o To look for Office document templates,

o Tocheck the validity of licenses,

o Tolook for viruses with Word/Excel macros, etc.
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As a security measure, large corporations are strongly advised to install a Microsoft KMS (Key
Management Service] license server on their LANs, and block Microsoft Office applications from
accessing the Internet.

c:\program files\microsoft office 15\root\office15\winword.exe

c:\program files\microsoft office 15\root\office15\excel.exe
c:\program files\microsoft office 15\root\office15\powerpnt.exe

c:\program files\microsoft office 15\root\office15\outlook.exe

15.6 Allowing Stormshield Data Security

In order to be able to download the certificate revocation lists, SDS must be able to go on the
Internet:

o c:\program files\arkoon\security box\kernel\sbkrnl.exe
SDS for Cloud and Mobility shares the same need to access the Internet:

o c:\users\*\appdata\local\stormshield\stormshield data security\datasecurity.exe

15.7 Allowing software updates

Some examples:

o c:\program files\keepass password safe 2\keepass.exe
o c:\windows\syswowb4\macromed\flash\flashplayerupdateservice.exe

15.8 Prohibiting Microsoft memory dumps

The following application sends memory dumps to Microsoft whenever applications
unexpectedly shut down. It mustnot be allowed to access the Internet:

o c:\windows\system32\wermgr.exe
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16. Protecting the network

You must configure security on Microsoft Windows and on applications to protect your network.

16.1 Ports 137/138 - NetBIOS

A Microsoft Windows domain with an Active Directory in version 2008 or higher can run without
NetBIOS. Ports 137 and 138 can therefore be blocked for all “recent” applications.

16.2 Port 1900 - SSDP discovery

On Microsoft Windows ¢/8/10, the SSDP discovery service is enabled by default.
This may generate a large amount of SES network logs to port 1300.
You are advised to disable this service in Microsoft Windows:

¢ Run services.msc and shut down the SSDP discovery service: SSDPSRV.

Note thatin Windows 8.1 and 10, the UPnP Device Host service will not start if SSDP Discovery is
disabled.

16.3 Port 5355 - LLMNR

The LLMNR (Link-local Multicast Name Resolution] protocol is based on the DNS (Domain Name
System) protocol. It allows computers to resolve names on the same local network without the

need for a central DNS server.

On Windows 7/8/10, the LLMNR service is enabled by default.

This may generate a large amount of SES network logs to port 5355.

We suggest that you disable this service in Microsoft Windows:

1. Entergpeditmsc in the search field of the Microsoft Windows Start menu to open the Local

group policy editor.

2. Browse the tree until you reach the folder Computer configuration > Administrative templates
> Network > DNS Client.

3. Inthe parameters of the DNS Client folder, double-click on Turn off multicast name resolution
and select Disabled.
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16.4 Port 17500 - Dropbox LAN synchronization

File Action View Help

SES - FIRST TIME CONFIGURATION GUIDE -V 7.2

16. PROTECTING THE NETWORK

E ocal Group Policy Editor

Lo A= el Bl 6

= Local Computer Policy

= & Computer Configuration
 Software Settings
| Windows Settings

= Administrative Templates

| Control Panel

El [ Network
| Background Intelligent Transfer Service (BITS)
| BranchCache
| DNS Client

Lanman Server
_| Link-Layer Topology Discovery
| Microsoft Peer-to-Peer Networking Services
Metwork Connections
Metwork Connectivity Status Indicator
| Offiine Files
QoS Packet Scheduler
SNMP
SSL Configuration Settings
| TCPIP Settings
| windows Connect Now
| Printers
System
Windows Components
1= All settings
= 4% User Configuration
| Software Settings
| windows Settings
| Administrative Templates

Turn off Multicast Name Resolution

Edit policy setting

Regquirements:
Atleast Windows Vista

Description:

Local Link Multicast Name Resolution
{LLMNR) is & secondary name resolution
protocol. Queries are sent over the Local
Link, a single subnet, from & dlient
machine using Multicast to which another
dient on the same link, which also has
LLMNR. enabled, can respond. LLMMR
provides name resolution in scenarios in
which conventional DNS name resolution
is not possible.

If you enable this policy setting, Multicast
name resolution or LLMNR, will be turned
off for the machine across all available
but un-configured network adapters.

If you disable this policy setting,
Multicast name resolution or LLMNR,, will
be turned on for the machine across all
available but un-configured network:
adapters,

If you do not configure this policy
setting, Multicast name resalution or
LLMNR,, will be turned on for the machine
across all available but un-configured
network adapters by default.

Setting

| State

Connection-Spedfic DNS Suffix
Primary DNS Suffix Devolution Level
DMS Servers

Primary DNS Suffix

Register FTR Records
Dynamic Update
Replace Addresses In Conflicts
Registration Refresh Interval
TTL Setin the A and PTR records
DNS Suffix Search List

Update Security Level

Update Top Level Domain Zones
Primary DNS Suffix Devolution

|i=] Allow DNs Suffix Appending to Unqualified Multi-abel Name Queries

Register DNS records with connection-specific DNS suffix

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Dropbox sends LAN synchronization frames over port 17500 to the broadcast P address.

Synchronization can be disabled in the Dropbox client.

Dropbox Preferences

b 4

Account

General

Irnport

Bandwidth

.3))

Proxies

—Download rate
% Don't limit

 Limit to: 50,0

KB/=

—Upload rate
Dot limit
% Limit automatically

 Limit ta: [ 10,0

KB/=

—LAMN sync

™ Enable Lan SYNC

1

& Help

Cancel

|I Apply I

16.5 Port 5353 - Bonjour protocol
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o For32-bit systems:

Apple systems and programs (such as iTunes) use the Bonjour protocol over port 5353.

With SES, network access can be denied to the application mDNSResponder.exe.
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1. Open the Microsoft Windows command prompt.

2. Enterthe command "$PROGRAMFILES%\Bonjour\mDNSResponder.exe" -remove and
confirm.

3. Enterthe command regsvr32 /u "$PROGRAMFILES$\Bonjour\mdnsNSP.dl1l" and
confirm.,

o For64-bit systems:

1. Open the Microsoft Windows command prompt.

2. Enterthe command "C:\Program Files (x86)\Bonjour\mDNSResponder.exe" -
remove and confirm.

3. Enterthe command regsvr32 /u "C:\Program Files
(x86) \Bonjour\mdnsNSP.d11" and confirm.

After restarting, check that all of your programs run correctly and are able to access the Internet. If
everything is running normally, you can rename or remove the Bonjour folder.

16.6 Port 21 - FTP

Firewall rules block port 21 by default, butit can be unblocked. Ensure that you place this rule at
the top of the list of rules (#0] so that it will be applied.

" System Behaviorl Device Control  Metwork security control |!\oplicat\on Control | Links |

B8 Network security control | |Netwnrk Firewall »= FTP
[ General Settings [#-=-0-®-F &3 8=

= B Network Frewal &£ @ Suts 9 Action () Direction BB Remoie P 3 Qver IP Stateful L. Locsl Port L. Remote Port
] Base network 30 @ Enabled (D Accept ™ Ougeing Al TCPIE] @on All fip-data [201fp [21]
() Defauit Group H H
5 FiP

= @ WiFi Access Points
[ Defauit Group
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17. Using scripts to configure a policy

The scripts below can be used in SES. They allow, for example, applying various security policies
depending on the local user, time, whether a laptop or desktop is being used, etc.

17.1 Detecting the local group

\ Page 34/45
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This script allows finding out whether the user authenticated on the Windows session belongs to
a specific local group (sentas an argument).

The following is an example of the command to be run if you wish to query the local
"Administrators” group:

cscript.exe c:\check admin.vbs Administrators

If Wscript.Arguments.Count < 1 Then

Wscript.Echo "Enter the command and the local group, Ex : cscript.exe c:\check
admin.vbs Administrators "

Wscript.Quit (0) 'Quits and returns the value "FALSE" to SES

End If

GroupToMatch = Wscript.Arguments (0)

const separate = "\"

strComputer = "."

A\l

Set objWMIService = GetObject ("winmgmts:" & "{impersonationLevel=impersonate}!\\"
& strComputer & "\root\cimv2")

Set colComputer = objWMIService.ExecQuery ("Select * from Win32 ComputerSystem")

Set colGroups = GetObject ("WinNT://" & strComputer & "")

colGroups.Filter = Array("group")

' Retrieving the CurrentUser
For Each objComputer in colComputer
CurrentUserName = objComputer.UserName

Next

For Each objGroup In colGroups
For Each objUser in objGroup.Members

If UCase (objGroup.name) = UCase (GroupToMatch)Then
If UCase (objUser.Name) = UCase ((Right (CurrentUserName, Len
(CurrentUserName) - Instr (CurrentUserName, separate)))) then
wscript.echo "The user: " & (Right (CurrentUserName, Len (CurrentUserName)
Instr (CurrentUserName, separate))) & " is member of the group: " & GroupToMatch

wscript.quit (1) 'Quits and returns the value "TRUE" to SES

else
If UCase (objUser.Name) = UCase (CurrentUserName) then
wscript.echo "The user: " & CurrentUserName & "
is part of the group: " & GroupToMatch

wscript.quit (1) 'Quits and returns the value "TRUE" to SES
End if

end if

End if

Next
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wscript.echo "The user: " & CurrentUserName & " is not member of the group " &
GroupToMatch & " or this group does not exist"

Next

wscript.quit (0) 'Quits and returns the value "FALSE" to SES

17.2 Detecting the time

This script enables the application of a policy according to when a user is at work or off work.

If Hour (Now ())>= 18 OR hour (Now ()) < 9 Then
Wscript.echo hour (Now()), "Rest hour"
Wscript.quit (1)

Else
Wscript.echo hour (Now ()), “Working hour"
wscript.quit (0)

End If

17.3 Detecting the presence of a laptop battery

This script makes it possible to find out whether SES is being run on a laptop or desktop.

' Launch script with:
' wscript.exe //d //x has_a battery.vbs

If IsLaptop (".") Then
WScript.Echo "Laptop"
wscript.quit (1) 'return true to SES

Else
WScript.Echo "Desktop or Server"
wscript.quit (0) 'return false to SES
End If
Function IsLaptop (myComputer)

This Function checks if a computer has a battery pack.

' One can assume that a computer with a battery pack is a laptop.
A\l
A\l
A\l

Argument:
myComputer [string] name of the computer to check,
or "." for the local computer

' Return value:
' True if a battery is detected, otherwise False
On Error Resume Next
Set objWMIService = GetObject ("winmgmts://" & myComputer & "/root/cimv2")
Set colltems = objWMIService.ExecQuery ("Select * from Win32 Battery" , , 48)
IsLaptop = False
For Each objItem in colItems
IsLaptop = True
Next
If Err Then Err.Clear
On Error Goto 0
End Function

17.4 Detecting multihoming

This script makes it possible to find out whether the computer is connected simultaneously to
two Internetlinks. If this is so, the script will create a file: C:\Program Files
(x86]\Stormshield\Stormshield Endpoint Security Agent\uploaded\Multi-homing-
detected.protected.

To run the script deployed by SES:
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L POLICIES / SCRIPT RESOURCES
Tests
+ x ¥ 2
HeuredeTravail - User-Defined Test: IsMultiHome
IsLaptop -1 IFOR
|sMultiHome i-[7) Run Process: escript.exe /Evbscript "c:\program files (<86)\Stormshield\Stormshield Endpoint Security Agent\uploaded\multihome.vbs.sm"Synchronous
LocalGroup $..[2) File~Exist: C:A\Program Files (x86)\Stormshield\Stormshield Endpoint Security Agent\uploadedi\Multi-homing-detected protected
Test-Protection
Test-Warning
Actions
+ x £ 2
B ¥ Properties
Name cscript.exe /Evbscript "c\program files (x86)\Stormshield\Stormshield Endpoint Security Agentiuploadedimultihomevbs.sm”
Wait for execution Synchronous

2. Note the command line to run the script:

Cscript.exe /E:Vbscript "C:\Program Files (x86)\Stormshield\Stormshield Endpoint

Security Agent\uploaded\Multi-Homing-script.vbs.srn"

3. Ifthe scriptruns without error it will return O = false. If the file exists it will return 1 =true. The
IF OR test will therefore return true.

4. Create a script to implement your preferred action depending on the result. This example
returns a message:

@ POLICIES / SCRIPT / Check_Multi_Home (Mersion: 9)

[# Check Out X Export

Policy  Links
E|]:|' Script : Check_Multi_Home, Modified On: 19/12/2018 15:25:39
%% IF AND

E|° Result True
[ Misc.~Message : Test multihome returned True
@ Result False
- Misc.~Message : Test multihome returned False

B

'Variables
\l

vGatewayProtected = "C:\Program Files (x86)\Stormshield\Stormshield Endpoint
Security Agent\uploaded\Gateway.protected" 'Can be modified / adapted

vMultiHomingProtected = "C:\Program Files (x86)\Stormshield\Stormshield Endpoint
Security Agent\uploaded\Multi-Homing-Detected.protected" 'Can be modified /
adapted

Al

'List default gateways

strComputer = "."
Set objWMIService = GetObject ("winmgmts:\\" & strComputer & "\root\CIMV2")
Set colIltems = objWMIService.ExecQuery ("SELECT * FROM Win32
NetworkAdapterConfiguration Where IPEnabled = True")
Set oFso = WScript.CreateObject ("Scripting.FileSystemObject")
Set GatewayProtectedFile = oFso.CreateTextFile (vGatewayProtected, True)
A\l
For Each objItem In colItems
strDefaultIPGateway = Join (objItem.DefaultIPGateway, ",")
GatewayprotectedFile.Writeline (strDefaultIPGateway)
Next

'Count the number of default gateway address in the Gateway.protected file

Const ForReading = 1
Set oReg = New RegExp
Set oFso = CreateObject ("Scripting.FileSystemObject")
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sData = oFso.OpenTextFile (vGatewayProtected, ForReading) .ReadAll
With oReg
.Global = True
.Pattern = "\r\n"
lGatewayAddressNumber = .Execute (sData) .Count
End With
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GatewayprotectedFile.close
A\l

Set oFex = CreateObject ("Scripting.FileSystemObject")
If lGatewayAddressNumber > 1 and oFex.FileExists (vMultiHomingProtected) then
'If the file Gateway.protected already exists do nothing

Elseif lGatewayAddressNumber > 1 then

'If the file Gateway.protected contains 2 or more default gateway addresses then
the file Multi-homing-detected.protected

'is created. This value can be modified if a workstation needs more than 1
default gateway address

Set MultiHomingProtectedFile = oFso.CreateTextFile (vMultiHomingProtected, True)

Dim objShelll

Set objShelll = CreateObject ("WScript.Shell")

objShelll.Run """c:\Program Files (x86)\Stormshield\Stormshield Endpoint
Security Agent\ssusrlog.exe"" -w MULTI HOMING ON ""multi homing
test"""

'This command generates a log to inform the enduser and the administrator
Else
Set oFdo = CreateObject ("Scripting.FileSystemObject")
If oFdo.FileExists (vMultiHomingProtected) Then

oFdo.DeleteFile (vMultiHomingProtected)

Dim objShell2

Set objShell2 = CreateObject ("WScript.Shell")

objShell2.Run """c:\Program Files (x86)\Stormshield\Stormshield Endpoint
Security Agent\ssusrlog.exe"" -i MULTI HOMING OFF
""multi homing test"""

'This command generates a log to inform the enduser and the administrator

End If
End If
'Removing the Gateway.protected file
Dim oFdo

Set oFdo = CreateObject ("Scripting.FileSystemObject")
oFdo.DeleteFile vGatewayProtected

Set oFso = Nothing

Set oFdo = Nothing

Set oReg = Nothing

WScript.Quit ()

The above script uses files with a "protected” extension. This type of file can be protected using a
file extension rule such as:

=3 Application Control Extension Rules >> Default Group
[3? Genx.emI.Seﬂings o= -.@.' _!‘J_' T4 8 g
L) f.\ﬁpllcatl\re rules ¥ @ status | [ Extension [ Identifier & Log | Description L Group

0 (@ Enabled|protected Default Group

=2 Extension Rules
¥ Default Group
= 55 Trusted Rules

5| Default Group
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17.5 Changing configurations in a click

mode
warning normal

FR - @ ':J=:| |LJ-'L |‘:|::|

2 Autolt scripts (https://www.autoitscript.com/site/autoit/ ) are shown below, which allow
creating/erasing a c:\tmp\warning.txt file that allows changing the SES configuration.

These scripts must be compiled with Autolt, and shortcuts must be created on the desktop to
these .exe files.

17.5.1 Switching to normal mode

#include <WinAPIFiles.au3>
#include <MsgBoxConstants.au3>

AutoIt Version: 3.0

; Language: English
; Platform: Win32/64
; Author: John Doe
Local Const $sFilePath = "C:\tmp\normal.txt"

Local $hFileOpen = FileOpen ($sFilePath, $FO OVERWRITE)

If ShFileOpen = -1 Then
MsgBox  ($MB SYSTEMMODAL, "", "An error occurred when writing to disk.")
Exit

EndIf

FileClose (ShFileOpen)

FileDelete ("c:\tmp\warning.txt")

Run ("C:\Program Files (x86)\Stormshield\Stormshield Endpoint Security

Agent\ssmon.exe /reconnect")

17.5.2 Switching to warning mode

#include <WinAPIFiles.au3>
#include <MsgBoxConstants.au3>

AutolIt Version: 3.0

; Language: English

; Platform: Win32/64

; Author: John Doe

Local Const $sFilePath = "C:\tmp\warning.txt"

Local $hFileOpen = FileOpen (SsFilePath , $FO OVERWRITE)

If ShFileOpen = -1 Then
MsgBox  ($MB_ SYSTEMMODAL, "", "An error occurred when writing to disk.")
Exit

EndIf

FileClose ($hFileOpen)
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FileDelete ("c:\tmp\normal.txt")
Run ("C:\Program Files (x86)\Stormshield\Stormshield Endpoint Security
Agent\ssmon.exe /reconnect")

17.5.3 Creating the test to check that a file exists

@ Tests EI---.-}_‘ User-Defined Test : Test File Edst nomal
: =488 IF AND
s ﬂ CQ File™Exdst : cMmp nomal bd
checkping
Testcnx
Test File Exist normal

17.5.4 Configuring the SES environment

Palicies linked | Servers | Parameters I

= & Dynamic Agent Configuration - 2 link(s)
=k Add == Remove i_r + & ¥

Link order Cundﬁnn Policy Mame
1 Test File Exist nomal * | Mode Moma
2 Fruel Mode Waming

17.6 Disconnecting Stormshield Data Security Enterprise during an SES memory
overflow event

If SES detects a memory overflow, the SDS Enterprise solution can be disconnected from the
computer in order to prevent malicious programs from accessing for example, folders encrypted
with the Stormshield Data Team module of SDS. The script will trigger and disconnect SDS when
SES detects an overflow eventand generates a log entry.

17.6.1 Creating the User Defined Test that disconnects SDS

This test s used to launch the script.

O POLICIES / SCRIPT RESOURCES
Tests

+ x ¥ &
HeuredeTravail =-[0 User-Defined Test: TestDisconnectSDS
=¥ IFAND
i Run Process : c:\wir i Shellw1. hell, -ExecutionPolicy unrestricted -NoProfile -Command "Disconnect-5D5User":Asynchronous.

IsLaptop
IsMultiHome

[£] Actions
+ x ¥t

B % Properties

Name 1w 1.0\ps -ExecutionPolicy unrestricted -NeProfile -Command "Disconnect-SDSUser"

c
Wait for execution Asynchronous

c:\windows\sysnative\WindowsPowerShell\vl.0\powershell.exe -ExecutionPolicy
unrestricted -NoProfile -Command "Disconnect-SDSUser"

The “sysnative” directory in the path allows the script to run on 32 and 64-bit systems.
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Select Asynchronous in the Wait for execution parameter.

17.6.2 Creating the script that disconnects SDS

Include the User Defined Test in the script below that can then be triggered when the memory
overflow eventis recorded

@ POLICIES / SCRIPT / Disconnect SDS (Mersion: 9)

| [ Check Out X Export

Policy  Links

=T Script : Disconnect SDS, Medified On: 26/12/2018 1413:07
243 IFNOT

User-Defined Test: TestDisconnect5D5

i@ Result True

17.6.3 Implementing the script when an event occurs

In the log configuration, the script created earlier needs to be called up:

oo e
|'Q Check Out z Refresh «# Check In ; Undo CheckOut
B4 Type: b= Ft v mO-
@7 Software Logs @ ! # Adtion 7 Status (@ 4y [J [# ] §F %SOURCE%. & %DEST% &F %OPTION% &5 Script
(&7 System Logs P g e . . o
3 Network Loss @ #)20vERFLOW “HPP-HEAP-BLK @ @ @ @ & ~(<><a™)? Seript Disconnect SDS
@ Devics Logg @ z)70vERFLOW  BKP-HEAPBLK @ @ @ @ @ e 0 N Script Disconnect SDS
@ (2)?0VERFLOW “HEAP-BLK @O 00 6 (=) N Seript Disconnect SDS
@ @)y2overFLOW  “NXP-HEAP-BLK @ @ @ @ & (<> - - Script Disconnect SDS
@ (#)?0VERFLOW “STACK-BLK @O 00 (< - N Seript Disconnect SDS
:| @ (#)70VERFLOW ~HPP-STACK-BLK @ @ @ @ & (=<7 - - Seript Disconnect SDS
i@ (2)?0VERFLOW  “HSP-HEAP-BLK Seteetse)? Ot - Script Disconnect SDS
19 VIV XXX
| @ zypovERFLOW  NXP-STACKELK @ @ @ @ €3 (<=7 ¢ - Seript Disconnect SDS
@ (#)?0VERFLOW “LIBC-BLK @O 0 0 6 (=5 N Script Disconnect DS
@ (2)?0VERFLOW “BKP-STACK-BLK @ @ @ @ &9 (=<7 - - Seript Disconnect SDS
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18. Analyzing logs

The purpose of analyzing logs is to keep the amount of logs in the console as low as possible in
order to retain and receive only the most relevant logs.

18.1 Disabling automatic refresh

Disable the automatic refresh option so that new lines will not be added during the actual log
analysis.

18.2 Selecting the log period to be analyzed

We recommend analyzing logs from the day after you have applied the latest changes to the
security policy. Refer to the Monitoring panel to find out the exact date.

18.3 Selecting the columns to be displayed
As logs tend to contain a lot of information, we recommend hiding columns that may not be useful
in some cases:
o |Paddress
e Hostname
o AD Name
o AgentlD
« Agentmode (not necessary if all computers are in the same Warning or Normal mode)
o Description
e Source MD5
o Source SHA-1
e Source sender
e RID

The Details and Option columns are very important, as they show which files and network ports
are blocked, among other information.

18.4 Increasing the amount of logs per page in options

By default, 100 logs are shown per page. To avoid having too many pages, change this parameter
to 1000 logs per page in the Options menu in the log monitoring panels.

O Stormshield Endpoint Security Managem... -
=¥ Additional Options
Mumber of Logs per Page 1000
Log monitoring refresh time (sec.) 30
OK Cancel
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18.5 Analyzing Action=0VERFLOW logs

& System Logs
AR ] ™ M| Export As [] Automatic refresh [] Advancedfilters [J» Options
@Logs displayed:1hour - Logs : 0 from 11772017 11:13:00 AM to 117772017 12:13:00 PM - (L)

[] Filters: |J‘\ction vl |cor|tair15 v| |OVEF{FLO1|"IJ’| |

Intel Bluetooth drivers, for example, are known to cause memory overflows. No other applications

must be trusted in SES. Any memory overflows that may appear in your logs would have been
blocked by SES.

Using the filters in logs, you can prevent such logs from being displayed.

% System Logs
2 ¢ ) M Export As [] Automatic refresh [] Advanced filters [ Options
@Logs displayed:1hour ~ Logs : 0 from 11/7/2017 11:13:00 AM to 11/7/2017 12:13:00 PM - (UTC+01:00) W. Eurcpe Daylight Time
[ Filters: | Action »| [doesnt cortain | [OVERFLOWI | [ Add | [Aconditions | | Action doesnit contain OVERFLOW X

18.6 Analyzing Action=KEYLOG logs

E System
i
o4 ) [®|Export As [] Automatic refresh [] Advancedfilters [J» Options
t) Logs displayed:1hour - Logs : 0 from 11/7/2017 11:13:00 AM to 11/7/2017 12:13:00 PM - (UTC+01:00) . Europe Daylight Time
[ Filters: | Action v] |contains vl || 44 | [AWconditions | | Actionis not OVERFLOW X | [ Action contsins KEYLOG X

Trusted rules may need to be added for keyboard shortcuts, videoconference programs,
Citrix/Remoteng remote control, etc.

Using the filters in logs, you can prevent such logs from being displayed.

2 ¢ ™ = Export As [] ic refresh [] filters [ Options

| Logs displayedi1 hour = Logs : 0 from 11/7/2017 11:13:00 AM to 11/7/2017 12:13.00 PM - (UTC+01:00) W. Eurcpe Daylight Time

||g Filters: | Action | [contains v | [ 2dd | [ conditions | | Action is not OVERFLOW X | |Acu'm is not KEYLOG X
!

18.7 Analyzing Action=REBOOT logs

Application installers, and SCCM deployment applications for example, are applications that
require reboot privileges.

Using the filters in logs, you can prevent such logs from being displayed.

@Logs displayed:1hour ~ Logs : 0 from 11/7/2017 11:13:00 AM to 11/7/2017 12:13:00 PM - (UTC: +/. Europe Daylight Time

¥ Filters: [ Action v] [isnot vl | [ 2ad | [Alconditions | | Actionis not OVERFLOW X | [ Actionis not KELOG  x | | Actionis not REBOOT X

18.8 Analyzing Action=SU logs

In the Details column, you can see the type of privilege escalation, for example SE LOAD DRIVER.
PRIVILEGE. Add a trusted rule if necessary for the application being logged.

Using the filters in logs, you can prevent such logs from being displayed.
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18.9 Analyzing Action=SOCK-CONNECT logs

Such logs correspond to applications that log on to an IP address (outgoing connection).
In the Details column, you will be able to see the destination IP address.

In the Option column, you will be able to see the destination port.

Delete all logs with options with values 137/138, which correspond to the NetBIOS port.

Using the filters in logs, you can prevent such logs from being displayed.

18.10 Analyzing Action=SOCK-ACCEPT logs

Such logs correspond to applications that acceptincoming connections.

In the Details column, you will be able to see the source IP address.

In the Option column, you will be able to see the port.

Delete all logs with options with values 137/138, which correspond to the NetBIOS port.

Using the filters in logs, you can prevent such logs from being displayed.

18.11 Analyzing Statut=EXT-BLK logs

Such logs correspond to attempts to access files with a particular extension.
Delete logs that correspond to non-essential Windows programs such as:

o c:\windows\system32\searchprotocolhost.exe

o c:\windows\syswowb4\searchprotocolhost.exe

o c:\windows\system32\compattelrunner.exe

18.12 Analyzing remaining logs

If there are fewer than 1000 logs left, they will be displayed on the screen. The last lines of log
must not be neglected, as they often highlightissues.

QTP

In application rules, software version numbers can be replaced with an asterisk (™"}, so
rules will still be valid for the following versions.
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19. Clearing logs

19.1 Selecting the duration of log retention

The duration of log retention may be restricted by the size of the hard disk, the size of the
database (10 GB for SQL Express), or by date. In the example below, logs older than 12 months
are cleared every night.

19.2 Creating an SQL script on the server

USE Stormshield
DELETE FROM dbo.db SoftwareLog

WHERE (ltimestamp + (60*60*24*30*12)) < DATEDIFF (second, CONVERT (Datetime,
'1970-01-01', 20), getUtcdate())

DELETE FROM dbo.db SystemLog

WHERE (ltimestamp + (60*60*24*30*12)) < DATEDIFF (second, CONVERT (Datetime,
'1970-01-01', 20), getUtcdate())

DELETE FROM dbo.db NetworkLog

WHERE (ltimestamp + (60*60*24*30*12)) < DATEDIFF (second, CONVERT (Datetime,
'1970-01-01', 20), getUtcdate())

DELETE FROM dbo.db MedialLog

WHERE (ltimestamp + (60*60*24*30*12)) < DATEDIFF (second, CONVERT (Datetime,
'1970-01-01"', 20), getUtcdate())

19.3 Creating a bat script on the server that calls up the SQL script

Ensure that you use the right path, as the folder may be 90, 100, 110, etc depending on the
version of SQL.

@echo off

REM Uses the SA account to log on (the password must be in plaintext in the
batches)

REM Method not recommended.
@echo on

"C:\Program Files\Microsoft SQL Server\100\Tools\Binn\sglcmd.exe" -S
127.0.0.1\Stormshield, 1433 -U SA -P P@sswOrd -i
c:\data\stormshield\purgelogssqgl.sqgl

Qecho off

REM Uses the privileges of the account that runs the batch (requires an admin
account)

REM Recommended method.
@echo on

"C:\Program Files\Microsoft SQL Server\90\Tools\Binn\sglcmd.exe" /E -S
127.0.0.1\Stormshield, 1433 -i c:\data\stormshield\purgelogssqgl.sql

19.4 Creating a scheduled task

Create a scheduled task that runs the bat script every night. Ensure that the user has access
privileges to SES SQL databases.
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