STORMSHIELD

GUIDE
(_! STORMSHIELD ENDPOINT SECURITY

ADMINISTRATION GUIDE

Version 7.2

Document last updated: June 22, 2023

Reference: ses-en-administration guide-v?7.2

D 2




%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2

Table of contents

Preface 9
TRaNKS ! 9
Whatis the targetaudience? ... 9
CONTaCt 9

1.Use environment ... 10
1.1 Recommendations on securitywatch ... 10
1.2 Recommendations on keys and certificates ......................... 10
1.3 Recommendations on algorithms ... 10
1.4 Recommendations on administrators ... 10
1.5 Recommendations on workstations ... 10
1.6 Recommendations on administration workstations ... 11
1.7 Certification and qualification environment ... 11

2. Stormshield Endpoint Security Overview ... 12

2. L CONCEPES 12

2.1.1 Concept 1: Integrated SECUMTY ... 12
2.1.2 Concept 2: Proactive proteCtion ... 12
2.1.3 Concept 3: Adaptive CONtrol ... 13
2.1.4 Concept 4: Flexible policy control ... 13
2.1.5 Concept 5: Application of policies based on the organization's directory ......................... 13
2.1.6 Concept 6: Information feedback .................... 13
2.1.7 Concept 7: Data encryption ... ... 13
2.2 Protection mechanisSms ... 13
2.2.1 Rule-based protection ... 14
2.2.2 Automatic ProteCtionS ..................oooiiiiiiiii 14
2.3 ArChiteCtUre ... 15
2.3 L CONCEPES o 15
2.3.2 Stormshield Endpoint Security components ... 15
2.4 Packages and liCENSES ...t 18
241 PACKABES ...\ 18
242 LICEBNSES ... oo 21
3. Stormshield Endpoint Security Installation and Uninstallation .......................... 24
3.1 Downloading the Stormshield Endpoint Security software ........................................ 24
3.1.1 Downloading from the clientarea ... 24
3.1.2 Checking software authenticity ... 24
3.2 System prerequisites for Stormshield Endpoint Security under Windows .................... 25
3.2.1 Active Directory prerequisites ...t 25
3.2.2 Stormshield Endpoint Security server prerequisites ............................. 25
3.2.3 Stormshield Endpoint Security database prerequisites ................................ 27
3.2.4 Management console prerequISItes ..ot 30
3.2.5 Stormshield Endpoint Security agent prerequisites .......................oo 31
3.3 Stormshield Endpoint Security installation ... 33
33 PrerequUISItes ... o 33
332 Procedure ... 33
3.3.3 About Stormshield Endpoint Security ... 46
3.4 Downloading certificates ... 46
3.4.1 Certificate validity period ... 46
3.4.2 Login and password for downloading certificates ... 47

Page 2/393 | ses-en-administration_guide-v?.2 - 06/22/2023 e,



%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2

3.4.3 Compatibility with system cloning tools ... 47

3.5 Post-installation testS ... 48
3.5.1 CompPonenttestS ... 48

3.6 Possible changes ... 48
3.6.1 Changing a Stormshield Endpoint Security serverIPaddress ................................. 48
3.6.2 Changing the database server IPaddress ... 49
3.6.3 Changing the server TCP ports for HTTP and SSL services ............................................ 50

3.7 Uninstalling COMPONENTS ... 51
3.7.1 Uninstalling the server and the console ... 51
3.7.2 Uninstalling the agent ... 51
3.7.3 Removing the databases ... 52

4. Migrating and Updating Stormshield Endpoint Security ... 54
4.1 Migrating StormShield 6.0 to version Stormshield Endpoint Security 7.2 .................... 54
4.1.1 Complete mMigration ... ... 54
4.1.2 Partial migration ... 58

4.2 Updating Stormshield Endpoint Security 7.2 ... 65
4.2.1 REQUIFBMENTS ..o 65
4.2.2 Complete Update ... 67
4.2.3 Partial UPate ... 72

5. Management Console Configuration ... ’9
5.1 Getting started with the console ... 79
5.1.1 Connection with an internal aCCOUNt ... 79
5.1.2 Connection with a Windows account ... 79

5.2 C0oNS0l8 OVEIVIEW ... 80
5.2.1 "Environment Manager" SeCtion ... 80
5.2.2 "Monitoring” SECON ... ... ... .o 90
5.2.3 "Console Manager" SeCtion ... 91
5.2.4 "DeVICES" SBCUON .....oiii i e 95
5.2.5 StatUS bar ... oo 95

6. Stormshield Endpoint Security Server Configuration ... 96
6.1 Stormshield Endpoint Security Server list ... 96
6.2 Adding an additional Stormshield Endpoint Security server ... 96
6.2.1 Declaring an additional Server ... 96
6.2.2 Configuring an additional Server ... 97

6.3 Creating a server configuration policy ... 98
6.4 Editing a server configuration policy ... 98
6.4.1 Agent connection management ... 99
6.4.2 Deploying policies on agents and collecting logs ................................cooo 100
6.4.3 Log Monitoring Configuration ... 101
6.4.4 Syslog Configuration ... 102
6.4.5 SMTP Configuration ... 102
B.4.6 ENCIYPTION ... oo 102
6.4.7 Software Updates SEttings ... 103
6.4.8 Authentication ServiCe ... 103

6.5 Applying a server configuration policy ... 104

7. Stormshield Endpoint Security Agent Configuration ... 105
7.1 Creating a Dynamic Agent Configuration Policy ... 105
7.2 Editing the Dynamic Agent Configuration Policy ................................................ 105
7.2.1 Agent Configuration ... . 105

Page 3/393 | ses-en-administration guide-v?.2 - 06/22/2023




%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2

?.2.2 TeMPOrary Web @CCESS ...t e 109
7.3 Applying a dynamic agent configuration policy to an object of the directory ............. 112
7.4 Creating a Static Agent Configuration Policy ... 113
7.5 Editing a Static Agent Configuration Policy ......................................................... 113
2. L Challenges .. 113
.52 Manage update .. .. 119
7.6 Applying a static agent configuration policy to an object of the directory .................. 119
7.7 Stopping the agent ... 119
7.7.1 If the "Stop Agent” option is setto Allowed ... 120
?.7.2 If the "Stop Agent” option is setto "Denied” ... 121
?7.7.3 If the user wants to uninstall the Stormshield Endpoint Security agent ......................... 124
7.8 Information about the configuration of the agent in the registry base ....................... 125
7.8.1 Availability and location ... 125
7.8.2 Keys and values added to the registry base .................................. 125
8. Protection Mechanisms ... 127
8.1 Protection mechanisSms ... 127
8.1.1 Automatic proteCctions ... ... ... .l 127
8.1.2 Rule-based protection ... ... .. 127
8.1.3 Order used to apply protection mechanisms ... 127
8.2 Automatic proteCtionS ... 128
8.2 1 PriNCIPIES . 128
8.2.2 Accessing automatic protections parameters ... 128
8.2.3 Configuring automatic protections ... 128
8.3 Rule-based protection ... 128
8.3. 1 RUle Cate@OMIES ... 129
8.3.2 Whitelists and blacklists ....................... 129
8.3.3 Combining whitelists and blacklists ..................................... 130
8.3.4 Rule Management ... .. .. 130
9.Security Policies ... 134
9.1 Application identifiers ... 134
9.1.1 Types of application identifiers ... 134
9.1.2 Creating application identifiers ... 135
9.2 Importing signature certificates ... 139
9.3 Creating a security poliCy ... 139
9.4 Importing security poliCies ... 140
9.4.1Importanew POlICY ..o 140
9.4.2 Importing a policy from an existing policy ... 141
9.5 Editing @ Security POliCY ... 141
9.5.1 System Behavior ... 141
9.5.2 Device CONTIOl ..o 149
9.5.3 Network Security CONTrol ... ... 161
9.5.4 Application control ... . 175
9.6 Applying a security policy to an object of the directory ... 189
10, SCIIPS 190
0.1 OVEIVIEW .o 190
10.1.1 Scripts feature ... 190
10,02 SCIIPYS 190
10.1.3 Script RESOUICES ... 191
10,2 TOSS oo 193
1021 OVEIVIEW oo 193

Page 4/393

D Y

ses-en-administration guide-v?.2 - 06/22/2023 "



%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2
10.2.2 StAteMENTS ... 193
10.2.3 BUI-INTESTS L.oooei e 194
10.2.4 User-defined teStS .................. i 201
10.2.5 Creating @ teSTSCIIPT ...t 201

L0.3 ACHIONS ..o 203
1031 DVEIVIBW ..o e 203
10.3.2 BuUilt-in actions ... 204
10.3.3 User-defined aCtions ... 206
10.3.4 Creating an aCtion ... 206

10,4 SCiPS Lo 208
1041 OVEIVIEW oo 208
10.4.2 True/False reSuUItS ... 209
10.4.3 Creating and applying a script to an object of the directory ................................... 209

10.5 Transferring files towards the agents ... 213
1050 OVEIVIEW ..o 213
10.5.2 Procedure ... 214

11. Removable Device Administration ... 216

LTI L OVEIVIEW .o 216

11.2 Preparation of the removable device enrollment ... 216

11.3 Delegation of the removable device administration ......................................... 218
L1 3L OVEIVIEW oo 218
11.3.2 Device administration PermiSSiONS ...................cooiiiiiiiii 218
11.3.3 Enrolled devices display ... 219
11.3.4 Device enrollmentand revVOCation .......................oooiiiiiiiiii i 220
11.3.5 Pre-enrollment of removable devices ... 221

12. Removable Device Encryption ... 223

L12.1 OVEIVIEW Lo 223
12 0 L PUIPOSE o 223
12.1.2 CharaCteriStiCs ... .........ooiiiiiii e 223
12.1.3 Whatcan be encrypted ... 223
12.1.4 Unencrypted partitions ... 224
12,15 ENCryption KY ... 224
12.1.6 SYNChronization ... 224
12.0.7 SYMDOIOGY ... 224

12.2 Creating an encryption policy to be applied to a group of devices .......................... 225
12.2.1 ENCrYption SETHNES ..o 225

12.3 Connecting a removable device ... 226
12.3 1 PassWOrd ... 226
12.3.2 SYnchronization ... 226
12.3.3 Access to the device without password ... 227
12.3.4 Accesstoencrypted data ... 227
12.3.5 Behavior when deactivating removable device encryption ... 227
12.3.6 Using encrypted devices on other COMpPUters ........................ccoooiiiiiiiiii, 228
12.3.7 Removing SD Cards ... 228

12.4 Decrypting a removable device ... 228
12.4.1 Administrator Side ... 228
12,42 Agentside ... . 229

12.5 PassSWOrAS ... 230
12.5.1 Administrator Side ...............ooo i 230
12.5.2 AgeNtSide ... 233

12.6 Repairing a corrupted encryption key ... 236

Page 5/393 | ses-en-administration guide-v?.2 - 06/22/2023




%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2
13 EnCryption . 238
13.1 Data encryption OVEIVIEW ...t 238
L3 L L PUIPOSE L. 238
13.1.2 CharaCteriStics ..ot 238
13.1.3 Supported system, hardware and software ... 239
13.1.4 Interoperability with versions previous to the certified 7.2.06 version ........................ 240
13,2 ENCrYPtion tYPES ... oo 240
13.2.1 File enCryplion ... ... 240
13.2.2 Full disk @NCrYpltion ... ... ..o i 240
13.3 Creating an encryption PoliCy ................ccoiiiiiiii 241
13.3.1 Graphical interface ... 241
13.3.2 Procedure ... 242
13.4 File encryption features ... 243
13.4.1 MURI-USEr SECUNITY ... 243
13.4.2 Data erasure SECUTITY ... 243
13.4.3 File encryption OPtioNS ... ... 244
13.4.4 Password creation and USEr 080N ... 244
13.4.5 SYNChIONIZING ... oo 245
13.4.6 Synchronization with multiple USers ... 246
13.5 Encryption parameters ... 247
13.5. 1 General Settings ... . 247
13.5.2 File Encryption Parameters ... 250
13.5.3 Full Disk Encryption Parameters ... 257
13.6 Applying an encryption policy to an object of the directory ................................ 261
1307 RECOVEIY 262
13.7.1 Password recovery when using file encryption ........................ 262
13.7.2 Recovering data from encrypted files (decryption) ... 265
13.7.3 Password recovery when using full disk encryption ............................................... 267
13.7.4 Recovering an encrypted disk on removable media ..................................... 270
13.8 Uninstalling Stormshield Endpoint Security agents ... 274
13.8.1 Decryption before uninstallation ............................. 274
13.9 Changing a user accountonamachine ... 275
14, SURT 276
4L OVEIVIEW .o 276
142 Encrypting afile ... 277
1421 Procedure ... 277
14.3 Decrypting afile ... 278
1431 Procedure ... 2’8
14,32 Progress bar .. .. 279
14.4 Reference MEeNU ... 279
14.4.1 Graphical interface ... 279
14.4.2 OPtiONS ..o 280
14.5 Removable device encryptionand SURT ... 280
14.5.1 Removable device encryption Settings ... 280
14,52 SURT SetiNgS ... . 281
14.5.3 Removable device encrypted with the agent and decrypted with SURT ....................... 281
14.6 Recovering data encrypted via the data encryption feature ................................... 283
14.6.1 PrereqUISITES ... oo 283
14.6.2 ProCeAUI® ... o 283
15. Activity Monitoring ... 285
LS. L OVEIVIEW .o 285
Page 6/393

ses-en-administration guide-v?.2 - 06/22/2023 . T,

D Y



%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2

15.2 ANt MONITOFING ... 285
15.2.1 Graphical interface ........................ 285
15.2.2 Presence/absence of the agent on a workstation .................................o 288
15.3 Dashboard ... 289
15.4 Log MONITOMING ... 291
15.4.1 Log monitoring graphical interface ... .. 293
15.5 Log Manager ... 296
L5550 OVEIVIEW oo 296
15.5.2 Graphical interface ... 298
15.6 Exporting logs to an external system (SMTPorSyslog) ... 302
15.6.1 Exporting logs via SMTP . 302
15.6.2 Exporting logs via SYSIOg ... 303
15.7 Console MONItOFING ... 304
L1570 OVEIVIEW oo 304
15.7.2 Graphical interface ... 305
16. Agent Logs and Alerts ... ..l 309
16.1 INtrodUCtiON ... 309
16.2 Information logs aboutagents ... 309
16.2.1 Software LOES ... ... 309
16.2.2 SYSTEM I0ES ... o 317
16.2.3 NEtWOIrK I0@S ... e 321
16.2.4 Device LOES .. o o 324
16.3 Certificate Serverl0gS ... 331
16.4 Sending logs customized by the user ... 332
16.5 Flushing logs from the database ... 334
17. Stormshield Endpoint Security Reporting ... 335
L7 L OVEIVIEW .o 335
17, 0 PrereqUISItES 335
17,0 2 Report path . 336
17.2 Graphicalinterface ... 337
1720 MeNUbAr ..o 337
17.2.2 Display SEMINGS ... oo 337
17.3 "Graphical” reports ... 339
17.3.1 Servers and a@ents ... ... 339
17.3.2 Workstation inte@rity ... 341
17.3.3 SYSTEM SECUNITY ..o 344
1734 DBVICES ... 346
17.3.5 LICBNSES .o 349
17,4 Table" reportS ... 349
17,41 Agent Status ... .. 349
17.4.2 Stormshield Endpoint Security configuration changes ............................................ 349
17.4.3 Stopped agentS .. 350
17.4.4 Agents' configuration ... 351
17.4.5 Agents poliCIeS .. ... ... 351
17.4.6 Policy Violations by User and Agent ... 351
17.4.7 Blocked files ... .. .. 355
17.4.8 DEVICES QCCESSES ... . i 355
18. Troubleshooting ... . 356
18.1 Certificates ... 356
18.1.1 The console cannot communicate with the server ................................................ 356

Page 7/393 | ses-en-administration guide-v?.2 - 06/22/2023



%

STORMSHIELD SES - ADMINISTRATION GUIDE -V 7.2
18.1.2 The agent cannot download its certificate ................................................. 356
18.1.3 Unable to download certificates manually ... 357

18.2 Configurations ... 357
18.2.1 Unable to apply the configuration ... 357

18.3 MIisSCellaneous ..o 358
18.3.1 Incorrect installation of the Stormshield Endpoint Security agent .............................. 358
18.3.2 Agent fails to be remotely deployed ... 359
18.3.3 Hardware conflicts ... 359
18.3.4 Degraded performance ... 359
18.3.5 StopAgent does not work and/or Stormshield Endpoint Security cannot be updated ...... 360
18.3.6 Tracing on the agentand SEIVEr ... 360
Appendix A. Protocols ... 363
Appendix B. Files Exempted from Encryption ... 374
Appendix C. Date and time format strings ... 377
C.1 Standard date and time format Strings ... 377
C.2 Custom date and time format strings ... 377
Appendix D. White list ... . . 380
Appendix E. Logs Tables Schema ... 386
E.1 Main tables of the Stormshield Endpoint Security database ................................. 386
Table dbo.db identification ............................ 386
Table dbo.db username ... 386
Table dbo.db SystemLog ... 387
Table dbo.db SoftwareLog ... ... .. 387
Table dbo.db MedialD ... ... 389
Table dbo.db Medialog ................ 389
Table dbo.db NetworkLog ................ 390

E.2 Examples of howtousetables ... 390
Retrieving all system logs and searching machines and users identifiers ............................. 390
Retrieving all software logs and searching machines and users identifiers ............................ 390
Retrieving all network logs and searching machines and users identifiers ........................... 391
Retrieving all device logs and searching machines and users identifiers .............................. 391
Appendix F. WiFi authentication modes ... 392

In the documentation, Stormshield Endpoint Security is referred to in its short form: SES.

Page 8/393 | ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD PREFACE

Page 9/393

N~

Preface

Thanks!

Dear Client,
Thank you for choosing Stormshield Endpoint Security from Stormshield.

Our proven, award-winning Security Suite provides consistent, powerful, 360-degree protection,
via a single agent installed on user workstations and managed from a central console.

With just a single agent, Stormshield Endpoint Security allows companies to protect their entire
population of desktop and mobile workstations from known or unknown attacks, and theft of
critical data, without disrupting user activity.

What is the target audience?

This documentation is intended for System Administrators who will deploy and manage the
Stormshield Endpoint Security solution.

It contains all of the technical information necessary to install and operate the product on your
system and network environment.

This technical documentation comes with Release Notes for the version of Stormshield
Endpoint Security that you are using.

Contact

Should you need further information on our products or professional services, do not hesitate
to:

e callusat+33 969329629

¢ send us an e-mail through our website http://www.stormshield.eu/.
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1. Use environment

To use Stormshield Endpoint Security under the conditions of the Common Criteria evaluation
and of the french qualification at standard level, it is essential to observe the following
guidelines.

1.1 Recommendations on security watch
1. Regularly check the Stormshield products security advisories provided on
https://advisories.stormshield.eu.

2. Always apply a software update if it contains a security breach correction. These updates
are available on MyStormshield website.

1.2 Recommendations on keys and certificates

1. RSA keys of workstations and certification authorities must be a minimum size of 2048

bits, with a public exponent strictly greater than 65536, for a use not exceeding the year
2020.

2. Forause beyond the year 2020, the minimum size of an RSA key is 4096 bits.

1.3 Recommendations on algorithms

1. Stormshield Endpoint Security recommends using AES 256.

1.4 Recommendations on administrators

1. The security administrator responsible for defining the security policy of Stormshield
Endpoint Security is considered as trusted.

2. The system administrator is also considered as trusted. He/She is responsible for the
installation and maintenance of the application and workstation (operating system,
protection software, desktop and engineering software, etc.). He/She applies the security
policy defined by the security administrator.

3. The product user must respect the security policy in force in the company.

1.5 Recommendations on workstations

1. The workstation on which the SES agent is installed must be healthy. There must be an
information system security policy whose requirements are met on the workstations. This
policy shall verify the installed software is regularly updated and the system is protected

against viruses and spyware or malware (firewall properly configured, antivirus updates,
etc.).

2. Atthe installation of the agent, the SES server must be available so that the agent be able
to download the security policy defined by the administrator. The installation shall take
place on a trusted network environment such as a local network properly set up and
protected by a firewall.

3. Access to administrative functions of the workstation system is restricted to system
administrators only.
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4. The operating system must manage the event logs generated by the productin
accordance with the security policy of the company. It must for example restrict read
access to these logs to only those explicitly permitted.

5. The local folder in which the SES agent is installed must not be shared with writing access
on the network.

6. The user must ensure that a potential attacker can not see or access the workstation when
it is started.

7. The user must ensure that the access to the workstation is not possible after shutdown
during a few seconds.

1.6 Recommendations on administration workstations

The workstations on which the SES console and server and the database are installed must
meet the following requirements:

1. These workstations are protected against virus and spyware.

2. Access to these workstations is restricted to administrators only (system administrator or
database administrator]).

3. Software installation and update must be supervised by the administrator.
Installed software is updated on a regular basis.

1.7 Certification and qualification environment
The features evaluated in the context of the EAL 3+ Common Criteria Certification and of the
qualification of Stormshield Endpoint Security are:
1. Full disk encryption.

Encryption keys and recovery passwords drawing.

Security policy download from the SES server and the application of this policy.

Events logging and uploading to the SES server.

s w N

Disk recovery which allows modifying the password or decrypting an encrypted disk thanks
to a support (CD, USB drive) created from the management console.

However the management console is beyond the evaluation scope.
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2. Stormshield Endpoint Security Overview

In an ever more interconnected world, IT organizations have to introduce ever more complex
security measures to face threats.

At present, there are few really satisfactory security solutions implemented on workstations.
Security service providers mostly offer specialized solutions (hard disk encryption, antivirus,
personal firewall).

Let us consider the examples of a firewall and an antivirus software which prove to be highly
efficient against external threats. Their value, though, is limited when you install them on
laptops located outside of your company’s defense perimeter.

Security flaws can also be exploited when network analysis and filtering fail to identify or
counter threats.

In order to protect and ease workstation security management, Stormshield Endpoint Security
can rely on the workstation organization of your company's Active Directory if it has one.

@ Norte
Stormshield Endpoint Security only reads the Active Directory's data. It does not modify
them.

2.1 Concepts

Stormshield Endpoint Security‘s approach encompasses seven basic main concepts.

2.1.1 Concept 1: Integrated security

The Stormshield Endpoint Security solution provides, all through a single agent, consistent
security policies that encompass:

¢ Users.

e System-level security.
* Data protection.

* Network connectivity.

2.1.2 Concept 2: Proactive protection

Page 12/393
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This concept provides security policies relying on intelligent behavior-based (unknown threats)
and signature-based (known threats) technologies. This eliminates the need for IT teams to
periodically check and update PCs for compliance and remove unauthorized applications.

Unfortunately, new types of attacks are launched every day. Security measures based on
signatures which must know what the threat is before its identification and prevention, no
longer provide sufficient protection against new variants of viruses or against the spread of new
malicious software.

Besides, antivirus software is unable to block an attack targeted at a specific organization.
These programmed stealth attacks never lead to a signature being issued since antivirus
solution vendors remain unaware of them.

Should a virus succeed in installing itself on a workstation, its operation will be neutralized by
Stormshield Endpoint Security until the time when an antivirus signature becomes available to
completely clean the workstation.
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2.1.3 Concept 3: Adaptive control

This concept offers security and user control policies that change dynamically depending on
the level of risk associated with the use of the endpoint (workstation, laptop, PDA, etc.] or the
environment (WiFi).

For example, applications installed directly by users for personal use may present both a
security threat and a source of lost productivity. Stormshield Endpoint Security provides the
tools to apply different levels of control over how any individual or group may use their
workstations.

2.1.4 Concept 4: Flexible policy control

This concept gives IT the ability to secure endpoints through both quickly deployed automatic
protections built into the security suite and fine-grained, customizable configurations that
address your organization’s specific security and policy requirements.

2.1.5 Concept 5: Application of policies based on the organization's directory

To ease configuration and administration of workstation security, Stormshield Endpoint Security
relies on the existing organization's Active Directory or on an internal directory. Policies defined
in Stormshield Endpoint Security are applied to Active Directory objects or to agents groups of
the internal directory. Active Directory objects can be organizational units, computer groups, or
single computers.

2.1.6 Concept b: Information feedback

Stormshield Endpoint Security provides a wide range of information on dangerous or suspect
operations affecting the client workstation. This information forms an essential complement to
the data from the network monitoring systems in the context of overall IT system protection.

2.1.7 Concept 7: Data encryption

To help you protect your systems and data, Stormshield Endpoint Security provides a
combination of full-disk encryption before booting and file encryption after booting.

Your data is protected at all time, regardless of the workstation user. The encryption policy
which is managed from a centralized console, can be applied to:

¢ Any user.

¢ Any workstation.

e The whole hard disk.
* Removable devices.
* Specific files/folders.

2.2 Protection mechanisms
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Stormshield Endpoint Security includes two protection mechanisms to provide the highest
possible level of workstation security:

* Rule-based protection.

¢ Automatic protections.
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System or
network
event

Does the rule apply?

Rule-based Allow Inhibit

protection
No
¢ Isthis adion dangerous?
5 Yes
Automatic
protections

2.2.1 Rule-based protection

Rule-based protection is used to define and ensure the application of a security policy on
points which are considered sensitive by the client. A security policy contains the formal rules
set out to allow or ban access to the following:

* Application execution.

¢ Firewall network rules.

» Resource usage rules (network, files, register base] for each application.
* Usage rights on file types (depending on their extensions).

¢ Usage rights on mass storage devices.

* Trusted applications (which can override part or all of Stormshield Endpoint Security
restrictions).

An explicit security policy can be applied to different workstation groups.

Stormshield Endpoint Security is supplied with predefined rules so that policies can be applied
immediately by the administrator. These default rules may be modified at any time to adapt
policies to company’s requirements.

2.2.2 Automatic protections

Automatic protections are designed to detect and block known and unknown malicious codes
using attack pattern identification instead of code identification.

Automatic protections do not require any configuring by the administrator. The administrator
can, however, adjust these mechanisms to specify the level of how Stormshield Endpoint
Security reacts to different events. For more information, see Configuring automatic protections.

Two major categories of automatic protection mechanisms are built into Stormshield Endpoint
Security:

* The first category covers application and system activities.
This serves to protect the workstation against attempts to corrupt executable files and
access sensitive system services or data.
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* The second category comprises an Intrusion Detection System (IDS) so that the workstation
can protect itself from attacks from the network.
The mechanisms applied for detecting system or network attacks by the automatic
protection system remain active on a permanent basis. Stormshield Endpoint Security’s
treatment of these events can be controlled by the administrator. Depending on the type of
event that occurs, the system will send an alert or apply automatic counter measures as
defined by the administrator.

2.3 Architecture

Stormshield Endpoint Security is a distributed protection system that covers all of the
workstations belonging to an organization.

Its architecture is based on a multi-tier model and on deployment techniques that allow it to be
quickly integrated into the organization’s Active Directory if the company uses one.

2.3.1 Concepts

Inter-component communication

Communications between all components are authenticated and encrypted using TLS v1 and
X509 v3 certificates. Mutual authentication is used between every component to reinforce
solution security.

Workstation protection
Each workstation is protected by a software module called Stormshield Endpoint Security Agent.

The agent communicates with the deployment server, whose role is to distribute security
policies to each agent and collect data concerning workstation security from them.

This data is stored by the server in a dedicated database which can also be accessed by the
Stormshield Endpoint Security management console [ management console].

Scalability and high availability

Stormshield Endpoint Security responds to the scalability and high availability requirements of
the most demanding business environments.

High availability is based on load balancing and failover mechanisms, distributed over a
number of deployment servers.

For more information, see section .

2.3.2 Stormshield Endpoint Security components

Stormshield Endpoint Security is made up of the following components:
* The Stormshield Endpoint Security server.

¢ SQL databases.

* The management console.

* The Stormshield Endpoint Security agents.
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Stormshield Endpoint Security Server
The server is used to distribute security policies and collect logs.

Any Stormshield Endpoint Security agent deployment requires at least one deployment server.
There must be at least one server at each geographical site.

After being installed, additional servers can be added from the Servers panel. They can be used
as failover backups and for load distribution.

Policies and configurations information and their application to the Active Directory are shared
by all servers.

In the case of an environment based on an internal directory, policies and configurations
information and their application to the agents groups are only shared by servers assigned to
one internal directory.

The management console communicates with all available servers. The console sends
configurations to the servers only if they are not up-to-date. It also detects certificates
inconsistencies between servers of an environment.

If a server is down when the console sends information, it will not be updated. It will be updated
during the next application of changes to the environment performed from the console, if the
connection is restored between the console and the server primary IP address.

The Servers panel displays information about the servers update statuses.

Several IP addresses can be defined for one server. The console updates the server via the
main IP address defined in the console. Communication between the agents and the server is
performed via the other IP addresses defined in the console. This mechanism presents a
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specific interest if the workstations on which the agent is installed are out of the company
network.

Server load balancing

In the Server tab of each organizational unit (OU) or agents group, you can define a list of
servers to share the load.

Each time a configuration is deployed, agents receive |IP addresses of servers which they can
access. When an agent tries to connect to a server to check whether new configurations are
available and to upload the latest logs, by default it connects to the most recent server it
connected to. If the server is overloaded or does not answer, a message is sent to the agent to
request that it connects to another server defined on the hierarchically closest OU or in the
agents group.

A server is regarded as overloaded when the number of assigned agents has reached the
maximum. A global server must always be defined. It is the server assigned to the first rank of
each main node of the directory (domain root for an Active Directory or default group for an
internal directory). By default, the global server is the first server installed.

B2 Environment Manager / Environment 1

| Policies linked | Servers | Parameters |

IE Available servers

+
Server name Policy Name Server address
451-550-W2K12 Server 1 192.168.128.69
52-550-W2KBR2.sshield1.test Server 1 192.168.129.249

Assigned servers

X 3 &+ 1t *
Rank | Server name Policy Name Inherited from
1 151-550-W2K12 Server 1
2 52-550-W2KER2Z sshield] test Server 1

Failover to another server

The agent tries to connect to the first server in the list of assigned servers. If the server does
not answer, it tries to connect to the following server in the list and so on, until it finds a
responding server. The agent thus communicates with the first available server. If no server is
available, it connects to the global server.

SQL databases
Databases allow storing different elements:

* The "srkey" database stores all encryption information, which can be related to full-disk or
file encryption, or to exchanges between modules.

* The "stormshield” database stores logs collected by agents.

¢ The "stormshield3" database stores the management console configuration, including
policies, scripts and files to be dispatched to agents.

e The "urd” database stores all data related to agents status monitoring.

In case of backup and restore, the Stormshield Endpoint Security environment only needs the
"srkey” and "stormshield3" databases content to work properly.

A single database server can be assigned to several Stormshield Endpoint Security consoles (if
necessary).

Management console

The management console is used to:
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* Define policies and configurations.
* Monitor logs sent by Stormshield Endpoint Security agents.
¢ Manage console users.

The features of the management console depend on the license of your organization.

For more information, see the section Packages and licenses.

Stormshield Endpoint Security Agent
The agents installed on your workstations are used to apply security policies and send logs to
the Stormshield Endpoint Security server.

Communication ports between components

The following diagram shows communications ports used between the various components of
Stormshield Endpoint Security:

" Top 16005 (TLS)  ~ ~ _
~ SES Server 1

Tep 16006

[Encrypted token]
Tep 16006
[Encryptec token] Tcp 16007 (TLS)
Tep 16006 / \
B —[Encrypted token] \\ Tep 1433 [SQL;
MS sQL
—_ Top 16005 (TLS) Udp 1434 ._,u_ Server
~ - - -
T =~ — _Tcp 80 & 443 (S51)
TP 433 (AU
— ~Udp 1434 (SQL) %
Tnp B0 & 443 (ssu Tcp 1433 (SQL) /
. v
-~ .
% ~ Udp 1434 (SQL)
Tep 16005 (TLS) ™. P
Tep 16006 = -
[Encrypted token)
Te 15006 Tep 16007 (TLS)
cp
[Encrypted token]
Tep 16006 /(
e - SES Server 2

Encrypted foken] -
Tecp 16005 (TLS) -
-
-

~ — — _ _ _Tcp80&443(SSL)

Note: if SES servers have been previously referenced and if the required flows have been authorized, each agent will
then be able to communicate with both servers.

2.4 Packages and licenses

2.4.1 Packages

Stormshield Endpoint Security is available in three packages, each offering features adapted to
your needs:
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¢ Stormshield Endpoint Security Professional Edition.
¢ Stormshield Endpoint Security Secure Edition.

e Stormshield Endpoint Security Server-Side Edition.

Stormshield Endpoint Security packages exist in the following versions:

Stormshield Endpoint Security packages 32-bit version 64-bit version
Professional Edition v v
Secure Edition . v
Server-Side Edition v v

Each package requires a license. This license applies to a specific environment.
The following table describes the Stormshield Endpoint Security features offered in each
package.

Stormshield Endpoint Security  Professional Professional Secure Secure  Server-Side
features Edition Edition Edition Edition  Edition

(32 bits) (64 bits) (32bits) (64 bits)

Security Policies

System Behavior v . v
Kernel Components v x v x x
Device Control v v v v

Removable Devices v v v v v
Network Security Control v v v

Network Firewall v v v v v
WiFi Access Points v . v

Application Rules v v v v v
Extensions v v v v

Trusted applications v v y v v

Agent Configurations

Agent Configuration v v v v v
Temporary web access v . v

Challenges v v v v v
Scripts

Scripts v v v v v

Script Resources

Tests v v 4 v v
Actions v v v

Encryption Policies

Full disk encryption x X v y x
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Stormshield Endpoint Security  Professional Professional Secure Secure  Server-Side
features Edition Edition Edition Edition  Edition

(32 bits) (64 bits) (32 bits) (64 bits)

File encryption x x v : p3

Stormshield Endpoint SecurityProfessional Edition
The Stormshield Endpoint Security Professional Edition package includes three features:
e Security policies.
¢ Configurations.
e Scripts.
"Security policies” feature

This feature enables the administrator to apply specific controls to the Stormshield Endpoint
Security agents (via the server).

"Configurations” feature

This feature enables the administrator to apply policies and configurations that change
dynamically.

"Scripts” and "Script resources" feature

This feature enables the administrator to write customized scripts in order to define conditions
under which policies and configurations are applied.
Stormshield Endpoint Security Secure Edition

The Stormshield Endpoint Security Secure Edition package includes the three Stormshield
Endpoint Security Professional Edition features as well as the "Encryption Policies” feature.

"Encryption policies” feature

This additional feature enables the administrator to create encryption policies for local hard
disks and files.
Stormshield Endpoint Security Server-Side Edition

The Stormshield Endpoint Security Server-Side Edition package is meant for servers running on
these operation systems:

e Windows Server 2003 SP2 32 bits.

e Windows Server 2003 R2 SP2 32 bits.
e Windows Server 2008 R2 64 bits

e Windows Server 2012 R2 64 bits

@ WARNING
The Stormshield Endpoint Security server and the Stormshield Endpoint Security agent
must not be installed on the same workstation.

The Stormshield Endpoint Security Server-Side Edition package includes the 64-bit Stormshield
Endpoint Security Professional Edition’s features.
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@ WARNING
The Stormshield Endpoint SecurityServer-Side Edition package is not compatible with the
Server Core installation option in Windows Server 2008 R2.

For more information, refer to the table Stormshield Endpoint Security features.

2.4.2 Licenses

Updating your licenses
Alicense is dedicated to a specific environment. It can only be applied to this environment.

The new license file shows the total number of licenses.

Applying a license to an environment
To update and apply a license to an environment, follow the steps below:

1. Right-click the environment and select Update/License from the menu.

13 Deploy to the environment

Environment Manager

IB Servers
@ Policies

Environment
Eé—; Log Manager
Monitoring

<

<

Console Manager

<

Devices

o+ +

i) Environment

Update/License...
Add internal directory

Remove

Rename

Refresh F5

2. To update the Stormshield Endpoint Security license, select Update.

) Stormshield Endpoint Security Management C... -
§ License information
Owner:
Validity:
Professional Edition:
Secure Edition:
Server-Side Edition:

Serial number

| Update.. || oK |

3. Select the Stormshield Endpoint Security license and click Open.
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o) Stormshield Endpoint Security Management Console -
:(-:' - 4 . « Documents » Certificates ] C,‘ | Search Certificates o |
Organize *  MNewfolder 4= - E (7]
‘e Favorites Mame - Date modified Type
B Desktop L Consolelic 4/5/201811:20 AM  LICFile
4L Downloads
| Recent places
1M This PC
Gi MNetwork
< ] >
File name: | Consolelic v| [Stormshield Files (*lic) vl
| Open | | Cancel |
@ NotE

If the updated license lacks features supported by the old license, Stormshield Endpoint
Security will warn you that you may lose information.

If you click Yes, information will indeed be lost.
Example: Applying a license that loses the encry

ption feature.

Stormshield Endpoint Security

=

support the "Data Encryption” feature (FDE).

If you assign this license, the master encryption con
information will be lost.

Do you really want to apply this license?

The license that you want to assign to your environment does not

[ x]

figuration

 NotE

If you have a limited license for evaluation purposes, you will have a demo version of the
management console. An expiry date is displayed on the License information window
available by right-clicking the environment and selecting Update/License.

The following window is displayed.

§ License information

Serial number

O Stormshield Endpoint Security Management C... -

Owner: SkyRecon Systems
Validity: Unlimited
Professional Edition: 50

Secure Edition: 10

Server-Side Edition: 5

SES-VXZG-CWNZ-KMWT

Update...

0K

4. Click OK to complete the update.

Page 22/393

D Y

A

ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE - V 7.2
STORMSHIELD 2. STORMSHIELD ENDPOINT SECURITY OVERVIEW

Information on licenses
To obtain information on your licenses, follow the steps below:
1. Click Reports in the Monitoring section.
2. Select Licenses in the Reports drop-down menu.
A report is displayed showing:
> The Date of the license report.

Licenses
192.168.128.69\5E5

Date
4/9/2018 11:31:02 AM

° The Deployed agent distribution and the number of licenses which are still available.

Deployed agent distribution

[ Available licenses
|7 Secure Edition

| Professional Edition
I Server-Side Edition

> License count information:
- Deployed.
- Available.

- Exceeded.

License count information

) 1
Professional Edition [
T
License details:
4
Secure Edition ] DEP_'DM
6/10 [ Available
Exceeded
1
Server-Side Edition
45

If you have exceeded the number of deployed agents, a warning window pops up. You will have
to wait a few seconds before using it. To sort this situation out, you must remove some
(obsolete] agents in the Agents menu. You can also contact your sales representative to extend
the current license. For more information on removing obsolete agents, refer to Agent
monitoring.

3. If you want to save the license report, click the icon == SaveReport
The report is saved to the location specified, in the . png format.
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3. Stormshield Endpoint Security Installation and
Uninstallation

3.1 Downloading the Stormshield Endpoint Security software

3.1.1 Downloading from the client area

Stormshield products are distributed via our MyStormshield client area.
In this area, you will be able to look up and download:

* the product's various software versions and patches,

* associated documentation (User guides and Release notes),

* hashes of installation packages in order to verify their authenticity,
* your lic license file,

* security alerts,

* frequently asked questions.

Once you have placed your order for Stormshield, you will receive via e-mail a bill of delivery
containing the serial number of your software license.

If you do not already have an account in the client area, you will need to create one:

1. In your browser, go to MyStormshield.
2. Click on Create a new profile.

3. Fill out the various fields.
4

. Under the section Register your first product, enter the serial number indicated in the bill of

delivery.
If you already have an account, log on to this account and register the serial number.

Once you have registered the serial number, you will be able to download the associated .lic
license file needed for installing the product.

3.1.2 Checking software authenticity
Stormshield Endpoint Security is available in the form of an archive. In order to verify the
authenticity of this package:
1. Calculate its SHA-256 hash using a tool of your choice.
2. Check that this hash is indeed the same as the one indicated in the client area.
Executable files can also be checked using their digital signatures:
1. In the explorer, right-click on the .exe file and select Properties.
2. Click on Digital signatures and select the "Stormshield” row.
3. Click on Details.


https://mystormshield.eu/
https://mystormshield.eu/
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3.2 System prerequisites for Stormshield Endpoint Security under Windows

3.2.1 Active Directory prerequisites

To use the Active Directory option, you must meet the following requirements:

All Stormshield Endpoint Security agents must be installed on workstations belonging to the
same Active Directory forest. Stormshield Endpoint Security servers may not necessarily
belong to the same forest of the Active Directory.

Stormshield Endpoint Security 7.2 supports Active Directory on MS Server 2008 R2 and MS
Server 2012 R2.

Workstations must belong to an Organizational Unit (OU). Sub-domains are not supported,
i.e. domains must all be at the same level.

Stormshield Endpoint Security 7.2 runs with LDAP SASL, which communicates with TCP port
3268 and TCP/UDP port 389. It is not compatible with LDAP SSL/TLS.

3.2.2 Stormshield Endpoint Security server prerequisites

To install and use Stormshield Endpoint SecurityVersion 7.2 under Windows, you must at least
satisfy the following Server environment prerequisites:

Dual-core processor: 2 GHz.

Memory: 2 GB minimum.

Hard disk space: 1 GB minimum.

Operating systems:

© Windows Server 2008 R2 64 bits, with updates KB4474419 and KB4490628
© Windows Server 2012 R2 64 bits

° Windows Server 2016 (64 bits)

° Windows Server 2019 (64 bits)

° Windows Server 2022 (64 bits)

Static IP address of the machine where the server is installed.
Incoming communication (Stormshield Endpoint Security server):
© TCP port 16004.

© TCP port 16005.

© TCP port 16006.

© TCP port 16007.

Outgoing communication (Stormshield Endpoint Security server]:
© TCP port 80.

© TCP port 1433 (customizable).

© UDP port 1434 (customizable).

Incoming communication (Web server):

° TCP port 80 (customizable).

© TCP port 443 (customizable).

You will have to choose other ports if they are already used by a Web server installed on the
server machine.
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TCP ports 80 and 443 will be used by the Web server to deploy the agents installed with the
Server.

Prerequisites for a system managing a large number of agents

* Operating systems: Windows 2008 R2 64 bits, Windows 2012 R2 64 bits, Windows Server
2016 and Windows Server 2019.

* RAM: 16 GB.

* Between 8 and 16 cores at 3 GHz or more.

* One 1 Gb/s Ethernet network adapter for links with agents.

* One 1 Gb/s Ethernet network adapter for links with the logs SOL server.

* The SOL server and Stormshield Endpoint Security must be close to each other (bandwidth
of 1 Gb/s and ping time lower than 2 ms).

SOL servers and Stormshield Endpoint Security can be executed on the same machine. In this
case, we recommend applying the more effective configuration for each prerequisite.

Number of agents per server according to the quantity of logs

The number of agents a server can support strongly depends on three criteria:

¢ The connection time of agents to the server.

* The amount of logs an agent will send. This amount depends on the policies applied to
agents.

¢ The type of network. The LAN network is a 1 Gb/s Ethernet network. The WAN network is a
broadband network (fiber or similar) for the server side and standard ADSL for the agents
side. Agents are located on several sites.

The following table is a summary of our recommendations:

Number of logs peragent  Connection time Type of network Number of connected agents per server

5 GB/year 5 min LAN 600

5 GB/year 10 min LAN 700

5 GB/year 5to 10 min WAN 500
1.5 GB/year 5 min LAN/WAN 2500
1.5 GB/year 10 min LAN/WAN 2700
100 MB/year 10 to 30 min LAN/WAN 7500
2 MB/year 10 min LAN 15000
2 MB/year 10 min WAN 9000
2 MB/year 1h LAN 50000
2 MB/year 1h WAN 45000
0.3 MB/year 10 min LAN 15000
0.3 MB/year 10 min WAN 8000
0.3 MB/year 1h LAN 75000
0.3 MB/year 1h WAN 50000
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3.2.3 Stormshield Endpoint Security database prerequisites

To install and use Stormshield Endpoint Security Version 7.2 under Microsoft Windows, you
must satisfy the following Database environment prerequisites:

Operating system: any Windows release compatible with MS SQL Server 2012, MS SQL
Server 2014, MS SQL Server 2016, MS SQL Server 2017, MS SQL Server 2019 and MS SQL
Server 2022.

Communication with the Stormshield Endpoint Security server and the console:
> TCP port 1433
° TCP dynamic port defined in:

SQL Server Network Configuration > Protocols for [instance de la
base de données] > TCP/IP > Propriétés > IP Addresses > IPAll >

TCP Dynamic Port.

For more information, refer to Changing the TCP port for MS SOL Server 2012 2014,
2016, 2017, 2019 or 2022.

> UDP port 1434.
RAM: 2 GB minimum.

A 64-bit operating system (Windows 2008 R2, Windows 2012 R2, Windows Server 2016 or
Windows Server 2019) is recommended for a server managing a large number of agents.

Hard disk space: ~ 10 MB for the initialized Stormshield Endpoint Security database
(excluding the SOL engine), and an additional space to be determined depending on the
security policies.

Additional hard disk space is required for the following:
° Log database: 100 MB per agent for one year.
° |dentification database: 1 MB per agent.

° Encryption key database: 1 MB per agent.

@ NotE

Use information only as an estimate for disk space requirements. Disk space
requirements strongly depend on the security policies implemented and log settings. The
average log policies usually generate from 1 MB per year and per agentto 5 GB per year
and per agent. Disk space required also depends on the log retention period.

MS SQL Server 2012 Express Edition is supplied with Stormshield Endpoint Securityand can be
installed directly using the Stormshield Endpoint Security installation tools. This version of the
server requires the following minimal configuration:

Windows Server 2008 R2.
64-bit systems.

A workstation with a processor Intel or compatible at 1 GHz or more (2 GHz recommended
as a minimum].

RAM: Minimum 512 MB (4 GB recommended as a minimum).
Available disk space: 6 GB.

Microsoft .NET Framework n.n.n (installed during the installation procedure of MS SQL Server
2012 Express Edition if necessary).
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@ Norte
When installing the database, use the Mixed Mode authentication mode.

© WARNING

You must use Case-Insensitive collations in MS SQL Server 2012, 2014, 2016, 2017 or
2019 otherwise the scripts necessary to install the Stormshield Endpoint Security
database will not be supported.

@ WARNING
MS SOL Server 2012 Express Edition provided with Stormshield Endpoint Security is
limited to 4 GB of data per database, which corresponds to 9 million logs.

If manually installing the SQL server:

* you need to enable the automatic start of the SQL Server Browser service. This service must

be started when installing SES to allow the administrator to complete the step of connection
to the database.

you need to install the SES database with a Windows account with sysadmin rights or with
an MSSQL account with the sysadmin rights on the SQL instance on which SES will be
installed.

Prerequisites for a system managing a large number of agents

Operating systems: Windows 2008 R2 64 bits, Windows 2012 R2 64 bits, Windows Server
2016, Windows Server 2019 and Windows Server 2022.

SOL 2012 64-bit version, SOL 2014 64-bit version, SQL 2016, SOL 2017, SQL 2019 or SOQL
2022 (standard or enterprise].

RAM: 16 to 32 GB.
Between 8 and 16 cores at 3 GHz or more.
One 1 Gb/s Ethernet network adapter for links with the Stormshield Endpoint Securityserver.

The SOL server and Stormshield Endpoint Security must be close to each other (bandwidth
of 1 Gb/s and ping time lower than 2 ms).

SSD disks can be useful but need to be properly set up (refer to the Microsoft
documentation about using SQL Server on SSD disks).

The SQL Server license must match the number of cores of the workstation.

Stormshield Endpoint Security makes the most out of the features in SQL Server 2012 and
higher to optimize performance. Configurations based on a previous version or express edition
of MS SQL Server are less optimized.

Each time it starts, the Stormshield Endpoint Security server detects the configuration of the
SOL server. If you change the configuration of the SOL server (connection to a new base or
hardware modification), we recommend that you restart the Stormshield Endpoint
Securityserver.

Using an existing database
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A mixed (NT and SOL) authentication mode and TCP connectivity are required.
Changing connection parameters to MS SQL Server 2012, 2014, 2016, 2017, 2019 or 2022

To change connection parameters (local or remote access) to MS SQL Server, use Microsoft SQL
Server Management Studio.
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Changing the TCP port for MS SQL Server 2012 2014, 2016, 2017, 2019 or 2022

To change the TCP port number assigned to the database instance, use SQL Server
Configuration Manager in:
SQL Server Network Configuration > Protocols for [instance de la

base de données] > TCP/IP > Propriétés > IP Addresses > IPAll > TCP
Dynamic Ports
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Using the embedded database

Check on the target machine that there is no database instance having the same name than the
database to be installed (SES). For this purpose, make sure that the list of services in the
control panel does not include the SQL SERVER (SES) service.

If a “SES" SOL Server instance already exists, the installation of MS SQL Server 2012 will not be
proposed.

3.2.4 Management console prerequisites

To use the management console, you must satisfy the following prerequisites:
* Single-core processor: 2 GHz minimum.

* RAM:512 MB.

* Hard disk space: 75 MB.

* QOperating systems:

Operating system 32-bit 64-bit
version version
Windows 7 SP1, with updates KB4474419 and KB4490628 v v
Windows 8.1 Update 1 N v
Windows 10 N N
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Operating system 32-bit 64-bit
version version

Windows Server 2008 R2, with updates KB4474419 and N/A v

KB4490628

Windows Server 2012 R2 N/A

Windows Server 2016 N/A

Windows Server 2019 N/A

Windows Server 2022 N/A

.NET Framework n.n.n, installed during the installation procedure of the Stormshield Endpoint
Security management console.

© WARNING
Make sure you always have the latest update of the .NET Framework.

* Microsoft Visual C++ 2008 Redistributable.
e Static IP address of the machine where the first server is installed.
e |P address or name of the machine where the database is installed.
¢ QOutgoing communication:

e TCP port 16007.

° UDP port 1434.

o TCP port 1433.

Password of the database system administrator account.

3.2.5 Stormshield Endpoint Security agent prerequisites

To use the Stormshield Endpoint Security agent, you must satisfy the following prerequisites:

* Single-core processor: 2 GHz.

e RAM: 512 MB (minimum], 1 GB (recommended)].
* Hard disk space: 30 MB (100 MB with agent logs).
* Operating systems:

Windows version Professional Secure Server-Side
Edition Edition  Edition

Windows XP SP3- 32 bits - >

Windows 7 SP1 - 32/64 bits, with updates KB4474419 and v v

KB44390628

Windows Embedded Standard - 32 bits W v

Windows 8.1 Update 1- 32/64 bits » v

Windows 10 Enterprise 2015 LTSB - 32/64 bits » v

Windows 10 Enterprise 2016 LTSB - 32/64 bits » v
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Windows version Professional Secure Server-Side

Edition Edition Edition

Windows 10 2019 LTSC - 32/64 bits

Windows 10 20H2- 32/64 bits

Windows 10 21H1- 32/64 bits

Windows 10 21H2- 32/ 64 bits

Windows 10 22H2 - 32/64 bits

Windows Server 2003 SP?2 - 32 bits

Windows Server 2003 R2 SP2- 32 bits

Windows Server 2008 R2 - 64 bits, with updates KB4474419
and KB4490628

Windows Server 2012 R2 - 64 bits

* Secure Boot:
Stormshield Endpoint Security is not compatible with Secure Boot under Windows 8.1. If
you have a UEFI compatible system, you should disable Secure Boot. Options such as
Device Guard and Credential Guard, which need Secure Boot as a prerequisite, cannot be
used with Stormshield Endpoint Security.
Under Windows 10, Stormshield Endpoint Security is compatible with Secure Boot as well

as

with Device Guard and Credential Guard, except the option Hypervisor Code Integrity

(HvCI).
* GINA (Graphical Identification and Authentication) :

If your company uses a strong authentication system based on a gina DLL, you must
install the authentication product before installing Stormshield Endpoint Security.
When you need to uninstall the authentication product, you must first uninstall
Stormshield Endpoint Security. Stormshield Endpoint Securitysaves the existing
gina.dl1l location upon installation, and will restore it upon uninstallation.

@ NotE
The remark on the gina DLL only applies to Windows XP environments.

* QOutgoing communications between the Stormshield Endpoint Security agent and server:

o
o
[e]

[e]
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TCP port 16004.

TCP port 16005.

TCP port 16006.

TCP port 443 (customizable).
TCP port 80 (customizable).
TCP port 7080.

@ NotE

TCP ports 16004, 16005 and 16006 are reserved for the Stormshield Endpoint
Security agent. When testing agent/server communication, the agent will block any
communication software from using these ports (example: telnet].
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* Outgoing communications between the agent and the Active Directory server:
° TCP88.
° TCP 389.
° UDP 389.
° UDP53.
° TCP 3268.
¢ Local loop:
© TCPport 16010.
© TCPport 16011.
© TCP port 16012.

© WARNING
If a firewall is enabled on the workstation (the Windows Firewall for example], you need
to set rules to authorize the above network flows.

3.3 Stormshield Endpoint Security installation

3.3.1 Prerequisites
Before installing Stormshield Endpoint Security, check that the following files/folders are
present:
e The resources X64 (64-bit version) folder including the following files:
° dotnetfx40 Full x86 x64.exe (Microsoft .NET Framework n.n.n}
° MSXML6.msi (Microsoft MSXML 6.0 Parser).
° SQLEXPR x64 ENU.exe (Microsoft SQL Server 2012 Express Edition).
° vcredist.exe [Microsoft Visual C++ 2008 SP1 Redistributable).
° WindowsInstaller.exe (Microsoft Windows Installer 4.5).
° wic x64 enu.exe (Windows Imaging Component).

e The setup.exe file (Stormshield Endpoint Security).

3.3.2 Procedure
Stormshield Endpoint Security is installed in four stages using the following wizards on the
main server:
1. Installation WizardStormshield Endpoint Security
2. Database setup wizard
3. Environment configuration wizard.
4. Agent deployment wizard.

Additional servers are installed using the server installation wizard. See section Installing
additional servers.

Agents can also be directly installed from the client workstation. See section Installing the
agent from the client workstation.
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Installing the management console, the server(s) and databases in a trusted zone is
recommended.

Installation WizardStormshield Endpoint Security

To install Stormshield Endpoint Security, follow the steps below:

1. Double-click setup.exe.

2. Selecta language.

3. Define your settings:

@)

STORMSHIELD :
(9] Endpoint Security
Stormshield Endpoint Security installation tools

Please select the components you want to install and the installation folder. You can also choose
the administration tools you want to launch,

Installation Type |Fu|| Install V|
Components Administration Tools
Server Database installation
Generate certificates Console configuration
S0OL Server 2012 Express Edition [[] Agent deployment
Console

Installation Felder

Stormshield Endpoint Security [ = |

C:h\Program Files (x88)\Stormshield | III

Version: 7.2.22 build 841 | oK || Gl |

o

The Installation Type that you wish to launch:

- Full Install (automatic installation and configuration of all components using
wizards).

@ NotE
Agent deployment is not selected by default, even in Full Install mode. If you wish to
launch the agent deployment wizard after the installation, select this option.

- Simple Install (component installation only).

- Server Only (additional servers).

- Console Only (installation of additional consoles).
- Custom Install.

The Stormshield Endpoint SecurityComponents that you wish to install (if you choose
an installation type other than Full Install):

- The Stormshield Endpoint Security server (and its certificate).
- The SOL server database.
- SkyRecon management console.

The Administration Tools that you wish to use to configure Stormshield Endpoint
Security:

- Database installation (Database setup wizard).
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Console configuration (Environment configuration wizard).
Agent deployment (Agent deployment wizard).
° The Stormshield Endpoint Security Installation folder.
Click OK to validate your settings.

@ Note
If you wish to install the agent and the console on the same workstation, install the agent
first and then the console.

4. To launch the full installation of Stormshield Endpoint Security, select Full Install and click
Next in the installation wizard.

5. Inthe Server step, enter the IP address of the Stormshield Endpoint Security server and
click Next.

For a first installation, the default backup directory for certificates generation is
[ProgramData]\Stormshield Endpoint Security Certificates. It is only for the console certificate.

If you change the backup directory, it only applies to the console certificate.

By default the server certificates are in the following directory: [Program
Files]\Stormshield\Stormshield Endpoint Security Server.

6. In the Certificates step, enter the new console certificate password.
Click on Next.

© Note

If you have selected Server and Generate certificates in the Components section (See
Define your settings:], the Generate certificates settings in the window above will be
grayed out and cannot be used.

7. Inthe Random numbers step, move the mouse in order to increase random for the
generation of encryption keys for full disk encryption. The Next button displays after the
mouse has been moved enough.

8. Inthe SQL Server 2012 step, select Windows authentication or authentication via the SA
MSSOL (super-administrator) account.

© WARNING

According to Microsoft guidelines, choose Windows authentication to limit exposure to
security vulnerabilities.

The SA account is then renamed, deactivated and has a random password assigned.

9. If you choose the SA MSSQL account, enter and confirm the new password.

@ Note
The password must observe the complexity criteria defined on the machine and/or
domain.

Click on Next.

10. The following window displays. It summarizes the settings that you have just defined.
Click on Next.

11. Wait until the installation procedure is completed.

12. The window below shows that the components have been properly installed. Click Finish.
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Database setup wizard

In the case of a full installation, the database setup wizard launches automatically after server
installation.

In the case of a simple installation, relaunch setup . exe and tick the database setup wizard to
configure the database.

To configure the Stormshield Endpoint Security database, follow the steps below:
1. The database setup wizard window is displayed.
Click on Next.

Stormshield Endpoint Security

STORMSHIELD ) .
(O] Endpoint Security M

@ Introduction ’ : : =
S Stormshield Endpoint Security database setup wizard

Database This wizard will guide you through the database setup procedure. Please follow the steps

Log and monitaring carefully.

Encryption key database
Automatic backup
Validation

Installation

| Mext > H Cancel |

2. Inthe Super Admin step, select Windows authentication or authentication via the SA MSSQL
account. You must use an account with the sysadmin rights on the SQL instance on which
SES will be installed.

3. If you select authentication via SA MSSQL, enter:
e The database administrator login.

° The database administrator password.

€ NoTE

If you subsequently need to add the Windows account you used for the installation of the
database as a user of the console, this user will then have Administrator rights on the
Stormshield Endpoint Security database. For more information, see section "Monitoring”
section.

4. The SQL server instance.
Click on Next.

NOTE
To declare the SQL server instance, two methods are available:

Method 1:

If the SQL server uses a fixed port (example: 1433], declare the SQL port in the instance
field in either way:

SqlServeur,1433
192.168.1.1,1433
e Method 2:
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If the SQL server uses a dynamic port, declare the SQL instance in either of the following
ways:

SqlServeur\SES
192.168.1.1\SES

Method 2 also applies when the SQL server uses a fixed port.

5. Inthe Database step, to create an Administrator account dedicated to the Stormshield
Endpoint Security main database:

> Check Install Main Database.
° Enter the password.

° Confirm password

° Click on Next.

6. Inthe Alert Database step, to enable reporting alerts to the Stormshield Endpoint Security
server:

° Check Install Alert Database.
° Enter the password.
° Confirm password
° Click on Next.
7. Inthe Key Database step, to activate the database account:
° Check Install Key Database.
> Check Use same password as for the alert database account.
° Click on Next.

@ Note
If needed, you can select a different password for the key database. If so, uncheck Use
same password as for the alert database account.

8. In the Automatic backup step, to automatically save the main database on the server, follow
the steps below:

° Check Automatic Database Backup.
° Enter the backup file path.

° Select the backup frequency.

° Click on Next.
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@ Note
This feature is available only if you have access to the SQL SERVER AGENT [SES] service.
This feature is not available with MS SQL Express Edition.

@) WARNING

To enable automatic backup, it is necessary to start the SQL SERVER AGENT service
before finishing this step.

© NortE

To back up your database in a directory other than the default directory (example:
.\Mssql\Backup], assign Read/Write rights to the security group
SQLServer2005MSSQLUserS$ServerName$SSQLInstance.

9. The following window displays. It summarizes the settings that you have just defined.
Click Next to validate your settings.
10. Wait until the installation procedure is completed.

11. Complete the configuration by clicking Finish.

Environment configuration wizard

In the case of a full installation, the environment configuration wizard automatically launches
after database configuration.

In the case of a simple installation, relaunch setup . exe and select the environment
configuration wizard.

In this step, you must choose between an environment based on an Active Directory or an
environment based on an internal directory.

To configure the management console and create a first operational environment connected to
a server, follow the steps below:

1. The environment configuration wizard window is displayed.

Click on Next.

Stormshield Endpoint Security

(O] Eﬁ?ﬁgﬁﬁt Security ‘m

© Introduction Environment configuration wizard
Directory type
Directory configuration
Enviranment This wizard will guide you through the configuration of your environment. Click Next to
proceed.
Database settings
Validation

Configuration

2. Inthe Directory type step, to define the directory type matching your environment, you
must select between:

° aninternal directory. Agents will belong to groups created from NetBIOS names or IP
addresses.
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° an environment based on an Active Directory. All workstations on which you will install
an agent belong to this directory.

@ WARNING

You cannot modify the choice you have made once the configuration of the environment
is done.

You will be able to add internal directories afterwards if the environment is based on an
Active Directory.

@ NotE
If your environment is based on an Active Directory, note that the "Computers” container
is not an organizational unit.

3. In the Directory configuration step, to define the domain or forest of the directory
corresponding to the console environment, follow the steps below and click Next:

° Enter the type of directory you wish to include in your environment:
Current Domain: domain to which the Windows user belongs.
Current Forest: forest to which the Windows user belongs.

Other Domain: specify the domain name in Active Directory Server.
Other Forest: specify the forest name in Active Directory Server.
° Select the authentication type on the directory server:
Anonymous.
Windows session: uses the Windows user login.
Specific account: enter the login and password you wish to use.

° Check the directory connection by clicking the Test connection button.

@ NotE
This button checks the connection to the directory. The directory must be accessible to
go to the next step.

4. In the Environment step, follow the steps below to define the console environment and click
Next:

° Enter the environment name.
° Select the license file using - .
° Enter the Stormshield Endpoint Securityserver configuration policy name.

° Enter the IP address of the Stormshield Endpoint Security server on which the server
configuration policy will be applied.

° Select the output directory for console certificates using ~'.

° Enter the passphrase associated with the console certificates generated when installing
Stormshield Endpoint Security.

5. In the Database settings step, to configure the connection between the database and the
console, enter the database passwords defined when installing Stormshield Endpoint
Security:

o Alert database.
° Key database
Click on Next.

6. The following window displays. It summarizes the settings that you have just defined.
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Click Next to validate your settings. The window below shows that the configuration is in
progress.

7. The window below shows that your environment has been properly configured. Click Finish
to exit the environment configuration wizard.

© NortE
The Launch the console when finished box is checked by default. You can uncheck it if

needed.

8. The management console is displayed if the Launch the console when finished box is
checked.

@ NoTE

The agent deployment wizard launches behind the management console window.
Minimize the window to proceed with the installation.

© WARNING
Before installing an agent or continuing the agent installation procedure, you need to
apply changes to the server: from the console, click Deploy to the environment.

Agent deployment wizard
To deploy agents, follow the steps below:

1. After configuring your environment, the agent deployment window will open if you checked
the box Agent deployment in the Stormshield Endpoint Securityinstallation tool.

© WARNING
If you did not check the box, before manually launching the agent deployment wizard,

configure your environment and click Deploy to the environment.

Click on Next.

Agent deployment wizard

(] Endpoint Security M

@ Introduction Agent deployment wizard
onnection Parameters

This wizard will guide you through the deployment of your agents.

2. Enter the following connection parameters:
° The domain name.
° The user name.
° The user password.
° The Stormshield Endpoint Securityserver address:
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° The port number of the web server installed with the Stormshield Endpoint
Securityserver.

Click on Next.

@ NotE
The account used must have Administrator rights on the workstation.

3. Customize the agent parameters:

° Define the list of machines on which to install the agent by:

IP address range.
IP addresses.

° Select the Stormshield Endpoint Security package to be installed:
Stormshield Endpoint Security Agent Professional Edition.
Stormshield Endpoint Security Agent Secure Edition.

° Click on Next.

4. The following window displays. It summarizes the settings that you have just defined.
Click Next to validate your settings.

5. The following window displays.
Wait until the agent deployment is completed.
Click Finish.

@ NoTE

In order to use the agent deployment wizard, make sure that:

The Web service of the Stormshield Endpoint Security server can be accessed by
any machine on which the agent is going to be deployed.

Administrative Tools can be accessed by workstations.
If another application or a user already accesses Administrative Tools on the
machine on which the agent is going to be deployed, deployment fails.

If problems arise, check that access is not blocked by a firewall and that simple file
sharing is disabled.

Installing additional servers

Additional servers are optional. They are used to distribute the load of requests between agents
and servers and ensure high availability of servers.

The agent load is distributed among the servers assigned to the agent, which are at the closest
hierarchical level among its parent OUs. Moreover, when the principal server encounters a
problem, an agent automatically establishes the communication with an additional server.

Number of additional servers

The number of additional servers depends on:
¢ The number of agents deployed.
e The network speed.

¢ The configuration size.
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¢ The number of alerts and logs returned. For information on how communication is
distributed among servers and agents, see section Deploying policies on agents and
collecting logs.

Procedure
To install an additional server, follow the steps below:
1. Double-click setup.exe.
2. Selectalanguage and click OK.
3. Define the following parameters:
° In Installation type, select Server Only.

° Uncheck Generate certificates as these refer to console certificates that were generated
when the principal server was installed (Installation type switches to Custom Install).

° Define the server installation path on the target machine.

> Click OK to validate your settings.

() Stormshield Endpoint Security =t -

STORMSHIELD .
_ (0] Endpoint Security
Stormshield Endpoint Security installation tools

Please select the components you want to install and the installation folder. You can also choose
the administration tools you want to launch.

Installation Type |Cu5tom Install v|
Components Administration Tools
Server
[] Generate certificates :
[] SOL Server 2012 Express Edition [] Agent deployment
[] Console

Installation Folder

C:\Program Files (x86]\Stormshield | El

Version: 7.2.23 build 841 ‘ oK H e |

4. In the following window, check the Attach to existing server box and specify the path to
access the two files that were generated when installing the principal server:

° root.pen (Certificate Authority).
° rootcert.pen (certificate).

These files were placed in the principal server installation directory, by default: [Program
Files]\Stormshield\Stormshield Endpoint Security Server.

Enter the IP address of the main server and the ports used by the embedded web server.
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@ Note
By default, ports 80 and 443 are used. These values must be changed if a web server
already uses these ports on the target machine.

5. In the Random number generation step, click Next. The random number has already been
generated at the installation of the main server.

6. The installation wizard details the components that will be installed. Click on Next.
Check the installation report.

This report shows the installation status of the selected components (in this case, only the

Server part).
Stormshield Endpoint Security
@ STORMSHIELD )
Endpoint Security
- Ul Stormshield Endpoint Security | llation Wizard
i) Dk dorsnent The wizard is installing Stormshield Endpoint Security.
@ Server
& Random numbers
@ Validation e i
@ Installation
The compenents have been successfully installed.

8. When the additional server is installed, you must declare it in your configuration via the
management console. You must then assign the additional server to OUs of the Active
Directory or to agents from the internal directory so that agents can exchange information
with the server.

For more information, see section Adding an additional Stormshield Endpoint Security
server.

Installing the agent from the client workstation
Downloading the agent from the Web server

Downloading the Stormshield Endpoint Security agent from a Web server is the default
deployment mode when no other remote deployment tool is available.

In this mode, the agent installer is downloaded and run manually from each client workstation.

The access address for this page is the Web server IP address as entered when the server was
installed. If port 80 by default has been changed, you need to specify the port assigned as a
suffix to the IP address in the web browser address field.

Installation

€ NotE
Before installing an agent, the administrator must make sure that the client on which the
agent will be installed can contact the Stormshield Endpoint Security server.

The agentinstaller can be run directly from the Web page or stored locally for a later
installation.
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Stormshield - Stormshield Endpoint Security Agent Download

T

Welcome to the Stormshield Endpoint Security Agent download page!
To download your agent, select your options:
(OStormshield Endpoint Security Agent Professional Edition x86/x64

®@Stormshield Endpoint Security Agent Secure Edition x86/x64
(Ostormshield Endpoint Security Server-Side Edition x86/x64

Coc]

Download StormshieldEndpointSecurityAgent (Secure-Edition)

This is a silent procedure, therefore no particular information is requested during agent
installation.

@ WARNING

If you wish to download the .MST setup file for the Stormshield Endpoint SecurityServer-
Side Edition agent with Internet Explorer, add the Stormshield Endpoint Security server's
IP address to your Trusted Sites.

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| http://192.168.x.00(

Websites:

http: ff*. technet. microsoft. com
http:/f*.update. microsoft.com

http: /f*, windowsupdate.com

http: /f*. windowsupdate. microsoft. com

[ I Y P PP - S

kY

[]Require server verification (https:) for all sites in this zone

A message is displayed in a pop up window above the taskbar when the installation is
completed. The computer must be rebooted to activate the agent.

Since this installation mode must be repeated on each client workstation, it is mostly used for
testing and pilot environments.
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@ WARNING

You must use the Administrator account to install the Stormshield Endpoint Security
agent. If you install the agent with any other account, the installation will start but will not
finish properly.

Agent installation directory

The agent can be installed in a directory other than the directory used by default, that is:
c:\Program Files\Stormshield\Stormshield Endpoint Security Agent\

Changing the agent installation path

To change the agent installation path, follow the steps below:

1. Onthe server side, open the following file:

[program files]\Stormshield\Stormshield Endpoint Security
Server\Apache\cgi-bin\msi.nsi

Locate the following line:

;iWriteINIStr 'STEMP\sky.tmp\sky.cnf' Agent Install path
'C:\Program Files\company'

2. Remove the comments (; ;).

Replace C:\Program Files\company with the target installation path [custom path].

€ NoTE
If the line is commented, the default value $program files%\ SkyRecon will be
used.

3. Save the file.

4. Run [program files]\Stormshield\Stormshield Endpoint Security
Server\generate msi.exe

The Stormshield Endpoint Security agent will be installed in the custom path. The path will
resemble: [custom path]\StormShield Endpoint Security agent\.

Using GPO to deploy agents

Active Directory® Group Policy Objects (GPO) are used to deploy applications using the
Microsoft Windows Installer service. This is a silent procedure as no particular information is
requested from the user during installation.

Remote deployment using GPO requires a specific file format called Ms1. This type of file can be
used to perform remote installations without user intervention.

The Ms1 file is located in the £iles subfolder of the server installation directory that is by
default:

c:\Program Files\Stormshield\Stormshield Endpoint Security
Server\files

@ WARNING
System cloning tools are not compatible with the Secure Edition agents.

Before creating the system image, check that there is no certificate file (agent .srn] in the
Stormshield Endpoint Security agent installation directory.

Integrating policies in the agent installation program

If the workstation on which the agent is installed cannot reach the SES server, it is possible to
integrate policies to be applied in the agent installation program.

To do so:
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10.

© N O G R~ wWwN

In the console, apply the dynamic and static configuration and the security policy directly
on the environment root.

Synchronize.

In the server folder, copy the file sync\Agent.srz.

Restore the server back to the previous state (initial configuration).

Backup the MSI file which is located in the files subfolder of the server installation directory.
Copy the file sync/Agent.srz in the folder Apache/cgi-bin at the server root.

Restore the installation programs by running generate mis.exe as an administrator.

Take the MSI file which is located in the files subfolder of the server installation directory in
order to deploy the agent,

Delete the Agent.srz file in the folder Apache\cgi-bin\ and restore the MSI file to go back to
the initial state.

When installing the agent, install an agent’s certificate for the agent to be operational:
before restarting the agent for the first time, replace the agent.srn agent’s certificate by a
agent.srn file downloaded from the site https://<Adresse IP Serveur>/ssl/cgi.
This agent.srn file must be different for each agent. For more information, see the section
Login and password for downloading certificates.

In this way, it is possible to deploy functional and configured agents even if they do not have
access to the SES server.

3.3.3 About Stormshield Endpoint Security

Once Stormshield Endpoint Security has been installed, you will be able to view its status and
version number:

1.
2.

Right-click on the Stormshield Endpoint Security"? icon in the taskbar.
Select Status in the pop-up menu.

3.4 Downloading certificates

To secure communication between Stormshield Endpoint Security components (console, server
and agent), each component uses its own certificate.

Each agent must have a unique certificate to securely communicate with the server.

When an agent has just been installed on a workstation, no certificate is provided for the
Stormshield Endpoint Security agent instances. They need to obtain a certificate for
communicating with the Stormshield Endpoint Security server.

For this purpose, a certificate server is installed on the Stormshield Endpoint Security server
which is accessible by default through TCP port 443.

@ Note
For more information on how to configure, uninstall the agent or deactivate protections,
see Stormshield Endpoint Security Agent Configuration.

3.4.1 Certificate validity period
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For security reasons, downloading certificates should be restricted to a limited time period,
usually the time necessary to deploy the Stormshield Endpoint Security agent instances on the
network.
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The time period can be configured in the management console by selecting the server
configuration policy in the Policies tree view.

The required settings are in the Authentication Service part of the server configuration policy.

[ & Authentication Service

Checking server source [ Enabled
Start time 3/30/2018 12:00:00 AM
End time 3/30/2028 12:00:00 AM

Login for CGl authentication
CGl authentication password
Certificate validity (day(s)) 3650

By default, the certificate time period is limited to 10 years from the console installation date.

Change the value of the certificate availability End Time if you prefer a shorter period.

3.4.2 Login and password for downloading certificates
It is possible to define a login and a password to allow an administrator to download certificates

from a web page.

To do so, use the fields Login for CGl authentication and CGI authentication password of the
Authentication Service part of the server configuration policy.

=] & Authentication Service

Checking server source [ Enabled
Start time 3/30/2018 12:00:00 AM
End time 3/30/2028 12:00:00 AM

Legin for CGl authentication
CGl authentication password
Certificate validity (day(s)) 3650

To download a certificate, point your web browser to:
https://<Server IP address>/ssl/cgi
On the certificate server authentication page, enter the user login and password.

If authentication is successful, a dialog box opens to download the file named agent.srn. This
file must be copied into the agent installation folder.

© WARNING
Accessing the secured page and downloading the certificate require a browser

compatible TLS in version 1.1 or 1.2.

3.4.3 Compatibility with system cloning tools

The Stormshield Endpoint Security agent is compatible with system cloning tools.

© WARNING
System cloning tools are not compatible with the Stormshield Endpoint Security Secure

Edition agents.

To create a disk image of a system containing the agent, install the agent on the principal
system as shown in Procedure.

Each agent requires a unique certificate. The installation of an agent on the master workstation
must not include its certificate.
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To prevent this, in the Authentication Service parameter of the management console, we
recommend that you define an invalid date before the creation date of the master.

Before creating the master image, you must check that the Stormshield Endpoint Security
agent installation directory contains no:

e agent.srn file

*» host guid.sro file

e filein the v£s directory.

If this is not the case, you must delete these files.

The Authentication Service parameters are available in the server configuration policy.

When clone systems are deployed, reset the period of availability of the Authentication Service
to allow each Stormshield Endpoint Security agent to retrieve its own certificate.

3.5 Post-installation tests

3.5.1 Component tests

It is recommended to test all Stormshield Endpoint Security components after product
installation.

Follow the steps below to test the whole Stormshield Endpoint Security operating sequence:
1. ldentify a target machine through the network description.
2. Define a simple and easily testable configuration.

3. Asimple configuration example consists in preventing the NotePad application from
opening any text file with a . txt extension.
For more information, see Security Policies.

4. Send the configuration (and deploy the agent on the target machine if this has not already
been done).

5. Check that the rule set out is applied on the target machine.
6. Check access to the events stored in the database.

Should a problem arise, see Troubleshooting.

3.6 Possible changes

3.6.1 Changing a Stormshield Endpoint Security server |IP address
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After installing and configuring Stormshield Endpoint Security, you may at some point need to
change the IP address of a Stormshield Endpoint Security server (hosting the web server used
for installing new agents).

To do so, you must have at least one other server on which all agents can connect to when the
server is not available with the former |IP address.

With an environment based on an Active Directory, you do not need to configure anything in the
management console. All changes automatically apply when the Active Directory resolves the
DNS name of the principal server.

With an environment based on an internal directory:

1. Add a server with the new IP address in the Servers panel in the console.
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2. Assign the new server to the same agents groups.

3. Deploy changes to the environment.

4. Once every agent has been updated:
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° Remove the server with the former IP address from the Servers panel in the console.

° Change the IP address on the server.

5. Apply again changes to the environment.

You must also update the agent installer so that new agents can use the same IP address.

To do so, follow the steps below:

1. Go to the installation directory of the principal server.

2. Update all references to the IP address in the following file:

[install directory]\Apache\cgi-bin\conf.srx

Fichier Edition Format Affichage 7

E conf.srx - Bloc-notes

<conf agent="modpeers">»

<servers>

<server ip="192.168.x.xxx"/>
</serversy»

<unsecure_port value="16886"/>
<secure_port value="16865"/>
<can_listen_on_secure_port value="8"/>
<client_count value="5"/>

</confs

<conf agent="modcert":»

<reconnect timel="68" time2="128"/>

<soft 1d="fc894c5f2b76elc3b249880bal5F42bf" />
</conf>»

<f/configuration>

<

<configuration id="00006060-0000-0000-0000-00000000E0ER" version="8">

<server addr=“http5://192.168.x.xx4” url="/ssl/cgi"” port="443" cycle="5"/>

3. Double-click the following file:

[install directory]\Generate msi.exe

The installer has been updated, you can now download new agents from the Web server.

3.6.2 Changing the database server IP address

To change the database server IP address in the management console:

1. Reconnect to the console by specifying the new IP address of the database in the SQL

server instance.

2. To give Stormshield Endpoint Security servers the new IP address of the database server,
select the server configuration policy(ies) and change the database instance in Log

Monitoring Configuration and in Encryption.

3. To give the console the new IP address of the database server, select Configuration in the
Console Manager section. Then select the new IP address for the key database and log

database.
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3.6.3 Changing the server TCP ports for HTTP and SSL services

To modify the server TCP ports for HTTP and SSL services (after installation), follow the steps
below:

1. After installing the server, you can change the two TCP ports used for the HTTP/SSL server
by editing the following server files:

C:\Program Files\Stormshield\Stormshield Endpoint Security
Server\Apache\conf\httpd.conf

C:\Program Files\Stormshield\Stormshield Endpoint Security
Server\Apache\conf\ssl.conf

2. Inthe httpd.conf file, change the port values assigned to Listen and ServerName
WebServer (default port is 80).

3. Inthe ssl.conf file, change the port values assigned to Listen, ServerName WebServer
and VirtualHost (default port is 443).

4. Restart the server.

Now, you must update the agent installer for it to take into account the new TCP ports of the
server.

1. Go to the default installation directory of the server:

C:\Program Files\Stormshield\Stormshield Endpoint Security
Server\Apache\cgi-bin\

2. Inthe conf.srx file, change the TCP port value (default port is 443).

El confsrx - Bloc-notes = | = -
Fichier Edition Format Affichage 7
<configuration id="00000000-0000-0000-0000-0000000000G0" version="0"> ~

<conf agent="modpeers”>

<servers>

<server ip="192.168.x.xxx"/>

</servers>

<unsecure_port value="16866"/>

<secure_port value="16885"/>
<can_listen_on_secure_port value="8"/>
<client_count value="5"/>

</conf>

<conf agent="modcert">»

<server addr="https://192.168.x.xxx" url="/ssl/cgi” cycle="5"/>
<reconnect timel="68" time2="128"/>

<soft id="fc894c5f2b76elc3b249888bal5f42bf" />
<fconf>

<fconfiguration>»

3. Double-click the following file:

C:\Program Files\Stormshield\Stormshield Endpoint Security
Server\Generate msi.exe

The installer has been updated, you can now download new agents from the Web server.

Page 50/393 | ses-en-administration guide-v?.2 - 06/22/2023



“’I SES - ADMINISTRATION GUIDE - V 7.2
STORMSHIELD 3. STORMSHIELD ENDPOINT SECURITY INSTALLATION AND UNINSTALLATION

3.7 Uninstalling components

3.7.1 Uninstalling the server and the console
The management console and the Stormshield Endpoint Security servers can be uninstalled
using the uninstall tools accessible from:
¢ The Start menu on the systems that host these components.

¢ The Windows Add/Remove Programs service accessible via the control panel.

3.7.2 Uninstalling the agent

The agent can be uninstalled via the Windows Apps & features control panel on the user's
workstation or from the Srend.exe file found in the installation folder.

Before uninstalling the agent, ensure that the following requirements have been met:

¢ The user is the administrator on his workstation,

» The Stop agent option in the agent's dynamic configuration has been set to Allowed,
* Protection against the creation of executable files has been disabled,

* The default behavior in the general application control settings has been set to Allow
execution (blacklisting).

If the agent was installed by remote deployment using GPO, you can also use this same tool to
uninstall the agent silently.

 NoTE
If a SES administration console is installed on the same workstation, we recommend
uninstalling the console before the agent.

Uninstalling the agent from Windows utility
To uninstall the agent from Windows utility, follow the steps below:
1. Open the Uninstall or change a program Windows utility:
* In Windows Seven or Windows 8.1: Control panel \ Programs \ Programs and features,
* In Windows 10: Settings \ Apps \ Apps and features.
2. Click on Stormshield Endpoint Security Agent.
3. Click on Uninstall/Change or Uninstall \ Uninstall.
Follow the instructions. Most agent files and directories are removed when the workstation
restarts.
Uninstalling the agent from the Srend.exe file
To uninstall the agent from the Srend.exe file, follow the steps below:

1. Select the folder [Program Files]\Stormshield\Stormshield Endpoint Security Agent on the
user’s workstation.

2. Double-click on the Srend.exe file. The Stormshield Endpoint Security icon is grayed out and
a window notifies the user to restart the computer.

3. Restart the computer to complete the agent uninstallation procedure. Most agent files and
directories are then removed.
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Uninstalling the agent when data is encrypted
If the workstation disk is encrypted, we recommend decrypting it before uninstalling the agent.

When a file encryption policy is applied on the workstation and the user entered the encryption
password, the workstation needs to be restarted twice. If the user canceled and did not enter
the password, the workstation needs to be restarted just once.

3.7.3 Removing the databases

The MS SQL Server 2012, 2014, 2016, 2017 or 2019 database is uninstalled using the
Windows Add/Remove Programs service or the Stormshield Endpoint Security database
installer.

 NoTE

The database must be removed before uninstalling the console.
If you uninstall the console before removing the database, DBInstaller will be uninstalled
and you will no longer be able to remove the database.

To remove the database, follow the steps below:
1. Go to Start>All programs>Stormshield >DBInstaller.
The database management tools window opens.
2. Click Uninstall Stormshield Endpoint Security database.
3. The following window displays.
Click on Next.

Stormshield Endpoint Security

(O] g%msggﬁ Security “

& Introduction
Stormshield Endpoint Security database uninstall wizard

Super Admin
Configuration This wizard will uninstzll the database for you. Please proceed when ready.

Validation

Uninstallation

| Next > || i

4. Enter the SuperAdmin information to connect to the database:
° The SuperAdmin login.
o The SuperAdmin password (by default sa).
° The database path.
Click on Next.
5. Select the databases to be uninstalled.
Click on Next.

6. Before starting the uninstallation process, check the information displayed.
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Click on Next.

7. The uninstallation process is finished.
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4. Migrating and Updating Stormshield Endpoint
Security

This chapter describes the procedures for migrating from StormShield 6.0 to Stormshield
Endpoint Security 7.2 and the procedures for updating Stormshield Endpoint Security 7.2:

Release Notes contain highly important information. Please refer to them before updating
Stormshield Endpoint Security.

If you need to migrate StormShield from a version lower than version 6.0/10, the automatic
policy migration will not be able to import all settings. You are strongly advised to manually
recreate the various policies and configurations in the version 7.2.

You need a MS SQL Server 2012, 2014, 2016, 2017 or 2019 server for your 7.2 database. Then
you need either to update your version of MS SQL Server, or install a new server.

 NoTE

The version 7.2 of Stormshield Endpoint Security is the first version named with the
brand Stormshield. The software installation paths have been thus updated.
Stormshield Endpoint Security 7.2 is installed by default in the directories:
-C:\Program Files\Stormshield\Stormshield Endpoint Security Server

-C:\Program Files\Stormshield\Stormshield Endpoint Security Management Console
-C:\Program Files\Stormshield\Stormshield Endpoint Security Agent

If migrating from previous versions, directories remained the same as they cannot be
moved. A version 7.2 updated from version 6.0 remains in the directories:

- C:\Program Files\SkyRecon\StormShield Server

- C:\Program Files\SkyRecon\SkyRecon Management Console

- C:\Program Files\SkyRecon\StormShield Agent

4.1 Migrating StormShield 6.0 to version Stormshield Endpoint Security 7.2

4.1.1 Complete migration

This migration mode allows migrating every agent from a 6.0 environment to the 7.2 version.

As the configuration of the console may take some time (7.2 environment setting), we
recommend that you continue using an operational 6.0 console in the meantime so that you
can update the policies and configurations applied to the agents during the migration if needed.

Until the 7.2 server and agent updates are sent to the Stormshield Endpoint Security servers,
the 6.0 console will be able to update policies applied on the agents of the existing
organization.

We recommend you to backup each database before migrating StormShield. The Stormshield
Endpoint Security configuration wizard allows backing up configuration and key databases with
the maintenance menus.

Once the 7.2 console is installed, the DBInstaller will no longer allow backing up/restoring the
configuration database of the 6.0 environment. To do this, you will need to use a 6.0 console
depending on the previous migrated version. The DBInstaller provided with the 7.2 console only
allows performing maintenance operations on the configuration database from the 7.2
environment. The 6.0 database must be backed up before migrating the console.
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Action keys

@ Required

[‘j] Recommended
g Do not synchronize before the end of step 5

LUJ Automatic

|U‘ Database back up

Actions

g,‘ Drop console patch files

g‘ Launch the consale as a Windews administrator, update

|0‘ Reopen the console, enter id

|w Leave DBInstaller

2 Actions
a _ g‘ Update databases

U\ Select the policies migration option

3
3 _ _g\ Create and configure environment 7

|°‘ Existing policies imported |

<<OPTIONAL>> Actions
- |Bl Choose policies to migrate

|° Convert old policies, display report

Actions.
3 - |U| Check policies settings

|u| If full-disk encryption has been applied to agents, encryption pelicies must keep the same operating mode and key
size to avoid decryptien/encryption of the warkstations

[l| Create Stormshield Endpoint Security agent groups

u| Create Stormshield Endpoint Security server objects

u| Link policies to AD or to agent groups

Actions

|0‘ Drop server patch files
|°| Apply the update

) Check the update

|0‘ Restart the host computer

Synchronizing environment 7 |

Actions
‘0 Drop agent patch files

u Apply the update

U Check the update
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Migrating the management console

The complete migration process starts with the installation of one or more 7.2 management
consoles. To install management consoles, you can either reinstall the existing consoles,
update the consoles or install a new console.

Reinstalling
This option consists in uninstalling the console already deployed on the workstation first, and
then installing a console the normal way with the Stormshield Endpoint Security setup by
checking the Console only box as the installation type.

Updating

This option consists of using the console update mechanism by dropping the two files below in
the patchs folder of the Stormshield Endpoint Security server (XXX being the version targeted
by the update]:

skyreconconsole win32 7.XXX.srh

skyreconconsole win32 7.XXX.sru

Once these files have been dropped:

1. Run the console again as an administrator (administrator privileges are required for the
installation of the update],

2. Click on the "?" menu,

3. Select the search for updates,

4. Accept the suggested installation.
New installation

Install the console as usual on a new workstation by using the Stormshield Endpoint Security
setup and checking the Console Only option as the installation type.

© WARNING
The 7.2 management console uses .NET Framework n.n.n: Ensure that it is installed
before the console is updated.

Migrating databases and the environment

When the console has been updated, open it again. A user must log in. The database
configuration wizard automatically opens.

Database setup wizard

The database setup wizard allows setting up and applying updates of the structure and content
of the configuration, alerts and keys databases.

For more information on installing the 7.2 environment, refer to section Updating Stormshield
Endpoint Security databases

When updating databases, all the users from the 6.0 console are migrated to the new
configuration database. As roles are not compatible with 7.2roles, all users other than the main
administrator will then take on the public role.

New 7.2environment configuration

After the configuration of the databases, restart the console in order to configure the new 7.2
environment.

For more information on installing the 7.2 environment, refer to section Environment
configuration wizard.
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Migrating 6.0 policies to the new configuration database

After configuring the console, you will be able to migrate policies and configurations created in
version 6.0. All settings from the different policies will then be preserved.

@ WARNING
Policies will no longer be related to agent groups. You will need to apply them to the
various elements of the directory as explained in the section Management Console
Configuration.

Policies will not be removed from the 6.0 configuration database: they will be duplicated in the
7.2 configuration database and converted to the new format in order to match the new
7.2environment.

@ WARNING
There is no synchronization between 6.0 policies and policies converted to 7.2: if a 6.0
policy is edited after the migration, changes will not be reflected in the 7.2 policy.

Checking policies

Settings have been modified, added or removed between versions 6.0 and 7.2. It is thus
recommended to check the settings of the imported policies to be sure they are still relevant.

The table below shows a list of the modifications between both versions.

Removed settings Changed settings New settings

Server policy  "IP Address” "Max. clients" (default value:
200]) is replaced by:
"Maximum number of handled
clients" (default value: 1000])

Security Policy "Removable devices
enrollment” (Device
control tab)

Encryption - "Protection mode” is

Policy replaced by the two settings

"Full-disk encryption” and "File
encryption”

- Encrypted folders and files
management is now under the
"Encrypted zones" setting

These policies are displayed in a catalog above the directory.

@ WARNING
Full-disk encryption policies must keep the same algorithm and encryption type to avoid
decrypting and encrypting workstations again.

The new 7.2 environment is ready to be configured. Refer to chapter Management Console
Configuration for more information about setting up a 7.2 environment.

Migrating Stormshield Endpoint Security servers

After configuring the environment, you will need to migrate Stormshield Endpoint
Securityservers.

| ses-en-administration guide-v?.2 - 06/22/2023 . T,



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 4. MIGRATING AND UPDATING STORMSHIELD ENDPOINT SECURITY

Updating

To update servers, drop both of the following files in the patchs folder (XXX being the version
targeted by the update]:

stormshieldserver win32 7.XXX.srh
stormshieldserver win32 7.XXX.sru

After these files have been dropped, the server will update independently after the period
defined in the Frequency of update checks setting in the server configuration.

You can also drop these two files in the folder defined in the Updates download folder
parameter during the configuration of the server. You need to create a file named version.sro
which only contains the version number of updates to download, in a “7.223” format.

Checking version

During the server update, the file update.sro is created in the patchs folder of the server.
The file is deleted at the end of the configuration.

To check the server version, open the version. sro file in the conf folder. You can also see
the server version in the Monitoring > Software Logs panel of the management console. A log
displays with the status 'SERVER VERSION".

Restarting

After the update has successfully completed, restart the machine hosting the server in order to
update the service of the Stormshield Endpoint Security server (srservice.exe).

Application of changes to the environment

After updating and restarting the servers, restart the management console and deploy changes
to the environment so that the policies will be properly applied to all the agents. This is a very
important step to be sure that the latest policies are applied to the agents.

Updating agents

When the Stormshield Endpoint Security servers are updated and when changes are applied,
you need to update the agents currently deployed to end the migration process.

To update the agents, drop both of the following files in the patchs folder of the servers (XXX
being the version targeted by the update]:

stormshieldagent win32 7.XXX.srh
stormshieldagent win32 7.XXX.sru

The server will then propose the update to the agents connected to the server. The update will
be applied after each agent restart.

Checking version

To check whether the agent was successfully updated, open the agent interface by double-
clicking on the Stormshield Endpoint Security icon in the taskbar and check the version number
at the bottom right.

All updates, successful or unsuccessful, are recorded in the logs available from the interface.

Specificity for encrypted agents [full disk encryption)

When migrating from a version 7.2.06 or higher, you have to change the USER password on
encrypted workstations. If any, GUEST and AUTOBOOT accounts are automatically disabled on
these workstations and the password of the ADMIN account is changed.

4.1.2 Partial migration
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This migration mode enables to progressive migration of agents from 6.0 to 7.2.
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You will be able to keep both 6.0 and 7.2 environments during the migration period.
To perform a partial migration, the workstation must be new.

We recommend you to backup each database before migrating StormShield. The Stormshield
Endpoint Security configuration wizard allows backing up configuration and key databases with
the maintenance menus.

Once the 7.2 console is installed, the DBInstaller will no longer allow backing up/restoring the

configuration database of the 6.0 environment. To do this, you will need to use a 6.0 console.

The DBInstaller provided with the 7.2 console only allows performing maintenance operations
on the configuration database from the 7.2 environment. The 6.0 database must be backed up
before migrating the console.
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Action keys

L(il Required «f»

LUJ Recommended \u Do not synchronize before the end of step 4

[uJ Automatic | Database back up

_ .
U Install a new Stormshield Endpoint Security 7 management console

{Keep a functional 6.0 console on the environment)

.g\ Launch the console, enter id
(same id as 6.0)

‘a‘ DB Installer launched

| Sreyve s | e
g_ Update databases

g Leave DBInstaller

Install a new Stormshield Endpoint Security 7 server
(a new IP address is required and certificates must be imported from a 6.0 server)

\0| Console launched with the Administrator account

Actions

3 _
ag |g\ Create and configure environment 7

U| Select the policies migration option

a Existing policies imported |

OIS | tomsiueid 6 wtater | —

u. Convert old policies, display report

Actions

|[| Check policies settings

|U If full-disk encryption has been applied to agents, encryption policies must keep the same operating mode and key
size to avoid decryptionfencryption of the workstations

|l] Create Stormshield Endpaint Security agent groups

|0_ Create Stormshield Endpoint Security server objects

|U Link palicies to AD or to agent groups

U synchronizing environment 7

0| Drop agent patch files on server 7

’ (oo compinge ] —

|0|:reate a transition agent configuration, the Stormshield Endpoint Security server list must have

only one entry: transition server 7
|0\ Create an agent group containing agents to be migrated in 7, its configuration must

be the transition configuration

|g Assign this agent group to existing 6.0 « Master » servers

ing environment 6.0 I

Actions

U, Agents apply the update

u Agents apply policies 7

u| Check the update
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Migrating the management console

The partial migration process starts with the installation of one or more 7.2 management
consoles. To install management consoles, you can either reinstall the existing consoles,
update the consoles or install a new console.

@) WARNING

For a partial migration, make sure your 6.0 environment is functional. You need at least
one 6.0 management console.

Reinstalling

This option consists in uninstalling the console already deployed on the workstation first, and
then installing a console the normal way with the Stormshield Endpoint Security setup by
checking the Console only box as the installation type.

Updating

This option consists of using the console update mechanism by dropping the two files below in
the patchs folder of the Stormshield Endpoint Security server (XXX being the version targeted
by the update]:

skyreconconsole win32 7.XXX.srh

skyreconconsole win32 7.XXX.sru

After that, restart the console, click the "?" menu, select the update search and accept the
proposed installation.

New installation

Install the console as usual on a new workstation by using the Stormshield Endpoint Security
setup and checking the Console Only option as the installation type.

@ WARNING
The 7.2 management console uses .NET Framework n.n.n: Ensure that it is installed

before the console is updated.
Migrating databases

When the console has been updated, open it again. A user must log in. The database
setup/installation wizard automatically opens.

Database setup wizard

The database setup wizard allows setting up and applying updates of the structure and content
of the configuration, alerts and keys databases.

For more information on installing the 7.2 environment, refer to section Updating Stormshield
Endpoint Security databases

When updating databases, all the users from the 6.0 console are migrated to the new
configuration database.
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@ WARNING

The console users' roles other than the main administrator role (shown in bold in the list
of users) will not be kept. All console users will have the public role in the 7.2
environment. The main administrator is required to create new 7.2 roles and to assign
users to these roles.

Migrating Stormshield Endpoint Security servers

After updating databases, you need to install a new 7.2 server, which is a "transition” server, in
order to continue the partial migration process.

Install the server as usual by using the Stormshield Endpoint Security setup and checking the
Server only option as the installation type.

Certificates must not be generated but imported from a 6.0 server from your environment.

© WARNING
The IP address of the server(s) must be a new one. It cannot be an IP address from a 6.0
server still listed in the console.

New 7.2 environment configuration

After the configuration of the databases and the installation of the transition server, restart the
console in order to configure the new 7.2 environment.

For more information on installing the 7.2 environment, refer to section Environment
configuration wizard.

Migrating 6.0 policies to the new configuration database

After configuring the console, you will be able to migrate policies and configurations created in
version 6.0 of Stormshield Endpoint Security. All settings from the different policies will then be
preserved.

© WARNING
Policies will no longer be related to agent groups. You will need to apply them to the
various elements of the directory as explained in the section Management Console
Configuration.

If there were several environments in 6.0, first select the environment which contains policies
to migrate.

Stormshield
Endpaoint Security

@ Intreduction

T — Environment selection

© Environment selection Please choose the source and destination environments for the migration:
Wizard overview

Migration
Legacy environment:

| Y]

MNew environment:

|En\ﬂronment1 v|
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Policies will not be removed from the 6.0 configuration database: they will be duplicated in the

7.2 configuration database and converted to the new format in order to match the new
7.2environment.

@ WARNING

There is no synchronization between 6.0 policies and policies converted to 7.2: if a 6.0
policy is edited after the migration, changes will not be reflected in the 7.2 policy.

Checking policies

Settings have been modified, added or removed between versions 6.0 and 7.2. It is thus
recommended to check the settings of the imported policies to be sure they are still relevant.

To find out these settings, refer to the table in section Checking policies in Complete migration.

These policies are displayed in a catalog above the directory.

@ WARNING

Full-disk encryption policies must keep the same algorithm and encryption type to avoid
decrypting and encrypting workstations again.

The new 7.2 environment is ready to be configured. Refer to chapter Management Console
Configuration for more information about setting up a 7.2 environment.

Application of changes to the environment

Once the transition server is properly related, deploy changes to the environment and finalize
the migration.

Dropping agent update files on the server

After applying changes to the environment and in order to allow agents to be updated, drop the

two files below in the patchs folder of the transition server (XXX is the version targeted by the
update]:

stormshieldagent win32 7.XXX.srh
stormshieldagent win32 7.XXX.sru

The server will then propose the update to the agents connected to the server.

6.0 environment configuration

After the 7.2 environment has been configured, the 6.0 environment can still be updated with a
6.0 management console.

To enable a selected 6.0 agent group to migrate, declare the transition server in the 6.0
configuration.

Creating a new agent configuration

You need to create a new agent configuration in the 6.0 console.
You do not need to configure anything in the configuration itself.

Before validating the configuration, remove the 6.0 server(s) in the Stormshield Endpoint
Security servers tab and then add a new server. This new server is actually the transition server.
Enter its IP address (in this case 192.168.128.10).
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193.168.128.233\EDDAS]

_181x|
R e et EJ & cditeur de configurations
2 & Bt T — .
EX] EYrr— 2
GonfigurationMigration Netification (Pop-up) @ on
Made de protection Normal
\warning

)17 Accés réseau temporaire
Aotiver 'accés temporaire & of
Durée de I'sccés (min) 5 I
Nombre daccsavtorisés 3
_________ Forts (protocole TCF) HTTF [BOLHTTFS [443]
09/10/2013 15:43:56 Ports (protocole UDP) DNS [53];DHCP [67-68]
09/10/2013 17:57:40

Date de démarrage: 01/01/1570 01:00:00

|| [+ serveurs Stormshieki
+=F 488

& Nom I Adresse IP
rveur de Migration 192.168.128.10

23k Gestionnaires
@ Surveilance des agents

@ Editeur de logs
B Licences

[ Observateur d'événements
% Enrdlement de piphéiques
7} Configuration de la console

Date Description

‘SkyRecon Management Console

Creating and configuring the "migration™ agent group

After validating the transition configuration, you need to create an agent group. This group
includes the workstations that need to be migrated.

Once you have created the group, apply the Agents transition configuration on it with the test
true and validate.

7¢) SkyRecon Management Console [admin = 192.168.128.223 \EDDAS]

=8|
Fichier Chiffrement Qutis 2
el e e s - Gestion des environnements >> Migration Agents Group
D & s T T ‘
- §F Poisaues de séours ldentfiarts | Poltiquss Corfigustions | Scrpts | Optons |
o f=Ttss
o 08 oo |
B} - Groupes dagents & (vl onfigurationMigration
T Al

Cidle 09/10/2013 154307
Modifié le = 09/10/2013 15:56:40

@ Rapports

3] Observateur d'événements
) Enedlement de péphéniques
|/} Configuration de la console

Date Description

SkyRecon Management Consele

This agent group must be configured with the policies and configurations already applied on
agents. If an agent had an encryption policy, the migration group must also contain this policy.
Itis possible to create several transition groups in order to migrate agents belonging to different
groups in 6.0.

Assigning the agents group to the 6.0 server

The created agents group must be assigned to the existing 6.0 Masters.
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") SkyRecon Management Console [admin = 192.168.128.223\EDDAS] =]

Fichier Chiffrement Qutls 2
| - Gestion des environnements >> Master 1 >>

£ Groupes dagents non-assignés

H D3
1 A& Groupes dagents assignés
R

Groupe d'agents de migration

 Rappons

[ Observsteur d'événaments
Ensdlement de pénphénques

[} Configuration de s console

Date Description

SkyRecon Management Console

Application of changes to the environment

Once the agent group has been assigned, deploy changes to the environment.

Updating agents

When changes are applied to the 6.0 environment, the migration process automatically starts.
Agents which must be migrated connect to the transition server after reconnecting to their 6.0
server.

The automatic and silent update is applied to agents. Users will be prompted to restart their
workstation.

You can set the reconnection time in the 6.0 Master server configuration which is assigned to
the transition agents group (Reconnection time setting in the transition server configuration in
the 6.0 console; the default value is 5 minutes).

Agents automatically apply policies configured in the 7.2 environment.

Checking version

To check whether the agent was successfully updated, open the agent interface by double-
clicking on the Stormshield Endpoint Security icon in the taskbar and check the version number
at the bottom right.

All updates, successful or unsuccessful, are recorded in the logs available from the interface.

4.2 Updating Stormshield Endpoint Security 7.2

4.2.1 Requirements

Saving databases

@ Note
The Stormshield Endpoint Security databases include:

- The configuration databases.
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- Log and monitoring databases.

- Encryption key databases.

@ Note

To back up your database in a directory other than the default directory (example:
.\Mssqgl\Backup), assign Read/Write rights to the security group

SQLServer2012MSSQLUserSNomDuServeurS$InstanceSQL.

Saving the configuration databases, encryption key databases and log and monitoring databases

To save the configuration or encryption keys databases, follow the steps below:
1. Close the management console.

2. Launch DbInstaller.exe located by defaultin (also directly accessible from the start
menu):

C:\Program Files\Stormshield\Stormshield Endpoint Security
Management Console\DBInstall

This will start the Stormshield Endpoint Security database management tool.

3. Select Configuration databases maintenance or Encryption key databases maintenance
(the log and monitoring databases cannot be backed up with the DBInstaller).

4. Click Next to open the window that establishes a connection to the Stormshield Endpoint
Security database.

Stormshield Endpoint Security

(9] Endpoint Security ‘m

& Introduction

< . Configuration database maintenance wizard
uper Admin

Tasks This wizard helps you back up, restore or update the Stormshield Endpoint Security
\iahdation database on your server, Please follow the steps carefully.

Maintenance

| Mext > ‘ | Cancel |

5. Select the Windows authentication or the authentication via the SA MSSQL account. You
must use an account with the sysadmin rights on the SQL instance on which SES is
installed.

6. Enter the IP address or the NetBIOS name of the database server. If there are several
instances, precise the one on which you want to perform the operation.
Example: [database IP instance]\SES.
Click on Next.
Below Operation type, click the Backup radio button.

Click =/ to select the backup filepath and enter a backup filename. Click Save. The backup
will be saved on the machine that hosts the database.

10. Click on Next.
11. A summary is displayed. Click on Next.
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12. Click Finish to complete the backup.

Download updates

Before updating Stormshield Endpoint Security, you must first download the update files using

the link provided.

@ NoTE

If you only wish to update the Stormshield Endpoint Security server, download only the
server update.

For any higher version of Stormshield Endpoint Security 7, there are six patch files to be
downloaded:

* Server:
° stormshieldserver win32 7.2xxX.srh
° stormshieldserver win32 7.2xxX.sru
* Console:
° skyreconconsole win32 7.2xx.srh
° skyreconconsole win32 7.2xx.sru
e Agent:
° stormshieldagent win32 7.2xx.srh

° stormshieldagent win32 7.2xx.sru

Explanations:
* The symbol xx corresponds to the update version number.
* Files with a .srh extension are patch headers.
¢ Files with a .sru extension are patch update files.
* Patch headers are used to authenticate patch files.

During the update process, files with the extension .srr and .srv are automatically generated by
the server and the agent. These internal files are necessary for the update process. You can
delete them at the end of the process.

4.2.2 Complete update

Update mode
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The console and the databases can be updated on demand.

For the console, click ? and select Check Update.

¥

Check Update
Help... F1

About...
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@ WARNING
The 7.2 management console uses .NET Framework n.n.n: Ensure that it is installed
before the console is updated.

For the databases, use the DBInstaller utility. Refer to Updating Stormshield Endpoint Security
databases.

For the server and the agent, the update modes can be configured from the management
console via the server configuration policy in Environment Manager > Server configuration >
[server configuration policy name] > Software Updates Settings.

The parameters for updating Stormshield Endpoint Security components are the following:

X Software updates
Frequency of update checks 03h00m00s
Updates download folder
Default update to deploy (ex: 7.2.23) Latest version

* Frequency of update checks:

This is the frequency (for example every 03h00m0O0s) with which the server and the agents
check if updates are available.

¢ Updates download folder:
This is local folder or Windows share where the updates are located.
¢ Default update to deploy:

This is the maximum number of the Stormshield Endpoint Security version applied to the
agents.

If you do not wish to use this parameter, select Latest version. Agents will automatically be
updated to the latest Stormshield Endpoint Security version.

If you wish to use a specific version, the agents will not be updated to a higher version than
the one selected.

Updating the management console
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To update the management console, follow the steps below:

1. Copy the console update files in the patchs folder located by default in the Stormshield
Endpoint Security server installation directory in:

C:\Program Files\Stormshield\Stormshield Endpoint Security
Server

2. On the console, click ! and select Check Update.
Check Update
Help... F1

About...

© WARNING
The SES 7.2 management console uses .NET Framework n.n.n: Ensure that it is installed
before the console is updated.

3. Adialog box opens to inform you that an update is available.
Click Yes to install the update.
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4. To update other consoles, follow the steps below:
° Start the consoles.

° Adialog box warns that the version of the database is not the same as the console
version. Select Yes to proceed.

° The update window opens.

(=) Stormshield Endpoint Security Management Console .
0

# Update consale information

The console must be updated Pleaze enter your zerver login information in order
to download the console update package

=) Update console information
Server IP Address Mot et
Conzole certificate file Mot et

Password

Cannect Cancel

° Update the following console information using ~/:

- Server IP address.

- Certificate file: Specify the path to the Console certificate file. This file protects
communications between the principal server and the console.

- Passphrase: Enter the password set when installing the server to prevent any illegal
use of certificates.

5. Click Connect. The management console opens:

@ WARNING

The version of the Stormshield Endpoint Security databases (configuration databases, log
and monitoring databases and encryption key databases) must match the console
version. If required, update databases.

@ NoTE

In the case of an update from a version previous to SES 7.2.09, make sure to verify the
policies and configurations applied to the Active Directory. From this version, the
Environment node contains the default policies whereas previously the policies were
applied to the Active Directory roots. For example, it is possible that an agent which is no
longer in the Active Directory applies the SES default policies after an update.

Updating Stormshield Endpoint Security databases
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Updating the configuration database

To update the database configuration, use the DBInstaller utility which is directly accessible
from the Start menu.

1. Launch DbInstaller.exe.
2. Select Configuration database maintenance. The following window displays.
3. Click on Next.
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Stormshield Endpoint Security

(@] ETI%MEETE? Security “

@ Introduction

5 : Configuration database maintenance wizard
uper Admin

Tasks This wizard helps you back up, restore or update the Stormshield Endpoint Security

Validation database on your server. Please follow the steps carefully.

Maintenance

4. Select the Windows authentication or the authentication via the SA MSSQL account. You
must use an account with the sysadmin rights on the SQL instance on which SES is
installed.

5. Enter the IP address or the NetBIOS name of the database server. If there are several
instances, precise the one on which you want to perform the operation.
Example: [database IP instance]\SES

6. Select Update. Click on Next.

7. Check information. Click on Next.

8. Wait until the update process is completed. Click Finish.
Updating the log and monitoring databases

1. Itis recommended to have at least 1.5x the size of the log and monitoring database (.mdf
files) available on your machine.

1. Launch DbInstaller.exe.

2. Select Log and monitoring databases maintenance.

3. Follow the same steps as those in Updating the configuration database.

If you use the Professional Edition package, the update process is over.

If you use the Secure Edition package, refer to Updating the encryption key databases.
Updating the encryption key databases

If you use the Secure Edition package, follow the steps below:

1. Launch DbInstaller.exe.

2. Select Encryption key databases maintenance.

3. Follow the same steps as those in Updating the configuration database.
The update process is over. You can now use the management console.

You can now update the Stormshield Endpoint Security server and agents.

Updating the Stormshield Endpoint Security Server
To update the server, follow the steps below:

1. Copy the server update source files in the patchs folder located by default in the
Stormshield Endpoint Security server installation directory in:
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C:\Program Files\Stormshield\Stormshield Endpoint Security
Server

2. The server will automatically update according to the settings defined in Environment
Manager > Server Configuration > Software Updates Settings.

3. When the Stormshield Endpoint Security server begins the automatic update, the
updater.sro file appears in the patchs folder.

The update runs in background mode and takes about five minutes.
When the update is completed:
° The updater.sro file is removed.

° The log.txt file is created in the Log folder which is located at the root of the
Stormshield Endpoint Security server.

° The server also sends updates to the others servers. The additional servers share the
same update process as the principal server.

4. Reboot the server on which server updates are installed. The reboot can be postponed but
the update of the Stormshield Endpoint Security server service (srservice.exe) is
required.

@ Norte

The configuration of the Apache server is not updated when the Stormshield Endpoint
Security server is updated from a version previous to 6.0.18 or 7.2.06. You can manually
apply updates by executing «skyapache.exe --update» located in Program
Files\Stormshield\Stormshield Endpoint Security Server\Apache\conf
from an administrator command line. The former configuration files are renamed
httpd.conf.old and ssl.conf.old. Restart the Stormshield Endpoint Security server to apply
these modifications.

Updating the Stormshield Endpoint Security agent
There are two ways to update the Stormshield Endpoint Security agent:
¢ Automatic update.
¢ Manual update.

Auto update

Copy the agent update files in the patchs folder located by default in the Stormshield Endpoint
Security server installation directory in:

C:\Program Files\Stormshield\Stormshield Endpoint Security Server

@ NotE
If an agent connects to an additional server, the server will download the updates from
the principal server in order to distribute them to the connected agents.

If the version of the update available in the server directory is lower or equal to the limit
specified in the static agent configuration or in the server configuration (if there is no limit
specified in the static agent configuration], agents will download the update and install it
automatically. The user does not need to do anything.

The update is applied only after the agent has been rebooted. However, Stormshield Endpoint
Security continues to protect the computer until it reboots.
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Manual update

@ WARNING
The agent must be able to connect to the Stormshield Endpoint Security server to be
manually updated.

To manually update the server, follow the steps below:

1. Check the agent version by opening the version. sro file located in:

C:\Program Files\Stormshield\Stormshield Endpoint Security
Agent\Srend.exe

2. Rename the update file by changing the version number to match the agent version
currently installed.

For example, if you are updating from version ¢.2.01 to version 7.2.08, rename the update:

° stormshieldagent win32 7.208.srh with stormshieldagent win32
7.201.srh

° stormshieldagent win32 7.208.sruWith stormshieldagent win32
7.201.sru

3. Copy the agent update files in the patchs folder located by default in the agent installation
directory in:

c:\Program Files\Stormshield\Stormshield Endpoint Security
Agent\

4. To update immediately, force the agent to connect to the server:

i

° Right-click the Stormshield Endpoint Security @ icon in the taskbar.
° (o to Other operations > Reconnect to server.

A notification and a message in the Stormshield Endpoint Security agent's user interface will
be displayed when the update is completed.

Changes made to the agent will be applied after reboot.

5. Reboot the computer when receiving the reboot notification issued when the update is
completed.

4.2.3 Partial update
This partial update mode makes it possible to gradually update a pool of SES agents from an
older 7.2 version to the latest 7.2 version.
To perform a partial update, you will need:
» Anew computer (new IP address] for the transition server,
¢ Anew SQL database instance.
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@ WARNING
We recommend that you back up each database before updating, as explained in the

Requirements section; The DB Installer database maintenance utility allows backing up
configuration and key databases with the maintenance menus.
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Actions keys
L-GJ Required %
Ll:'J Recommended |0‘ Do net deploy changes before the end of step 4
@ Automatic U‘ Save databases
|U Install a new SES 7.2 management console
(Keep a functional 7.2 console on the environment)

U‘ Save the 7.2 configuration tables via DB Installer

|U Create a temporary database instance and restore the configuration tables in the temporary
instance

Install a new SES 7.2 server
1)
(a new IP address is required and certificates must be imported from a 7.2 server)

Actions
: i yianil

|“ Launch the 7.2 console, enter ID (same ID as previous 7.2)

|°| Launch DB Installer

|0 Update databases

\u\ 7.2 console launched with the Administrator account ‘

U‘ Check policies settings

3 Actions
Q _ |u‘ Launch the 7.2 console

U‘ If full-disk encryption has been applied to agents, encryption polices must keep the same operating mode and key
size to avoid decryptionfencryption of the workstations

U‘ Add and configure the transition server in the 7.2 environment

u‘ Remove all other assigned servers

‘ul Synchronizing 7.2 environment

|0| Drop agent update files on 7.2 server

Actions

4
\0\ Launch the 7.2 console by connecting to the temporary SQL instance

a ‘u‘ Add and configure the 7.2 transition server in the SES servers list

‘u Create a new static agent configuration, update to version 7.2 must be allowed

u Assign the static configuration to agents

U_ Assign the transition server to agents

0\ Synchronizing 7.2 environment

Actions
a Agents apply the update

u Agents apply 7.2 policies

g Check the update

Actions
‘0‘ Drop server update files

|°| Apply the update

|0| Check the update

0 Restart the host computer
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Backing up the older environment

Save the current 7.2 environment on a new temporary database instance in order to keep the
environment running during the whole update process. The current database instance will be
updated to the new 7.2 version.

To back up the database, use the DB Installer utility:

1. Run the Configuration database maintenance menu.
2. Choose the Backup option.

Creating and configuring the new temporary database instance

You need to create a new temporary database instance in order to manage the section of the
pool that has remained in the older version of SES. To do so, you can use the DB Installer to
restore the configuration database that was backed up in the previous step.

This temporary database will be used to manage agents which remain in the older version so
that they can be updated gradually to the new 7.2environment.

To do so, you can use the setup.exe installation file in the new version by selecting all the
options except certificate generation as you will need to reuse the same certificates as those
used in the older environment.

1. Connectto the temporary database instance with DB Installer,
2. Run the Configuration database maintenance menu.

3. Choose the Restore option and select the backup file from the previous step.
You may delete the temporary database when all the agents have been updated to the new
7.2 version.

Log on with a console that has remained in the older version on this new database,
5. Check that it has been properly restored,

Deploy the changes in the environment (which has not yet been updated) with the new
database; this will allow you to manage servers and agents that have remained in the older
version.

Setting up the new version of the 7.2 environment
Updating the management console

© WARNING
At least one management console must be kept in the older version to keep an
operational environment for agents that have remained in the older version.

The partial update process starts with the installation of one or more management consoles
with the new 7.2 version. To install management consoles, you can either update the consoles
or install a new console.

Updating

This option consists of using the console update mechanism by dropping the two files below in
the patchs folder of the SES server (XXX being the current version):

skyreconconsole win32 7.XXX.srh

skyreconconsole win32 7.XXX.sru
Once these files have been dropped:

1. Run the console again as an administrator (administrator privileges are required for the
installation of the update],

2. Click on the "?" menu,
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3. Select the search for updates,
4. Accept the suggested installation.
New installation

Install the console as usual on a new workstation by using the SES setup and checking the
Console Only option as the installation type.

If you are installing a new console, you need to import the console certificate from the older 7.2
environment.

Installing the transition server

To carry on with the partial update process, you need to install a new 7.2 server, which will be a
transition server.

Install the server as usual by using the SES setup and checking the Server only option as the
installation type.

Certificates must not be generated but imported from the older 7.2 server in your pool.
@ WARNING

The IP address of the transition server must be a new one. It cannot be an IP address
from a server still listed in the console.

Updating databases and configuring the 7.2 environment

© WARNING
Do not click on Deploy to the environment before the end of this step.

Once the transition server has been installed, use the 7.2 console to connect to the original
instance (which will be updated). The DB Installer database maintenance utility automatically
opens. It allows setting up and applying updates to the structure and contents of the
configuration, alerts and keys databases. Proceed with the database update.

For more information on installing the 7.2 environment, refer to section Updating Stormshield
Endpoint Security databases.

Configuring the newly updated 7.2 environment
Setting up the transition server

When all update steps are completed, restart the console in order to add the transition server to
the list of available SES servers for the new 7.2 environment. Then configure the server:

1. Add the transition server to the list of servers for the environment.

2. Assign the server's configuration policy to it and confirm in order to view it in the list of
available servers.

3. Link it to the environment so that it becomes "global server".

4. Delete all other assigned servers.
You must keep only the transition server in the list of SES servers for the updated 7.2
environment. Only servers that have already been updated to the latest 7.2 version must be
listed in this environment.

5. Deploy changes in the environment and finalize the update.

Dropping agent update files on the transition server

To update agents, drop the two files below in the patchs folder of the transition server (XXX is
the new version):
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¢ stormshieldagent win32 7.XXX.srh
e stormshieldagent win32 7. XXX.sru

Configuring the 7.2 environment that has remained in the older version

After the new 7.2 environment has been configured, the older 7.2 environment can still be
updated with a management console that has remained in the older 7.2 version.

In order to update targeted agents:

1. Connect to the temporary SQL instance with a management console that is still in the older
7.2 environment.

2. Next, add the 7.2 transition server to the list of SES servers.
3. Configure it by applying a server configuration policy.

€ NotE
From version 7.2.22 onwards, the 7.2 server will not apply what a console in a lower
version may send to it.

Creating a new agent configuration

Create a configuration to inform agents to get updated:

1. Inthe console that manages the environment that has not yet been updated, create a new
static agent configuration. This configuration must allow agents to update to the new 7.2
version.

2. Apply this configuration to the targeted agents.
Assigning the transition server to agents
After the static configuration has been applied to agents:

1. Assign the transition server to them by linking the server to the group of agents, an Active
Directory group or an organizational unit that contains agents that need to be updated.

© WARNING
Do not assign the transition server to organizational units, Active Directory groups or
agent groups that do not have static configurations allowing updates to a 7.2 version.

2. Deploy changes to the environment.

Updating agents

When changes are deployed to the older environment, the update process automatically starts.
Agents that must be updated connect to the transition server after reconnecting as usual to
their server which has remained in the older version.

The update is applied automatically and transparently to agents when they connect to the
transition server. Users will be prompted to restart their workstation.

Agents automatically apply policies configured in the new 7.2 environment.
Checking versions

To check whether the agent was successfully updated, open the agent interface by double-
clicking on the SES icon in the taskbar and check the version number at the bottom right.

All updates, successful or unsuccessful, are recorded in the logs available from the interface.

Updating SES servers

When all agents are in the new 7.2 version, the server(s) can be updated.
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Updating
To update servers, drop the two files below in theirpatchs folder (XXX is the new version]:
¢ stormshieldserver win32 7.XXX.srh

e stormshieldserver win32 7. XXX.sru

After these files have been dropped, the server will update independently after the period
defined in the Frequency of update checks setting in the server configuration.

You can also drop these two files in the folder defined in the Updates download folder
parameter during the configuration of the server. You need to create a file named version.sro
which only contains the version number of updates to download, in a “7.223” format.

@ WARNING
Do not update the last server to the updated environment as long as there still are agents

that are not yet in the updated version of the environment.

Checking versions

During the server update, the file update.sro is created in the patchs folder of the server. The
file is deleted at the end of the configuration.

To check the server version, open the version.sro file in the conf folder. You can also see the
server version in the Dashboard > Software logs panel of the management console. Look up the
log with the status 'SERVER VERSION'.

Restarting
After the update has successfully completed, restart the machine hosting the server in order to
update the service of the SES server (srservice.exe).

Updating the server to the updated version of the environment

After the server(s) has/have been updated and restarted:

1. Run the new 7.2 management console again,
2. Add the newly updated server(s) to the updated environment,
3. Deploy changes in the environment.

Deleting the temporary SQL instance and the transition server

Once changes have been applied to the new 7.2 environment containing all servers, and once
all agents have been updated, you can uninstall the temporary SQL instance.

Before deleting the transition server, ensure that all agents updated to the new 7.2 version are
able to communicate with another server if their servers do not respond:

1. Inthe 7.2 environment, at least one server updated from the pool with the older 7.2 version
must be configured as the global server (linked to the environment]). This server must be
linked to the same agents as the transition server.

2. Deploy changes in the 7.2 environment.

3. In the Monitoring > Agents panel, check that all agents in the pool are there and have been
updated: the column Agent version for all agents must display the value of the new 7.2
version.
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5. Management Console Configuration

5.1 Getting started with the console

5.1.1 Connection with an internal account

To start the management console, select Start > Programs > Stormshield > Stormshield
Endpoint Security or double-click the management console icon on the desktop:

1. Choose SQL Server authentication in the Authentication field.
2. Enterthe login and password.
3. Click Connect to access the management console.

O Stormshield Endpoint Security Management Console-
Legon settings
SQL server instance: |S1—SSO—WZK‘I 2\SES v|
Authentication: |SQL Server authentication v|
Legin: |admin |
Password: |uuuuuuuuu |
| Connect | | Cancel |

5.1.2 Connection with a Windows account

To connect to the Stormshield Endpoint Security management console with a Windows account,
you will need to configure the account in the Users section of the console first. Refer to the
section "Monitoring" section for help on creating a Windows user.

To start the management console with a Windows account:

1. Choose Windows authentication in the Authentication field.
2. Enter the login with the format user@domain or domain\user.
3. Click Connect to access the management console.

@) Stormshield Endpoint Security Management Console-
Logon settings
SOL server instance: |S1-SSO-W2K12\SES V|
Authentication: Windows authentication
Login: |user1@domain1 |
Password: sssssssssssssensne |
| Connect | | Cancel |
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5.2 Console overview

5.2.1 "Environment Manager” section
The Environment Manager section is used to manage policies on an internal directory or an
Active Directory (domain or forest).
This area manages:
° Policies (security, encryption).
° Configurations.
° Tests and actions.

° Application of policies and configurations on the Active Directory or internal directory
objects.

° Server assignment to agents.

° Agent logs configuration.

Deploy to the envircnment

# Environment Manager

[@. Servers
'@' Policies

Environment
E% Log Manager

Policies
Policies are handled in three stages:

1. Policy creation:

Click on the * button to create a new policy, on the & button to import one or more

policies or onthe * button to duplicate an existing policy.
Types of policies are:

 Server configuration: Stormshield Endpoint Security server configuration policy (mandatory
for each server). For more information, see chapter Stormshield Endpoint Security Server
Configuration

¢ Dynamic Agent Configuration: conditional configuration policy of agents deployed on
workstations. For more information, see chapter Stormshield Endpoint Security Agent
Configuration.

* Static Agent Configuration: enables choosing five scripts remotely executable via a
challenge and limiting the agent update. For more information, see chapter Stormshield
Endpoint Security Agent Configuration.

* Encryption: full disk encryption, secure file removal and swap cleaning policy. For more
information, see chapter Encryption .

e Script: Creation and implementation of your own scripts. For more information, see chapter
Scripts.
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¢ Security: control policy for system behavior, applications, device management, network
access, wireless network security and kernel components. For more information, see
chapter Security Policies

© NortE
Default policies are created when installing Stormshield Endpoint Security for Dynamic

Agent Configuration, Static Agent configuration and Security. They apply to each principal
node of the domain and cannot be removed. They appear in italics.

@ Note
To rename a policy, including default policies, press F2.

2. Policy configuration:
The policy edition panel is displayed on the right of the console.
The policy version is displayed between brackets in the title of the policy edition panel.

While a policy is edited, a lock icon and the name of the user currently editing the policy are
visible by other users connected to the console at the same time. These users will not be
able to edit the policy.

Only administrators with the User Manager privilege can break an existing lock. In this case,
the user whose lock has been removed will not be able to validate changes. An error
message will inform him that the policy has been validated by another user. However, he
will still be able to export his policy to keep changes that he made locally. To access an up-
to-date version of the policy, he will need to use the Cancel changes button or refresh the
console’s Active Directory tree.
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Deploy to the environment

~ Environment Manager

(B Servers
@) Policies
Environment
[% Leg Manager

+ Monitoring

£

Console Manager

<

Devices

5P malge AT

=) Policies
—IE Server Configuration
P [E Server 1
+13 Dynamic Agent Configuration
+13 Static Agent Configuration
w0 Security

%o Encryption

L& Script

. [T Script Resources

|:r,P Files Deployment

° Policy export:
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& POLICIES / SERVER CONFIGURATION / Server 1 (Version: 1)

MNumber of events per mail
¥ Encryption
Decrypt data at uninstallation
Start date of allow uninstall
End date of allow uninstall
SAL server instance
Database password
X Software Updates Settings
Check update interval

[ Checkln = Undo CheckOut X Export 2 Import
Policy |
£ Agent connection management
MNumber of simultaneous connections 100
Maximum number of handled clients 1000
Token refresh time (sec.) 300
Reconnection time (sec.) 300
Logs upload period (sec.) 1800
Minimurn agent version allowed Mot limited
Maxirmurn agent version allowed Mot limited
£ Log Monitoring Configuration
50L server instance 192.168.129.252\5E5
Database password R
Reporting language English
£: Syslog Configuration
Address/Hostname
Port 514
Protocol Udp
Facility 0 ~ kernel messages
Severity 0 ~ Emergency
E4 SMTP Configuration
From
To
SMTP server
Subject

10

1 Disabled

13/07,2018 00:00:00
13/07,/2028 00:00:00
192.168.129.252\5E5

]

03h00m00s

You can export a policy into a file in order to store its configuration. The Export button is
available at the top of the policy edition panel. The generated file has the .sczp
(Stormshield Console Zipped Policy] or.scep (StormShield Console Exported Policy)

extensions.

A security policy uses external resources (identifiers and digital signature certificates. For
more information, see chapter Security Policies). As such, simply exporting settings is not
enough, unlike other policies. Two options are suggested when exporting the security

policy:

* export the policy only: allows exporting only the policy settings, without including the
various identifiers that the policy uses. The policy must be imported into the same
environment and the identifiers used in the policy must not be removed from the console in
the interval between the export and import.

* export the policy with its resources: allows creating a full backup of the policy with the
identifiers and certificates used in the applicative rules. The policy will be exported in SCZP

format.

° Policy import:

. N
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Itis also possible to import a policy. The Import button is available at the top of the
policy edition panel. For more information, refer to the section Importing security
policies.

Itis also possible to import policies exported by a previous version of StormShield (from
version 6.0 onwards]). The extension of exported policies is .scep.

A conversion is required because of format differences between versions. A dialog box
reminds the administrator of the version of the imported policy and the expected one. After
the conversion, a report is displayed. It contains:

° The settings which became obsolete.
o The new settings (with the default values).

° The number of dependencies on other policies, which may have been lost if the other
policies are missing.

° Errors on settings.
o The success or failure of the conversion.

When the conversion is complete, it is still possible to cancel the policy import. If the
conversion is validated, a file containing a copy of this report is recorded in the user
directory for future reference (the complete path is displayed in the console log).

When an action, test or script is imported, some references may be invalid or missing. Such
references are displayed in red and must be resolved before checking in the policy.

3. Policy application:

Policies must be applied to Active Directory or internal directory objects displayed in the
Environment menu of the Environment Manager section.

To apply a policy, select the object on which you want to apply the policy. Select the
Policies linked tab and select a policy.

Click Deploy to the environment to update servers.

Active Directory environment management

In Active Directory mode, when an object is selected in the Active Directory tree view, Policies
linked, Servers and Group tabs are displayed on the right of the console.

For more information about the Policies linked and Servers tab, see sections Exporting agent
groups and Servers tab.

Active Directory environment tree view

Stormshield Endpoint Security servers, whether or not they belong to the Active Directory, are

. . 5
listed in the [ Servers

The Active directory tree view enables viewing the organizational units of the domain or forest
selected when installing Stormshield Endpoint Security, as well as the Stormshield Endpoint

Servers panel .

Security groups. Organizational units are shown with the icon D3| domain nodes with the icon

‘O and Stormshield Endpoint Security groups with the icon .

You can also display computers belonging to organizational units by clicking -
In the tree view, computers appear with different icons:

: Stormshield Endpoint Security server

o O, computer on which the Stormshield Endpoint Security agent is installed
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. = : computer on which the Stormshield Endpoint Security agent is not installed
Stormshield Endpoint Security group management

You can apply policies to Active Directory groups rather than to organizational units.

If a computer or Stormshield Endpoint Security group belongs to a Stormshield Endpoint
Securityparent group, policies of the parent group apply. A computer or Stormshield Endpoint
Security group can only belong to one Stormshield Endpoint Security parent group. The Group
tab allows viewing the parent of each Stormshield Endpoint Security group.

For more information about the Group tab, refer to Group tab.
Stormshield Endpoint Security groups do not inherit policies applied to the organizational unit
in which they have been created.

To select groups, click ™= . The window Active Directory Groups opens.

() Stormshield Endpoint Security Management Console -
NI Active Directory Groups

Searchin:

|AII Active Directory v | | Browse

storm™

Search Result (Max 50 results):

sshield.test/FRANCE/Paris/STORM_GROUP_PARIS
sshield?.test/FRANCE/Lyon/STORM_GROUP_LYON_A
sshield1.test/FRANCE/Lyon/STORM_GROUP_LYOM_B
[[] sshield1.test/FRANCE/STORM_GROUP_FRANCE_B

[] sshield1.test/Stockage politique/storm europe

[] sshield1.test/Stockage politique/storm monde
[[] sshield1.test/Hardware/Desktop/storm1 v

Stormshield Endpoint Security Groups :

sshield1.test/550,/ Test-550
sshield.test/FRANCE/Lyon/5TORM_GROUP_LYON_A
sshield.test/FRANCE/Lyon/STORM_GROUP_LYOM_B
sshield.test/FRANCE/Paris/STORM_GROUP_PARIS
sshield1.test/FRANCE/Metz/STORM_GROUP_METZ

| oK | | Cancel |

1. Inthe Search in field, select the Active Directory part containing the searched groups using
the drop-down list or the Browse button.

2. Inthe Search field, enter the full name or the first few letters of the searched groups.

3. The search results appear in Search Result. Check the groups to be displayed in the tree
view.

4. Click on OK.

€ NotE
Only groups created in an organizational unit are displayed in the Active Directory tree
view.

When groups are selected in the console to appear in the Active Directory tree view of the
Environment Manager section, they become Stormshield Endpoint Security groups.

Group tab

The Group tab is displayed when a Stormshield Endpoint Security group or a computer is
selected in the Active Directory tree view of the Environment menu. Itis divided into two parts:
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the Parent Groups panel and the Group Members panel.

N Environment 1 / Active Directory / sshield1.test / 550 / Test-550

Pelicies linked | Group

[ Parent Groups
sshield 1. test/FRANCE/Lyon/STORM_GROUP_LYOMN_A

3 Group Members

sshield1.test/550,/C10-550-W10K64
sshield1.test/550,/C14-550-W10K86
sshield1.test/550,/C19-350-IMSIDER
sshield.test/S50/C3-550-W7x64

To consult characteristics of another Stormshield Endpoint Security group of the Parent Groups
or Group Members list, click on the group from the Group tab. It is highlighted in the Active
Directory tree view of the Environment menu.

Internal directory environment management
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In internal directory mode, when an object is selected in the directory tree view, Group, Policies
linked and Servers tab are displayed on the right of the console.

For more information about the Policies linked and Servers tab, see sections Policies linked tab
and Servers tab.

Internal directory environment tree view @l

Stormshield Endpoint Security servers, whether or not they belong to the internal directory, are

listed in the Stormshield Endpoint Security servers panel [ servers

The internal directory tree view shows the agent groups represented by the icon =

N . I .
To add an agent group, click to create a new one or T to duplicate an existing group in
the tool bar above the directory view.

An internal directory can be renamed if it is not currently being edited by another user.

Create as many internal directories as you need by right-clicking the tree view environment
node. However the directories cannot have Stormshield Endpoint Security servers in common.

You may consider using several internal directories only if rules by IP addresses or NetBios
names do not allow handling agents precisely enough.

Managing agent groups

Agent groups are defined by two rule types: rules based on IP addresses and rules based on
NetBios names. You are allowed to add, remove and rename agent groups.

Rules based on IP addresses allow defining:

e standard addresses (IPv4).

e address ranges (defined by a start address and an end address).
e subnetworks (defined by a subnetwork IP address and a mask]).
Rules based on NetBios names allow defining host names:

e standard names can contain letters (a-Z, A-Z}, numbers (0-9) and hyphens (-] but no space
character or period (.).

l ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE -V 7.2
STORMSHIELD 5. MANAGEMENT CONSOLE CONFIGURATION

* names cannot contain only numbers.

* the following characters are not authorized: * '@ #$ %~ ()=+[]{}\|;:."#,=@[\].
e the maximum length is 15 characters.

e the asterisk (*] can be used as a wildcard.

Importing rules in agent groups

You can directly import an IP- or NetBios-based list of rules from a CSV file.

It must be a valid CSV file with two columns. The first column shows the value (IP, IP range,
subnetwork or NetBios name). The second column shows the (optional) description of the rule.
IP- and NetBios-based rules cannot be contained in the same file.

The CSV file must be exported with semicolons as the separator character and quotation marks
as delimiter and escape characters.

CSV data Interpretation
COLUMNS: IP/COMMENT IP COMMENT
192.168.0.1;IP 192.168.0.1 IP
192.168.0.5-192.168.0.50;IP range 192.168.0.5- IP range

192.168.0.50

192.168.1.0/24;subnet mask 192.168.1.0/24 Subnet mask
192.168.2.0/24;" network™"r&d"™™ 192.168.2.0/24 network "r&d"
192.168.3.0/24;"accounting service; RH 192.168.3.0/24 accounting service; HR
network” network

Moving rules between agent groups

Use the Move to button in the IP or NetBios configuration rules to move them in another group.
Both groups must be checked out.

Then, check in modifications in both groups.

Exporting agent groups

You can export a group into a file in order to store its configuration (IP- and NetBios-based list of
rules). The Export button is available at the top of the rule edition panel. The generated file has
the SCEC extension (Stormshield Console Exported Configuration).

Importing agent groups

Itis also possible to import a group. Create a group first. The Import button is available at the
top of the rule edition panel. The expected file is the one generated by the console during
export, i.e. the SCEC file.

Managing ranks of agent groups

Groups' ranks can be modified in the internal directory node panel.

1. Click the Internal Directory node.

2. In the right panel, click the tab Agent groups ranks and then click Check out.
3. Use the arrows to change the rank.

An agent belongs to the first group in which it matches a rule (IP matching the agent IP, agent IP
matching the IP range, agent belonging to the subnetwork or NetBios name matching the agent
name).

The directory contains all the agents which do not belong to any group.
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Managing multi-console edition

A'lock system guarantees data integrity when several users edit the agent groups configuration
at the same time.

There are two types of locks:
e Directory lock: prevents ranks from being edited and adding/removing agent groups.

e Agent group lock: prevents editing of agent group names and manipulation of its data (IP
addresses, IP address ranges, etc.).

When User A is editing the directory, User B cannot edit group ranks or add/remove agent
groups at the same time.

When User A is editing an agent group, User B cannot edit the same group at the same time, i.e.
edit the group name or data.

Moreover, when User A locks the directory, User B cannot edit the agent groups of this directory.
User A can continue editing any agent group.

Finally, when User A locks an agent group, User B cannot edit the directory but he/she can edit
other agent groups (not locked).

While User A is editing a directory or agent group, a lock icon appears for other users indicating
that the directory or agent group is currently being edited and the name of User A is shown
between brackets next to the name of the edited element.

Stormshield Endpoint Security servers management

All Stormshield Endpoint Security servers are listed in the Stormshield Endpoint Security
servers panel. This menu indicates the status of each server.

Itis possible to define other IP addresses for each server (agent synchronization IP). This way,
agents contact them via an IP address different to the one used by the console for updates.
This panel also enables choosing the server configuration policy to apply to each server.

Each server can belong to only one internal directory and/or Active Directory.

The directories to which a server belongs (if any] is displayed in the Directory column and is
read-only.

When the Stormshield Endpoint Security administration console relies on an Active Directory, it
is possible to add one or more internal directories to complete agent management.

It is thus possible to manage agents (whether they are in the Active Directory or not) through
their IP address or NetBIOS name.

If you need to manage two agents with the same IP address and/or NETBIOS name in an internal
directory, you have to create a second internal directory and assign a dedicated server to it.

Be careful to take into account this difference when installing agents. Each agent must be
installed with the package generated by one of its assigned servers.

After a server has been assigned to a directory (internal or Active Directory) and has been
synchronized, it must not be reassigned to another directory to avoid directing agents from the
former directory to the new one.

Policies linked tab
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The list of policies assigned to the environment, to a directory, to an Active Directory object or to
an agent group is displayed by policy type.
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Policies linked | Servers

=1 & Dynamic Agent Configuration - 1 link

+4dd XRemove ¥ t+ 3 F
Link order | Condition Policy Name Inherited from

i (true) DefauttDynamicAgentPolicy 52 Environment 1

I [ Static Agent Configuration - 1 link
+Add XRemove ¥ + 4 F

Link order | Condition Policy Name Inherited from

i (true) DefaultStaticAgentPolicy 52 Environment 1

B T security - 1 link
+Add XRemove ¥ + 4 F

Link order | Condition Policy Name Inherited from

i (true) DefaultSecuntyPolicy 52 Environment 1

& 9 Encryption - 0 link
+Add XRemove ¥ + 4 F

Link order | Condition Policy Name Inherited from

Bl O Seript - 0 link

+Add XPRemove ¥ t+ 4 3

Link order | Condition Policy Name Inherited from

You can select an application condition for each Dynamic agent configuration, Script and
Security policy. Tests created in the Script Resources folder are available in the listed
conditions. For more information about tests, refer to Tests.

To set a policy priority order, use the arrows at the top of the panel. To change the order, the
object on which policies are directly applied must be selected in the Active Directory tree view.
These policies are displayed on a white background.

For each policy type, the agent applies the first policy satisfying the condition. For each policy
type, if listed policies have similar conditions, only the first policy is applied. The following
policies are crossed out in the list.

In the Active Directory, if some policies are applied to computers, Stormshield Endpoint Security
groups, organizational units and domains at the same time, then the checking order of policies
to apply is:

* computer

e Stormshield Endpoint Security group and Stormshield Endpoint Security parent groups
e organizational unit and parent organizational units

e domain

* environment

For each policy type, if no condition is matched, the default policy assigned to the domain
applies to Stormshield Endpoint Security agents.

In the internal directory, the policies applied are the policies of the group to which the agent
belongs, if they are defined.

If some policy types are not defined in the agent group, the policies applied are the default
policies defined at the environment root.

© WARNING

If there are policies defined in several agent groups, the policies of the first group to which an
agent belongs apply for this agent, whatever the rank of its group. If policies are defined in
groups which rank is superior to the group of an agent, they will not apply to this agent.
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Servers tab

This tab enables the selection of servers to assign to a directory, organizational unit or agent
group. The Stormshield Endpoint Security server set up during the installation procedure is
assigned by default to the environment.

Servers assigned in the Servers tab distribute policies to agents and receive logs from the
agents.

Aload balancing system defines the choice of the server by the agent. To better distribute the
agent load among the servers, an agent connects to a server randomly selected among those
assigned at the closest hierarchical level of organizational units in Active Directory mode. In
internal directory mode, the only hierarchy is the directory itself which is considered as above
the agent group.

In case the server to which the agent connects cannot be reached, the agent turns to another
server within the same level (organizational unit or agent group). In the same way, if a server
rejects an agent because it is overloaded, the agent is redirected to another server within the
same level. Finally, if all servers of the same level are overloaded, the agent forces the
connection to an overloaded server. The latter cannot reject the connection and a log message
is sent to notice the administrator of the servers overload.

In Active Directory mode, when all servers of the hierarchically closest OU cannot be reached,
the agent selects the server from the next OU, until no more OUs contain servers.

In internal directory mode, when all servers of the agent group cannot be reached, the agent
selects the server among the servers assigned to the directory itself.

For the Active Directory and the first internal directory, if no server is available, the environment
server(s) will be used.

If there are any other internal directories, the servers linked to the directory itself only will be
used.

As soon as a server configuration policy has been assigned to them, Stormshield Endpoint
Security servers listed in the Stormshield Endpoint Security servers panel of the environment
appear in part Available servers.

If a server is already assigned to another directory, it will not be available. The line is grayed out
and it is not possible to link the server to an object.
Click ¥ to add an available server in the list of assigned servers.

2. Use the arrows to change the order of assigned servers. Agents communicate in priority
with the first server of the list. If the server does not respond, the agent tries to connect to
the following servers.

N Environment 1 / Active Directory

Policies linked | Servers

IE Available servers

+
Server name Policy Name Server address
\51-550-W2K12 Server 1 192.168.128.69

(08 Assigned servers

x 3 & T 7
Rank | Server name Policy Mame Inherited from

1 \S51-550-W2K12 Server 1 Environment 1
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For more information on communication between servers and agents, see section Deploying
policies on agents and collecting logs.

3. Ininternal directory mode, if a server is not assigned to any agent group, a message is
displayed and indicates that the application of changes to the environment is not possible
as long as the server is not assigned or removed.

4. If you remove a server from the console, ensure that you shut down or uninstall the server
to avoid disrupting agents.

Log Manager

The Log Manager menu is used to customize log messages and Stormshield Endpoint Security
agent notifications.

Itis used to select where logs will be reported:

e Agentevent logs (user interface].

* Pop-up window.

¢ Database.

 Third application (Syslog or SMTP).

Logs are systematically written into the local log file.

For more information, see the section Log Manager.

5.2.2 "Monitoring” section

The Monitoring section is used to manage and monitor the elements below:

* The dashboard.

¢ The agents.

* The Software logs sent by the agents.
* The System logs sent by the agents.
* The Network logs sent by the agents.
* The Device logs sent by the agents.

¢ The reports.

Deploy to the envirenment

+ Environment Manager

#  Monitoring
{7y Dashboard
Agents
[ Software Logs
[Ep System Logs
[F5. Metwork Logs
[EA Device Logs
il Reporting

v+ Console Manager

v Devices
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Dashboard

The administrator can see the status of all the agents in the Dashboard menu, thanks to various
indicators. This panel allows a quick overview of the information sent by all the agents when
opening the console.

For more information, see Dashboard.

Agents

This menu provides the administrator with a clear and global view of the agent status to check
the versions of policies and agents.

For more information, see Agent monitoring.

Software Logs
The Software logs menu displays any activity of the agents related to their action on client and
server workstations.

System Logs

The System logs menu displays any activity of the agents on client and server workstations
related to the protection of the operating system and the corresponding reaction of the
Stormshield Endpoint Security agent.

Network Logs

The Network logs menu displays any activity of the agents on client and server workstations
related to the protection of the network firewall part and of the intrusion detection system and
the corresponding reaction of the Stormshield Endpoint Security agent.

Device Logs

The Device logs menu displays any activity of the agents on client and server workstations
related to the devices control and to the WIFI and the corresponding reaction of the Stormshield
Endpoint Security agent.

Reporting

The Reporting menu displays real-time and historical reports. These reports are used to collect
and consultinformation on:

e Agents.
e Servers.
e Policies.

¢ Configurations.
e Removable devices.
e Licenses.

For more information, see Stormshield Endpoint Security Reporting.

5.2.3 "Console Manager” section

The Console Manager section is used to manage the elements below:
¢ The console.
* The console users.
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The roles.

The events.

Deploy to the environment

v Environment Manager

<

Monitoring
» Console Manager

14 Configuration
JL Users

,»_l,'; Roles
Maonitoring

v Devices

Configuration
The Configuration menu is used to modify and configure the management console.
The Configuration menu includes two areas: Options and Secure Connections.
Options
In the Options area, the administrator can modify the following:
e Date format

You can change the date format used throughout the console. For more information about
date format, see Appendix Date and time format strings

¢ Layout

You can adjust the size of panels and columns and save your modifications.

@ NotE
You must restart the console for the new layout to take effect.

» Console language (You must restart the console)
You can change the console display language by using one of the following methods:
° Double-click in the column on the right until the required language appears.

° Click in the column on the right, then on the = button and finally select the required
language from the list.

You must restart the console for the new language to take effect.
e (CSV separator

Select the separator character used while importing files in CSV format. Possible choices
are:

> Asemicolon ;" (generally used by Microsoft Excel with regional options for "France"].

e Acomma","is used in all other cases.

@ NotE
During installation or a migration from an older version to the 7.2 version, the semicolon
is used on consoles configured in French. Otherwise, commas are used.

* Log monitoring database

Select the SQL server instance that you want to use to monitor logs.
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¢ Encryption key database
Select the SQL server instance that you want to use to manage encryption keys.
e Agent monitoring refresh time (sec.)

Enter in seconds the refresh frequency for agent monitoring (interval between each
refresh).

* Log monitoring refresh time (sec.)
Enter in seconds the refresh frequency for log monitoring (interval between each refresh).

Secure Connections

In the Secure Connections area, you can modify:

¢ The filepath used for the security certificates that protect communications between the
console and the Stormshield Endpoint Security server.

¢ The certificate password set when installing the server to prevent any illegal use of the
certificates.
Users

This area is used to define the users who can access the management console, and the roles
assigned to them.

To add an internal user (SQL) or a Windows user (Active Directory]), follow the steps below:
1. Click on Users.
2. Click on the * button at the top of the window.
3. Select the user type: SQL user or Active Directory user.
SQL user

1. Fill'in the Login and Password fields.

© NotE
A user name must not contain the special characters "\" and "@".

2. Select the role to be assigned to the user.
3. Edit the console configuration settings if needed.

Active Directory user

The following requirements must be met so that a user with a Windows account can use the
Stormshield Endpoint Security administration console:

* [f the user belongs to a domain other than the SQL server, a trust relationship must be
established between both domains.

e |fthe user belongs to a domain other than the console, a trust relationship must be
established between both domains.

@ Note
In general, any user who can "Run as..." on the workstation hosting the Stormshield
Endpoint Security SQL instance can be added.

1. Click Search.

° If the user to be added belongs to the Active Directory configured during the installation
of the management console, the window Active Directory Search opens. Search and
select the user name.
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° If the environment is based on an internal directory or if the user belongs to another
Active Directory domain, the AD Credentials window opens:

- Fill in the AD credentials and click on OK.

- Select the user search DN to add.
- Click on OK.

- The window Active Directory Search opens.

- Search and select the user name.

2. Click on OK. The Login field is automatically filled in.

3. Select the role to be assigned to the user.

4. Edit the console configuration settings if needed.

JL Console Manager / Users

+ x 0O
JL User
admin
Dupont

Garnier
SSHIELD T userl

[ Role
Administrator
Public

Public

Public

This area is used to create the roles assigned to management console users. These roles are
then assigned through the Users menu.

The roles by default are the following:

e Administrator:

Access rights to all operations in the management console.

e Public:

Read-only access rights to some panels of the management console.

The Roles menu is used to create and name the users to which roles and environments are

assigned.

To add a role, follow the steps below:
1. Click on Roles.

2. Click T .

3. Enter the Name of the new role and validate.

dqg Console Manager / Roles

+ x

[#| Role
Adrministrator
Public

O Stormshield Endpoint Security Mana_-

1 stormshield Endpaoint Security Manage...

Marne: |Tesﬂ |

‘ oK ‘ | Cancel ‘

4. Click the role name in the Role column and check the appropriate boxes.

. N
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@ WARNING
Granting too many permissions to a user may compromise security. Make sure you give
a role only the required rights for performing the requested operations.

Audit

The Monitoring menu displays the actions performed by an administrator of the management
console.

Actions such as the following are displayed:
e Sending configurations to the server.

e Assigning policies to a directory object.
e Updating policies.

For more information, see the section Console monitoring.

5.2.4 "Devices" section

The Enrollment menu allows enrolling devices which could then be switched to a "trusted”
status by a Stormshield Endpoint Security agent.

These "enrolled” and "trusted” statuses allow managing a set of USB drives and checking the
contents of removable devices.

For more information, see chapter Removable Device Administration.

5.2.5 Status bar

This bar displays the Date and Description of the status messages related to the operations
performed by the console.

O 13/07/201811:535:28  Changes have been applied to server 53-550-W2K12R2
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b. Stormshield Endpoint Security Server
Configuration

6.1 Stormshield Endpoint Security Server list

Stormshield Endpoint Security servers are listed in the Servers panel, which can be accessed
via the Environment Manager section.

[E> ENVIRONMENT MANAGER / SERVERS.

+ Add X Remove

11 Deploy to the environment

~ Environment Manager [ Server list

[ Servers Name Console connec tion P Agents synchronization [P Policy Name [ Directory

&) Policies \§1-550-W2K12 192.168.128.69 192.168.128.69 Server 1 « | Active Directory
B Environment

[E Log Manager

This panel enables adding, editing or deleting a server. It is possible to add servers that are not
part of the Active Directory. The panel allows adding servers, in one of the following ways:

by browsing the Active Directory.

by typing the IP address (if the server is not part of the Active Directory).

by typing the NetBIOS name (if the server is not part of the Active Directory].
The Servers panel contains the following fields:

* Name: if the server is affiliated to a domain, the server name is preceded by the domain
name. If the computer name could not be resolved by the management console, the
computer IP address is used.

¢ Console connection IP: IP address used by the console to apply changes to the server.

¢ Agents synchronization IP: list of IP addresses that can be used by agents to communicate
with the server. This field can be edited and it must contain at least one IP address. Several
IP addresses can be defined by separating them with a semi-colon. (example:
192.168.1.1;127.0.0.1) . The agent will attempt to contact these IP addresses in the order in
which they have been added to this list.

* Policy Name: applied server configuration policy.
* Directory: directory to which the server is currently assigned.
¢ Last changes applied: date and time of the last application of changes which succeeded.

* Status: indicates whether the server is up to date with the latest versions of policies and
configurations transmitted when applying the last changes to the environment.

Select a server in the list in order to display the assignment list (internal directory agent groups
or Active Directory objects] for this server in the lower panel.

6.2 Adding an additional Stormshield Endpoint Security server

6.2.1 Declaring an additional server
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After installing an additional server, you must declare it in the management console. For more
information on how to install additional servers, see Installing additional servers.

To declare an additional server:

1. Open the Servers panel.
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2. Click the Add button.
The window Add a Stormshield Endpoint Security Server opens.

) Add a Stormshield Endpoint Security Server -

Please fill the required information to add a server

® Active Directory

| | Search

() Stormshield Endpoint Security Servers

Server name: Mot set
IP Address: Mot set

Cancel

If the server belongs to the Active Directory domain:
1. Select Active Directory.

2. Click Search.
The window Active Directory Search opens.

3. Select the server from the Active Directory.

The server NetBIOS name and its IP address are displayed in the Add a Stormshield
Endpoint Security Server window.

4. Click OK to add the server in the list.

If the server belongs to the Active Directory domain:
1. Select Servers.

2. Select IP address or Host Name.

3. Enter the NetBIOS name or the IP address and validate.
The server name and its IP address are displayed in the Add a Stormshield Endpoint
Security Server window.

4. Click OK to add the server in the list.

5. Add secondary IP addresses if necessary.

6.2.2 Configuring an additional server

After declaring the additional server, you must assign a server configuration policy and a
directory to configure it.

Assigning a server configuration policy
From the Servers panel, select the server configuration policy in the column Policy Name.

To create the server configuration policy, see section Creating a server configuration policy.
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Assigning a directory

If the installation is based on an Active Directory, the additional server can be assigned to the
whole domain or to an organizational unit (OU].

If the installation is based on an internal directory, the additional server can be assigned to all
the directory or to a particular group of agents.

To assign a directory to the additional server:

1. In the directory tree view (internal or AD}, click on the node concerned.
2. Open the Servers tab.

3. Inthe list of available servers, assign the additional server with the icon + .
The added server displays in the list of the assigned servers.

6.3 Creating a server configuration policy

1. Click Policies and the * button. The window Create a new policy opens.
2. Enter a policy name and select the policy type Server Configuration.

3. Click OK. The policy edition window opens.

6.4 Editing a server configuration policy

The server configuration policy includes the following areas:
e Agent connexions management.

* Log Monitoring Configuration.

¢ Syslog Configuration.

e SMTP Configuration.

¢ Encryption.

e Software Updates Settings.

e Authentication Service.
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& POLICIES / SERVER CONFIGURATION / Server 1 (Version: 1)

Deploy to the environment

[# Checkln

Policy

~ Environment Manager

[G Servers

) Policies

Environment

[:él Log Manager
v Monitoring

<

Console Manager
v Devices

S md e T
—':'; Policies
—IE Server Configuration
el IE Server 1
+|3 Dynamic Agent Cenfiguration
+G Static Agent Configuration
+G Security
84 Encryption
L& Script
i [T Script Resources
|:r,' Files Deployment

= Undo CheckOut X Export

X Import

£ Agent connection management
Number of simultaneous connections
Maximum number of handled clients
Token refresh time (sec.)
Reconnection time (sec.)
Logs upload period (sec.)
Minimum agent version allowed
Maximum agent version allowed
£ Log Monitoring Configuration
SQL server instance
Database password
Reporting language
£5 Syslog Configuration
Address/Hostname
Port
Protocol
Facility
Severity
E4 SMTP Configuration
From
To
SMTP server
Subject
Number of events per mail
§ Encryption
Decrypt data at uninstallation
Start date of allow uninstall
End date of allow uninstall
S0L server instance
Database password
X Software Updates Settings
Check update interval

6.4.1 Agent connection management
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100
1000
300
300
1800
Mot limited
Mot limited

192.168.129.252\5E5

ik

English

514
Udp
0 ~ kernel messages

0 ~ Emergency

10

E3 Disabled

13/07/2018 00:00:00
13/07/2028 00:00:00
192.168.129.252\5E5

Pty

03h00mO0s

The graphical interface of the Agent connection management function is displayed as follows:

=] =£ Agent connection management
Mumber of simultanecus connections
Maximurm number of handled clients
Token refresh time (sec.)
Reconnection time (sec.)
Logs upload period (sec.)
Minimum agent version allowed

Maximum agent version allowed

2000
100000

300

300

1800

Mot limited
Mot limited

¢ Number of simultaneous connections:

This is the number of agents which can connect simultaneously to the Stormshield
Endpoint Security server. If too many agents are simultaneously connected to the server,
the latter will be regarded as inaccessible for the agents attempting to reach it.

e Maximum number of handled clients:

A

|
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Maximum number of agents handled by a server. When a server reaches this number, it
rejects connections of agents which are thus redirected to another server of the same level.

* Token refresh time (sec.):

This is the interval between each token transmission made by the server to the agents.
When an agent receives a token, the latter indicates whether the agent has to update its
policies.

* Reconnection time (sec.):

This is the time interval between each attempt to reconnect to the server, made by
disconnected SES agents.

* Logs upload period (sec.):

Time interval between each logs upload from the agents to the servers. Logs upload is done
on a channel different from the channel used to retrieve policies. The port used for logs
communication is the 16004 TCP secured port. When it is not available, the policies secured
TCP port (16005) is used.

¢ Minimum agent version allowed:

Minimum agent version required to connect to the server. If you do not want to specify a
minimum version, keep the default value Not limited.

¢ Maximum agent version allowed:

Maximum agent version required to connect to the server. If you do not want to specify a
maximum version, keep the default value Not limited.

6.4.2 Deploying policies on agents and collecting logs

Security policies are deployed and data on agent activities are collected using tokens.

At regular intervals defined by the administrator, the server notifies the agents through the
circulation of tokens. These tokens are sent from one agent to another and back to the server.

This communication model protects the network from any denial of service that could be
caused by a large number of agents trying to connect simultaneously to the server.

When receiving the token, each agent performs appropriate actions such as policy update or log
transmission to the server.
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The token rotation period (also called refresh time] is configurable by the administrator to
optimize the allocation of bandwidth for Stormshield Endpoint Security.

Number of Number of Token refresh Reconnection time in
agents per simultaneous time (in disconnected mode to the server
server connections seconds) (in seconds)
(LAN)
1t0 500 100 to 50 60 to 600 60 to 300
500 to 2000 70t 20 600 to 1800 300 to 600
2000 to 4000 5010 10 1800 to 3600 600 to 1200
4000 to 8000 100to 10 3600 to 7200 600 to 1200
+8000 250to 50 3600 to 7200 600 to 1200

The maximum number of agents per server is 2 000 000 000.

@ note

The console enables to configure up to 2000 simultaneous connections but the
Stormshield Endpoint Security server automatically limits to 500 if it is installed on a 32-
bit machine (on a 64-bit machine, the maximum number of simultaneous connections
managed by the server is 2000).

@ Note

If agents are connected via a WAN, the number of necessary simultaneous connections
significantly increases because the time during which each agent remains connected is
longer. The definition of this number strongly depends on the characteristics of the
network (throughput, round trip delay, etc.) and on the number of agents concerned.

 notE

If more than 200 simultaneous connections must be configured, make sure you have
enough RAM (4 Gb on 32-bit machines, 8 to 16 Gb on 64-bit machines) and enough
processors.

These details are based on our observations in different configurations.

The less often the token is sent, the fewer the agent connections. This implies that the load
distributed across the network and the occupation rate of the servers will decrease
significantly.

On the other hand, the alert refresh and policy deployment time intervals are significantly
affected by the small number of tokens in circulation.

6.4.3 Log Monitoring Configuration

The graphical interface of the Log Monitoring Configuration function is displayed as follows:

E 2 Log Monitoring Configuration
SOL server instance 192.168.128.6945E5

Database password ki

Reporting language English
* SQL server instance:

Enter the IP address of the SQL server instance used for the log database.
¢ Database password:

This is the password used for the log database account.

Page 101/393 | ses-en-administration guide-v?.2 - 06/22/2023




%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 6. STORMSHIELD ENDPOINT SECURITY SERVER CONFIGURATION

It was defined when installing the Stormshield Endpoint Security database.
Reporting language:

This is the language used for log reporting.

6.4.4 Syslog Configuration

The graphical interface of the Syslog configuration function is displayed as follows:

[E] &5 Syslog Configuration

Address/Hostname

Port 514

Protocol Udp

Facility 0 ~ kernel messages
Severity 0 ~ Ernergency

For more information, see the section Exporting logs via Syslog.

6.4.5 SMTP Configuration

The graphical interface of the SMTP configuration function is displayed as follows:

=] B SMTP Configuration

From

Te

SMTP server
Subject

Murmber of events per mail 10

For more information, see the section Exporting logs via SMTP.

6.4.6 Encryption
The graphical interface of the Encryption function is displayed as follows:
=] § Encryption
Decrypt data at uninstallation Disabled
Start date of allow uninstall 3/30/2018 12:00:00 AM
End date of allow uninstall 3/30/2028 12:00:00 AM
SCL server instance 152.168.128.65"\5E5
Database password A
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Decrypt data at uninstallation:

Encrypted data on the agent computer will be automatically decrypted when uninstalling
Stormshield Endpoint Security.

Only files encrypted with a computer key can be automatically decrypted.
Start date of allow uninstall:

It defines the date and time for starting the uninstallation of the Stormshield Endpoint
Security agents.

End date of allow uninstall:

It defines the date and time for finishing the uninstallation of the Stormshield Endpoint
Security agents.

SQL server instance:
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Enter the IP address of the SQL server instance used for the key database.
Database password:
Enter the password of the key database.

6.4.7 Software Updates Settings

The graphical interface of the Software Updates Settings function is displayed as follows:

X Software updates

Frequency of update checks 03h00m00s
Updates download folder
Default update to deploy (ex: 7.2.23) Latest versicn

Frequency of update checks.
Updates download folder.
Default update to deploy.

For more information about updates, see chapter Migrating and Updating Stormshield Endpoint
Security.

6.4.8 Authentication Service
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The graphical interface of the Authentication Service function is displayed as follows:

[-] & Authentication Service

Checking server source B Enabled
Start time 3/30/2018 12:00:00 AM
End time 3/30/2028 12:00:00 AM

Legin for CGl authentication
CGl authentication password
Certificate validity (day(s)) 3650

These parameters are used for downloading certificates. Refer to the section Downloading
certificates.

Checking server source:

When set to Enabled, only the Stormshield Endpoint Security agents deployed from this
server installation are authorized to connect to the servers of this environment.

When set to Disabled, any Stormshield Endpoint Security agent can connect to the server.
Start time:

This is the date to start the certificate deployment.

End time:

This is the date to finish the certificate deployment.

Login for CGI authentication:

This is the login of the account used to download manually an agent certificate from
webpage https://[server IP address]/ssl/cgi. Creating this accountis not
mandatory.

CGl authentication password:

This is the password of the previously created account.
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* Certificate validity (day(s)): You can modify the period of validity assigned to agent
certificates (by default 10 years).

6.5 Applying a server configuration policy

1. When you have finished editing the server configuration policy, click Check In.

2. From the Servers panel, add the installed servers and select the server configuration policy
in column Policy Name.

3. Click Deploy to the environment.
This action must be performed each time you edit the server configuration policy.

When changes have been deployed to the environment, the column Status is updated in the
Servers panel.

© NortE
A same policy can be applied to several servers.

 NotE

A server is regarded as a Stormshield Endpoint Security server if the server component
has been installed and if a server configuration policy has been applied.
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7. Stormshield Endpoint Security Agent
Configuration

7.1 Creating a Dynamic Agent Configuration Policy

1. Click Policies and the * button. The window Create a new policy opens.
2. Enter a policy name and select the Dynamic Agent configuration policy type.

3. Click OK. The policy edition window opens.

7.2 Editing the Dynamic Agent Configuration Policy

The agent configuration edition window includes two areas:

e Agent Configuration,
¢ Temporary Web Access.

[ Checkin = Undo CheckOut X Export X Import

Policy | Links |

L Agent Configuration
Displaying icon in the status bar [ Enabled
Motification (pop-up) 2 Enabled
Agent protection mode MNormal
Agent language English
Stop Agent Allowed
Self-protection logs activation fpdlm

Encryption logs activation
;) Temporary Web Access

Temporary access (] Disabled
Temporary web access duration (rmin} 9

Mumber of authorized accesses 3

Ports (TCP protocol) HTTP [B0[:HTTPS [443]
Ports (UDP protocol) DNS [33]:DHCP [67-68]

7.2.1 Agent Configuration

The graphical interface of the Agent Configuration function is displayed as follows:

[ Agent Configuration

Displaying icon in the status bar Enabled
Motification (pop-up) Enabled
Agent protection mode Marmal
Agent language English
Stop Agent Allowed
Self-protection logs activation fpdlm

Encryption logs activation
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Displaying icon in the status bar

This option is checked by default and allows automatically running the agent monitor. If not
checked, the agent monitor icon will not be visible in the status bar. Moreover, if it is not
checked, the option about notifications is automatically unchecked and grayed out.

Notification (pop-up)

This option enables/disables the pop-ups displayed on the Stormshield Endpoint Security
agent.

Agent protection mode

The graphical interface of the Agent protection mode function is displayed as follows:

= Lg J-’agent Configuration

Displaying icon in the status bar 4 Enabled
Motification (pop-up) E Enabled

Agent protection mode -
Agent language MNormal

Stop Agent Warning
Self-protection logs activation StandBy

Encryption logs activation

There are three agent protection modes:
1. Normal:

The agent applies the policy.

This mode blocks and logs.

Py
]

On the agent, this mode is indicated by the Stormshield Endpoint Security icon: L

. Warning:

the agent does not apply the policy but it provides a warning log showing what is blocked
by the policy.

This option is used to see what the policy does in order to modify it if need be. This option
can be used for simulation.

This mode does not block but logs.

-

On the agent, this mode is indicated by the Stormshield Endpoint Security icon: @,

StandBy:
the agent applies no policy and keeps no warning log.

It acts as a “pause” mode that can be used when you do not want to apply a specific policy
(example: during server installation).

This mode does not block and does not log either.

On the agent, this mode is indicated by the Stormshield Endpoint Security icon: v

Agent language
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This option is used to select the user interface language on the Stormshield Endpoint Security
agent.
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Stopping the agent

You can set this option to Allowed or Denied:

¢ If this option is set to Allowed, the user who has administrator rights on his workstation can
stop the agent by simply running stopagent.exe.

For more information, refer to If the "Stop Agent” option is set to Allowed.

© NortE
After the agent is installed but before certificates are downloaded, the default setting for
Stop Agent is Allowed.

* |fthis option is set to Denied, the user can request the administrator that the agent be
temporarily stopped.

For more information, refer to If the "Stop Agent” option is set to "Denied".
Stop Agent is to be used carefully since agent deactivation makes a workstation vulnerable to

various attacks (viruses, buffer overflow, keylogging (capture of keyboard events in order to
steal passwords and other confidential information).

Nevertheless, it may be useful to stop the agent in a test environment.

Enable Logs

Page 107/393

Overview

There are two types of Enable log options under Agent Configuration:
* Enable self-protection logs:

This covers all logs generated with RID=0.

¢ Enable system encryption logs:
This covers all the encryption error logs.

Both options let you decide which Stormshield Endpoint Security logs are displayed and filtered
in the Monitoring > Software Logs panel.

[5] Cg Agent Configuration

Displaying icon in the status bar B Enabled
Notification (pop-up) & Enabled
Agent protection mode Mormal
Agent language English
Stop Agent B Allowed
Self-protection logs activation fpdim
ERcpropliogecipatiug O Stormshield Endpoint Security Management Con.
& &) Temporary Web Access

Temporary access [l Logs
Temporary web access duration (min) User interface E
MNumber of authorized accesses Pop-up =
Ports (TCP protocol) Database (]
Ports (UDP protocol) Syslog

SMTP

| oK | | Cancel |

Each log option contains the following parameters to save and consult logs:
* User interface:

Logs are displayed on the user interface (ssmon).

| ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 7. STORMSHIELD ENDPOINT SECURITY AGENT CONFIGURATION

Page 108/393

N~

* Pop-up:
Logs are displayed in a pop-up window.
¢ Database:
Logs are sent to the database. They are displayed in the Monitoring menu of the console.
e External application:
Logs are sent to an external system (examples: Syslog or SMTP server).
The default setting is setto [empty]. For more information, see Log Manager below.

Settings for self-protection logs and system encryption logs

To apply settings to the logs, you must follow the steps below:

1. In the Agent Configuration panel, click the second column including Self-protection logs
activation or Encryption logs activation.

Alist of logs is displayed in a window:

> Userinterface (F/f).

> Pop-Up (P/p).

> Database (D/d).

° External application (E/e).
2. Select the options to be enabled or disabled.
3. Click OK.

Log Status

The settings applied by the administrator to log statuses can be viewed and modified in the
security policy edition window (Log column) and in the Log Manager menu.

Depending on your settings in Agent Configuration, modified log statuses will be visible in the
security policy edition window and in the Log Manager menu.

There are three log statuses available:
¢ Enabled:

A green check = is displayed in a box.
In each log field, enabled logs are displayed in uppercase letters (examples: F, P, D, E].
These logs can also be read in the Log Manager menu.

¢ Disabled:
A red box ™ is displayed.
In each log field, disabled logs are displayed in lowercase letters (examples: f, p, d, €.
These logs cannot be read in the Log Manager menu.

* Empty:

If the box is left empty LI, the administrator can select a log to be displayed in the Log
Manager menu.

In each log field, a line in the form of an “underscore” is displayed (example: pde].
If the log is empty, the behavior will be the one defined in the Log Manager menu.

For more information, see the section Log Manager.
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7.2.2 Temporary web access

When a network access is denied, Temporary Web Access allows temporarily opening ports that

could be blocked by the security policy (example: http/https).

Network restrictions on applications are ignored throughout the duration of the temporary

access.

You can customize the ports enabled by this feature.

Example: A user working outside the company network will be able to use a WiFi HotSpot to

connect to the company’s VPN SSL server.

Configuration from the console
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To deny access to WiFi access points and allow use of HotSpots, the administrator must

configure the security policy as follows:

1. Editthe security policy. Go to Network security control > General Settings > WiFi Encryption

and Authentication.
2. Set WiFi connections to Allowed.

[=] =5 WiFi Encryption and Authentication

WiFi connections @ Allowed
WiFi adhoc connections & Allowed
Open authentication mode @ Allowed
WEP authentication mode & Allowed
Open or WEP authentication mode @ Allowed
WPA authentication mode @ Allowed
WPA (PSK) authentication mode @ Allowed
WPA (ADHOC) authentication mode & Allowed
WPAZ authentication mode & Allowed
WPAZ (PSK) authentication mode & Allowed
Other authentication modes @ Allowed

3. Under WiFi Access Points, deny access by creating a rule. To do so, follow the steps below:

° Edit the security policy.

° Add a rule by clicking *.

° Enter the following parameters:
- SSID value: *.
- Action: Block.

@ Policies / Security / Basic Template (Version: 11)

[ Checkln = Undo CheckOut X Export ~ X Import

| System Behavior | Device Control | Network security control |Appl|cat|on Control I Links ‘

£ Network security control WiFi Access Points / Default Group
¥ General Settings + v x - - F T 4 T A~
= Network Firewall # Status @ Action SsID 2 MAC Address | B Log = Description | [ Group
[ Base network
(1] Enabled & Block All Default Group

[ Default Group
= {0 WiFi Access Points

(8] Default Group

. N
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© WARNING
The administrator can include a whitelist of authorized access points.
It should be noted, though, that WiFi Access Points rules must be configured as follows:

- Rules with Action set to Accept are listed first.

- Afinal rule (with Action set to Block and SSID set to *) is placed at the bottom of
the list.

4. Inthe dynamic agent configuration edition window, go to Temporary Web Access and set
Temporary access to Enabled.

[=] g Temporary Web Access

Temporary access & Enabled
Temporary web access duration (min) 5

MNumber of authorized accesses 3

Ports (TCP protocol) HTTP [E0:HTTPS [443]
Ports (UDP protocol) DMS [33]:DHCP [67-68]

5. Enter the Temporary web access duration in minutes.

By default, this duration is set to 5 minutes, which is usually enough time for the user to
connect to the HotSpot.

The maximum duration is 30 minutes.
6. Enter the Number of authorized accesses.
By default, this value is set to 3 hours. The count is reinitialized at computer restart.

7. If necessary, change or add ports to the ports listed in the Ports (TCP Protocol) and Ports
(UDP Protocol] fields.

If you include a descriptive comment, you should then include the port number between
brackets (example: HTTP [80]]).

Configuration from the agent

To configure temporary web access from the agent, the user must follow the steps below:

o

1. Right-click the Stormshield Endpoint Security icon L}
2. Select Other operations and click Grant temporary web access.

Grant terporary web access...
Challenges...

Challenges in progress...

Reconnect to server

Reconnect to LDAP server

Status...

Send MNetwork Interface Informatien :
View event logs

Lo e B e T Deactivate notification
Start trace manager... Other operations ¥

O Exit Application
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3. When prompted to proceed, click Yes.

:E;l: Stormshield Endpoint Security

MNumber of remaining we

o Temporary web access will be granted. Proceed?

b accesses:3

Yes Mo

You can now access the web browser for the duration specified by the administrator.

The default duration is usually long enough to use the browser to sign in to a hotspot or to
connect to your company’s VPN SSL server.

4. Awindow is displayed to show that temporary web access has expired.

The user may have the possibility to request temporary web access in a faster way than using
the Stormshield Endpoint Security menu. You can create a shortcut of the ssmon.exe
executable file (graphical interface executable located in the agent repository) and place it on
the users desktop. In the shortcut target, add the command line argument «/GrantWebAccess».
Users just need to double-click the shortcut on their desktop to request temporary web access.

9 ':‘i_'\l ssmon - Shortcut Properties

s Security Details
SSFTION -
Shortcut General Sherteut

@ ssmon - Shorteut

Target type: Application

Previous Versions
Compatibility

Target location: Stormshield Endpoint Security Agent

Target: |nt Security Agent'ssmon exe” fGrardWebAccess|

Start in: |"C:'-.Program Files {xB86)"Stormshield.Stormshield E|

Shortcut key: | Mone

Run: MNomal window

Comment: |

Cpen File Location Change lcon... Advanced...

You can also add the option "/NoConfirm" to the argument in order to disable the confirmation
window to access the web. Access is therefore immediate, except if there is an error (this
feature is not allowed for example or the number of authorized accesses is exceeded).

Send Network Interface Information

To retrieve the network interface identifier for later use in the active network interface test (see

Network > Active Network Interface), follow the steps below:

1. Use a Stormshield Endpoint Security agent that belongs to the network to send network
interface information to the server log:
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> Right-click the Stormshield Endpoint Security icon ‘&',

° Select Other operations > Send Network Interface Information.

2. Inthe management console, select Monitoring > Software logs.

3. Locate the log entry of the network interface ID.

The entry displays the following information:
¢ Date.
* User Name: Administrator.
e Action: INFO.
e Status: NET-INT.
¢ Type: Agent.
e Mod. Name : MODENFORCEMENT
* Log: Network interface ID.
¢ Agent mode.

Date Type Agent Mode Action Status Log Mod. Name
4/10/2018 11:05:05 AM  Agent MNormal INFO MNET-INT Intel(R) 82574L Gigabit Network Connection... MODENFORCEMENT

4. Right-click the log entry.

Add inclusion filter 3
Add exclusion filter 4
Copy Cell

5. Copy the network interface I1D.

6. Paste the network interface ID into the Value field in the active network interface Properties
under Script.

[T Policies / Script Resources

T = [J User-Defined Test : Test]

=% IFAND
+ X ¥ -~ L X i...[7] Network-~Active Network Interface : Intel(R) 825741 Gigabit Network Connection:e78777fbfd1244489843c1dc20b2d326
[% Testl

= 1¥ Properties
Value Intel(R) 82574L Gigabit Metwork Connection:eT8777fbfd 1244489843 c1dc20b2d826

Network--Active Network Interface :
Checks active network interface (name:hash). Returns TRUE if the network interface is active. Otherwise returns FALSE.

7.3 Applying a dynamic agent configuration policy to an object of the directory
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1. When you have finished editing the dynamic agent configuration policy, click Check In.

2. Inthe directory tree view, select the object containing the computers on which the policy
must be applied.

3. Inthe Dynamic Agent Configuration part in the Policies linked tab, select the policy.
4. Click Deploy to the environment.

This action must be performed each time you edit the dynamic agent configuration policy.
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@ NoTE

When the agent receives the new dynamic agent configuration policy, an entry is added
in the agent logs.

7.4 Creating a Static Agent Configuration Policy

1. Click Policies and the * button. The window Create a new policy opens.
2. Enter a policy name and select the Static Agent configuration policy type.
3. Click OK. The policy edition window opens.

7.5 Editing a Static Agent Configuration Policy

The static agent configuration edition window includes two areas:
¢ Challenges
e Manage Update

[ Checkin =~ Undo CheckOut X Export X Import

Palicy | Links

[ ¥ Challenges

Script 1 {none)
Script 2 (none)
Script 3 {none)
Script 4 (none)
Script 5 (none)
[F] £ Manage Update
Update to deploy (ex 7.2.22) Lirnited by server

7.5.1 Challenges

Overview

Challenges are scripts configured on the console. These scripts are applied to Stormshield
Endpoint Security agents on a temporary basis. For more information about the Stormshield
Endpoint Security script module, refer to chapter Scripts.

Users request the execution via challenges. The administrator manages challenges from the
console.

Applying a challenge request will in no way replace the conventional application of a policy or a
configuration through a script defined by the administrator and dedicated to a specific
environment. Policies or configurations applied via these scripts take priority over all others.

You are therefore advised to restore the policy or configuration when the application of the
challenge is no longer needed.

Challenges are initiated by the administrator. Only challenge requests are initiated by the user.
Challenges are detailed according to the following steps:

* The administrator applies the static agent configuration policy to an Active Directory object
or to an agents group. This policy can contain up to five different challenges.

* Usersending a challenge request to the administrator.

* The administrator manages the challenge requests sent by the user.
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¢ The user displays the challenges in progress.

¢ The user stops a challenge in progress.

Applying a static agent configuration policy to an object of the directory
To apply the policy to an Active Directory object or to an agents group, follow the steps below:

1. In the Environment Manager section, select the Policies menu and create a static agent
configuration policy.

2. Inthe Challenges part of the Policy tab, click the right column to view the button /.
The list of scripts becomes accessible to the administrator.

3. To use an existing script as a challenge, select the script from the drop-down menu. Scripts
used for challenges are created in the Script folder. For more information, see section
Scripts.

4. Apply this policy to an Active Directory object. To link the static agent configuration policy to
an object:

o Select the Policies linked tab.

° In the Static Agent Configuration part in the Policies linked tab, select the policy to
apply.
5. Click Deploy to the environment.

This action must be performed each time you edit the policy.

User sending a challenge request to the administrator.
Reminder

The user should request the right to apply any particular challenge from the administrator. This
is a challenge request.

The administrator is in charge of selecting the challenge type and its duration. The challenge
selected by the administrator from the console is activated for the time period specified.

Procedure
To send a challenge request, the user must follow the steps below:

1. Right-click the Stormshield Endpoint Security icon in the taskbar and select Other
operations > Challenges.

Grant temporary web access...
Challenges...

Challenges in progress...

Reconnect to server

Reconnect to LDAP server

Status...

Send MNetwork Interface Information ]
View event logs

Launch data recovery process... Deactivate natification
Start trace manager... Other operations ¥
9 Exit Application
2. Send the Action code which is displayed to the administrator.
The administrator will send you the Authorization code which is displayed on his console.
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() Stormshield Endpaint Security

*

View action in progress

Challenge code

Authorization code

Y230-EC373-ETF45-2878

oK

.

Cancel

Send the action code to your administrator. The administrator will send you the
authorization code required to perform the temporary action.

3. In the Authorization code field, enter the code given by the administrator.
4. Click OK. The challenge selected by the administrator from the console is activated for the

time period specified in the Generate Challenge window.

@ NoTE

If the action selected is Disable Protections, you must wait at least 30 seconds before
agent protection stops. In other cases, the action selected takes effect immediately.

5. To check that the challenge is in progress:

° Right-click the Stormshield Endpoint Security icon

° S

elect Status.

Example of window for Status: Stand-by mode.

(@ Stormshield —

Stormshield
Endpoint Security

*

-

Security agent status

Activated - Stand-by

Session's statistics
i) Agentinformation
% System protection
% MNetwork protection

== Device protection

Deactivate ==

Eventlogs == ’
Motification 7.2.22 (748)

10

277

0

a

Administrator managing the challenge requests sent by the user

Reminder

Stage 1: The user sends a challenge request. The administrator receives the action code
(Stormshield Endpoint Security agent key) assigned to this user.

Stage 2: The administrator generates the authorization code assigned to the challenge.
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Stage 3: The user enters the authorization code which initiates the challenge on his
workstation.

Procedure

To answer the request sent by a user who wants to temporarily deactivate the Stormshield
Endpoint Security agent, follow the steps below:

1. On the management console, select Tools > Manage Challenges.

Tools | ?

Manage Challenges...
Renew Challenge Key

Open DBinstaller...
Open SignTool...

Update whitelisting templates...
Search Rule... Ctrl+R

2. Define the following parameters:
') Stormshield Endpoint Security Manageme..| = | B -

@ Generate Challenge

Action type:

Disable Protections w| [ Complete Stop

Uninstall Agent
[
Script 1
Script 2
Script 3
Script 4 oot
Script 3
Install Drivers
Create Guest Account
Update Agent |

Authorization code: |

Close

° Action type using * to display the list of challenges.
If you check the Complete Stop box opposite Disable Protections, the agent will stop
completely and will not switch to Activated - Stand-by mode.
Therefore, no log will be sent and no policy will be applied.
Scripts from 1 to 5 correspond to challenges selected in the static agent configuration
policy applied by the agent.

° Duration of the challenge by sliding the cursor along the timeline.

° Enterthe Action code sent by the user.
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3. Click Compute to obtain the Authorization code

) Stormshield Endpoint Security Manageme_\L‘i-
@ Generate Challenge
Action type:
|Disab|e Protections vl [[] Complete Stop
Duration:
U
Until reboot
Codes:
Action code: | 0230-EC273-ETF45-2878 |
Authorization code: [5fce263362]
| Compute | | Close |
4. Send this code to the user.
€ NoTE
If you want to renew the challenge code key, just click Tools > Renew Challenge Key.
Tools | ?

Manage Challenges...
Renew Challenge Key

Open DBinstaller...
Open SignTool...

Update whitelisting templates...
Search Rule... Ctrl+R

@ WARNING

From Microsoft Windows 8.1, when the Windows "Quick Start” feature is enabled by
default, if the agent is stopped with a challenge "until reboot”, you will have to manually
restart the agent or restart the workstation if the user shutdowns and then starts again
the workstation.

The user displays the challenges in progress

The user can consult the temporary actions in progress on his workstation by clicking Other
operations > Challenges in progress.

The information displayed on the challenges in progress are the following:
e Starttime:
The time when the temporary action was applied to the agent.
* Endtime:
The time when the challenge stops.
* Remaining time:
The time remaining before the challenge stops.
¢ Action:

Type of temporary action applied to the agent.
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@I Stormshield Endpoint Security »

Stormshield
Endpoint Security

..... -
- i
L
List of challenges in progress. You can stop the challenges by selecting them and clicking Stop.

Refresh Stop

[ Start time [ End time [ ining time | Action [
04/09/2018 06:51:09 - 99:99:99 Stand-by mode

¥

[

The user stops a challenge in progress

To stop a challenge, the user must follow the steps below:
1. Inthe taskbar:

.y

° Right-click the Stormshield Endpoint Security icon in the taskbar L
° Select Other operations > Challenges in progress.
The list of challenges in progress is displayed.
2. Select the challenge to stop.
3. Click Stop and Yes.

@I Stormshield Endpoint Security X
Stormshield
Endpoint Security
...... - - ““jﬁ
List of challenges in progress. You can stop the challenges by selecting them and clicking Stop.
Refrech (@) Stormshield Endpoint Sec.. stop
| Start time | End ti Action LH
04/09/2018 06:51:09 - mode 3
0 Stop selected action?
Yes No
| I
—
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4. The resulting window appears.

() Stormshield Endpoint Security X

Stormshield
Endpoint Security

List of challenges in progress. You can stop the challenges by selecting them and clicking Stop.

Refresh Stop

[ Start tima End time ining time Action

7.5.2 Manage update

Overview

The Manage update part allows defining the version in which the agent will update when
updates will be deployed on the Stormshield Endpoint Security server. When the administrator
does not specify any version, Limited by server is displayed. It means that the agent will
update until the specified version in the configuration Server. This setting can be ignored by
using the Update Agent challenge from the Stormshield Endpoint Security 7.2.11 version.

For more information about updates, see chapter Migrating and Updating Stormshield Endpoint
Security.

7.6 Applying a static agent configuration policy to an object of the directory

1. When you have finished editing the static agent configuration policy, click Check In.

2. Inthe directory tree view, select the object containing the computers on which the policy
must be applied.

3. In the Static Agent Configuration part in the Policies linked tab, select the policy.
4. Click Deploy to the environment.

5. This action must be performed each time you edit the static agent configuration policy.

7.7 Stopping the agent

Depending on the option selected in Stop Agent, procedures to stop or uninstall the agent are
the following.
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7.7.1 If the "Stop Agent” option is set to Allowed
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© WARNING
From Microsoft Windows 8.1 onwards, whenever the Windows "Quick Start” feature is

enabled by default, if the agent is stopped through stopagent.exe, you will have to
manually restart the agent or restart the workstation if the user shuts down and then

restarts the workstation.
The user with administration privileges on the workstation can shut down the agentin two
ways:
* By clicking on the Disable link. This will run the stopagent . exe program.

() Stormshield...  — .
Stormshield
Endpoint Security
g
Security agent status
Activated
Deactivate »>
Session's statistics
j.) Agent information 50
% System protection 10
&4 Network protection 0
== Device protection 0
Event logs == ..,'.
G 7.2.23 (308)

-or-
¢ By following the procedure below:
1. Go to the directory below: [Program Files]\Stormshield\Stormshield Endpoint
Security Agent,
Double-click on the stopagent . exefile.
Wait for the following window to close:

B CA\Program Files\Stormshield\Stormshield Endpoint Security Agentistopagent.exe

4. Right-click on the Stormshield Endpoint Security icon '@ in the taskbar and select Status to
check that the agent has indeed stopped running.

. N
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(@) Stormshield.. — b4
Stormshield
Endpoint Security
—
Security agent status
Deactivated
Activate ==
Session's statistics
\_'l‘) Agent information 14
ﬂ System protection a
Q Metwaork protection 0
== Device protection ]
Event logs == "
[1hioti 7.2.22 (748)

To re-enable the agent, click on Activate in the Status window.

7.7.2 If the "Stop Agent” option is set to "Denied"

To stop the agent, the user should ask the administrator to deactivate the agent on a temporary
basis.

The user and the administrator use the challenge procedure. See section Transferring files
towards the agents.

User procedure
The user must follow the steps below:

1. Right-click the Stormshield Endpoint Security icon ‘% in the taskbar and select Other
operations > Challenges or from the Status window, click Disable.

Grant temporary web access...
Challenges...

Challenges in progress...

Reconnect to server

Reconnect to LDAP zerver

Status...

Send Network Interface Information -
View event logs

Launch data recovery process... Deactiate notification

Start trace manager... Other operations >

0 Exit Application

2. Send the Action code which is displayed to the administrator.
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:@:: Stormshield Endpeint Security *

il 'F’

iew action in progress

Challenge code 1230-EC373-E7F45-2873

Authorization code

oK Cancel

Send the action code to your administrator. The administrator will send you the
authorization code reguired to perform the temporary action.

The administrator will send you the Authorization code which is displayed on his console.
3. Inthe Authorization code field, enter the code given by the administrator.
Click OK.

The agent will be disabled for the time duration specified by the administrator.

© Note
If the action selected is Disable Protections, you must wait at least 30 seconds before
agent protection stops. In other cases, the action selected takes effect immediately.
5. Right-click the Stormshield Endpoint Security icon @ in the taskbar and select Status to
check the agent is effectively in stand-by mode.
(@) Stormshield — -

=4

Stormshield
Endpoint Security

’ -~
Security agent status

Activated - Stand-by
Deactivate ==

Session's statistics
é) Agent information 10
ﬂ System protection 277
& Metwork protection ]
== Device protection ]
Eventlogs == a
Notification 7.2.22 (748)

Administrator procedure

To answer the request sent by a user who wants to temporarily deactivate the Stormshield
Endpoint Security agent, follow the steps below:
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1. On the management console, select Tools > Manage Challenges.

Tools | ?

Manage Challenges...
Renew Challenge Key

Open DBinstaller...
Open SignTool...

Update whitelisting templates...

Search Rule...

Ctrl+R

2. Define the following parameters:

> Action type using ~ to display the list of challenges.

If you check the Complete Stop box opposite Disable Protections, the agent will stop
completely and will not switch to Activated - Stand-by mode.

Therefore, no log will be sent and no policy will be applied.

° Duration of the challenge by sliding the cursor along the timeline.

° Enterthe Action code sent by the user.

@ Generate Challenge

Action type:

Disable Protections

W

Script 1

Script 2

Script 3

Script 4

Script 5

(| Install Drivers

Create Guest Account
Update Agent

Uninstall Agent
i1 Disable Protections

oot

[] Complete Stop

@ Stormshield Endpoint Security Manageme_l;li-

Authorization code:

Close

3. Click Compute to obtain the Authorization code

\Pﬁge 1 i/&‘QB A |
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Action type:

|Disab|e Protections v| [[] Complete Stop

@ Stormshield Endpoint Security Manageme.l;‘i-

@ Generate Challenge

Duration:
Until reboot
Codes:
Action code: | 0230-EC373-ET7F45-2878

Authorization code: | 5fce2b3362

| Compute ||

Close

Send this code to the user.

@ NoTE
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If you want to renew the challenge code key, just click Tools > Renew Challenge Key.
Itis recommended to renew the challenge key every fortnight when using challenges

regularly.

Tools | 7

Manage Challenges...
Renew Challenge Key

Open DBinstaller...
Open SignTool...

Update whitelisting templates...

Search Rule... Ctrl+R

7.7.3 If the user wants to uninstall the Stormshield Endpoint Security agent

On condition that the user has administrator rights to the agent computer and the Stop agent
option is set to Allowed on the console, the user can uninstall the agent through the "Uninstall

or change a program” Windows utility or by running Srend.exe.

To uninstall the agent, see the section Uninstalling the agent.
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7.8 Information about the configuration of the agent in the registry base

Information about the configuration of the agent is stored in the registry base on the
workstation. This information will remain available in read only mode and indicate the current
status of the SES agent, which protects the information.

7.8.1 Availability and location
All keys are volatile, so when they are located in the registry base, they continue to reflect
current configurations and policies.

When changes are made to a configuration or policy, the associated key will be deleted and
recreated, and its values will be entered. The different values within the same sub-key therefore
actually describe the same configuration.

Information is stored in the following keys:

Operating Key
system
32-bit HKEY LOCAL MACHINE\software\Stormshield\Stormshield Endpoint Security Agent\

AppliedPolicies

64-bit HKEY LOCAL MACHINE\software\wow6432node\Stormshield\Stormshield Endpoint Security
Agent\AppliedPolicies

7.8.2 Keys and values added to the registry base

Keys contain the following sub-keys:

Name Type Description Remarks
Dynamic Key Dynamic
configuration configuration
Static configuration Key Static configuration
Security Key Security policy
Encryption Key Encryption policy Does not appear if no policies have been applied
Agent status Key Agent mode
Challenge Key Temporary actions Does not appear if there are no ongoing
challenges

If the agent is in a "Professional” version, the "Encryption” key will either be deleted or not
created. If the agentis a "Secure” version but no encryption policy has been applied, the
“Encryption” key will not exist either.

“Dynamic configuration”, "Security” and "Encryption” keys contain the following values:

Name Type Description
Name REG SZ Configuration name
Version REG DWORD Version number of the configuration
Date REG SZ Date applied
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The "Static configuration” key contains the following values:

Name Type Description
Name REG SZ Configuration name
Version REG DWORD Version number of the configuration
Agent version limit REG SZ Highest update version allowed
Date REG SZ Date applied

The "Agent status” key contains the following values:

Name Type Description
Mode REGSZ  Agent mode. Possible values: "NORMAL", "WARNING" or "STANDBY" only.
Date REGSZ  Date applied

The "Challenge” key contains the following values:

Name Type Description Remarks
Standby REGSZ  Date applied Does not appear if there are no ongoing challenges
AV REGSZ  Date applied Does not appear if there are no ongoing challenges
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8. Protection Mechanisms

8.1 Protection mechanisms

To provide optimum protection, Stormshield Endpoint Security uses two protection modes that
work in a coherent and complementary fashion.

System or
network
ewvent
Does the rule apply?
Y
Rule-based Allow Inhibit
protection

w Isthis action dangerous?

- e
Automatic =
protections

No

=

8.1.1 Automatic protections

Automatic protections cover system and network activities on the client workstation. The
administrator can disable these protections partially or totally.

For more information, see Configuring automatic protections.

8.1.2 Rule-based protection

Rule-based protection is used to define a specific policy in an organization. The administrator is

in charge of implementing this policy by explicitly setting out permissions and bans on access
to the client workstation resources.

For more information, see Security Policies.

8.1.3 Order used to apply protection mechanisms

The two protection modes are applied in a specific order:
1. Rule-based protection.

2. Automatic protections.

This order of precedence gives priority to the policy explicitly defined by the administrator
(rule-based protection). Consequently, any ban or formal authorization expressed by the
administrator is always applied. Human control always takes precedence over automation.
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8.2 Automatic protections

8.2.1 Principles

Automatic protections in Stormshield Endpoint Security:
¢ Detectanomalies.

¢ Block anomalies.

* Require no configuration from the administrator.

However, the administrator can adjust Stormshield Endpoint Security s response to different
event types. Depending on the administrator’s settings, Stormshield Endpoint Security:

* lIgnores the event.
e [(enerates an alert.

* Blocks the action in progress.

8.2.2 Accessing automatic protections parameters

Automatic protection parameters belong to the General Settings category in tabs System
Behavior Control, Device Control and Network Activity Control of the security policy edition
window.

For more information about configuring automatic protection parameters, see chapter Security
Policies.

8.2.3 Configuring automatic protections

Stormshield Endpoint Security keeps on monitoring application and system activities. Collected
information is used to protect your workstation from:

e Attempts to corrupt executable files.
* Attempts to access certain services or sensitive data in the system.

Depending on the type of anomalous activity detected and the response level defined by the
administrator, Stormshield Endpoint Security can react in real time to protect the system.

Protection usually consists in refusing this malicious system call, while the application goes on
running.

Stormshield Endpoint Security can also stop the process completely if system integrity is at
stake.

Automatic protections can be fine-tuned for each security policy. The administrator can:
¢ Activate or deactivate a protection.

* Setthe protection level.

8.3 Rule-based protection
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Rule-based protection lets the administrator define which actions are authorized or banned at
system and network level (examples: access to files, registry bases or network protocols).

Rules represent the finest granularity of administrator-defined security policies. They are
organized by category in the security policy tabs.
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For more information about configuring rule-based protection parameters, see section of
chapter Security Policies.

8.3.1 Rule categories

You can chose either of the seven categories below:
¢ Kernel Components:

This category enables control over driver loading and detects suspect drivers on 32-bit
workstations only.

© WARNING
The agent must be restarted in order to enable this protection. If a policy containing this
protection is applied via script, the base policy must also contain this protection.

* Removable Devices:

This category defines removable devices likely to be used by client workstations.

€ NoTE

To ban the use of removable devices, WiFi and/or WiFi ad hoc connections, go to General
Settings > WiFi Encryption and Authentication > [parameter] to set the parameter to
Denied.

* Network Firewall:
This category enables static and dynamic control of the network firewall.
* WiFiAccess Points:

This category provides network protection by enabling control over WiFi access points that
can be accessed by client workstations.

* Applicative Rules:
This category covers:
° All the rules relating to running applications.
° All the rules relating to modifying applications.
° Application access rights to network, files and registries.
¢ Extension Rules:

This category is used to define rules according to file type regardless of the application that
accesses the file.

¢ Trusted Rules:

This category is used to free certain applications from any check to avoid irrelevant
blocking.

8.3.2 Whitelists and blacklists

Rule-based protection can be used in a whitelist or blacklist approach.
A whitelist approach consists in banning everything that is not explicitly authorized.

A blacklist approach consists in authorizing everything that is not explicitly banned.
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8.3.3 Combining whitelists and blacklists

Both approaches can be combined depending on the environment in which the rules are
applied.

It is possible to use a whitelist for everything relating to network access and a blacklist when
dealing with applications that users can legitimately use.

8.3.4 Rule management

The following toolbar is used to:

+ - x~- &~ ¥ t+ 3 F X - G

e Add
¢ Import
e Remove

¢ Change the status of rules
e Setthe rule priority order
e Export

The search field is used to reduce scrolling through the list of rules.

Adding a rule
To add a rule, follow the steps below:

e Click T 7 to display the drop-down menu.
¢ Click on Add Rule.

+ - x - a - ?
Add Rule

Import Rule...

¢ Define the rule settings.

Importing a rule

To import a rule, follow the steps below:

e Click T 7 to display the drop-down menu.
¢ SelectImport Rule.

A search window opens to allow you to browse for the rule file with the extension . scer.

© WARNING

Rules or sub-rules (files, registries, networks and extensions) from versions lower than
StormShield 7.0 cannot be imported. For older versions, only whole policies can be
imported. Policies have to be converted to 7.2 format.

Removing a rule
To remove a rule, follow the steps below:

e Select the rule to be removed.
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o Click * 7 to display the drop-down menu.
¢ Click on Remove Selected or Remove All to delete all the group rules.

+ - X -0~ 7F t+ 3

Remove Selected

Remaove All

@ Note
To delete more than one rule at a time, press Ctrl while clicking to select the rules.

Changing the status of several rules at a time

To change the status of the rules selected simultaneously or of all the rules, follow the steps
below:

* Click ©- to display the following drop-down menu:
2~ r & 3 L~
Change the selected lines to status... 3

Change all lines to status... 3

¢ Selectone option:

2-7FT t 4 F -

Change the selected lines to status... » e Metwork
| Change all lines to status... » | O Active
E1  Inactive
a5 Test
@ Note

Only two statuses apply to most rules: Active and Inactive.

e Select the new status:

Page 131/393 | ses-en-administration guide-v?.2 - 06/22/2023 T,



%

SES - ADMINISTRATION GUIDE -V 7.2
8. PROTECTION MECHANISMS

STORMSHIELD

+ - x-~8~ T Tt & 3 L~

# 5tatus| Change the selected lines to status...  » | ®  Active n [ Files B Network
10 Enabl., Change all lines to status... P |E  Inactive Allow all

1 Enabl... Windows Application Error Reporting ) Test Deny All Cliel
12 Enabl... Windows Explorer 1~} |systemroot|\syste.. Deny Server (
13 Enabl... Windows Help Center Hosting Server (] Deny All Clie
14 [ Disab... Windows Messages Display (] Deny All Cliel
15 Enabl... Windows Remote Desktop Protocol Client (] Deny All Cliei
16 [ Disab... Windows Nslookup command (] Deny Server (
17 [ Disab.. Windows Ping command (] Deny Server (
18 Enabl... Windows Telnet [~] Deny Server C
19 [1 Disab... Custom partition (] chusers\*\appdata... Allow all

20 Enabl... Windows Local Security Authority Subsystem Service [ ] chusers\™appdata... Allow all

+ - XxX-9@- T t 3+ 3 L

# Status [&] Identifier Execution [ Files T:g Metwork
10 Enabl... Windows vssadmin [x] Allow all

1 Enabl... Windows Application Error Reporting (] Deny All Cliei
12 Enabl... Windows Explorer (] |systemnroot|\syste.. Deny Server C
13 Enabl... Windows Help Center Hosting Server (] Deny All Cliel
14 M5 Disab... Windows Messages Display (] Deny All Clier
15 Enabl... Windows Remote Desktop Protocol Client (] Deny All Cliel
16 #y Disab...Windows Nslookup command (] Deny Server (
17 &5 Disab... Windows Ping command (] Deny Server €
18 Enabl... Windows Telnet [ ] Deny Server C
19 & Disab... Custom partition (] chusers\®\appdata... Allow all

20 Enabl... Windows Local Security Authority Subsystem Service (-] chusers\™appdata.. Allow all

@ Note
To select more than one rule at a time, press Ctrl while clicking the rules.

Setting the rule priority order

Two buttons are available to set the rule priority order:

o Click ¥ or ¥ 1o change the rank of the selected rule.

Click

* +

or to set the selected rule at the top/bottom of the list.

Exporting a rule

To export a rule, follow the steps below:

¢ Click S to display the drop-down menu.

l'

Click on Save Selected or Save All to save all rules or press Ctrl while clicking to select the
rules to be saved.

Save Selected...
Save All...

Enabling/disabling a rule group

To enable or disable a rule group, follow the steps below:
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Right-click the appropriate rule group in the settings tree structure.

A

ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE -V 7.2
STORMSHIELD 8. PROTECTION MECHANISMS

e Select Enable or Disable.

@ Application Control

£x General Settings
= M@ Applicative rules

| X
[ De Copy Group
[ Jaw Rename
M
E Sy Disable
[ To Delete group

[ Web browsers

© NoTE

To disable a rule within a rule group, right-click the rule in the Status column.
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9. Security Policies

9.1 Application identifiers

Before creating a security policy and implementing application control, you will need to create
application identifiers. For more information on creating security policies, please refer to the
sections Creating a security policy and Application control.

Application control relies on the concept of application identifiers, which matches the target to
which the rule must apply. The first step in generating an applicative rule is to create at least
one identifier in the Application identifiers panel in the security policy.

9.1.1 Types of application identifiers

Each identifier comprises a limited number of entries. Each entry allows identifying applications
by several criteria:

e A partial or full path to the executable file.

e An MDS5 or SHA-1 hash of the executable file.

* Adigital signature by a specific certificate.

* A combination of a path (full or partial) to the executable file and its digital signature.

Path

Advantages
Identifying an application by its full or partial path provides the advantage of not being affected
by changes made to the targeted executable file. This facilitates adaptation when there are
several versions of the same application in an environment, for example. Moreover, with partial
paths, differences in folders on different workstations (e.g. the "Program Files" folder on 32-bit
or 64-bit systems) would not be an issue.

This filtering mode is operational as soon as Windows starts.

Disadvantages
The main drawback of such rules is the need for prior knowledge of the name of the executable
file and the guarantee that it would not change after the application is updated. Furthermore, for
all executable files received from an external source (Internet, for example], their names may
be random, making even partial path identification ineffective. This type of identification may
be dangerous if it is used for the purpose of exclusion, especially if a partial path is used.
Stormshield Endpoint Security will not prevent the user from adding executable files to a folder
that has been excluded in trusted applications, thereby making it possible to execute any
application outside the scope of the agent's protection.

Hash

Advantages
Identifying an application by its SHA-1 or MD5 hash provides the advantage of relying not on
the path of the executable file, but on its contents. This method is particularly effective in
preventing the execution of known malicious executable files, regardless of how they are
named and where they are located on the workstation.

An application’s hash is calculated when it is executed. It will then be compared against the
security policy applied to the workstation in order to ensure that it is not subject to any specific
rule. If the execution of the application is prohibited, it will not be loaded.
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Disadvantages

The main drawback is the need to maintain a list of hashes while taking into account each
version of the same application. This is indeed an issue as the slightest change to a binary file
would modify its hash, making it tedious to identify the application. Moreover, in terms of the
Stormshield Endpoint Security agent's performance, the list of hashes per security policy must
not exceed 50,000 entries.

Signature certificate

Advantages

Identifying an application by certificates provides the advantage of relying not on an
application’s version or path, but only on its digital signature. In this way, all applications from a
specific vendor can be easily and quickly allowed or blocked, regardless of where they are
located on the workstation.

When a signed application is executed, its signature will be checked to ensure that its integrity
has not been compromised. Once this operation is complete, the agent will search for the
certificate that was used to sign the application from among the certificates it has received from
the management console. If this certificate appears in the list, the agent will apply the
associated applicative rule.

Disadvantages

The main drawback is having signed applications so that this type of filtering would function.
Most software vendors have several signature certificates and use them when providing their
applications. The security of such rules therefore relies on the vendor's trust in the application's
signer.

In the event an application is not signed by a certificate, the Stormshield Endpoint Security
console will be provided with a signature tool (Stormshield SignTool] that will allow you to sign
applications with your own certificate.

You can read the documentation for this tool when you execute it, or by clicking on the help
button.

9.1.2 Creating application identifiers

Application identifiers are created in the security policy, in the Environment Manager section.

I POLICIES / SECURITY / App Identifiers
aﬂ Deploy to the environment

[ App Identifiers

~ Environment Manager + Add X Remove # Rename I:J Refresh & Export -~ X Import
[ servers Mame Creation Last modification Policy(ies) linked | Comment
&) Policies *tmp, *.dat 6/25/2018 10:35:07 ...  6/25/2018 10:35:16 ... Amp, dat
Environment *\setup.exe 6/25/2018 10:35:08 ... 6/25/2018 10:35:16 ... For Win10 Upgrade
B} Log Manager *A\sources\setupprep, exe 6/25/2018 10:35:08 .. 7/13/2018 9:31:47 AM W10 Upgrade

v Monitoring *\sources\setupprep.exe - 1709 6/25/2018 10:35:08 ... 6/25/2018 10:35:16 ... W10 Upgrade 1709

v Console Manager |systemroot|\system32\backgroun... 6/25/2018 10:35:08... 6/25/2018 10:35:16 ... |systemroot|isystem32\backgroundtaskhost.exe

v Devices |systemroot|\system32\lsass.exe 6/25/2018 10:35:07 ... 6/25/2018 10:35:16... Isass.exe

|systemroot|\system32\sppsvc.exe  6/25/2018 10:35:08 .. 6/25/2018 10:35:16 ... Microsoft Software Pratection Platform Service
+ 2 & @ |systemroot|\system32\svchost.exe  6/25/2018 10:35:08 ... Services Control Manager
=% Policies |systemroot|\system32\wimserv.exe  6/25/2018 10:35:08 ... 6/25/2018 10:35:16 ... Wimfltr v2 extractor
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[k Server Configuration
+13 Dynamic Agent Configuration
- Static Agent Configuration
5 Security

L.[#] Certificates

Iy App Identifiers

-} Base

1 DefauitSecurityPolicy
T Process access

S Encryption

- Script

i [1 Script Resources

L.[¥ Files Deployment

. N

All

c\Swindaws.~bt\sourcesimighost....
c\Swindows.~bt\sources\setupho...

c\Swindows.~bt\sources\setuppla...

c\windows\systern32\drvinst.exe
[l App Identifiers entries
+ Add - [# Modify

Type Value

6/25/2018 10:35:07 ...
6/25/2018 10:35:08 ...
6/25/2018 10:35:08 ...
6/25/2018 10:35:08 ...
6/25/2018 10:35:08 ...

X Remove

6/25/2018 10:35:16 ...
6/25/2018 10:35:16 ...
6/25/2018 10:35:16. ...
6/25/2018 10:35:16 ...
6/25/2018 10:35:16 ...

1
1
1
1
1
1
1
6/25/2018 10:35:16... 1
1
1
1
1
1
1

Win10 Upgrade

processus maj windows

Description
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Open the Application identifier panel and click Add at the top of the panel.
2. Enter a name for the identifier and a description. Click on OK.

Click on the Validate button at the top of the App identifiers panel in order to save your
identifier. Focus remains on the validated identifier.

Application identifier entries
Before using the identifier in a security policy's rules, entries must first be added. Each
identifier may contain an unlimited number of entries.
& App Identifiers entries
+ Add - [# Modify X Remove
Type Value Description

Select the identifier to edit in the upper panel.
Double-click it to edit it or use the Edit button at the top of the App identifiers panel.
Click Add in the App identifier entries panel.

Select identification by path/signature certificate or by MD5 and/or SHA-1 hash. Refer to the
explanations in the paragraph Types of application identifiers regarding your choice.

Path and/or certificate

A w e

Applications can be identified either by the certificate that signed the executable file or by the
executable file's partial or full path, or even a combination of both.

L) Stormshield Endpoint Security Management Console -

& parameters

Description | |

Path: | |o

Certificate: | ||IZI| o
© Helper

Allows identifying an executable according to the path or the certificate which signs it.
- If only one field is completed, any executable matching the entered value will be identified.
- If both fields are completed, only the executables matching both fields will be identified.

Cancel
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In the window above, enter a path or select a certificate.
 Path: This attribute defines the name of the application to which the rule applies. Using a

wildcard at the end of the path lets you set a rule that covers all executable files in a
given path and its subfolders.

Example: |programfiles|\Internet Explorer\*

To apply a rule to a folder and not to its subfolder, you have to create two identifiers and
replace * by *\* in the second identifier. Add a rule for each of these identifiers and
specify rights for each rules. The rule *\* must have priority over the rule * so that both
rules will be taken into account.

Certificate: click Select a certificate and select the one that will be used to identify the
application in the window that opens. The list of certificates displayed in this window
sets out the certificates imported in the Certificates panel in the security policy.

SHA-1 certificates are supported by Windows from Windows XP. SHA-256 certificates are
supported from Windows 7. When a application is signed by a certificate chain, SES only
uses the more specific certificate at the end of the chain.

For more information, refer to the section Importing signature certificates.

() Stormshield Endpoint Security Management Consaole -
Q
Description Subject lssuer Validity Details
Oracle America, Inc. [3B73816013A... | Oracle America, Inc. Symantec Class 3 SHAZ256 ... |4/14/2018 1:3%:59 AM
Microsoft Corporation.cer (Microso... | Microsoft Corporation Microsoft Code Signing PCA | 7/22/2015 7:38:00 PM
Microsoft Corporation [AD16FFEAT... |Microsoft Corporation Microsoft Windows Produ... | 8/3/2017 71719 PM
Opera Software AS [45B00D844B474... | Opera Software AS DigiCert EV Code Signing ... |6/27/2019 2:00:00 PM
Microsoft Corporation [98ED93A67... | Microsoft Corporation Microsoft Code Signing PCA | 11/2/2017 @17:17 PM
Mozilla Corporation [30600FD63199... | Mozilla Corporation DigiCert SHAZ2 Assured 1D ... | 7/13/2018 2:00:00 PM
Windows Defender.cer (Microsoft ... |Microsoft Corporation Microsoft Code Signing P... | 5/8/2018 %:17:21 PM
Microsoft Windows [B8037C46000... | Microsoft Windows Microsoft Windows Verific... |3/9/2018 8:46:04 PM
Microsoft Corporation.cer (Microso... | Microsoft Corporation Microsoft Code Signing PCA | 9/4/2016 7:42:43 PM

When an application is signed with more than one certificate, you can choose the
certificate which will be used to identify the application.

to add new entries.

Click Finish to finalize the creation of the entry and repeat the operation each time you need

3. To assign application identifiers to applicative rules, refer to the section Identifer: in the

security policy

Certain specificities apply when certificates are used in Stormshield Endpoint Security to

identify applications. Two situations need to be considered:

* When the executable file of an application subject to an applicative rule embeds signature

information, it will be extracted in order to be verified.

* When the executable file of an application subject to an applicative rule does not provide
signature information, all security catalogs on the workstation will be verified (those relating
to the user will be ignored). If any signature information for the executable file is found

there, it will be extracted in order to be verified.

Several rules apply regardless of the type of application signature (embedded in the executable

file or through the catalog):

. N
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* Neither the console nor the agent will check the CRL (Certificate Revocation List] used in
application control rules.

* Neither the console nor the agent will prevent the use of expired certificates in applicative
rules. The console will display a simple warning message.

* The agent's verification of a program'’s signature includes the cryptographic operation on the
public key to check that it matches the private key on the certificate found.

 |f a certificate has been added in the console, all applications signed by this certificate or
any of its child certificates, without depth restrictions, will be taken into account. This
relationship search is based only on the store of the local machine. Certificates in users'’
stores will be ignored.

* The agent will always establish the certificate's parent-child relationship up to its root. It will
then check whether any of the certificates in this chain exists in its store, starting with the
signer certificate of the executed application. It will stop at the first certificate in the chain
that exists in its store and apply the associated applicative rules.

Hash
Applications can be identified either by an MD5 hash or by an SHA-1 hash.

=) Stormshield Endpoint Security Management Console -

€ Parameters

Description |

& Import X Delete
Hash Type Description

©® Helper

Allows identifying an executable according to the hash.
- Any executable which hash (MD3 or SHA-1) is listed will be identified.
- The C5V import file must contain twe columns (1 hash and a description per line separated by the character ",").

Cancel

1. Inthe window above, enter an MD5 and SHA-1 hash directly and a description. The type of
hash will be automatically recognized according to its length.

A list of hashes may also be imported from a CSV or text file. To do so, click Import and
select the file in the Windows Explorer screen that opens.

2. Click Finish to finalize the creation of the entry and repeat the operation each time you need
to add new entries.

@ NotE

For the sake of workstation performance, the maximum number of synchronized
hashes to Stormshield Endpoint Security agents is 50,000 per directory (Active
Directory or internal directory). In other words, the number of hashes stored in the
database is unlimited, but only 50,000 hashes can be applied simultaneously by an
agent. When this limit is exceeded, an error message will appear in the console.

3. To assign application identifiers to applicative rules, refer to the section Identifer: in the
security policy

The lines below can be imported as hash lists in the console:
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0123456789ABCDEF0123456783ABCDEF;
FEDCBA9876543210FEDCBAS876543210;Firefox
0123456789ABCDEF0123456789ABCDEF01234567;Internet Explorer
FEDCBA9876543210FEDCBAS876543210FEDCBA98;Chrome.exe

9.2 Importing signature certificates
To enforce application control in a security policy, you must first create application identifiers
as explained in the section Application identifiers

In order to identify an application by its digital signature instead of its name, certificates can be
imported in the SES management console.

To find out how to use certificates for the purpose of identifying applications, please refer to the
sections Signature certificate and Path and/or certificate.

To add certificates:

1. Expand the Security folder in the Policies panel's tree and select Certificates.
2. Click on Import at the top of the Certificates panel.

3. Inthe window that opens, select the various certificates to import.

4

Confirm your changes by right-clicking on Certificates in the tree on the left, and then by
clicking on OK. You may also click on OK at the top of the panel in which certificates are
imported.

This feature supports X509 certificates.

In the Certificates panel, each certificate has various attributes:
e Description: name of the imported file

* Object: common name (CN] of the imported certificate

* |Issuer: issuer of the imported certificate

* Validity: expiry date of the certificate. Do note however that the Stormshield Endpoint
Security agent will not block applications with expired certificates. This date is indicated for
information only. The Validity field will therefore be shown in italics with "Expired” in
brackets once the certificate has expired.

* Details: button that opens a window summarizing all information about the imported
certificate.

Once they are validated, certificates will be saved in the database of the SES management
console. There is therefore no need to save files on the disk.

9.3 Creating a security policy

1. Click Policies and the T button. The window Palicy creation opens.
2. Entera policy name and select the Security type.
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3. Selecta template. The policy templates are:
* Empty policy: no blocking is set up.

SES - ADMINISTRATION GUIDE -V 7.2
9. SECURITY POLICIES

* Basic template: includes system and network basic security rules required for standard
Windows services to work properly on workstations. This policy provides a basis which
ou will complete and customize to your environment.

® Policy creation

Policy name: T
-
Mame must be filled,

Palicy type: 8] ﬂ Server Configuration

() 1 Dynamic Agent Configuration
() 1 Static Agent Configuration
® 0 Security
) § Encryption
0 [0 Script

Policy template: (@) TJ Empty policy
y J Basic template

Create

() Stormshield Endpoint Security Management Console

Cancel

4. Click on OK. The policy edition window opens.

You can also import policies. For more information, refer to the section Importing security

policies.

9.4 Importing security policies

9.4.1 Import a new policy
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Edit the names if necessary.
Click on Import.

a s w e

select an option between:

. . .. . &+
Click on Policies in the Environment Manager menu, and then on the == button.
In the files selection window, select one or more files to import (.sczp or.scep files).

If application identifiers used in the imported policies are already listed in the console,

e Duplicate the app identifier: allows creating a new identifier from the imported
resources. The new identifier will have an automatically generated name to avoid name

collisions.

* Replace the app identifier: allows replacing the existing identifier. This option allows
guaranteeing that the behavior of the imported policy will be exactly the same as its
behavior prior to the import. Warning: selecting this option may modify the behavior of

other policies using the same identifier.

» Keep the app identifier: allows using the identifier as it currently is in the console.
Warning: selecting this option may modify the behavior of the security policy if the
identifier was modified between the export and import.

. N
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9.4.2 Importing a policy from an existing policy

If you wish to keep the links to the environment elements in an existing policy, you can
duplicate this policy and edit or replace the content. To do so, open and edit the policy, and
click on the button Import at the top of the policy edition panel.

Importing a full policy

The first tab of the window allows importing a full policy (.sczp or .scep files) or a full policy
template. The content of the current policy will be fully replaced by the imported policy. If
application identifiers used in the imported policy are already listed in the console, choose
between Duplicate, Replace or Keep.

Importing rules groups

On the contrary, in the Rules groups tab, you can choose to import some rules groups related to
application control or network security control. This import does not override the rules existing
in the policy.

9.5 Editing a security policy

The security policy edition window is divided into four tabs corresponding to different
categories of settings: System Behavior, Device Control, Network security control and
Applicative rules.

The Links tab lists the organizational units and Stormshield Endpoint Security groups on which
the policy is applied with the corresponding application condition.

9.5.1 System Behavior

General settings of the System Behavior tab allow defining system behavior control and
application behavior control.

Select Kernel Components in the System Behavior panel to control driver loading and detect
suspect drivers.

System Behavior Control
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The System behavior control settings are the following:
* Enabled/Disabled.
* High/Low/Critical/Advanced.

[=] (@] System Behavior Control

Executable file creation Disabled
Protection against privilege escalation Disabled
Protection against spontanecus reboots Disabled
Protection against keyloggers Disabled
Protection against memory overflow Disabled
Kernel component protection Disabled

¢ Executable file creation:
Possible settings are the following:
° Disabled:

By default, this parameter is set to Disabled.
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° High:
This parameter prevents the creation of the following executable files:
com dll exe msi mst scr cpl
° Critical:

This parameter prevents the creation of the following executable files:

bat com exe mst scr vbs

cmd dll inf pif sys ws
chm drv msi reg vbe wsm
cpl

It is possible to authorize or ban the creation of executable files with a specific
extension for a specific application. To do so, go to the applicative rules in the
Application control tab of the security policy. Add an applicative rule for one or more
identifiers and specify the extension [ *.ext) and the access right in the Files column.
For more information, see section Files.

* Protection against privilege escalation:

This parameter enables or prevents applications from letting a process gain administrator or
system rights.

Possible values are the following:
° Disabled:
Default setting.
° High:
The following privilege escalation attempts are blocked:
* Attempt to obtain the privilege to load a driver
e Attempt to elevate kernel privileges
* Theft or manipulation of a process security context
° Critical:

In addition to mechanisms blocked by the High level, the Critical level blocks the
attempt to obtain the debug privilege (may generate false positives).

The privileges requested by applications are saved in system logs.
* Protection against spontaneous reboots:
Possible settings are Enabled or Disabled.

Itis usually the user who restarts the system but malicious software can trigger
spontaneous reboots in order to:

° Cause a denial of service.
° Prevent patches from being downloaded.
° Prevent antivirus signatures from being downloaded.

This parameter prevents or allows applications to access privileges which permit system
reboot.

The privileges requested by applications are saved in system logs.

* Protection against keyloggers:
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Keylogging is used to capture keyboard events in order to steal passwords, confidential
information, etc.

Possible settings are the following:
° Disabled:
No blocking, no log. Default setting.
° High:
Keylogging is blocked.
° Critical:

Best defense against graphical interface hooking (any event related to the graphical
user interface is captured).

* Protection against memory overflow:

Memory overflow occurs when programs attempt to write data beyond the allocated
memory.

These extra bytes replace valid data, and are executed as a program code.
Possible settings are the following:
° Disabled:
No protection. Default setting.
° Low:
This is a combination of the options KRP+RCP+HPP+HSP (Low].
° High:
Low+HSP (high)+NXP or BKP applied to network processes.
o Critical:
This is a combination of the following options:
High+BKP applied to network processes if NXP is already enabled
or
High+BKP applied to all processes if NXP is disabled.
° Advanced:

The administrator can disable one or several protection techniques in case of
incompatibility.

Possible options for Advanced are the following:
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General Settings

[=] (2] System Behavior Control

. N

Executable file creation Disabled
Protection against privilege escalation Disabled
Protection against spontanecus reboots Disabled
Protection against keyloggers Disabled

Protection against memery overflow -

3 Stormshield Endpoint Security Manage... -
Blocked Overflow
ASLR (KRP) E Enabled
Ret-Lib-C (RCP) Enabled
HoneyPot (HPP) & Enabled
NX/HD (NXP) E Enabled
Backtrace (BKP) E Enabled
HeapSpray (H5P) High
| 0K | | Cancel
- ASLR (KRP):

This option is used to randomize the base address of kernel132.d11 whenitis
mapped into memory (under XP] on each reboot.

Restart the computer for ASLR (KRP] activation/deactivation to be taken into
account.

Ret-Lib-C (RCP):
This option blocks return-into-1ib (c) attacks.
HoneyPot (HPP):

This option generates decoys which will be used by malicious code to find
kernel32.d1l1.

NX/XD (NXP):

First of all, you will have to enable this feature in the BIOS (Basic Input/ Output
System) of your machine as well as the DEP (Data Execution Prevention) feature in
Windows.

This option in Stormshield Endpoint Security blocks the execution of processes
based on memory addresses but does not Kill the process in progress. There is a
high risk of false positives, though.

You can disable this option so as not to block the process in progress. It can prove
useful when a legitimate process executes code in the memory addressing space.

Backtrace (BKP):

This option is used to track the operations which led to the execution of untrusted
code.

This option can slow down the performance of your machine. If necessary, you can
disable it.

HeapSpray (HSP):

This option allows blocking HeapSpray attacks. In most cases, such attacks are
executed from web browsers or even from the Microsoft Office suite. There are three
levels of protection: Disabled (grayed-out cross), High (red arrow) and Low (yellow
arrow).
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@ Norte
Some applications legitimately use mechanisms targeted by automatic protections.
For instance, the debugging function in a software development tool can legitimately use
process injections whereas a remote control tool will perform keyboard event captures.
This is why Stormshield Endpoint Security has the ability to trust these applications, at
each category level.
This feature is described in:
Trusted applications.
Attributes
Protection ASLR RET-LIB-C Honeypot NX/XD Backtrace HSP
Disabled off off off off off off
Low on on on off off low
High on on on on off high
Critical on on on on on high
Advanced on/off on/off on/off on/off on/off high/low/off
© WARNING
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In case of incompatibility between an application and the memory overflow protection, it
is recommended to check that the application is running properly by disabling only
protection options NX/XP (NXP) and Backtrace (BKP).

Should the problem persist, add a rule in Trusted Rules from the Applicative rules tab.

@ NoTE

NX/XD and Backtrace:

When the NX/XD option is disabled or not present on your computer, the Backtrace
option will then be enabled.

The Backtrace option is always enabled when Protection against memory overflow
is set to Critical.

Kernel component protection

This parameter enables the administrator to activate or deactivate the detection of driver
downloads (only for 32-bit operating systems).

Possible settings are the following:
° Disabled:

Kernel driver detection is disabled. No log event has been created on the Stormshield
Endpoint Securityserver.

° Low:

New drivers and suspect drivers will not be blocked. They will only be detected. If the
security policy prohibits certain drivers from being downloaded, these drivers will be
blocked.

° High:

New drivers and suspect drivers are blocked on next boot. The drivers installed by
Windows Update are automatically trusted.

o Critical:

A
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Unknown drivers and suspect drivers are blocked on next boot. The drivers installed by
Windows Update are automatically trusted.

@ Note
Blocking of new drivers can be temporarily suspended with the challenge Install drivers.

€ NotE
After enabling kernel component protection, workstations equipped with agents need to
be restarted to take the change into account.

Application Behavior Control

Application Behavior Control parameters can be set to:

e Enabled/Disabled
e Critical/High/Disabled

[-] T Application Behavior Control

Applications access Disabled
Execution control Disabled
Execution control on removable device Disabled
Socket access Disabled
File access Disabled

* Applications access:

The application injection mechanism is used by malicious code in order to:
° Block another application from operating.
°  Corrupt the application.

° Take control over the application.

Possible settings are the following:

° Disabled:

No blocking, no log.
° High:

All attachments are blocked.
° Critical:

All attachments are blocked and the access to the system specific information is
blocked by default.

If this protection is enabled and if stopping the agent is allowed in the dynamic
configuration, verify a trust rule for the |systemroot|\system32\consent.exe user
account control exists (rule included in the policy basic template). If this rule does not
exist:

1. Add the rule in the trusted rules in the Application Control tab.

2. When the rule is created, check the Advanced mode box.
The column Access to this application displays.

3. Check the box in this column.
For more information on this option, see section Trusted domains.

Some applications legitimately use mechanisms targeted by automatic protections.
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For example, the UAC (User Account Control) under Windows 7 and upwards, as well as the
debugger of a software development tool, may legitimately perform process injections.
Stormshield Endpoint Security allows trusting these applications. For more information, see
section Trusted applications.

Execution Control:

This mechanism monitors the execution of applications installed on the workstation.
Malicious code may actually be hidden within authorized applications.

Possible settings are the following:
° Disabled:

No blocking.
° Enabled:

Allows the execution of the binary files which are listed in the Windows system
directory.

Execution control on removable devices

This control mechanism allows requesting a confirmation from the user when an application
starts from a removable device connected to the agent.

Possible settings are the following:
° Enabled:

A confirmation from the user is requested when an executable file is launched from a
removable device.

> Disabled:

No confirmation from the user is requested when an application tries to start from a
removable device and the application can start.

When this mechanism is used, a log message is created.

The confirmation message directed at the user can be customized. In Log Manager, choose
the type System Logs and edit the notification message of the lines (#.)?EXE ON USB
BLKEXECUTE and (#.)?EXE ON USB WARN. The message will display in a confirmation
window on the agent.

Socket access:
Possible settings are the following:
° Disabled: Blacklist policy.
No network blockage except when explicitly banned.
° High: Whitelist policy.
Most accesses are allowed.

°  Critical: Whitelist policy in which no network access is allowed unless it has been
explicitly declared. This level may generate false positives.

File access:
This parameter is used to prevent the corruption and modification of executable file names.
Possible settings are the following:
° Disabled:
No blocking, no log.
° Enabled:
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Any attempt to rename a file will be verified. Any attempt to edit an executable is
blocked.

@ WARNING

This protection is a very powerful but also very restrictive tool.

Updating an application requires that you first disable the protection.

It is highly recommended to use the Warning mode in order to adjust a policy.

Kernel Components
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This category enables control over driver loading and detects suspect drivers.

Kernel Components

+-xXx-EB-F t 43 2- - 4l

# E | 8 Name [& CheckSum  £3 Loading | [JLlog | = Description

0 \raspppoe.sys OTFEFSBAGD2AE... L] _ ~
1 B \wmmousesys 02B6C2294C394... L] _ N
2 M \CompositeBus.sys 051AD6AZFF362 -] _ b
3 B \WdNisDrv.sys 07733E0BAGGTE... L] _

4 E luafesys 0BTTFT36B0ESF1... L] _

5 [ \intelidesys 0BBCTAFAS7382... L] _

6 [ \storahcisys 09B93F48999338... L] _

7 E \intelpep.sys 0A73324FBADC... L] _

& [ ‘ksecddsys (0BOAAAD263585... (] _

9 E \kbdclass.sys 0C58E22140B16... L] _

10 B \mnsmb.sys OD3FI59FB5DSE... L] _

11 E \pnpmem.sys ODSE496871917F.. -] _

12 B \eli6332sys 1494CBA145E42... L] _

13 B Nfs.sys 15E78FA2EBEDD. . L] _

14 B \WudfPfsys 15F30CBED1CE... -] _

15 B \ws2ifslsys 19C1222E1CH4F... L] _

16 E \Beep.SYS 1AT33EF0BE69TF .. L] _

17 B \wmmemctl.sys 1B2FDODAFSAT .. ] _

18 B \rspndrsys 1C634D2DDB3A. .. L] _

19 E \vmusbmouse.sys 1D5139DF7F16C ] _

20 B isapnp.sys 1F49EGDBT3DO1... L] _

21 B \CmBatt.sys 1Fa6BAFBIDZEA... L] _

2 [ \win32ksys 2DAFBTB4ECEES. ] _

23 B \lsisassys 20BFA192D9DE... [] _ v
< n >

Protection:
Black List + Profiling

The Kernel Components attributes are the following:
e Status:

This attribute can be set to Enabled or Disabled.
e Name:

This attribute is the driver name.
e CheckSum:

This attribute is the driver hash.

The list cannot include the same hash twice but different drivers can have the same name
with a different hash.

e Loading:

This attribute can be set to Allowed or Denied.
* Log:

This attribute defines the settings for saving and viewing log files.
e Description:

This attribute is a freeform comment.

To add a driver to the list of kernel components, click + in the toolbar.
The following window is displayed:
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() Stormshield Endpoint Security Management Console -
£ Kernel Components
Search: |
\* MName # CheckSum
srvd.sys 003022708CT252EEEEOBEGD2747BECS575F62F 741 FOOTEFFEDOT 59DADO0MCEBE ~
WudfPf.sys 00942992288248B453CCOCSE0DEBBEBCDIFI5BDB5A%42DAS5F3EBFB3 1FGBF4540
‘tepipreg.sys 01538B96BEF48DA2EGS637DB144ATA304DFFT7CY16CH6370ERE1482599E68815
\raspppoe.sys O1FEF38AED2AEG335E491DD287DECATIESZB02E2BE266C9COTATETOOBEECTES
Wmmouse.sys 02B6C2294C354BBA524361D58A3C2FE2AFTTOCO462E28BBF3E2DE5E91162D2A2
Wof.sys 05161F214EBAAECDSESST183FFAB2BI5BF05303570CE10D361DD2018D5EFBESE
‘wmgencounter.sys 05BDB5219DEEGBFC26B17D14CCE3F284307D467 TFFETFE16TE349C9T903683F6
Yig42prt.sys O7E319ESEAQF27033622B434F877B5ER3DE3CT26D9DA50838933069BEAFEE4AST
\Wdf01000.5ys 0838AD4728862CDEBCT52AA3ET3193122F51 2401670441 F2ABB0D581BCR4D55AR
YAgileVpn.sys 0B86A18B97C2C38FA293D34BCE32BDAB32DCOTABTFAIECFD139B4D5E144639C5C
“WindowsTrustedRTProxy.sys 0SBBAFCCO05TOF383207E2B73ABFCIB3809E1344BD3B16A50BESDATDO52A2DE
dxgkrnl.sys OBF4BE31DCOFSEDTO28B5SFEBTASOATTSEFDTAFADTIAZBCAADSZETFCFI1 C2DFT4
‘kbdclass.sys 0C58E22140B16D5916511B0DEDE229941 CBO27B16601F549B3B981 300CE2604B w

The list of kernel components is automatically generated from the drivers loaded on the
workstations on which the agent has been installed. The protection must be set at least to Low
in order for the loaded drivers to be listed.

@ NoTE

The list of kernel components is only generated from 32-bit workstations.

You can use the Search field to make sure that a driver or its hash is not already present in the
list.

9.5.2 Device Control

General settings
Device control can be set to Allowed or Denied.

General Settings

=] £x Devices
Modern @ Allowed
Bluetooth @ Allowed
IrDA @ Allowed
LPT @ Allowed
Com @ Allowed
USB Smart Card @ Allowed
Floppy © Allowed
CD/DVD/Blu-Ray © Allowed
CD/DVD/Blu-Ray Writer @ Allowed
PCMCIA card @ Allowed
USE audic @ Allowed
USE HID @ Allowed
USE still imaging @ Allowed
USB printer @ Allowed
U3 feature @ Allowed
USE/FW mass storage @ Allowed
[& {& Removable devices settings

Group management [ Enabled
Mass storage recovery @ Denied
Mandatery password minimum strength Low

Device Control covers the following items:
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» Modems (examples: RTC, 3G).

¢ Bluetooth.

* IrDA (Infrared Data Association) ports.

 LPT (parallel) ports.

e Comm ports.

e USB smart cards.

* Floppy disk drives (internal or external).

e CD/DVD/Blu-Ray.

* CD/DVD/Blu-Ray Writer.

e PCMCIA cards.

e USB audio cards.

» USB HID (Human Interface Device] keyboards or pointing peripherals (examples: mouse,
graphics tablet, etc.).

* USB still imaging (examples: cameras, scanners, etc.).

e USB printers.

* U3 feature: It blocks autorun execution on U3 USB keys and CD-ROM readers.

* USB/FW mass storage: It consists of devices such as USB keys and hard disks, FireWire, etc.

* Group management: enables or disables removable device groups.

@ WARNING

If the Group management parameter is modified in the policy, we strongly recommend
that you restart your workstations so that SES agents may correctly apply the latest
security policy. Likewise, we advise against applying two security policies with different
Group management values either by script or by condition.

* Mass storage recovery: Allows the user to decrypt mass storage devices that have been
encrypted with Stormshield Endpoint Security.

» Mandatory password strength (Standard by default): It is used to encrypt mass storage
devices with Stormshield Endpoint Security.

@ Note

The administrator can create policies applied to agent groups using removable devices.
Settings will be more accurate. See Creating an encryption policy to be applied to a group
of devices.

For more information, please refer to Removable Device Encryption.

Devices with access set to Denied are blocked. This information is stored in Device Logs and
the user receives an alert. For more information, see section Device Logs.

Removable devices
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Using groups of removable devices strengthens data security.

You can tailor each group of removable devices to ensure compliance with the company’s
usage guidelines relating to devices. For example, you can create separate groups of devices
based on employees’ job requirements, their hierarchical position in the company, etc.

A group of removable devices for R&D engineers might contain fewer restrictions than an
administrative group.

Overview

Under Removable Devices, click on Default Group or create a new device group.
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1. To create a new device group, right-click Removable Devices and click Add Group.
2. To change the group name:

» Select the name.

* Press F2.

¢ Enter the new name.
You cannot rename the Default Group.

The group settings panel on the right changes according to the device type selected in the
Group Settings area. The following areas are available:

Removable Devices / Default Group

|= (5 Group Settings
Device Type Mass storage
Default access rights Read/Write
Audit Plug/Unplug AREA A
File encryption Enabled
Access right if encryption is cancelled Read
Stand-alone decryption tool (SURT) Allowed
-] |& USE Settings
Removable devices enrollment Disabled
Restore trust status Disabled AREA B
emovable Devices AREAC B+~ % &~
+ - x - - T 4 F & - Extension Rights = Description
Device Type Vendor ID Product 1D doc Reac-ifWrite Word files
— Zier e exe Denied Executable
firewire 4369 456789 AREA D

* Area A: Group Settings.
These settings are applicable to all removable devices in the group.
* Area B: USB Settings
These settings allow changing the enrollment status of removable devices in the group.
* Area C: Individual device settings
This is the list of devices that make up the group.
* Area D: Exceptions by file extension

For removable storage devices and CD/DVD/Blu-Ray, you can specify exceptions to default
access rules according to file extension.

Example: You can set the default access rule to Denied for a given device or device type but
allow Read access to Excel or Word files.

Group Settings
Group settings apply to all removable devices in the group.
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[=] & Group Settings

Device Type Mass storage
Default access rights Denied
Audit Deactivated
File encryption Disabled
Access right if encryption is cancelled Read
Stand-alone decryption tool (SURT) Denied

[ [ USE Settings
Remowvable devices enrollment Disabled
Restore trust status Disabled

The Group Settings can include the six following items according to the device type selected:
* Device type.
e Default access rights.
e Audit.
* File encryption.
* Access right if encryption is cancelled.
* Stand-alone decryption tool (SURT).
Device Type
This parameter defines the device type. It can assume the following values:
* Mass storage.
e ActiveSync (USB):
It is used to synchronize with mobile phones (Windows).
e Other USB devices:
It is used for all other types of USB devices.
e PCMCIA:
It enables the user to insert PCMCIA cards.
e CD/DVD/Blu-Ray.
After selecting a device type, the data related to this value is updated and set as default.
Default access rights
This parameter can assume the following values:
* Denied:
By default, the user has no access rights to the devices in the list.

If default access for the device group is set to Denied, when the user tries to read or write to
a device pertaining to this group, the action will be blocked and the event entered into the
Device Logs.

¢ Read:
By default, the user has read access rights to the devices in the list.

If the user tries to write to any device listed, the action will be blocked and the event
entered into the Device Logs.

e Read/Write:

By default, the user has both read and write access rights to all devices in the list.
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@ NotE
You can add a list of files that will be excluded from the Default access rights settings.
This list is defined in Area C called Exceptions by file extension.

Difference between Access Denied from General Settings and from Removable Devices

When access to a removable device is denied from the security policy under Device Control >
General Settings, the volume appears on your workstation but not its content.

When access to a removable device is denied from Device Control > Removable Devices, the
volume appears on your workstation.

However, you can list the volume files and folders even if access is denied. Creating empty
folders is also possible but not new files.

Audit
This parameter is used to enable the audit of a specific group of mass storage devices.

This parameter allows you to track device use without blocking device actions. You can gather
information on how devices are being used. Whenever an audit is enabled, it is recorded in
Device Logs.

The Stormshield Endpoint Security agent does not notify the user when an audit is triggered.
However, the user can view auditing activity in the Monitoring > Device Logs panel.

It can assume the following values:

* Disabled:
Auditing is disabled.
¢ Plug/Unplug:

An audit entry is written into Device Logs when a device in the list is plugged into or
unplugged from the computer. This entry includes the device size and storage capacity.

* File access:
An audit entry is generated into Device Logs when:
° Adevice in the listis plugged into or unplugged from the computer.
° A file on the device is either created, renamed or deleted.
¢ Write access:
An audit entry is generated into Device Logs when:
° Adevice in the listis plugged into or unplugged from the computer.
° A file on the device is either created, renamed, modified or deleted.
¢ Read-only access:
An audit entry is generated into Device Logs when:
° Adevice in the listis plugged into or unplugged from the computer.

° Afile on the device can either be created, renamed, open for reading, modified or
deleted.
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@ WARNING

Auditing records actions in Device Logs. It does not block unauthorized use.

Blocking unauthorized use is controlled by the Default access rights settings and the list
of exceptions under the Removable Devices panel.

File encryption

This parameter and the two following parameters enable the encryption of the files stored on a
USB or FireWire device. It can be set to Enabled or Disabled.

For more information, see chapter SURT.

Access right if encryption is cancelled

The values of this parameter may be:

e Read (only).

* Read/Write.

¢ Denied.

if the user chooses not to encrypt the device when prompted to create an encryption password.
Stand-alone decryption tool (SURT)

This parameter allows or denies the use of the SURT decryption tool to enable file decryption on
removable devices, for systems not running Stormshield Endpoint Security.

If this option is enabled, the SURT application will be copied onto the removable devices
encrypted by Stormshield Endpoint Security.

USB settings

USB settings apply to USB devices of the group and include the following options:

= [& USB Settings

Removable devices enrollment -
Restore trust status Disabled
Automatic
Interactive
Windows authentic...

Enroliment of removable devices

This option allows to enroll removable devices listed in the group and not already enrolled,
directly from a Stormshield Endpoint Security agent.

This parameter can assume the following values:
* Disabled: Default setting. The removable device is not automatically enrolled.
* Automatic: The removable device is automatically enrolled. A window notifies the user.

* |nteractive: A window asks the user to confirm the removable device enrollment. When the
device is enrolled, a window notifies the user.

* Windows authentication: A window asks the Windows credentials of the user. When the
device is enrolled, a window notifies the user. The device is enrolled for the user previously
specified in the window.
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@ NotE

When plugging the removable device, a user of the Active Directory must be
authenticated in Windows for the automatic or interactive enrollment to work.

This user becomes owner of the removable device and a log is sent to Device Logs.
Automatic and interactive enrollments are displayed in the enrolled devices list in the
console after these logs have been processed.

@ NotE

When the enroliment status of the removable device is invalid (corrupted enroliment or
device enrolled for another organization) and automatic or interactive enrollment is
enabled, the user is asked whether he wishes to enroll his device again in order to use it
in the new environment. If the user accepts, the trust status is lost. To restore the trust
status, it is thus necessary to run the device on a station dedicated to checking incoming
media.

Restore trust status

When a file is added or modified on the removable device outside the Stormshield Endpoint
Security controlled area, it loses its trust status but remains enrolled. When this option is
enabled, the antivirus installed on the workstation checks the file as soon as the device is
plugged in, in order to restore the trust status.

Restore trust status only applies to enrolled devices.

@ WARNING
All files of the removable device must at least be accessible in Read mode so that trust
status enforcement works.

For more information about removable device enroliment, see chapter Removable Device
Administration.

Individual device settings

Overview
You can create a group of devices by adding individual devices and their parameters.
Removable Devices

+ - X" EH-F T 4 3 2~

B | Device Type Vendor ID Product ID Serial ID Enrollment Description
B ush 3034 29634 560xk63 All
firewire 4569 456739 0i63599kk56 All

Individual devices include specific details (device type, vendor ID, etc.).
The individual devices added to the list must include part or all of the following information:
e Status:
It indicates whether the rule status is enabled or disabled (mandatory field).
* Device type:

It can assume the values USB or FireWire.

e Vendor ID:
This is the identification number of the device vendor.
e Product ID:

This the product code of the device.
e Serial ID:
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This is the serial number of the device. Enter this number if you want to assign parameters
to an individual device, otherwise leave the field blank.

¢ Enrollment:
This parameter is specific to USB devices. The following values are available:
- All: the rule applies to all devices.
- Enrolled: the rule only applies to enrolled devices.

- Trusted: the rule only applies to enrolled devices that have not been modified
from a workstation not protected by Stormshield Endpoint Security.

For more information about this setting, refer to section Delegation of the removable device
administration.

* Description:

You can add a comment about the device (optional).

@ NotE
You can use a wildcard to create a rule to include any USB or FireWire device.
To do this, set all fields to * except for the Serial ID which should be left blank.

This information can be added manually, by automatic device detection or by copying/pasting
from the device enrollment panel. For more information, see Procedure (Step 4).

Procedure
To add a new removable device to a group, follow the steps below:

1. Click * .The Device window is displayed:

Device:

® Manual mode ) Automatic detection

Description | | Enrollment

Type VendorID | Product ID | Serial ID Vendor Name Product name

| aK | | Cancel |

2. Add a device to the list manually or automatically. To do so, click on the Manual mode or
Automatic detection radio button. Repeat the operation with each device.

If you select automatic detection, you will need to plug in each device to be added.

@ Note

Depending on how you want to use the device group, you may not want to provide
specific information for each category.

For example, you may want to include all the devices from one vendor.

In this case, you would not include the Serial and Product IDs.

° If you click on the Manual mode radio button, follow the steps below:

l ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 9. SECURITY POLICIES

Page 157/393

N~

In the Type field, select usb or firewire from the drop-down menu.
Device:

® Manual mode

Type |Usb W

Firewire
Enter the following information as appropriate:
¢ Vendor ID.
* Product ID.
e Serial ID.
e Description.
¢ Enrollment.

° If you click on the Automatic detection radio button, in the Type field, select usb or
firewire from the drop-down menu.

Stormshield Endpoint Security will detect any device currently plugged into the USB
port and add them to the group.

The Device window automatically refreshes and displays the new information.
The new device is automatically selected. You can deselect it by clicking on its line.
If necessary, you can delete any unwanted device from the group.
3. Enter a Description (optional).
Click OK.
The removable device is added to the device group.
Edit device information as needed.

6. Create a list of exceptions by file extension (optional].
For more information, see section Procedure.

You can also copy a selection of devices from the Enrollment panel and paste them directly in
the Removable Devices panel by clicking right > Paste.

Exceptions by file extension

Overview

You can specify exceptions to the default group settings. These exceptions are based on file
extensions.

For example, Group Settings Default access rights can be set to Denied but you can allow txt,
rtf, jpg, etc. files to be read in Exceptions by file extension (area D] by setting the Rights
field to Read.

This parameter can assume the following values:
* Denied:

If a user tries to read from or write to a denied file (which is stored on a device pertaining to
the group), the action will be blocked even if Group Settings default access rights are set to
Read/Write or Read.

e Read:

The user can read from “excepted” files on devices even if Group Settings default access
rights are set to Denied.

I ses-en-administration guide-v?.2 - 06/22/2023



€ SES - ADMINISTRATION GUIDE -V 7.2
STORMSHIELD 9. SECURITY POLICIES

Even if Group Settings default access rights are set to Read/Write, the user can read but not
write into these “excepted” files.

e Read/Write:

The user can read from and write to an “excepted” file on listed devices even if Group
Settings default access rights are set to Denied.

@ WARNING
Exceptions by file extension apply to all devices in the device group.

Procedure
To create a list of exceptions by file extension, follow the steps below:
1. Above the Extension column, click + to add a rule.

By default, rights are set to Denied.

+- x 2~

[ Extension Rights = Descripticn
B doc Read/Write Word files
EXE Denied Executable

2. Double-click the Extension column field.

3. Enter a file extension (example: doc).

@ Note
To add an extension, you only need to enter the letters that indicate the extension. No
wildcard is needed. For example, you do not need to enter *.doc, doc is enough.

4. In the Rights column, enter the access rights assigned to the file extension.

5. Enter a Description (optional).

Examples

The following three examples illustrate how you might use device group policies to reinforce
your company’s usage standards.

Example 1

In this example, a device group rule called “Minimal Access” is created to handle any device not
specified in any other rule.
Example 1 is the most restrictive example.

To create this example, follow the steps below:

1. Set Default access rights in Group Settings to Denied.

2. Click ™ toadd arule.
3. Inthe Device window:
e Select Manual mode.
> SetType to usb.
° Enter 0 in the Vendor ID and Product ID fields.
> Leave the Serial ID blank. This acts as a wildcard.
The result is that all devices are blocked by default.
° Enter a Description (optional).
> Click OK.
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4. Repeat Step 3 to block all FireWire type devices.
5. Setthe access rights for the “excepted” files (doc, x1s and ppt).
6. The result should look similar to this example:

Removable Devices / Default Group

O [& Group Settings

Device Type Mass storage

Default access rights Denied

Audit Deactivated

File encryption Disabled

Access right if encryption is cancelled Read

Stand-alone decryption tocl (SURT) Denied
[ f& USB Settings

Removable devices enrollment Interactive

Restore trust status Disabled
Removable Devices +- x L~

+- - X" ®B-FT +t 1 T %~ B Extension Rights = Description
B | Device Type Vendor ID Product ID & docx Read_rWrite
B s Read/Write
It:::wire g E pphx Read/Write
Example 2

In this example, a “VIP” group is created to handle specific devices used by highranking

company officials.
Access is unrestricted but devices are listed individually.
Vendor, product and serial IDs are included so that only individually-identified devices can be

used. The serial ID is especially important in specifying a unique device.

@ Note
An unidentified device would be treated under the “Minimal Access” group rule created in

Example 1.
To create this example, follow the steps below:
1. Set Default access rights in Group Settings to Read/Write.

2. Click * toadd a USB device.
° Define the usb settings:
- Type.
- Vendor ID.
- Product ID.
- Serial ID.
Description (optional).
° Click OK.
3. Repeat Step 2 to add a rule for all USB and FireWire devices belonging to company directors.

@ Norte

In this example, we grant read/write rights on all devices.

That is the reason why it is highly recommended to fill in the information fields — in
particular the serial number field — available for each device.

4. The result should look similar to this example:

Q;e 1::5.9:?93 A l
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Removable Devices / Default Group

[ [ Group Settings

Device Type Mass storage
Default access rights Read/Write
Audit Deactivated
File encryption Disabled
Access right if encryption is cancelled Read
Stand-alone decryption toel (SURT) Denied

[ & USB Settings
Removable devices enrollment Interactive
Restore trust status Disabled

Removable Devices

+-x-HEH-F t & 3T L~

B | Device Type Vendor ID Product ID Serial ID Enrollment Description
ush 79534 58665 56924xk63 All
firewire 123456789 65989 0i65599kk56 All

Example 3

In this example, an “Employee” group is created.

Access is:

* Less restricted than in the “Minimum Access” group of example 1.

* More restricted than in the “VIP” group of example 2.

The “Employee” group does not list individual devices but lists groups of devices.

This is useful for restricting devices to company-issued devices that use particular vendor and
product IDs.

Default access and audit settings, and file exceptions will then apply to any device that
matches both the vendor and product IDs of one of the devices listed.

To create this example, follow the steps below:

1. Set Default access rights in Group Settings to Read/Write.

2. Click T toadd a device type.
3. Inthe Device window, create a device group:
° Select detection mode: Manual mode or Automatic detection.
° Set the device type. usb or firewire.
° Define the following parameters:
- Device Type.
- Vendor ID.
- Product ID.
- Description (optional).
° Leave the Serial ID blank.
° Click OK.

4. The result should look similar to this example:
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Removable Devices / Default Group

[ f& Group Settings

Device Type Mass storage

Default access rights Read

Audit Deactivated

File encryption Disabled

Access right if encryption is cancelled Read

Stand-alone decryption tool (SURT) Denied
= & USB Settings

Removable devices enrollment Interactive

Restore trust status Disabled
Removable Devices +7 x X~

+- X" EB-FT +t 4 3 &~ [ | Extension Rights = Description
B | Device Type Vendor ID Product ID & doox Read_rWr?te
| Read/Write

= u.!sb . 79534 58665 & poo Read/Write
B firewire 123456789 65989

9.5.3 Network security control

General settings
Network Activity Control

Stormshield Endpoint Security protects network activity through an Intrusion Detection System
(IDS) and an Intrusion Prevention System (IPS).

The interest of the IDS is multiple:

¢ The embedded IDS provides the client workstation with standalone attack detection
capabilities, even when roaming away from the company’s network protection systems.

e The IDS returns alerts that precisely identify recognized attacks.

The IDS is integrated with the firewall built into Stormshield Endpoint Security to form an

Intrusion Prevention System (IPS).

The IPS alerts the administrator and blocks in real time attacks detected in incoming traffic.
Depending on the IDS sensitivity defined by the administrator, the alerts generated may trigger
the dynamic application of a filtering rule by the firewall in order to temporarily cut off network
access at affected port and protocol levels.

Network Activity Control settings are used to block network communications depending on the
seriousness of the alert.
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B E Network Activity Control

Firewall State [ Enabled
IDS sensitivity Low

TCP stateful integrity check Disabled
ICMP stateful integrity check Disabled
Integrity check of Ethernet frames Disabled
IPv4 integrity check Disabled
TCP integrity check Disabled
UDP integrity check Disabled
ICMP integrity check Disabled
Protection against fragmented headers Disabled
Protection against port scan Enabled
IPv6 communications © Allowed
Compatibility with local network proxies Disabled

The Network Activity Control parameters are the following:
* Firewall State:

This setting can be set to Enabled or Disabled and allows enabling or disabling all the
Stormshield Endpoint Security network protections.

@ WARNING
If the setting is disabled, all the firewall, wifi and network rules defined in the applicative
rules are disabled.

* |DS sensitivity:
Possible settings are the following:
° Low:
Any suspect network activity is logged.
° High:
Any illegal network activity is blocked.
o Critical:

Any illegal network activity is blocked. When enabled, this option is used during ARP
cache analysis to block identity theft.

Correlation between IDS and IPS

The IDS sensitivity setting enables/disables the following IPS features:
Protection against flooding.
Protection against port scan.
Protection against ARP cache poisoning.

Protection against flooding

It protects connections using the TCP protocol against flooding.

It monitors incoming connections and removes connections which remain too long in SYN
RCVD OFFIN_ WATT state (~ 10 seconds).

If the IDS is set to High, and more than 20 connections are blocked in SYN RCVD or FIN WAIT
state, these connections are removed.
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Log excerpts:

[FLOOD] § [CONNECTION_CLOSED]§/[ (SYN_RCVD;16006;1533)19[192.168.42.121]§
[019[0]9[0]9[0]y[HOSTNAMEL]¥[20]¥[0]
[FLOOD] ¥ [CONNECTION_CLOSED] ¥ [ (FIN_WAIT1;80;6218)]¥[192.168.42.122]¥
[0]¥[0]1y[0]Y[O]Yy[HOSTNAME]Y[20]¥[0]

If the IDS is set to Critical, and more than 10 connections are blocked in SYN RCVD or FIN
WAIT state, these connections are removed and the firewall generates a rule to block the
connections coming from the source IP address.

Log excerpt:

[FLOOD] ¥ [IP_BLOCKED]¥[0]1%[192.168.42.122]1%[01§[0]1¥[0]¥[0]§ [HOSTNAME] Y
[20]y10]

The number of connections in SYN RCVD state per service is limited (port).

IDS level Protection against flooding

Low Disabled
High Connections are removed when exceeding 20 in number
Critical ° Connections are removed when exceeding 10 in number

o Source IP address is blocked

Protection against incoming port scan

@ WARNING
To use this protection, you must have enabled Protection against port scan in General

Settings > Network Activity Control.

@ WARNING
The workstation must be restarted if this protection is disabled.

It consists in filtering:
- The RST ACK packets of closed TCP ports.
- The 1cMP packets of closed UDP ports.
An IP address is recognized as a scanner when a number of filtered packets is reached:

- Approximately 3 packets for rapid scans.
- Approximately 5 packets for slow scans.

If the IDS is set to Low, the agent detects port scans but no action is taken to block the IP
address associated with the detected scanner.
Log excerpt indicating that incoming scans are blocked, when the IDS is set to High:

[PORTSCAN] ¥ [SCAN IN]iy [CHECKSCAN MAX QUICK SUSPICIOUS REACHED 4:
(TCP;49154) (TCP;49157) (TCP;34313) (TCP;37792) ( Blocked until
20h06m33s) 1¥[192.168.42.11719[01¥[01¥[0]1¥[0]y[HOSTNAME]Y[777]¥[0]

Log excerpt when the IDS is set to Low:

[PORTSCAN] ¥ [SCAN TIN] ¥ [CHECKSCAN MAX QUICK SUSPICTIOUS REACHED 4:
(TCP;8080) (TCP;8081) (TCP;8082) (TCP;8083)1%[192.168.42.117]1%[0]1y[0]%
[0]1%[0]1%[HOSTNAME]$[0]%[61710]
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IDS level Protection against
incoming port scan
Low Filter
High °  Filter
e Block
Critical °  Filter
°  Block

Protection against outcoming port scan

© WARNING
To use this protection, you must have enabled Protection against port scan in General
Settings > Network Activity Control.

@ WARNING
The workstation must be restarted if this protection is disabled.

The workstation equipped with the agent is recognized as a scanner when a number of filtered
packets is reached:

- Approximately 3 packets for rapid scans.
- Approximately 5 packets for slow scans.

SCAN_ouUT logs are displayed if the host running the agent acts as a scanner:
[PORTSCAN] ¥ [SCAN OUT]¥ [CHECKSCAN MAX QUICK SUSPICIOUS REACHED 4:

(TCP;8080) (TCP;8081) (TCP;8082) (TCP;8083) ]9 [192.168.42.1]1%[01%[0]5[0]y
[0]% [HOSTNAME][0]%[61710]

IDS level Protection against
outcoming port scan
Low Filter
High ° Filter
Critical ° Filter

Protection against ARP cache poisoning

This protection detects:

- When the host running the agent attempts to steal the identity of another machine
on the network.

- When any machine on the network attempts to steal the identity of another
machine.

This protection includes:
- An ARP stateful inspection to filter the ARP replies which match no ARP request.

- A protection for gratuitous requests which are sent when the agent detects a
machine which has stolen the identity of the agent’s host. Gratuitous requests are
used to correct entries in the ARP cache of the machines which are not equipped
with Stormshield Endpoint Security.
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IDS level Protection against

ARP cache poisoning.

Low Stateful inspection

High ° Stateful inspection
o Gratuitous ARP blocked

Critical ° Stateful inspection
°  Gratuitous ARP blocked
° Protection against identity theft

Log excerpt:

[ARP_DELETE 00000005]y[IN]y[Request EthSrc=00:20:20:20:20:20
EthDst=00:16:17:2d:26:99 ArpHwSrc=00:20:20:20:20:20
ArpIpSrc=192.168.42.254 ArpHwDst=00:00:00:00:00:00
ArpIpDst=192.168.42.2541y[192.168.42.254]%[PORTSRC]¥ [PORTDST]Y
[PROTO1]¥[PROTO2]1¥[1¥[01y[61710]

IPS
Protection against flooding Protection against Protection against ARP
port scan cache poisoning
Low Disabled Filter Stateful inspection

High Connections are removed when °  Filter e Stateful inspection
exceeding 20 in number °  Block °  Gratuitous ARP blocked

Critical e Connections are removed when °  Filter e Stateful inspection
exceeding 10 in number ° Block °  Gratuitous ARP blocked

e Source IP address is blocked °  Protection against

identity theft

* TCP stateful integrity check:
This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 793.

* |CMP stateful integrity check:
This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 792.

* Integrity check of Ethernet frames:
This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 894.

* |Pv4 integrity check:
This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 791.

* TCP integrity check:
This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 793.

* UDP integrity check:
This parameter can be set to Enabled or Disabled.
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It verifies compliance with protocol RFC 768.
ICMP integrity check:

This parameter can be set to Enabled or Disabled.
It verifies compliance with protocol RFC 792.
Protection against fragmented headers:

This parameter can be set to Enabled or Disabled.

It protects against network attacks using header fragmentation as a way to bypass network
firewall filtering rules.

Protection against port scan:

This parameter can be set to Enabled or Disabled.

It blocks incoming packets from the source address if a port scan is detected.
IPv6 communications:

This parameter can be set to Enabled or Denied.

Allows or denies all IPv6 communications.

It is only supported from Microsoft Windows 7 onwards. It is not supported in Windows
Server 2003 and Windows XP.

Compatibility with local network proxies:
This parameter can be set to Enabled or Disabled.

Saves outgoing UDP sessions on the CONNECT instead of IPPACKET layer, allowing it to be
compatible with local network proxies.

It is only supported from Microsoft Windows 7 onwards. It is not supported in Windows
Server 2003 and Windows XP.

WiFi Encryption and Authentication

WiFi Encryption and Authentication can be set to Allowed or Denied.

(] = WiFi Encryption and Authentication

WiFi connections & Allowed
WiFi adhoc connections @ Allowed
Open authentication mode @ Allowed
WEP authentication mode & Allowed
Open or WEP authentication mode & Allowed
WPA authentication mode & Allowed
WPA (PSK]) authentication mode @ Allowed
WPA (ADHOC) authentication mode @ Allowed
WPAZ authentication mode & Allowed
WPAZ (PSK) authentication mode @ Allowed
(Other authentication modes & Allowed

WiFi Encryption and Authentication parameters are the following:

WiFi connections:

This parameter enables or disables the use of WiFi connections. The network interface
remains active but communications are blocked.

WiFi adhoc connections:
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This parameter allows or denies the use of WiFi adhoc connections. This type of connection
requires no base workstation and is limited to the duration of the session.

Open authentication mode:

When set to Allowed, no checks are performed during IEEE 802.11 OpenSystem
authentication.

WEP authentication mode:

When set to Allowed, this mode uses specified IEEE 802.11 Shared Key authentication. This
mode requires the use of a pre-shared Wired Equivalent Privacy (WEP) key for 802.11
authentication.

Open or WEP authentication mode:

When set to Allowed, this mode enables auto-switch mode. When using autoswitch mode,
the device tries to use IEEE 802.11 Shared Key authentication. If Shared Key authentication
fails, the device tries to use IEEE 802.11 OpenSystem authentication.

WPA authentication mode:

When set to Allowed, this mode enables the use of WPA version 1 Security for Infrastructure
mode. Authentication is performed between the supplicant, authenticator and
authentication servers via |[EEE 802.1X.

Encryption keys are dynamic and derived through the authentication process. While in
authentication mode, the device will only associate with an access point whose beacon or
probe response contains an (802.1X] authentication suite of type 1 within the WPA
information element.

WPA (PSK) authentication mode:

When set to Allowed, this mode enables the use of WPA version 1 Security for Infrastructure
mode. Authentication is performed between the supplicant, authenticator and
authentication servers via |[EEE 802.1X.

Encryption keys are dynamic and derived through a pre-shared key used both by the
supplicant and the authenticator.

In this mode, the device only associates with an access point whose beacon or probe
response contains the authentication suite of type 2 (pre-shared key) within the WPA
information element.

WPA (ADHOC) authentication mode:

When set to Allowed, this mode enables the use of WPA version 1 Security for adhoc mode.
This setting specifies the use of a pre-shared key without IEEE 802.1X authentication.
Encryption keys are static and derived through the pre-shared key. This mode is no longer
supported by Windows. It remains for the compatibility with old access points.

WPA2 authentication mode:

When set to Allowed, this mode enables the use of WPA version 2 Security for Infrastructure
mode. Authentication is performed between the supplicant, authenticator and the
authentication server via |[EEE 802.1X.

Encryption keys are dynamic and derived through the authentication process.

In this mode, the device only associates with an access point whose beacon or probe
response contains the authentication suite of type 1 (802.1X] within the RSN information
element.

WPA2 (PSK) authentication mode:
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When set to Allowed, this mode enables the use of WPA version 2 Security for Infrastructure
mode. Authentication is made between the supplicant and the authenticator via IEEE
802.1X.

Encryption keys are dynamic and derived through a pre-shared key used both by the
supplicant and the authenticator.

In this mode, the device only associates with an access point whose beacon or probe
response contains the authentication suite of type 2 (pre-shared key) within the RSN
information element.

¢ (Other authentication modes:

When set to Allowed, this mode enables the use of other authentication modes not
mentioned above.

To read details about the authentication modes correspondence between Stormshield Endpoint
Security and the Microsoft Windows operating systems, refer to the appendix WiFi
authentication modes.

Network Firewall
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Overview

Stormshield Endpoint Security integrates a network firewall that is controlled:
e Statically (by administrator rules).

e Dynamically (by reacting to embedded IDS alerts).

Static network firewall operation is defined by rules.

Dynamic network firewall operation is defined by IDS sensitivity and the seriousness of IDS
alerts.

Rules are displayed in a tabular form:

Metwork Firewall / Base network

+ -~ X" EH~-F T 3+ 3 L -oth

# 4 Status @ Action =+ Direction B Remote IP 8 OwerlP Stateful

0 Enabled € Block = |ncoming All ICMP 1] Cn

1 B Enabled £ Block #= |ncoming All ICMP [1] B On

2 [ Enabled © Accept = CQutgeoing All ICMP [1] Off
© WARNING

Network interfaces in bridge mode on virtual machines are not filtered by the firewall.

@ WARNING
Windows 7 firewall is able to block incoming/outgoing connections explicitly authorized
in Stormshield Endpoint Security by the administrator.

Attributes

The network rules attributes are the following:
o #:

This attribute is used to define the order in which rules are evaluated so as to avoid
conflicts between them.

The network firewall uses the first rule which matches.
e Status:

This attribute can be set to Enabled or Disabled.

. N
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A disabled rule is retained in the configuration but not evaluated when processing the
network event.

The Enabled iconis. & .

The Disabled icon is .
Action:

This attribute blocks or accepts the data flow.

The Accepticon is . @

The Block iconis. @ .
Direction:

This attribute is used to define whether the data flow is filtered on the way in or on the way
out.

Rules on TCP, ICMP and UDP traffic are stateful. This means that only the direction of the first
packet needs to be defined. A rule to allow response data to flow will be dynamically
generated by the firewall. In other cases [non-stateful], the administrator needs to define
two rules: one rule for the way in and one rule for the way out.

Remote IP:
This attribute is used to restrict the data flow's destination address.
This address can be:
° An [P address.
° An IP address list.
° An [P address range.
By default, no host is specified. This means that the rule applies to all addresses.
Over [P
This attribute defines to which IP protocol the rule is applied.
Stateful:
This attribute activates/deactivates the stateful processing of TCP, UDP or ICMP flows.

Stateful rules retain the communication session status while the firewall automatically
generates the rule required by the response data flow.

Local Port:

This attribute defines the local host service port number (for TCP and UDP) or the local code
(for ICMP).

The administrator can define:
° Aport number.
° Aportlist.
° Aportrange.
Remote Port:
This attribute defines the remote host port number (for TCP and UDP) or code (ICMP).
The administrator can define:
° Aport number.
° Aportlist.
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° A portrange.
* Log:

This attribute defines the settings for saving and viewing log files.
¢ Description:

This attribute is a freeform comment.
e Group:

This attribute shows the group which the rule belongs to. (example: Base Network). This
indication is only visible in the root overview mode of each category.

Additional attributes

The administrator has access to additional attributes by clicking ™ on the network firewall
toolbar. Additional columns are displayed.

The additional rule attributes are the following:
e Local MAC:
This attribute is used to restrict the data flow source address.
This address can be:
e AMAC address.
e AMAC address list.
°  AMAC address range.
By default, no host is specified. This means that the rule applies to all addresses.
¢ Remote MAC:
This attribute is used to restrict the data flow's destination address.
This address can be:
e AMAC address.
e AMAC address list.
°  AMAC address range.
By default, no host is specified. This means that the rule applies to all addresses.
e Over Ethernet:
This attribute defines the protocol over Ethernet to which the rule applies.
e Local IP:
This attribute is used to restrict the data flow source address.
This address can be an IP address or an IP address list.
By default, no host is specified. This means that the rule applies to all addresses.

Changing attributes

Graphical interface

By default, the network firewall settings are set to All and Status is set to Accept.
You can select the columns to be displayed by right-clicking any header.
Choose the headers you wish to display from the list.

The way of displaying some attributes can be customized to be read easily. For example select
the option multiline to display information on several lines.
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Metwork Firewall / Default Group
+ -~ X "EB~FT Tt 1 F X~
# [0 Status e ne Lpieaction 9 Local MAC

Rank
30 [ Enabled "
Status

Action

going All

Direction

Local MAC Visible

Remote MAC 14 Multiline
Ower Ethernet Right to left

‘R.l“-.l‘ﬁ.l'k

-

[<]

Local IP *
Remote P »
CQwer IP
Stateful

Local Port »

(<[«

Remote Port 3
Log
Description

Group

[<[<[<]

Remote IP

To modify settings, click =/ to display the following window and proceed with modifications:

4+~ x - A T S S R A
# [ Status | % Action ¢ Direction | & RemoteP g OverlP
0 Enabled © Accept = Ouigoing  All Al

£ Edit Host

® All

O IP Address

O MAC Address

) Host Name

() Subnet Address :

Over IP
To modify settings, click =/ to display the following window and proceed with modifications:

8 OverlP

TCP
upp
ICMP
Other
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To modify TCP and UDP settings, click -/ to display the following window and proceed with

modifications:

(@) Stormshield Endpoint Security Management Console
¥ Ports

Search: |

\* MName ¥ Port = Description

Bl teprmux 1 TCP Port Service Multiplexer ~

1 compressnet 2 Management Utility

1 compressnet 3 Compression Process

e 5 Remote Job Entry

1 echo 7 Echao

1 discard 9 Discard

E3 systat " Active Users

1 daytime 13 Daytime

1 qotd 17 Cuote of the Day

E1 msp 18 Message Send Protocol

1 chargen 19 Character Generator

1 ftp-data 20 File Transfer [Default Data]

(3 ftp 21 File Transfer [Control] A
‘ Add ‘ ‘ Replace ‘ | Cancel ‘

1. Select the required services by clicking in the check boxes.

2. Enterthe characters in the Search field to reduce scrolling through the list.

3. Click Add after making your selection.

To modify IMCP settings, click = to display the following window and proceed with

modifications:

¥ Local Port

-

Echo Reply

¥ Remot
All Codes

-y

Destination Unreachable

Source Quench
Redirect

Alternate Host Address

Echo

Router Advertisement

Router Selection
Time Exceeded

Parameter Prablem
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Log

To modify settings, click ~! to display the following window and proceed with modifications:

[Z] Logs

User interface

Pop-up
Database
Sysleg
SMTP

Local MAC
To modify settings, click ~! to display the following window and proceed with modifications:

£ Edit Host
® Al

O IP Address

O MAC Address

O Host Mame

) Subnet Address:

Over Ethernet

To modify default settings, click =/ to display the following window and proceed with
modifications:

E protocals

Search: ||

# Protocol | \* Mame
0-1500 IEEER02.3 Lengt...
257-511 Experimental
512 Herox PUP proto...
513 PUP Address Tr...
Nixdorf
1536 XEROX NS IDP
KNS Address Tr...
1632 DLOG
DLOG
2043 P
A.75 Internet
2050 MBS Internet

1. Enter the characters in the Search field to reduce scrolling through the list.
2. Select the appropriate protocol.
3. Click on OK.
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Overview

The WiFi Access Points rules allow you to accept or block WiFi access points:

WiFi Access Points
+ - x-~-@E@-%F t+ 4+ 7 X~

# @ Status @ Action SsID 2 MAC Address| § Log = Description [ Group

0 [ Enabled @ Accept myssid All Company Default Group

1 B3 Enabled @ Block * All F_ Other Default Group
© NoTE

Blocked actions on WiFi Access Points are recorded into Device Logs.

WiFi Access Points rules define a whitelist of authorized access points to which workstations
protected by Stormshield Endpoint Security can connect.

To create a whitelist, you must create or modify a policy so that it includes the following:

1. In General Settings > WiFi Encryption and Authentication, set WiFi connections to Allowed.
Select the appropriate WiFi Access Points rules with allowed SSID names and set Action to
Accept.

2. Add a final WiFi Access Points rule with SSID set to * and Action set to Block at the bottom of
the list.

@ WARNING
WiFi Access Points rules must be ordered so that:

Rules with Action set to Accept are listed first.

A final rule with Action set to Block and SSID set to * is placed at the bottom of the
list.

Attributes
The WiFi Access Points attributes are the following:
e Status:
This is the rule status.
e Action:
This option can assume the following values: Accept or Block.
e SSID:
This stands for the Service Set IDentifier.
e MAC address:
This is the MAC address of the access point.
* Log:
This attribute defines the settings for saving and viewing log files.
* Description:
This attribute is a freeform comment.
* Group:
This is the group to which the rule applies.

Toolbar
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The following toolbar is used to:
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+-x-@-7 t &

-
[+

* Add

* Import

e Delete

¢ Change the status of several rules at a time
¢ Setthe rule priority order

e Export

9.5.4 Application control

The Application control tab contains three types of rules:
e applicative rules.

* extension rules.

* trusted rules.

Application control relies on the concept of application identifiers. Before creating an applicative
rule, an identifier must first be created corresponding to the target to which the rule must apply.
The first step in generating an applicative rule is therefore to create at least an identifier in the
App identifier panel of the security policy. Refer to the section Application identifiers for help on
how to create identifiers.

General settings
Applicative rules operate in two ways: blacklisting and whitelisting.
The Default behavior option under General Settings allows selecting an operating mode.

[* Checkln =~ Undo CheckOut X Export ~ k.3 Import

| System Behavior | Device Control | Network security control | Application Contrel | Links |

[[@ Application Control General Settings
¥ General Settings ] General Settings
= [0 Applicative rules Default behavior Allow execution (Blacklisting)
0 DETEUH: Group Force detailed logs 3 Disabled
= [@ Extension Rules
[ Default Group [Z] Operating system predefined protection
= @ Trusted Rules Windows XP 5P3 Enabled
[ Default Group Windows 7 5P1 Enabled
Windows 8.1 Update 1 Enabled
Windows 10 Enabled
Windows Server 2003 5P2 Enabled
Windows Server 2008 R2 Enabled
Windows Server 2012 R2 Enabled
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* Prevent execution (whitelisting)

The agent prevents the execution of all applications by default. The execution of
applications may be allowed in two ways:

© By adding the application to be authorized to the list of Trusted applications and
selecting Execution control;

© By adding an applicative rule that identifies the application to be authorized with the
Execution attribute set to "Enabled".

Warning: this operating mode may make the machine unstable if the list of authorized
processes is not exhaustive - certain critical processes or services may be unable to
execute and cause critical operating flaws.

To facilitate the implementation of this operating mode, templates have been provided in
order to allow the operating system's essential processes to start up, provided that
Microsoft has digitally signed these binary files.

Each template embeds the list of paths for trusted processes as well as the certificates
containing the public key of the signatures expected for each process. These authorized
processes are listed in the section White list.

To update these templates:

* contact the Stormshield Endpoint Security technical support to get an update file
(Templates.scwt) or download it in your MyStormshield client area.

* open the menu Tools > Update whitelisting templates and select the provided file. It is in
the Templates directory of the SES administration console by default.

Windows extension components that are not essential to the system loading process, such
as Internet Explorer or Microsoft Paint, will not be allowed to execute.

All templates are enabled by default. However, each template may be disabled individually.
This involves reproducing equivalent behavior in the Trusted applications and Applicative
rules in order to allow the relevant operating system to run properly.

Note: For certain system processes that execute very early in the Windows startup phase,
identification via certificate may fail. A mechanism allows subsequently checking that:

© processes that had been executed during this critical period were legitimately executed
(in compliance with the rules of the current security policy]. If this is not the case, a
specific log will be recorded (see System logs): [INVALID-EXECUTE]] ;

° processes that had been blocked during this critical period were legitimately blocked (in
compliance with the rules of the current security policy). If this is not the case, a specific
log will be recorded (see System logs): [INVALID-BLKEXECUTE]).

Logs of this type must warrant an update of rules. This technical limitation does not affect
path or hash identification. The offending hash-based or path-based applications therefore
need to be identified.

Applications that have been blocked by the whitelist will be shown in the agent's logs. If a
problem occurs, they must be checked directly on the agent or by monitoring the
management console and the identifiers and the necessary corresponding rules must be
created.

Allow execution blacklisting)
The agent does not deny any access by default and as a result, allows the execution of all

applications. For applications listed in the security policy, the applicative rule associated
with them will then apply with its own restrictions and authorizations.

© NotE

In this operating mode, a combined whitelist/blacklist mode can be created with the
appropriate rules.
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The second option under General Settings makes it possible to Force detailed logs. By default,
the agent calculates the hash and signature information of processes only when necessary as
this has an impact on performance and the logs generated. Therefore:

* When the policy makes no reference to any hashes or certificates, the agent will then leave

out the calculation of processes’ hashes and certificates. In this case, performance will be
optimal, but logs will not contain any hash/certificate information.

* When the policy only refers to hashes, the hashes of each process will then be calculated.

In this case, performance will be slightly affected, and logs will contain the hash
information of binary files.

» When the policy refers to certificates (with or without hashes), the agent will calculate the

hashes and certificates of each process. In this case, the generated logs will be
comprehensive.

In the event an administrator requires hash and certificate information in preparation of a
switch to whitelist mode for example, and the security policy refers to neither hashes nor digital
signatures, the agent can be forced to produce comprehensive logs by enabling the Force
detailed logs option.

Applicative rules
Attributes
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The Applicative rule attributes are the following:

Status:
This attribute can be set to Enabled, Disabled or Test.

A disabled rule is retained in the configuration but not evaluated when processing the
system event.

Arule in Test mode enables an administrator to test the behavior of a new rule and to be
aware of the impacts before activating the rule and deploying it. The rule is assessed when
processing the system event: a log is generated as if the rule was enabled but the rule does
not block anything.

We recommend you to configure the backup of logs in the database or in an external
application (Syslog or SMTP) to make the Test mode useful. For more information, refer to
Log Manager and Exporting logs to an external system (SMTP or Syslog].

Identifer:

Defines the list of selected identifiers to which the rule must apply.

A rule may have an unlimited number of identifiers. Once an identifier has been linked to an
application rule, it cannot be deleted. Its assignment to executed applicative rules must first be
removed. You cannot assign the same identifier to several applicative rules.

Execution:

This attribute allows or denies access to the application.

Files:

This attribute controls the application rights to access the files:
Network:

This attribute controls the application's right to access the network.
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@ WARNING
If the Firewall State setting is disabled in the Network security control tab of the security
policy, these rules will not apply.

* Registry:
This attribute controls the application rights to access the registry base.
* Log:
This attribute defines the settings for saving and viewing log files.
* Description:
This attribute is a freeform comment.
* Group:
This attribute shows the group to which the rule belongs.
Toolbar

The following toolbar is used to:

+ - x- 8- 7F tr & 3 X~ O

e Add
e Import
e Remove

¢ Change the status of several rules ata time

* Setthe rule priority order

e Export

The search field is used to reduce scrolling through the list of rules.

Modifying attributes

Graphical interface

All applicative rule attributes are displayed by default. You can customize the attributes to be
displayed by right-clicking any column heading. The way of displaying some attributes can be
changed to be read easily.

Network
Double-click in the Network column to open the Network Access window.
) Stormshield Endpoint Security Management Cansole -
Network Access By default: Allow all ~
+ - x - T Tt 4+ 3 X Q Search...
# B2 Status | 4= Network Mode | @ IP Address ¥ Port [# Rights | = Description
oK | | Cancel
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Overall management of access rights to the network

Access rights to an application are managed with an overall or detailed basis.

Overall access privileges are defined in the By default field. This field is used to restrict
application communication.

Four options are available:
e Deny Server Only:

The application cannot listen to a port. It can only operate in client mode, which means that
only the application can initiate a connection to a given service.

* Deny Client Only:

The application can only operate in server mode. It can only respond to connections
initiated by client programs.

e DenyAll:
The application is not allowed to connect to the network.
e Allow All:

Nothing is blocked by default. The behavior is the one defined by the global security level
(High, Low or Critical] and associated rules.

€ NotE
Network access control applicative rules involve TCP and UDP.

@ NotE
Local sockets are not controlled by network access rules.

Detailed management of access rights to the network

The network access attributes are the following:
e Status:
Possible values are Active, Inactive or Test.
Just like other items that require activation:

° aninactive access right is retained in the configuration but not evaluated when
processing the system event.

° the Test mode enables the administrator to try new rights and to test the impacts before
putting them into production.

¢ Network Mode:
Possible values are the following:
° Client. This mode indicates that the rule applies to outgoing network flow.
° Server. This mode indicates that the rule applies to incoming network flow.
° Clientand Server.
¢ |Paddress:
This attribute is used to restrict the data flow's destination address.
This list of addresses corresponds to:
° AIP address.
° A series of addresses (separated by semicolons ";").

> An IP address range (separated by dashes "-"].
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° An |P address network in the form of "a.b.c.d/mask”.
By default, no address has been specified. It means that the rule applies to all addresses.
* Port:

Use the selection button to choose from the list of predefined services. You can define port
lists and ranges.

@) Stormshield Endpoint Security Management Console -
Y Ports
Search: |
\* Mame ¥ Port = Description
B tcpmux 1 TCP Port Service Multiplexer ~
E1 compressnet 2 Management Litility l:‘
Bl compressnet 3 Compression Process
E e 5 Remnote Job Entry
E echo 7 Echo
4 discard g9 Discard
1 systat 1 Active Users
E1 daytime 13 Daytime
1 qotd 17 Quote of the Day
Ed msp 18 Message Send Protocol
E1 chargen 19 Character Generator
Bl ftp-data 20 File Transfer [Default Data)
B ftp 21 File Transfer [Control] A
Add ‘ ‘ Replace ‘ ‘ Cancel
* Rights:

This attribute can be set to Allowed or Denied.
* Description:
This attribute is a freeform comment to facilitate identification.

Management of access to the network is fully operational on Windows 7 and partially
operational on Windows XP:

XP 7 and upper.
TCP client application filtering v v
UDP client application . W
filtering
TCP server application Partial (rules with one or several IPs are ignored) v
filtering
UDP server application Partial (rules with one or several IPs are ignored) W
filtering Furthermore, the concept of traffic on UDP is not
supported.

@ note

Conflicts may arise if client application filtering rules are applied on UDP server

applications in Windows XP. Such applications will then be unable to respond to network

packets received.

Files

Double-click the Files column to open the Files window:
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@) Stormshield Endpoint Security Management Console 2
[ Files
+ X "@EH~-F t 4 T X~ Q Search..
# Rank B Status \* Mame F Rights = Description
0 Enabled *“\file -

Access denied

Read only - RX (execution allow..,
Read/write - RW (execution de...
Read/write - RWX (creation den..,
Full access - RWX

0K | ‘ Cancel

The file access attributes are the following:

e Status:
Possible values are Active, Inactive or Test.
Just like other items that require activation:

° aninactive access right is retained in the configuration but not evaluated when
processing the system event.

° the Test mode enables the administrator to try new rights and to test the impacts before
putting them into production.

e Name:

This attribute is the filename which may include one or several * wildcards.
* Rights:

Possible values are the following:

° Access denied

° Read only - RX (execution allowed)

> Read/Write - RW (execution denied])

> Read/Write - RWX (creation denied)

e Full access - RWX
* Description:

This attribute is a freeform comment to facilitate identification.

The button - allows automatically sorting sub-rules according to the following criteria:
° Full path.

° Full path including environment variables.

°  Full path without environment variables, ending with a *.

°  Full path including environment variables, ending with a *.
°  Path starting with a *.
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Registry

Management of access rights to the registry base

Double-click the Registry column to open the Registry Access window:

(] Stormshield Endpoint Security Management Console -
Registry Access
+ - x - - F Tt 4 T XI5 Q, Search...
# Status Root Key Key [ Rights = Description
| oK | ‘ Cancel

The registry access attributes are the following:
e Status:
Possible values are Active, Inactive or Test.
Just like other items that require activation:

° aninactive access right is retained in the configuration but not evaluated when
processing the system event.

° the Test mode enables the administrator to try new rights and to test the impacts before
putting them into production.

* RootKey:
Possible values are the following:
° Local Machine.
° Users.
°  Current Config.
° (lasses Root.
All Root Keys.
¢ Key:
This attribute is the name of the key to be specified for registry access.
* Rights:
Possible values are the following:
° Read Only.
° Access Denied.
° Access Allowed.

* Description:
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This attribute describes the key type used for registry access so as to facilitate
identification.

The button - allows automatically sorting sub-rules according to the length of the key
(from the longest to the shortest].

Here are two examples showing how to protect a registry key and its values:

* To prevent from writing and deleting values on the key HKLM\Software\MySoft\MyKey,
create a sub-rule with read-only rights on the whole key HKLM\Software\MySoft\MyKey*.

* To block the creation and modification of the registry key HKLM\Software\MySoft\MyKey
and its content, create two sub-rules with denied access rights on:

©  HKLM\Software\MySoft\MyKey
©  HKLM\Software\MySoft\MyKey\*
In this example, the sub-rule with denied access rights on HKLM\Software\MySoft\MyKey\*

also blocks all MyKeyXXX keys.
Extension Rules

Extension rules are used to create a whitelist of extensions and specify the applications that
can use them.

For each extension specified, you need to define the applications that are allowed to access
this extension. By default, defining a rule for an extension will ban all applications from
accessing the corresponding files.

Extension Rules are presented in a tabular form:

# [ Status | [B) Extension [ Identifier E Log | = Description 7 Group
0 Enabled WHMNCRYPT _ WannaCry
1 B Enabled WMNRY _ WannaCry
2 [ Enabled WCRY - WannaCry
3 [ Enabled WKNCRY o WannaCry
4 Enabled WHMCEYT _ WannaCry
5 [ Enabled wab Cutlook _ Microsaoft Qutlook Express  Default Group
& [ Enabled pst COutlook _ Microsoft Qutlook Express  Default Group
7 [ Enabled nfs IBM Lotus Motes o IBM Lotus Motes Default Group
@ Norte

.srx, .sro, .sra or .srn files located only in the agent installation directory are
protected by Stormshield Endpoint Security: no applications can access them.

The Extension Rules attributes are the following:
e Status:
Possible values are Enabled, Disabled or Test.
Just like other items that require activation:

° aninactive access right is retained in the configuration but not evaluated when
processing the system event.

° the Test mode enables the administrator to try new rights and to test the impacts before
putting them into production.
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@ NotE

Status has no effect on whether or not the application can access files with an extension
specified in the Extension column.

When Status is set to Disabled, the application will not be treated as part of the whitelist
until Status is re-enabled.

e Extension:

This attribute defines the extension to which the rule applies. Only the extension is to be
entered. There is no need to enter a dot .. or a wildcard *.

e |dentifier:

This is a list of identifiers to which the whitelist feature must apply, meaning the list of
applications allowed to access files with this extension type (permission to read, write, run, but
not create).

A rule may have an unlimited number of identifiers. Once an identifier has been linked to one or
several extensions, it cannot be deleted. Its assignment to executed extensions must first be
removed.

© WARNING
If no identifiers have been defined, the whitelist feature will not be applied. Thus, no
application will be able to access files with the specified extensions.

* Log:

This attribute indicates the log where messages are saved when an application not
specified in the whitelist tries to access a file covered by the extension rule.

* Description:
This attribute is a freeform comment.
* Group:

This attribute shows the group to which the rule belongs.

Trusted applications

Defining applications in the Trusted Rules category releases these applications from certain
checks so that they can continue to execute actions banned by these checks.

Here are a few examples:

* Aremote control application may legitimately use keylogging functions if the Keylogging
box is checked.

* Adebugging tool must be able to attach itself to processes if the Access to this application
box is checked for the trusted domain.

Attributes

Trusted Rules attributes are displayed in a tabular form:

Trusted Rules / System
+-x-8- 7 t & T X- b [s\g
# [ Status [ Identifier Application scope Rules evaluation | Access to this application | Access to applications  Execution Ctrl
1 [ Enabl...Stormshield Endpoint Monitor

Registry | Network | Privileges  Files
Application and children Go to next rule =

m|>

2 Enabl... Windows Media Player Application and children Go to next rule ]
3 [ Enabl..Windows Registry editor Application and children Go to next rule =

4 Enabl... Windows Update Application and children Go to next rule

S [ Enabl..\Windows Application Layer Gateway Service  Application and children Go to next rule = = =
& [ Enabl..Windows Indexng Service Application and children Go to next rule =

7 Enabl... Windows Virtual DOS Machine Application and children Go to next rule

8 [ Enabl..Windows Mobility Center Application and children Go to next rule

9 Enabl... Windows Client Server Runtime Process Application and children Go to next rule

10 B2 Enabl...Windows Defender Application and children Go to next rule

11 [ Enabl..Windows Sidebar Application and children Go to next rule =

12 Enabl... Windows Explorer

<

. N

Application and children Go to next rule
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The Trusted Rules attributes are the following:

Status:
This attribute can be set to Enabled or Disabled.

A disabled rule is retained in the configuration but not evaluated when processing the
system event.

Identifer:

This is a list of identifiers to which the rule must apply, meaning the list of trusted
applications for the specified trusted domain.

A rule may have an unlimited number of identifiers. The same identifier may be applied to
several trusted applications.

Once an identifier has been linked to one or several trusted applications, it cannot be
deleted. Its assignment to the trusted applications that have been run must first be
removed.

Application scope (advanced mode):

This refers to the scope of the trusted rule. A trusted rule applies by default to all application
identifiers assigned to the rule, but not to applications that were started via parent
applications. If an application starts another application, the trusted domains of the parent
application will automatically apply to the latter when you select the Application and
children option.

Rules evaluation (advanced mode):

This parameter makes it possible to determine the mode for evaluating trust if the rule in
question is applied. By default, the next rule that applies to the same application will be
evaluated and applied accordingly. Conversely, if you select Skip next rules, as soon as the
rule applies, the following rules that apply to the same application will be ignored.
Therefore, whenever the application's trusted domains are evaluated, the various rules that
apply to the application make it possible to accumulate trusted domains until you reach a
rule with specific instructions to skip the next rules, or until the last rule is reached.

Trusted domains:
This attribute specifies the domains in which the application is trusted.

The checked box means that the application can be trusted in the specified domain. All
actions relating to this domain that are normally blocked or indicated by the automatic
protections will, in this case, be considered legitimate.

The unchecked box means that the application is not trusted in the assigned domain.
Description:
This attribute is a freeform comment.
Group:
This attribute shows the group to which the rule belongs.
@ WARNING

Two modes are available for this panel: the normal mode and the advanced mode. In
normal mode, the Application scope and Access to this application columns are hidden.

Trusted domains

The trusted domains used are the following:

|

Access to this application:

If the box is checked, other applications are allowed to attach themselves to the application.
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Applications access:

If the box is checked, the application is allowed to access and attach itself to one or more
applications.

Execution Control:

If the box is checked, the application is allowed to execute any application.
Registry:

If the box is checked, the application is allowed to access the registry base.
Network:

If the box is checked, the application is allowed to use sockets.

@ WARNING

The level of trust assigned to an application in order to use network sockets does not
exempt it from the firewall's rules. However, it will allow the application to bypass
applicative rules.

Privileges:

If the box is checked, the application is allowed to do escalation of privileges.
Files:

If the box is checked, the application is allowed to access protected files.
Keyloggers:

If the box is checked, the application is allowed to capture keyboard events.
Overflow:

If the box is checked, the application is allowed to exceed memory.

€ Note
Data Execution Prevention (DEP) must be enabled to limit false positives.

Reboot:
If the box is checked, the application is allowed to reboot the workstation.
Exe on removable device:

If the box is checked and if the option Execution control on removable device in the
application behavior control is enabled, the application can start from a removable device
connected to an agent without confirmation from the user.

Attachment disabled (advanced mode]:

This trusted domain only applies to 64-bit systems and disables many SES security functions.
Select the checkbox only to resolve compatibility issues for specific applications.

When the checkbox is selected, SES will not be attached to the application, and the SES
protections listed below will stop functioning for the application in question.

The trusted domains correspond to the General Settings of the System Behavior tab.

Protections that do not function in the System behavior tab - General settings

Executable file creation
Protection against privilege escalation
Protection against keyloggers

Protection against memory overflow
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e Applications access

e Execution control

* File access

Protections that do not function in the Device control tab

* General settings - Floppy disk drives

» Removable devices - All (only some file controls disabled)
Protections that do not function in the Application control tab
* General settings - Default behavior

e Application rules - Files

* Application rules - Registry

* Extensions - All

Internal protections that do not function

» SES auto-protection is significantly downgraded with regard to applications that use this
trusted domain

Handling conflicts between applicative rules
Rule priority order

The order for evaluating rules depends on the rule order defined manually by the administrator,
the rule category and its scope of action.

The check sequence for rule categories is the following:

1. Trusted Rules.

2. Applicative Rules (Execution column).

3. Extension Rules.

4. Application Rules (Files, Network and Registry columns).
Resolving conflicts

In applicative rules, several rules may apply to the same application. In this case, the order in
which rules are checked follows the principles below:

1. Each type of sub-rule (files, registries and network] is independent. The rule engine will
examine rules according to the action performed by the user (opening a file, registry key,
network access).

2. Sub-rules with an "authorize” privilege will have priority over all others in the definition of
privileges on the resource in question, regardless of its rank.

3. Rules are examined by rank. Rules with a lower rank will have priority if several rules
identify the same application.

4. Rules that do not have certain types of sub-rules (files, registries and network) will be
ignored during the resolution of privileges over such resources.

5. Rules with at least one sub-rule applying to the type of resource accessed will be
considered active. As a result, higher ranking rules will not be examined. If the resource
(file, registry key, network port) that the application is attempting to access has been
indicated in a sub-rule, the specified privileges will be applied. Otherwise, the default
privilege will be granted (allowed for files and registries, indicated in the panel for the
network).

Examples
Here are four examples showing how applicative rule conflicts are handled.
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Example 1
Let us consider the following situation:

¢ The first applicative rule associated with an identifier containing an entry corresponding to
all applications (*.exe) does not allow access to text files (* . txt].

¢ The second applicative rule associated with an identifier containing only Windows Notepad
(M\notepad.exe) allows access to text files [* . txt].

In this case, the second rule takes precedence, as its access privilege is "allowed".
Example 2
Let us consider the following situation:

e The first applicative rule associated with an identifier containing an entry corresponding to
all applications (*.exe) does not allow access to text files (*. txt].

¢ The second applicative rule associated with an identifier containing only Windows Notepad
(*\notepad.exe) denies access to CSV files (*.csv).

In this example, the application notepad.exe will not be able to access text files but will have
no restrictions on CSV files.

The first rule contains privileges to access files. It will therefore be selected and the other rules
will be ignored.

Example 3
Let us consider the following situation:

* The first applicative rule associated with an identifier containing an entry corresponding to
all applications (* .exe) does not specify any privilege to access files.

* The second applicative rule associated with an identifier containing only Windows Notepad
(*\notepad.exe) denies access to CSV files (*.csv].

In this example, the application notepad.exe will not be able to access CSV files.

The first rule does not contain any privileges to access files. It will therefore be ignored and the
other rules will be examined. The second rule also identifies notepad.exe. Its access rules
will therefore be used.

Example 4
Let us consider the following situation:

e The first applicative rule associated with an identifier containing an entry corresponding to
all applications (*.exe] does not allow access to text files (. txt].

¢ The second applicative rule associated with an identifier containing only Internet Explorer
(*\iexplore.exe] explicitly allows Internet Explorer to access the network on certain
ports.

The rule relating to Internet Explorer will be applied for network access. There is no conflict as
the field of application of the two rules is different:

e The first rule applies to files.

* The second rule applies to network access.

Writing conventions

Page 188/393

N~

Application entry format

The full application path can be specified in the Application column of each applicative rule. One
or several * wildcards can also be used.
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Example 1

Here is an example of an application identified by its full path:
C:\program files\Internet Explorer\iexplore.exe

Example 2

This example shows how to identify an application regardless of the drive where it is located or
its access path:

*:\program files\Internet Explorer\iexplore.exe

*\iexplore.exe

Environment variables

There are four environment variables used to specify rules independently of differences in
naming and organization proper to Windows system directories.

These variables are defined using pipe separators (|], at the beginning or end of the string:
|programfiles|

On a 32-bit operating system, this variable matches the directory:

c:\program files

On a 64-bit operating system, this variable matches the directory:

C:\program files (x86)

|programfilesnative|
Regardless the architecture of the operating system, this variable matches the directory:

C:\program files

|systemdrive|
This is the root of the drive where the system is installed. It is usually:
C:\

|systemroot|
This is the primary directory for operating system files. For Windows XP, it is usually:

C:\windows

9.6 Applying a security policy to an object of the directory
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1. When you have finished editing the security policy, click Check In.

2. Inthe directory tree view, select the object containing the computers on which the policy
must be applied.

3. Select the policy in the Security part in the Policies linked tab.

Click Deploy to the environment. This action must be performed each time you edit the
security policy.

) NoTE

When the agent receives the new security policy, an entry is added in the agent logs.
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10. Scripts

10.1 Overview

10.1.1 Scripts feature
The Scripts feature allows creating scripts that control the automatic and autonomous
reconfiguration of Stormshield Endpoint Security agents.

Dynamic policy enforcement makes it possible to modify security policies and agent dynamic
configuration in real time and enforce workstation conformity.
The latter is highly important before allowing user workstation access the corporate network.

© NortE

Policies or configurations applied via script take the priority over those assigned in the
policies linked tab of a group of agents. You are therefore advised to restore policies or
configurations when their application is no longer needed.

10.1.2 Scripts
Scripts are configurable in a script policy. They are created and saved in the Script folder in the
policies.
Scripts can include the following elements:
e Tests.
e Actions.
* Boolean logic operators.

e Results.

The Scripticon is . s
The TRUE resulticonis. & .

The FALSE resulticonis. @ .

Here is an example of script based on the verification of the execution of Windows Update
service. If the service is not active, it will be relaunched:

@ Palicies / Script / Windows Update (Version: 0)
Deploy to the environment

[¥ CheckIn w Undo CheckOut X Export 2 Import

# Environment Manager ~ || Policy | Links
IE Servers = =}.- [T Script : Windows Update, Modified On : 4/10/2018 11:45:30 AM
@ Policies f -4 IF AND
Service~Status : Windows Update:SERVICE RUNMING
B Envi H P
nvironment w .. Result True
+ 2 4+ @ =-€3 Result False
=% Policies --[5] Execution~Service : Windows Update

--[5] Misc.~Log : Warning: Windows Update is stopped

+IE Server Configuration
£ --[5] Execution~Script: Windows Update:30

-z Dynamic Agent Configuration
+-Lg Static Agent Configuration

-1 Security
- Encryption [Z] £ Properties
=% Script Name Windows Update

[ERng \Windows Update Wait (seconds) 30

LT Script Resources
i..[# Files Deployment
Execution~Script :

Executes script. Enter script name in "Name" field and the number of seconds to wait before script execution in the "Wait (seconds)” field.

The script policy edition window includes the following elements:
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e  Work area:

This area displays the contents of the selected script. This is where you actually build or
edit your scripts.

* Properties:
This area displays the properties associated with a test or an action.
You can double-click the field next to the property to change it.

* Message area:

This area displays a description of the selected test or action.

@ NoTE

When creating or modifying scripts, you can move items (examples: statements, built-in
tests or user-defined tests) by a simple drag-and drop.

For more information, see:

e Tests.
e Actions.
e Scripts.

 NotE

This chapter contains a section dedicated to Transferring files towards the agents.
It does not belong to the standard script category. These scripts fulfill a specific function

upon user’s request that is to run scripts on the Stormshield Endpoint Security agents on
a temporary basis.

@ Note

SES scripts are run from the SES framework, which is a process which runs within a 32-bit
context. Therefore, if you need to access system32 elements in a script (for example:
"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"), you are advised to
replace system32 with the expression "sysnative" in order to maintain the compatibility
between 32-bit and 64-bit Windows versions. For example:
"C:\Windows\sysnative\WindowsPowerShell\v1.0\powershell.exe".

These scripts are configured on the management console.

10.1.3 Script Resources
Two types of script resources are available from Script Resources under the Policies menu in
the Environment Manager section:
1. Tests.

2. Actions.

Tests
Tests can include the following elements:
e Built-in (or predefined) tests.
¢ User-defined tests.

* Boolean logic operators.

. . ?| Test
The testicon is —
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Here is an example of test including a built-in test based on a domain user group:

O Policies / Script Resources

Tests

+ X Mo~ t o3

4 ADgroup_test =0 User-Defined Test: ADgroup_test
£4 IFAND

Domain-~Active Directory group : SSHIELD1:5TORM_GROUP_LVON_A|

£ 28 Properties
Domain SSHIELD1
Name STORM_GROUP_LYON_A

Domain-Active Directory group :
Checks that the user belongs to the Active Directory group specified for the cumrent interactive session, First parameter is the domain name in NetBIOS format; second parameter is the group name, Returns TRUE if the
userlogged onto the current interactive session cormesponds with the group specified. Otherwise returns FALSE.

You can add tests by:

° Right-clicking on this area and selecting Add from the drop-down menu.

> Clicking directly T .

You can also modify existing tests by clicking directly 4
For more information, see section Tests.

Actions
Actions can include the following elements:
e Built-in actions.

e User-defined actions.

The action icon is . [%] Actions

Here is an example of action including a user-defined action based on a message display.

[0 Policies / Script Resources

Tests
+ x £ &
-LT User-Defined Action : Action
i [F] Misc.~Message : Please restart your workstation
[¥] Actions
+ X ¥ =t 3 [ £ Properties
[# Actionl Value Please restart your workstation

Misc.~Message :
Displays a notification message on the agent. Enter message text in the "Message” field.
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° Right-clicking on this area and selecting Add from the drop-down menu.

° Clicking directly

You can also modify existing actions by clicking directly
For more information, see section Actions.

10.2 Tests

10.2.1 Overview

The test components are the following:

e Statements:

Boolean logic operators (Example: IF AND).

¢ Built-in tests:

=+

Predefined tests (Example: used to check the execution of a process).

e User-defined tests:

Tests that you or another administrator have previously created.

10.2.2 Statements

Statements use the Boolean logic operators IF AND, IF OR and IF NOT.

| Add Statement...

]

Add Built-In Test...
Add User-Defined Test...

Remove

»

»

IF AND
IFOR
IFMOT

Statement definitions

Statements return TRUE or FALSE values depending on the statement and the test results.

Statement returns...

IF AND * TRUE if all tests return TRUE.
e FALSE if any test returns FALSE.

IFOR e TRUE if at least one test returns TRUE.
e FALSE if all tests return FALSE.

IF NOT e TRUE if all tests return FALSE.
e FALSE if any test returns TRUE.

Example of tests using logic operators

Following is an example of the components that make up a simple test:

IF NOT
\

IF AND
\

\Page 1 i&QB A |
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mytestl

|
mytest2

* If mytestl and mytest2 both return TRUE:
e Statement IF AND returns TRUE.
e Statement IF NOT returns FALSE.
e If mytestl returns TRUE and mytest2 returns FALSE:
e Statement IF AND returns FALSE.
e Statement IF NOT returns TRUE.

10.2.3 Built-in tests

A built-in test performs common operations and can be run in your own script.

Test Description Properties

File > Exist Checks for Enter filename and path:
named file on o Name: c:\programs\acme softwarelacme software

agent system. update.exe

Returns TRUE if
named file
exists.
Otherwise,
returns FALSE.

File > Date Checks the Enter filename and path:
modification o Name: c:\Programs\antivirus\update.exe

date of the Enter the duration that will be added to the file modification date to
named file on define the time basis for the test:
agent Sgstem to ° Time (Sec. ) : 120
determine its
age.
Returns FALSE:
o eitherif
modificatio
n date and
specified
age are
greater than
or equal to
the current
date,
o orif named
file does
not exist.
Otherwise,
returns TRUE.
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Test Description

File > Size
of a specific
named file on
agent system.
Returns FALSE:
o eitherif the

file size is
different
from the
size
specified,

e orif named
file does
not exist.

Otherwise,

returns TRUE.

Checks the
content of the

named file.
Returns TRUE if

File > Content

file contains the
character string

specified.

Returns FALSE:

o eitherif
named file
does not
exist,

° orifthe
character

string is not

found,

e orifthe file
size
exceeds 5
MB.

Checks for
registry key in
registry
database.
Returns TRUE if

Registry key >
Exist

the registry key

exists.
Otherwise,
returns FALSE.
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Properties

Enter filename and path.
o Name: c:\test\file.png

Specify the size of the filename in bytes:
o Size (bytes): 20

Enter filename and path:
o Name: c:\test\file.txt

Define the character string to be searched:
o Content: antivirus test log

Choose registry path:
e Root Key: HKEY LOCAL MACHINE

Enter the registry key path:
o Key: Software\Microsoft Officel\1ll.0

Enable or not the registry redirection. This parameter allows disabling
the redirection of the registry to the 32-bit view for 32-bit applications
on 64-bit systems. This parameter has no effect on 32-bit systems.
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Test Description Properties
Registry key > Checks the Enter registry path:
Content content of the ° Root Key: HKEY CLASSES ROOT
. o Key:
nam.ed registry SYSTEM\CurrentControlSet\Services\TCPip\Param
key in the eters
registry o Name: [Hostname]
database. o Content type: REG DWORD
ReturnsTRUEif ° Content: COMPUTERL1
the key Enable or not the registry redirection. This parameter allows disabling

contains the the redirection of the registry to the 32-bit view for 32-bit applications
character string  On 64-bit systems. This parameter has no effect on 32-bit systems.

specified.
Otherwise,
returns FALSE.
Service > Exist  Checks fora Follow the steps below:
service. ° Enter services.msc in Start > Run or in a command prompt.
Returns TRUE if ° Select the appropriate service.
the service ° Right-click the service.
exists. > Click Properties to view the service name.
Otherwise, e Conform to writing conventions when entering the service name in
returns FALSE. the built-in test (see frame):
DHCP Client Properties (Local Computer) >
General LogOn  Recovery Dependencies
Service name: m
Display name: DHCP Client
Descrintion: Registers and updates |P addresses and DNS -
escription }'ecords for this computer.  this service is stopped. ™
- Name: Dhcp
Service > Status  Checks the Enter service name:

service status, ° Name: Dhcp
Returns TRUE if Define the service status:

the service e Status: SERVICE RUNNING

status matches
specified
properties.
Otherwise,
returns FALSE.

Service > Type Checks the Enter service name:
service type. o Name: Dhcp
Returns TRUE if  Enter service type:
the service type o Type: SERVICE AUTO START
matches
specified
properties.
Otherwise,
returns FALSE.
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Test Description Properties
Network > IP Checks the IP Enter the IP address and subnet mask:
address address of the o IP/Netmask: 172.16.36.21/32
host specified.

Returns TRUE if
the IP address
is that
configured on
the host.
Otherwise,
returns FALSE.

Network > Checks the Enter the IP address and subnet mask:
Default IP default IP o IP/Netmask: 172.16.36.21/32
address address.

Returns TRUE if

the IP address

is that

configured on

the host.

Otherwise,

returns FALSE.

Network > Checks the Enter the IP address and subnet mask:
Default gateway default gateway ° 1P/Netmask: 172.16.36.254/32
IP address IP address.

Returns TRUE if
the IP address
is that
configured on
the host.
Otherwise,
returns FALSE.

Network > DNS Checks the Enter the IP address and subnet mask:
IP address main DNS o IP/Netmask: 172.16.36.254/32

server IP

address that is

configured on

the host.

Returns TRUE if

the IP address

matches the

main DNS IP

address.

Otherwise,

returns FALSE.
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Test Description Properties

Network > Active Checks the After clicking in the Value field in the Properties area, make a selection
Network network from the dialog box to display the list of active network interfaces.
Interface interface

specified.

Returns TRUE if

the active

network

interface

matches the

one specified.

Otherwise,

returns FALSE.

Network > Checks that the

Connected to agent can

server connect to the
Stormshield
Endpoint
Security server.

Domain > Checks the Enter domain name to be tested:
Domain name default domain ° Name: domain.com

name.

Returns TRUE if

the domain

name on the

host matches

that of the DNS

server.

Otherwise,

returns FALSE.

Domain > Active  Checks the Enter user Distinguished Name (DN):

Directory User Active Directory ° Name: CN=john,OU=Users, DC=stormshield, DC=en
user in the
current
interactive
session.
Returns TRUE if
the user logged
onto the current
session
corresponds to
the one
specified.
Otherwise,
returns FALSE.

Remark: This built-in test only works in Connected mode.
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Test Description Properties

Domain > Active  Checks thata Enter the domain name in NETBIOS format:

Directory Group  given user ° Domain: STORMSHIELD
belongs tothe  Enter the Active Directory group name:
Active Directory ° Name: users
Group in the
current
interactive
session.
Returns TRUE if
the user logged
onto the current
interactive
session
belongs to the
group specified.
Otherwise,
returns FALSE.

Remark: This built-in test only works in Connected mode.

Process Checks for a Enter process name:
running o Name: update.exe
process.

Returns TRUE if
the process is
running.
Otherwise,
returns FALSE.
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Test Description Properties
Run Process Launchesand  Enter process name and path:
checks the o Name: c:\program files\antivirus\update.exe

execution ofa  Enable/Disable Wait for execution:

process o Wait for execution: False

If Wait for
execution is set
to TRUE, the
script will wait
for the end of
process
execution
before
executing
another action.
If process
execution
exceeds 10
minutes, the
script will be
run in parallel.
If Wait for
execution is set
to FALSE, the
script continues
in parallel.
Returns TRUE if
process
terminates
properly.
Otherwise,
returns FALSE.

Hostname Checks the Enter hostname:
hostname. ° Name: Computerl
Returns TRUE if
hostnames
correspond.
Otherwise,
returns FALSE.

Recommendatio This action sets  Set Status to either of the following options:
n a status o Allow,
variable which ~ ° Isolate,
canbeusedby ° Noaccess,
TNC clients ° No recommendation.
(Trusted
Network
Connect] such
as Odyssey
Access Clients
on Juniper
Networks (R).

For more information on Juniper's UAC, see How to install Juniper's "Unified Access
Control” module?

Page 200/393 | ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 10. SCRIPTS
Test Description Properties
Return True Always returns
TRUE.
Return False Always returns
FALSE.

Example of built-in test

Here is an example of built-in test (File > Exist) that is designed to check for the 1ist.txt file
on the agent workstation:

[T Policies / Script Resources

Tests
+ X M = r *
[« file_test = [J User-Defined Test : file_test
kX E_ Add Statement... 3
| Add Built-In Test.. v [ Fie y Exict
Add User-Defined Test... [3 Registry Key ¥ Date
Remove Service J Size
Metwork » Content
Domain 3
[] 2 Properties Process
Statement 13 IFAND RuniBrocess
Hostname
Enforcement
Return True
Return False

You can also specify the file pathname. If the file exists, the test returns TRUE.

[T Policies / Script Resources
Tests

+ x B o~ £ &
[ file_test =~ [T User-Defined Test: file_test
=-%¥ IFAND
--[7] File~Exist : c:\Users\Administrator\Documents\list.bet

[ £ Properties
Name c\Users\Administrator\Documents\list.bet

File-Exist :
Checks for presence of named file on agent system. Returns TRUE if file is present. Otherwise returns FALSE.

10.2.4 User-defined tests
A user-defined test is a test that you or another administrator have created. You can include
user-defined tests in scripts and tests.

10.2.5 Creating a test script

To create a test, follow the steps below:
1. Inthe Tests area of the Script Resources panel:
° Right-click in the area.

° Select Add from the drop-down menu or just click the icon ™ in the toolbar.
° Name the user-defined test.
2. Right-click the statement I[F AND displayed by default and click one of the following items:
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o Add Built-In Test
o Add User-Defined Test.
o Add Statement.

-EI' User-Defined Test: File

------ o Fnf"dd Staternent... b
| Add Built-In Test... , File v

Add User-Defined Test...  » Registry Key »

Remove Service 3
Metwork 3
Demain » Domain Mame

[l £ Properties Process Active Directory user
Statement g IFAND Fun Process Active Directory group

Hostname
Enforcement
Return True
Return False

3. When adding a test, specify its properties.
To display and fill in the Properties panel:
° Click the newly created test.
° Fill in the Value field to define the domain name.

=.- [T User-Defined Test : File
--8¥ IF AND

------ Domain~Domain Mame : domain

(=] £ Properties

Walue domainl

4. To change the statement displayed by default (IF AND) or to add another statement:
° Click the IF AND statement in the upper panel.

° Click the statement in the Properties panel.

o Click ' to browse the statement list.
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° Select the appropriate statement.
[I Policies / Script Resources

Tests
+ X M ~ 2 X
[# file_test =.. [T User-Defined Test : file_test
=% IFAND
File~Exist : c\Users\Administrator,Documentshlist.bd
[JJ ¥ Properties
Statement -
£ IFAND
£ IFOR
£ IFNOT
© Note

If several tests are included in the test script, you have to enter and/or select required

information using ™.
5. When you have finished creating the test script, validate by clicking Check In.
Tests
+ X ¥ = 2 *
AD_group
[ Fil=

Check Out
Check In
Undo CheckOut

Import
Export
Rename F2
Remove Del

Add

Refresh F5

You can also modify existing actions by clicking directly @
For more information, see section Built-in tests.

10.3 Actions

10.3.1 Overview

There are two types of action:
¢ Built-in actions:
These actions are standard actions supplied with Stormshield Endpoint Security .
¢ User-defined actions:
These actions are the ones that you create or that are created by another administrator.
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10.3.2 Built-in actions

A built-in action is a predefined action and performs common operations. You can add
numerous built-in actions as part of your scripts.

Test

Configuration >
Apply Policy

Configuration >
Restore previous

policy

Configuration >
Review policies

Configuration >

Description Properties

Applies a security policy. Enter a name for the security policy:
° Name: Policy 1

- The policies applied in this case are temporary. They
will be disabled when the agent receives a new
configuration from the server or after the workstation
restarts.

- Furthermore they are applied according to a priority
order depending on the script execution source
(challenge, action based on the detection of events
and then Policies linked).

Restores the previous
security policy applied the
last time the status of the
agent has been checked.

Checks the status of the
agentand applies a
security policy depending
on what is set up in the
environment.

Applies a configuration. Enter a name for the configuration:

Apply configuration ° Name: Warning
The configurations applied in this case are
temporary. They will be disabled when the agent
receives a new configuration from the server or after
the workstation restarts.
Furthermore they are applied according to a priority
order depending on the script execution source
[challenge, action based on the detection of events
and then Policies linked).

Warrning Restores the configuration

Configuration >
Review
configuration

Execution >
Process
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applied the last time the
status of the agent has
been checked.

Checks the status of the
agent and applies a
configuration depending on
what is set up in the
environment.

Launches applications or
processes.

Enter process name and path, and the Wait for execution

parameter (if any):

° Name:
c:\Programs\antivirus\update.exe

° Wait for execution:

- True: The rest of the script is not executed until
process ends.

- False:The scriptis running in background mode.

The process is executed with SYSTEM user privileges.
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K Description

Execution > Service Launches a service.

Execution > Script  Launches a script.

File > Copy Copies afile.

File > Rename Renames a file.

File > Delete Deletes a file.

Misc. > Message Displays a message popup
to the user.

Misc. > Log Generates a new INFO log

on the agent.

This log is displayed in the
Software logs in the
console.

The log filename on the
agentis
software.sro.

Misc. > Wait Pauses the script
execution.

Network > Disable  Disables an agent network
Network Interface  interface.

(s)

Network > Flush Cancels the "Disable

NIC Restrictions network interface” action.
Be careful, the network
interface is not
automatically re-enabled.
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Properties

Enter service name:

o

Name: wuauserv

Enter script name:

o

Name: AntiVirus Check

Enter the number of seconds before launching the script:

o

Wait (seconds): 30

Enter name and path of the file to copy:

o

Name: c:\Accountl

Enter name and path of the file copy:

o

New name: c:\Account?2

Enter name and path of the original file:

o

Name: c:\Accountl

Enter name and path of the new file:

o

New name: c:\Account 01

Enter path and filename:

o

Name: Accountl

Enter the message text to be displayed in the Value field.

o

Message: You must update your
antivirus signature database.

Enter the log message to be displayed in the Value field.

Enter pause length in seconds.

Select how to disable network interfaces:

o

[

Type:

Whitelist:

All network interfaces are disabled except those
mentioned in the list. This action remains active until
the next full review of the scripts on the agent or an
explicit call in a script file of the "Flush NIC
Restrictions" action.

Blacklist:

Only the listed network interfaces are disabled.
Values: network card hash.

To disable all network interfaces in the Whitelist, a value

of the type 0:000000000 must be entered.

After clicking Values in the Properties panel, make a

select from the dialog box.
Network interfaces can be added by the administrator or
imported from the database.
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Test Description Properties
Recommendation  This action sets a status Set Status to either of the following options:
variable e Allow,
which can be used by TNC ° [solate,
clients (Trusted Network > Noaccess,

Encryption > Lock
Down File

Encryption > Allow
Automatic Restart

Connect) such as Odyssey No recommendation.

Access Clients on Juniper
Networks (R).

For more information on Juniper’'s UAC, see How to install Juniper's "Unified Access
Control” module?

Enables/Disables
encrypted file lockdown.
When files are locked, no
user (even authenticated)
will access encrypted files.

Enables/Disables automatic
restart (without compulsory
password entry] for full
disk encryption.

10.3.3 User-defined actions

User-defined actions are actions previously created by an administrator.

You can include user-defined actions in scripts.

10.3.4 Creating an action

To create an action, follow the steps below:

1. In the Actions area of the Script Resources panel:

° Right-click in the area and select Add from the drop-down menu or just click the icon +

o
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2. Inthe work area, right-click the Action icon & to display the Add drop-down menu.

LI Policies / Script Resources

Tests
+ x % &
------ Ing User-Defined Action : Actionl
Add Built-In Action... 3
Add User-Defined Action...  »
[5] Actions
+ x K= 2 2 [ & Properties
[ Actionl MName Actionl

3. Todisplay the first-level actions which are available, select either of the following:
° Add Built-In Action.
° Add User-Defined Action.

4. Selecta second-level action (Example: Misc. > Message].

...... Ing User-Defined Action : Aclion1

Add Built-In Action... v | Configuration
Add User-Defined Action... Execution

| Misc.
Metwork

Message

3
»
File »
»
3

Leg

Enforcement Wait

Encryption k

The action is added to the script. You now have to specify its properties.
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5. Click the appropriate action to display its Properties. Define the values required.

[ Policies / Script Resources

[7] Tests
+ x # 2
=-[J User-Defined Action : Action1
.. [f] Misc.~Message: Please restart your workstation
[¥] Actions
+ x B -t & £ 4 Properties
[ Actionl Value Please restart your workstation

Misc.~Message :
Displays a notification message on the agent. Enter message text in the "Message” field.

6. When you have finished creating the action script, validate by clicking Check In.

[%] Actions
+ X ¥ =~ £ %
[ Actionl
Check Qut
Check In

Undo CheckOut

Import

Export

Rename F2
Remaove Del
Add

Refresh F5

You can also modify existing actions by clicking directly & .

10.4 Scripts

10.4.1 Overview

Scripts enable you to combine tests and actions in order to create more complex and powerful
scripts that can be applied to network policies and configurations.

Scripts include the following:

e Statements

Page 208/393 | ses-en-administration guide-v?.2 - 06/22/2023



2 SES - ADMINISTRATION GUIDE -V 7.2
STORMSHIELD 10. SCRIPTS

e Built-in tests

e User-defined tests

e Built-in actions

e User-defined actions

10.4.2 True/False results
When you add a new script, the Result True and Result False settings are automatically added.
Add actions under Result True or Result False according to the result returned.

You can create a script to check that any workstation trying to log onto the network has
antivirus software. If this is not the case, the script will be configured to refuse network access.

The script contains tests and actions to be executed based on the test results returned.

€ NotE
The administrator is not allowed to remove a script test, action or script) used by
another script.

10.4.3 Creating and applying a script to an object of the directory

To create a script, follow the steps below:

1. In the Policies menu in the Environment Manager section, create a new script policy. Name
the script policy.
2. Inthe Policy tab, right-click the statement I[F AND displayed by default and click one of the
following items:
° Add Statement.
° Add Built-In Test.

o Add User-Defined Test.

[ CheckIn = Undo CheckOut X Export X Import

Policy | Links

= [J Script: Script], Modified On : 4/10/2018 1:24:07 PM

-
Q Result Add Statement... 3

€ Result

Add Built-In Test... 3
Add User-Defined Test... 3

Remove

=] £¥ Properties
Staternent £ IFAND

3. To change the statement displayed by default (IF AND) or to add another statement:
° Click the IF AND statement in the upper panel.

° Click the statement in the Properties panel.

o Click — to browse the statement list.
Select the appropriate statement.

4. If you have added a test, specify its properties.
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5. Right-click the Result True icon © orthe Result False icon @ to display the list of
actions to be associated with the result returned.

Both result icons are generated by default when creating the script.
6. Add required actions, tests and statements to your script.
7. To apply the script to an object of the directory:
° Select the Policies linked tab.
° In the Script part in the Policies linked tab, select the script to apply.

> Select the test to be run so as to apply the policy (connected, disconnected and
true are present by default).

8. Click Deploy to the environment. This action must be performed each time you edit the
script policy.
Example 1
Creating a test to check that a workstation is on the network

To check that a workstation is on the network, follow the steps below:

1. Create a test script called test sales network to check if the computer is on the
network:

° Add an IF AND statement.

° Add the Default Gateway IP Address built-in test.

° In the Default Gateway IP Address properties, specify:
- The gateway IP address of the Sales Network.
- The network IP address.

[ Policies / Script Resources

Tests
+ X ¥ = 2 3
[% sales_network_test = [T User-Defined Test ; sales_network_test
=-£¥ IF AND
i [7] Network~Default gateway IP address : 192,168.10,254:235.255.255.255
-[F] Metwork~IP address : 192.168.10.0:255.235.235.235
5- IF OR
Metwork~DMNS IP address : 192.168.25.5:255.255.255.255
. [7] Network~DNS IP address : 192.168.25.6:255.255.255.255
[5] Actions
+ x @ & =] £¥ Properties

IP/Netmask 192.168.25.6/32

> Add an IF OR statement.

> Add a DNS IP Address built-in test.

> Add another DNS IP Address built-in test.

° In the DNS server properties of each DNS server, specify:
- The DNS IP address.
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- The subnet mask.

Example 2

Checking that the Windows Update service is running

Your script should include the case when the service is not running and force Windows Update
to restart.

To check that the Windows Update service is running, follow the steps below:

1. Under Environment Manager > Script Resources > Tests, define a new test called test
windows update service.

e Add an IF AND statement.
e Within this statement:
- Add the built-in test service (Status).
- Enter the name of the Windows Update service: wuauserv.

The test returns FALSE if the service has not started.
LT Policies / Script Resources
Tests
+ X M = r 3

[4 windows_update_service_test = [T User-Defined Test: windows_update_service_test
=.£¥ IF AND
S]] Service-Status : wuausen:SERVICE RUNNING

[=] £¥ Properties
Value WUausens
Status SERVICE RUMMING

Service~Status :
Checks status of a service. Returns true if the service status corresponds with the specified properties. Otherwise retumns FALSE.

2. Under Environment Manager > Script Resources > Actions, define a new action called
action_ start windows update service.

o Add the built-in action Execution > Service.

° Enter the name of the Windows Update service: wuauserv.
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[T Palicies / Script Resources
Tests
+ x 7 1

windows_update_service_test .. [1 User-Defined Action : start_windows_update_service_action

------ [5] Execution~Service : wuausery

[¥] Actions
+ x ¥ 2
[% start_windows_update_service_action 5 3 Properties

MName wuausery

Execution--Service :

Runs a service. Enter service in "Mame” field.

3. Under Environment Manager > Policies > Scripts, define a new script:
° Add an IF AND statement.

o

Within the IF AND statement, add the user-defined test test windows update
service thatyou have created in Step 1.

In Result False, add the user-defined action action start windows update
service that you have created in Step 2.
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'@ Policies / Script / Windows Update (Version: 0)

[ CheckIn w~ Undo CheckOut X Export 2 Import
# Environment Manager Palicy | Links
(G Servers SEINQ Script : Windows Update, Modified On : 4/20/2018 11:57:51 AM
'@' Policies _ﬂ IF AND

P [7] User-Defined Test: windows_update_service_test
i@ Result True

10. SCRIPTS

Environment
B} Log Manager _Q Result False

v Meonitoring || e [F] User-Defined Action : start_windows_update_service_action
Console Manager

<

v Devices

+ X 4+ @
-@ Policies
+ﬂ Server Configuration
+G Dynamic Agent Cenfiguration
+l] Static Agent Configuration
+G Security
+?¢ Encryption
-E Script
| L. O Windows Update
- [T Script Resources

[=] £¥ Properties
Reload True (Mbr of cycles)
Reload False (Mbr of cycles)

...... [¢* Files Deployment

4. To associate the script with an object of the directory:
° Select the object in Environment Manager.
° Select the Policies linked tab.
° In the Script part, select the script to apply.
° Select the test True so as to apply the policy.

o P AR Bf Environment Manager / Environment 1

Palicies linked ‘ Servers | Parameters ‘

~ Environment Manager

[ servers
) Policies
B Environment
5 Log Manager
v Monitoring

[ Dynamic Agent Configuration - 1 link
[ static Agent Configuration - 1 link
T security - 1 link

9 Encryption - 0 link
v Console Manager

v Devices B O Seript - 1 link

+Add XRemove ¥ t T
O D m|+ 4+ | Linkorder | Condition | Policy Name || Inherited frem
=W Ernvironment 1} E | true) - | Windows Update 7

=-{a] Internal Directary 1
1 _IF] Agent Group

¢ L.IT7 Agent Group (1)
¢ L.IT7 Agent Group (2)

10.5 Transferring files towards the agents

10.5.1 Overview

You can use the management console in order to:
¢ Transfer files from the console.
* Distribute these files to the agents via the servers.

For example, the administrator can upload and distribute a Script file to be applied to the
agents.
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Up to twenty files can be transferred and deployed on all agents.
Their characteristics are the following;
¢ The maximum size for the whole set of files to be transfered must not exceed 2MB.

e Transfered files are automatically renamed name file.srn by Stormshield Endpoint
Security.

¢ Files deployed on the agents will be copied in:
[Stormshield Agent install dir]\uploaded].

The extension of name file.srn files implies that the applications:

e Which checkbox — in the Files column in the Trusted Rules in the applicative rules of the
security policy — is not checked will be denied access to this protected file.

e Which are not launched by a Stormshield Endpoint Security script will be denied access to
this file.

10.5.2 Procedure

To transfer files from the console towards the agents, follow the steps below:

1. In the Policies menu under the Environment Manager section, right-click on the Files
Deployment folder or click on [e
The following drop-down menu is displayed:

. [# Policies / Files Deployment
Deploy to the environment / )

[=] File's count
+ Environment Manager Actual count 1]
[@ Servers Maximum count allowed 20
@ Policies [=] File’s size
Environment Current total size Do
Maximum total size allowed 2.0 Mo

E% Log Manager
+ Monitoring
v Console Manager

v Devices

+ Ky
=& Policies

+IE Server Configuration
+G Dynamic Agent Configuration
+G Static Agent Configuration
4G Security
+?¢ Encryption
+,G; Script

Add File(s)...

2. Click Add File(s).
3. Select the file to be transfered. You can select several files by holding down the Ctrl key.

If a file with the same name has been previously uploaded, an error message is displayed
in the status bar.
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@ Norte

If you try to upload a file exceeding 2 MB, upload will be refused. If the whole set of files
exceeds 2 MB, a message displayed in the status bar indicates that you must remove
some files before deploying changes to the environment.

4. Click Deploy to the environment to send files to the servers so that they are retrieved by the
agents at the next connection to the server.
Example

You can deploy a script on agents to make a distinction between desktop and laptop
workstations. This script will test the presence of batteries.

@ Note
This test is not supplied with Stormshield Endpoint Security.

The script is written as follows:

* [fabattery is detected, the script will return TRUE to the agent by sending value "1".
This value is returned by the vbscript function "Wscript.quit(1)".

e Otherwise, the script will return FALSE to the agent by sending value "0".
This value is returned by the vbscript function "Wscript.quit(0)".

To use this script in a test or another script, you will use the Run function and enter the
following information:

Cscript.exe /E:vbscript "uploaded\file name.srn"

/E:vbscript is used to indicate the file format (name file.srn) if its extension is not
.VBS.

© WARNING
The administrator must not use the Wscript interpreter.

If the Vbs script allows the use of arguments, you will use the Run function and declare
arguments as shown below:

Cscript.exe /E:vbscript "uploaded\file name.srn" Argumentl

orCscript.exe /E:vbscript "uploaded\file name.srn" Argumentl Argument2
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11. Removable Device Administration

11.1 Overview

Stormshield Endpoint Security enables to enroll removable devices used on the organization’s
workstations in order to control them. It ensures the security of the workstation on which the
device is connected and facilitates the management of devices.

An enrolled removable device is uniquely identified and configured by the device management
tool. It must be associated to a single user who is the owner.

An enrolled device is trusted as long as its content has not been modified out of the perimeter
of the organization. It can be used on any workstation of the secured perimeter. If a
modification of the content is detected, it is possible to configure an antivirus check on the
device to be trusted again.

A control agent installed on each workstation and server of the organization allows access only
to enrolled removable devices complying with the controls defined in security policies.

Stormshield Endpoint Security supports all USB 2.0 device drivers. However it supports only 3.0
USB devices using the following drivers:

¢ usbhub (Microsoft Generic)

usbhub?20

e vusb3hub (Via)

* nusb3hub (Nec Electronics, Renesas Electronics)
e jusb3hub (Intel)

¢ asmthub3 (AS Media)

¢ usbhub3 (Microsoft Generic Window 8)

« amdhub30 (AMD)

11.2 Preparation of the removable device enrollment

To enroll removable devices, you must satisfy the following prerequisites:
* aunique identifier, specific to the organization.
* an access to the organization LDAP directory.

The organization identifier is automatically generated when installing Stormshield Endpoint
Security. The value of the identifier can be manually modified, for example to reuse the
identifier of a previous installation.

By default, the console uses the Active Directory set up for Stormshield Endpoint Security in the
case of an environment based on an Active Directory. If the environment is based on an internal
directory, Stormshield Endpoint Security automatically detects the LDAP directory to which the
workstation belongs. This directory allows to identify the owners of the enrolled keys.

The removable device enroliment parameters are stored in the [db environment] table of the
Stormshield Endpoint Security configuration SQL base.

This table can include the following properties:
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Key

enroliment-organizationGuid

enrollment-LdapGuidAttribute

enroliment-LdapBaseDN

enrollment-LdapServer

enrollment-LdapUser

enrollment-LdapPwd

enrollment-LdapAuthType

enrollment-LdapUserFilter

enrollment-

LdapAutoCompleteFilter

enroliment-
LdapAdministratorFilter

enroliment-
LdapSearchUserFilter

. N
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Value

The value of this property must be specific to the organization.

The identifier format is XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXX where X is a

hexadecimal digit.

It is initialized during the installation with a random value.

This value can also be manually modified. In this case, follow the steps

below for the identifier to be taken into account in your environment.

1. After having modified the value of the identifier, close and open all
running instances of the management console.

2. Click Deploy to the environment to take the new parameter into account.

This property contains the name of the LDAP attribute including users GUID.
The default value is objectguid.
On other LDAP directories, it can be entryuuid.

This property defines the branch of the directory from which users are
searched for.
By default, it is the Active Directory root.

This property contains the address and the port of the LDAP server.
The current Active Directory is used by default.

Login used to authenticate and search for users in the directory.
This property can be empty when an anonymous or LDAP connection is
used.

This property contains the connection password to the directory.

The possible values of this property are Anonymous for an anonymous
connection, Basic or Digest for a classic LDAP directory, and
Negotiate for an Active Directory.

This property contains the LDAP filter listing the directory users.

The default filter corresponds to the active users of the Active Directory:
(& (! (useraccountcontrol:1.2.840.113556.1.4.803:=2))
(objectcategory=person))

For a classic LDAP directory, the filter can be
(objectclass=inetorgperson).

LDAP filter used when automatically completing the name of a user.

The default valueis (cn={0}*).

The attribute used as users RDN must be used. This filter can be replaced by
(uid={0}*) for example.

This property contains the LDAP filter enabling to find the LDAP account of
the administrator connected to the console from his/her Stormshield
Endpoint Security identifier.

The default valueis (& (userprincipalname={0}@*)
(objectcategory=person)).

We recommend naming Stormshield Endpoint Security users with the same
name as their account in the directory.

On some LDAP directories, the value can be (& (uid={0})
(objectclass=inetorgperson)) .

This property contains the LDAP filter used by the console for the advanced
search of names. It can be applied to all attributes containing a part of the
name of the searched user.

The default valueis (1 (cn=*{0}*) (displayname=*{0}*)
(mail=*{0}*)).
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Key Value

enrollment- This property is used as LDAP filter by the console for the advanced search
LdapSearchDepartmentFilter  of names. It can be applied to all attributes containing a part of the service

or the site of the searched user.
The default valueis (1 (ou=*{0}*) (department=*{0}*) (1=*
{0}*)) .

To modify these properties, you must edit the [db properties] table of the configuration SQL
base thanks to an SQL Server client such as sglcmd or SQOL Management Studio.

11.3 Delegation of the removable device administration

11.3.1 Overview

If a security policy applies to several devices, it can be tedious to add new devices. You need to
deploy a new configuration when modifying the list of devices.

In order to simplify these scenarios, the rules of the security policy rely on the enrollment
status of the device. The status is one of the rule configuration settings.

The console enables to assign a status to a device. Agent configuration does not depend on the
device status. The advantages are the following:

¢ Stormshield Endpoint Security administrators having access to the enrollment management
features do not have to be the same as administrators able to modify agent configuration.

The number of enroliment administrators can be much higher than the number of agent
administrators.

* The status of a device can change over time. A device is considered as trusted if it is used
only on the organization network. It can lose this status if it is modified on a workstation out
of the network.

¢ The owner is known when enrolling the device. Logs generated by the agent mention the
name of the owner.

To use this enrollment feature, the installation of Stormshield Endpoint Security may need to be
customized as described in section Preparation of the removable device enroliment.

The device administration delegation features are detailed in the following sections.

11.3.2 Device administration permissions
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The device administration is divided into two features. Each one is controlled by a specific
permission in the roles management window.

| Enrolled devices display View enrolled devices and their owners

| Enrolled devices management Enrcll or revoke devices

The permission View enrolled devices is compulsory for all devices administrators. It enables to
consult the current enroliment status of a device, to find devices associated to a person and to
access the complete history of actions. It is a read-only access.

The permission Enrolled devices management allows administrators to enroll or revoke a
device. The scope of the administrators includes all the devices and all the owners. It is not
possible to limit the management of enrolled devices to a sub-set of the organization. However,
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all the administration actions are traced and it is possible to audit each administrator's
operations.

11.3.3 Enrolled devices display

All the devices administration functions are in the Device enrollment window.

f¥ DEVICES / ENROLLMENT
) Deploy to the environment

Filter

@ Environment Manager

@ Monitoring
{") Console Manager

@ Devices

Ej Enrollment

Device | V| Detect

Owner | | Select

Performed by | | Select

Enrolled Pre-enrolled [] Revoked [] History
Display the results

Devices

+ Enroll % Revoke & Import

Device Owner State Date Performed by

The Filter panel enables to filter the list of devices in order to consult the enroliment status of a
specific device, of a given person or to know the list of enrollment operations performed by a
given console administrator.

The list of devices in the lower panel details enroliments and in particular the name of the
administrator who enrolled or revoked the device. This list displays both devices enrolled or
pre-enrolled by administrators and devices enrolled in an automatic or interactive way on
workstations. In the two last cases, the values of the columns Enrolled by and Owner are the
same.

You can copy a selection of devices from this list (right-click > Copy) and paste it in the Device
Control tab in a security policy. For more information about device control, refer to the section
Device Control.

Device selection

Administration screens automatically detect devices connected to the workstation.

Device |2335-5?34-GDA44C413DDBBDBDBB13542C v| | L aizE |
Owner | | | Select |
Performed by | | | Select |

Enrolled Pre-enrolled [ ] Revoked [ ] History

| Display the results |

Click the Detect button to display the device identifiers in the Device drop-down list.

Directory

In the Owner and Performed by fields, select the owner of a device or the administrator who
performed the enrollment operation from the organization directory.

. N

ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 11, REMOVABLE DEVICE ADMINISTRATION
Device |2385-5734-60A44C413D03B0303813542C vl | Detect |
Owner |AGarnier,a‘Users,a‘domaine.lncal | | Select |
Performed by | | | Select |

Enrolled Pre-enrolled [ | Revoked [ ] History

| Display the results |

To select the owner or administrator, click the Select button to open the advanced search form.
Enter the Windows connection name or the DNS name or any letter of the name, the location or
the department of a person preceded or followed by the "™*" character to filter the user list.

Events history

In the Filter panel, if the History checkbox is unchecked, the Device list only displays the
current status of the device or of the person selected in the filters.

If itis checked, the list also displays past events.

11.3.4 Device enroliment and revocation

An administrator can enroll a device by clicking on Enroll in the Devices panel. The Enroll a
device window displays:

¢ the device is plugged on the workstation hosting the administration console: the
administrator clicks then on Detect. He/she can select the device, the owner and enter a
comment.

* the device is not plugged on the workstation: the administrator manually types the serial
number of the device in the Device field. Whenever the device is plugged into a workstation
on which the SES agent has been installed, enrollment will be automatic.

(d) Enroll a device -
Tics [2385-5734-60A44C413D0380303813542C v] | Detect |
Owner [STM Stormshield/QA/Lyon/FRANCE/sshield 1 test || select |
Enroll date |4,f10,-‘2013 3:30:01 PM |
Enrolled by |admin.-"Users.u"sshieId1.test |
Comment

| Enrcll | | Cancel |

When an enrolled or pre-enrolled device is listed in the main panel, you can revoke it by
selecting itin the list and by clicking on Revoke. The Revoke an enrolled device window
displays. You can then view the details of the device and add a Comment about the revocation.

Page 220/393 ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 11. REMOVABLE DEVICE ADMINISTRATION
() Revoke an enrolled device -
Device |?_335—5?34—EIDA44C41BDGBB'DBDBSBSJIP_C |
Cwner |STM Stormshield/QA/Lyon/FRANCE/sshield1.test |
Enroll date |4/10)’2018 3:31:43 PM |
Enrolled by |admir‘|)’Users,"sshieId1.test |
Comment Lost device
| Revoke | | Cancel |

The revocation operation is possible whether the device is plugged or not on the workstation
hosting the administration console. If it is not plugged, the SES enrollment traces will be deleted
the next time the device will be plugged on a workstation hosting a SES agent. It will then be
unavailable.

It is also possible to enroll again a device previously revoked.

Administration events are systematically traced in the Stormshield Endpoint Security base and
can be viewed in the history.

11.3.5 Pre-enroliment of removable devices

An administrator can also pre-enroll a batch of removable devices by importing a.csv file in the
console. Enrollment will be thus pending for these devices and they will be automatically
enrolled when they are plugged to a workstation with an SES agent for the first time.

A device is enrolled for the user specified by the administrator in the imported file. It is not
enrolled for the user who plugged the device and who is connected to the Microsoft Windows
session.

Pre-enrolling devices takes the priority over the other types of enroliment. For example, even if
the automatic enrollment for a user connected to a workstation is allowed by the security
policy, a pre-enrolled device which is plugged to this workstation will be enrolled for the user
specified during pre-enroliment.

For more information about enroliment, refer to the section Device Control.

Preparing the file to import

The file must be in.csv format and encoded in UTF-8.

The columns must be arranged in the following order. The first line must directly contain the
first device to import instead of column headings:

Vendor ID Product ID Serial number Username Comment (optional)
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Example:
2385;5734;60A44CB1AE3DB030385A6390;00MAIN\User0;commentl
2385;5734;60A44CB1AE3DB030385A6391;D0MAIN\User1
2385;5734;60A44CB1AE3DB030385A6392;D0MAIN\User2
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SES requires the Vendor ID, Product ID and Serial number columns to identify the device. In the
username column, you specify the user for who the device will be enrolled when it will be
plugged for the first time. The username can be in two formats:

¢ NetBIOS domain name\User account name: DOMAIN\User1
¢ User account name@Domain name: User1 @DOMAIN

The column separator character must be the one you specified in the Configuration > CSV
separator menu.

Each line displays a device to enroll.

Importing the .csv file
To import a list of removable devices:

1. Open the menu Device Enrollment in the left panel.

2. Inthe Devices panel, click on Import.

3. Select the file to import, then click on Import.

4. When the import is done, click on Close. The list of devices in the Devices panel is updated.

i:g:i Stormshield Endpoint Security Management Conscle - O et

Select the file to import:

C:\sers\Stormshield \DesktopKeys. csv Browse...

The import is completed. 2 key(s) have been pre-enrolled. 0 error(s).

Line Error

Impart ‘ Close

If the operation is canceled during processing, no device is enrolled.
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12. Removable Device Encryption

12.1 Overview

12.1.1 Purpose

Removable Device Encryption provides an extra layer of protection by encrypting data stored
on USB or FireWire devices with a password-protected key.

@ WARNING
Removable device encryption is not related to the Stormshield Endpoint Security
encryption feature.

12.1.2 Characteristics

Advanced Encryption Standard

The Stormshield Endpoint Security encryption feature (for USB and FireWire devices] is based
on the Advanced Encryption Standard (AES).

This system which has been approved by the U.S. Government for use with both classified and
non-classified documents.

The size of device encryption keys is limited to 256 bits.

Password protection

By password-protecting the encrypted data stored on these devices, sensitive company data is
further protected from theft.

Encryption password

The password used to open encrypted files is also encrypted. It is therefore as secure as the
encryption applied on files.

Secure erasure

When encrypting a device already containing files, Stormshield Endpoint Security first
generates an encrypted copy of old data before performing a secure erasure. When creating
new files on a device encrypted by Stormshield Endpoint Security, this erasure operation is not
required.

For this reason, the encryption of a device already containing files takes more time than the
copy of the same amount of data on an already encrypted device. The number of passes
required for a secure erasure depends on the device type: magnetic (external hard disk] or
flash memory (USB key] type.

12.1.3 What can be encrypted

You can opt to automatically encrypt entire USB and FireWire devices.

For more information, see Creating an encryption policy to be applied to a group of devices.
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@ WARNING

The device encryption policy is applied to the entire device group.

The password strength used by the device encryption policy is defined in the General
Settings panel.

For more information, see Removable Device Encryption and Access to the device without
password.

12.1.4 Unencrypted partitions
For devices with partitions, such as external hard disks, you can omit a partition from the
encryption policy after the first plug-in.

There is no password prompt for an unencrypted partition.

@ NotE
Partitions must be created before the device is encrypted.

12.1.5 Encryption key
The encryption key is stored in a file called sr_id. in the key root directory.
There isone sr_id. file per partition. Each partition can be protected by a different password.

The Stormshield Endpoint Security server contains a copy of the data stored in the sr_id. file.
If this file is corrupted on the removable mass storage device, a copy of the data is
automatically downloaded from the server in order to restore the file. This is invisible to the
user.

If however, the server is not available, the user will receive a message indicating that:
* sr id. iscorrupted.
* Encrypted files are inaccessible.

The user can either request a new encryption key from the administrator or replace the sr_id.
file with a backup copy (if the user has previously made one).

@ NotE

For added assurance, the user should also make a backup of the encryption key using
the Export function in the Stormshield Endpoint Security Agent monitor menu.

For more information, see Agent side.

12.1.6 Synchronization

The first time a device is plugged in after a device encryption policy is applied, it goes through a
synchronization process encrypting the entire device.

A progression bar is displayed throughout the process.

12.1.7 Symbology

Ablue lock is displayed at "My Computer > Devices with Removable Storage” level to indicate
that there is at least one encrypted file stored on the device.
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12.2 Creating an encryption policy to be applied to a group of devices

12.2.1 Encryption settings

To set removable device encryption, fill in the following fields in the Device Control tab of the
security policy:

General Settings.
Removable Devices.

For more information, see the section Device Control.

General settings

The device encryption settings under Removable Devices > Device Control of the security policy
are the following:

Group management:

This option makes it possible to enable or disable the management of device groups. To
enable device encryption, this option must be enabled.

Mass storage recovery:

This option allows or denies the user to decrypt the removable device.
Mandatory password strength

This option defines the password strength used for device encryption.
The value is set to Standard by default.

The administrator can define the minimum strength a password should have. As the user
enters his password, Stormshield Endpoint Security performs a real-time evaluation of the
strength of the password. If the strength is lower than that defined by the administrator, the
password is rejected.

The criteria for password strengths are:

* High: the password must consist of at least 16 characters, and at least three out of the four

following types of characters: lowercase letters, uppercase letters, special characters and
numbers.

Standard: the password must consist of at least 12 characters, and at least three out of the
four following types of characters: lowercase letters, uppercase letters, special characters
and numbers.

* Low: the password does not follow the criteria for High or Standard password strengths.

Removable devices
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The device encryption settings under Removable Devices > Device Use Control > Group Settings
are the following:

File encryption
° Disabled:
No file encryption.
° Enabled:
This option encrypts the entire device or a device partition.
Access right if encryption is cancelled:

This option enables:
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° Read-only access,
° Read/Write access,
o Denial of access,

to unencrypted files if the user chooses not to encrypt the device when prompted to create
an encryption password.

 Stand-alone decryption tool (SURT):

This option allows or denies use of the SURT encryption tool to enable file decryption on
systems not running Stormshield Endpoint Security.

@ WARNING
Encryption settings also apply to all devices in the device group.

© NotE

If Default access to the device group is set to Denied, the device will not be able to
access the workstation on which the agent is installed.

Access will remain denied whatever the encryption policy applied to devices.

For more information about applying an encryption policy to a device group, see Applying a
security policy to an object of the directory.

12.3 Connecting a removable device

12.3.1 Password

The first time a user plugs in a device with an encryption policy, a window:
e Opens.

* Prompts you to enter the new password.

¢ Prompts you to confirm the password.

If a USB or FireWire device uses an encryption policy, a pop-up window prompts for the
password each time the device is plugged in.

The mandatory password strength is set by the administrator in General Settings > Device
Control.

For more information, see Passwords.
12.3.2 Synchronization

The first time a device is plugged in after a device encryption policy is applied, it goes through a
synchronization process encrypting the entire device.

A progression bar is displayed throughout the process.
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@ WARNING

During the synchronization process, the user should not leave the computer for a large
period of time.

slf the computer automatically locks or goes into standby mode after a period of time,
the synchronization process will stop. The user will then have to enter the device
encryption password to relaunch the process.

Default access control is bypassed. This means that all files on the device will be
encrypted even if Default access is set to Denied or Read only.

12.3.3 Access to the device without password
If, when prompted to enter the password, the user clicks Cancel, the device is locked to prevent
unencrypted data from being written to the device.

In this case, access rights depend on the Access right if encryption is cancelled in Removable
Devices > Device Control > Group Settings.

Access rights can assume the following values:

e Read (only).

e Read/Write.
e Denied.
© NotE

It should be noted that Default access and Exceptions by file extension settings also
apply to the device group.

Therefore, if default access to the device is set to Denied, the user cannot access the
device.

If the user tries to access an encrypted file without setting the password, information contained
in the file will be displayed as encrypted text.

@ NotE
The Access right if encryption is cancelled option is valid only for this session. Next time
the user plugs in the device, the password prompt will be displayed again.

12.3.4 Access to encrypted data
As long as the correct password is entered, there is no difference to the user between reading
encrypted and unencrypted data.

Data is encrypted whenever it is written to a device with encryption enabled. If a file is copied,
created or modified on the device, its data is encrypted.

12.3.5 Behavior when deactivating removable device encryption
When disabling the group parameter File encryption under Device Control of the security policy,
the encrypted device remains encrypted and files added on the device are encrypted.

The user must manually decrypt the device. The device will remain unencrypted according to
the new policy.

For more information about removable device decryption, see section Decrypting a removable
device.
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12.3.6 Using encrypted devices on other computers

Sharing encrypted files
Encrypted files on a device can be shared on condition that:
¢ The device is plugged into another computer running a Stormshield Endpoint Security agent.
* The encryption policy on the computer includes Read or Read/Write access.

¢ The user knows the encrypted device password.

Systems not running Stormshield Endpoint Security

If an encrypted device is plugged into a computer that is not running a Stormshield Endpoint
Security agent:

¢ Encrypted files can be opened but their content will be displayed as encrypted text.
If the device contains an unencrypted partition with files, these files can be used as normal.

* New files can be added onto the device. They will not be encrypted though.
* Files can be copied from the device but they will remain encrypted.

¢ If the SURT encryption tool is enabled in the device Group Settings of the security policy,
the user can encrypt and decrypt files simply by dragging and dropping files to the

Stormshield Endpoint Security Express Encryption icon L.
This standalone encryption tool can also be downloaded from MyStormshield website.

For more information, see section SURT.

Other systems running Stormshield Endpoint Security

If an encrypted device is plugged into a computer that is running a Stormshield Endpoint
Security agent:

* The encrypted device will be unaffected by the computer encryption policy.
¢ The user will need to enter the encrypted device password in order to access the files.

¢ The computer audit and access policies will be applied to the device.

12.3.7 Removing SD cards

When removing an SD card from the reader, Stormshield Endpoint Security is not notified.

If you remove an SD card from the reader, the system will not detect the action and the card
volume label will still be displayed in Windows Explorer.

As a consequence, if you install a new SD card, Stormshield Endpoint Security will not prompt
you to enter any password. Instead Stormshield Endpoint Security will use the password of the
previous SD card. The user will not be able to access existing files because the key used to
decrypt them is not correct and new files will be encrypted with the wrong key.

Before removing an SD card, it is imperative to use the eject function in Windows (right-click the
reader and click Eject).

12.4 Decrypting a removable device

12.4.1 Administrator side

To decrypt a removable device, perform the following operations:

Page 228/393 l ses-en-administration guide-v?.2 - 06/22/2023



24 SES - ADMINISTRATION GUIDE - V 7.2
STORMSHIELD 12. REMOVABLE DEVICE ENCRYPTION

File Tools 7

Decrypt Removable Devices...

1 Generate Mew Removable Device Password...

— Repair Rernowvable Device Encryption Key...
~ b

[
g

Manage File Encryption Information...

Manage Encryption Disk Information...

Create recovery media...

Connect the removable device to the computer where the management console is installed.
Click the Encryption menu.

Select Decrypt Removable Devices.

Enter the console certificate password.

vi & W o

Select a device from the list.

(@) Stormshield Endpoint Security Management Console -

f& Removable device decryption

Mame Velume D

USB_KEY (E:) {CDA98334-7167-57E5-03FB-0E3271D40531}

| QK | | Cancel |

6. Click OK.

7. If the administrator's workstation has a Stormshield Endpoint Securityagent, the removable
device must be disconnected so that it can be used again later.

12.4.2 Agent side

Any Stormshield Endpoint Security agent user can decrypt a device on condition that General
Settings > Device Control > Mass storage recovery is set to Allowed in the security policy.

@ NotE

During the decryption process, the user should not leave the computer for a large period
of time even if the device has a large disk space.

If the computer automatically locks or goes into standby mode after a period of time, the
synchronization process will stop.

The user will then have to enter the device encryption password to relaunch the process.

To decrypt a removable device, the user must follow the steps below:

1. Right-click the Stormshield Endpoint Security icon in the taskbar to display the menu below:
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Create a password...

Status...

View event logs
Change your password,.,

Password lost... Deactivate notification

Fxport an encryption key... Other operations »

Decrypt a removable device.., Removable device »

Exit Application

L
a

2. Click Removable device and Decrypt a removable device.
The Decrypt protected data window is displayed.

(O) Decrypt protected data P

-

Partition name: USB_KEY (E:) -~

Password:

OK Cancel

the removable device.

@ Please enter your password to decrypt the protected data stored in

3. Select the device from the list.

4. Enter the device encryption password.
5. Click OK.

12.5 Passwords

If a user forgets the encryption password, a new one can be provided by the administrator.

© WARNING
The procedure requires action by both the user and the administrator.

12.5.1 Administrator side

Replacing a lost password
To replace a lost password, perform the steps below:
1. Click Encryption > Generate New Removable Device Password.

2. Enter the console certificate password.
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@ Console certificate password

Password:

3. Select how to generate a new password:

(& Removable device decryption

Generate a new user password to replace a lost removable device password

® Yolume ID ) Encryption key (O Select plugged-in partition

Yolume ID |

Encrypticn key |

MNarme ‘ Yolume ID

° By Volume ID:
Click the Volume ID radio button.
Enter the volume ID sent by the user and click OK.

The OK button will be activated as soon as the volume ID is recognized.
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=) Stormshield Endpoint Security Management Console -

fh Removable device decryption

Generate a new user password to replace a lost rernovable device password

® VolumelD O Encryption key () Select plugged-in partition

Volume 1D 123855734-60A4-4C41-3D03-B0303813542C]

Mame Volume 1D

oK ‘ | Cancel

- Enter the new password.
- Confirm the password.
- Click OK.

@ Stormshield Endpoint Security Mana_-

Generate Mew Removable Device Passw...

Password: |-uuu---uu. |
Confirm: |--o-oo------ooo |
oK Cancel

° By encryption key:
- Click the Encryption key radio button.

- Select the encryption key file from your system by clicking the Browse button ~
- Click OK.

- Enter the new password.

- Confirm the password.

- Click OK.

° By Select plugged-in partition:
- Click the Select plugged-in partition radio button.
- Select the removable device partition.
- Enter the new password.

- Confirm the password.
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- Click OK.

@ Note
If the action selected fails to generate the key, try another option.
Exporting an encryption key

After generating a new password for the user, the administrator will export the encryption key.
To do so, he must follow the steps below:

1. After entering the new encryption key password, save the ExportKey. sxk file.

If you choose Select plugged-in partition, the encryption key file ExportKey.sxk will be
directly exported to the connected device.

2. Notify the user of the new key location. The user can then import the new key.

12.5.2 Agent side

Creating a password

To create a password, the user must follow the steps below:
1. Right-click the Stormshield Endpoint Security '@ icon in the taskbar and click Removable
device > Create a password.

Create a password...

Status...

View event logs
Change your password...

Password lost... Deactivate notification

Fxport an encryption key_. Other operations ¥

Decrypt a removable device... Removable device ]

Exit Application

A window is displayed that prompts you to create your password to access protected data.

(D) Create a password to access protected data, >

_—

Partition name: USB_KEY (E:) B
@ Createa password
Password:

Confirm the password:

O Donot encrypt the partition.

OK Cancel

@ This password protects access to encrypted data stored in this device

2. Select the volume from the list.
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3. Enter the required information.
4. Click OK.

Changing a password

SES - ADMINISTRATION GUIDE -V 7.2
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Users can change their own password in the Stormshield Endpoint Security menu.

The user must follow the steps below:

-

1. Right-click the Stormshield Endpoint Security '@ icon in the taskbar and click Removable

device > Change the password.
[F |
Create a password...
Change your password..,
Password lost...

Export an encryption key...

Decrypt a removable device...

Status...

View event logs

Deactivate notification

Other operations >

Rermovable device ¥

Exit Application

L =5

A window is displayed that prompts you to change your password to access protected data.

(@) Change the password

X

Partition name: USB_KEY (E:)

0Old passward:
Mew password:

Confirm the new password:

OK

_—

Cancel

@ This password protects access to encrypted data stored on this device

Select the volume from the list.
Enter the required information.
Click OK.

Lost password

To obtain a new password from the administrator, users must follow the steps below:

1. With the device plugged in, right-click the Stormshield Endpoint Security

taskbar and click Remaovable device.

2. Click Password lost.

. N
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ses-en-administration guide-v?.2 - 06/22/2023



%

STORMSHIELD

Create a password...
Change your password...
Password lost...

Export an encryption key..,

SES - ADMINISTRATION GUIDE -V 7.2
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Status...

View event logs

Deactivate notification

Other operations >

Decrypt a removable device... Rernovable device ¥

Exit Application

L
Ly

A partition name and volume ID (key ID) are displayed.

(@) Encryption key import

pes

Partition name:

Import the encryption key from:

Volume ID: {CDA9S3334-7167-57E5-03FB-0E3271D40531}

Please provide your device ID to the administrator and then import
the file using the new encryption key.

-

USB_KEY (E:) k4

Browse...

OK | Cancel ‘

3. Send the volume ID to the administrator (by email or by copying it to a server, etc.).

4. If the administrator sends you the encryption key, you must import it:

° Click Import the encryption key from field.

° Enter the path and fi

lename (or click the Browse button to locate the encryption key).

° Click OK to import the replacement file.

(E) Encryption key import

x

Partition name:

Import the encryption key from:
C:\Usersiuser 1\Downloads \Exp

Volume ID: {CDA93334-7167-57E5-03FB-0E3271040531}

Please provide your device ID to the administrator and then import
the file using the new encryption key.

_—

USB_KEY (E:) w

ortkey.sxk Browse ...

OK | Cancel ‘

Exporting an encryption key

Stormshield Endpoint Securi

ty agent users can export a copy of the encryption key for backup

purposes. Exporting an encryption key can be useful when there is no network access.

To export an encryption key, the user must follow the steps below:

Q;e 2;;393 A |
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-

1. With the device plugged in, right-click the Stormshield Endpoint Security '@ icon in the

taskbar and click Removable device.

2. Click Export an encryption key
(S|

Create a password...

Status...

View event logs
Change your password...

Password lost...
Export an encryption key...

Decrypt a removable device...

Exit Application

Other operations

Deactivate notification

Removable device

The encryption key export window is displayed.

() Encryption key export

Partition name: USB_KEY (E:) [

Export the encryption key to:

OK | Cancel

Browse...

Please send the file containing the encryption key to your
administrator.

®

3. Click Export the encryption key to field.

4. Enter the path and filename (or click the Browse button to locate the encryption key).

5. Click OK to export the file.

() Encryption key export

*

Partition name: USB_KEY (E:) w~

Export the encryption key to:

C:'\Usersiuser I\Downloads \Exportkey. sxk

OK | Cancel

-

Browse...

Please send the file containing the encryption key to your
administrator.

®

12.6 Repairing a corrupted encryption key

To repair a corrupted encryption key, you must follow the steps below:

1. Select Encryption > Repair Removable Device Encryption Key.

. N

ses-en-administration guide-v?.2 - 06/22/2023



" SES - ADMINISTRATION GUIDE - V 7.2
STORMSHIELD 12. REMOVABLE DEVICE ENCRYPTION

File | Encryption | Tools 7

Decrypt Removable Devices...

1 Generate Mew Removable Device Password...

Repair Removable Device Encryption Key...

~ E

Manage File Encryption Information...
Manage Encryption Disk Informaticn...

Create recovery media..

2. Select how to repair the encryption key.

f& Removable device decryption
Repair a corrupted partition

® Volume ID (O Select plugged-in partition

Volume ID

MName | Volume ID

° If you choose Volume ID, enter the volume ID in the text field.
° If you choose Select Plugged-In Partition, select the appropriate volume.
3. Click OK.

The OK button will be activated only if the volume ID is correct or if the removable device is
detected.

4. Save your new encryption key.
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13. Encryption

13.1 Data encryption overview

13.1.1 Purpose

Data encryption provides an extra layer of data protection via encoding and password usage.

By password-protecting the encrypted data on your hard disks, sensitive data is protected in
case of computer theft ( example: laptops stolen during business trips).

Data encryption consists in:

¢ afull disk encryption used to encrypt everything on a specific disk partition, including
computer configuration. New files saved on the computer are automatically encrypted.

¢ the encryption of file content located in folders defined by the administrator in the
encryption policy.

13.1.2 Characteristics

Advanced Encryption Standard

The Stormshield Endpoint Security Encryption feature is based on the Advanced Encryption
Standard (AES). This is a symmetric encryption system which offers the choice ofa 128, 192 or
256-bit key length for encryption.

This system has been approved by the U.S. Government for use with both classified and non-
classified documents.

Stormshield Endpoint Security ’s Data Encryption has obtained the Federal Information
Processing Standard (FIPS) 140-2 certification.

@ NotE
Two CBC (Cipher Block Chaining) modes are available in Data Encryption.
For more information, see Full Disk Encryption Parameters .

Invisibility
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Once the administrator has configured the encryption policy, the computer launches the
synchronization process. The agent’s computer data is automatically encrypted by file or by
disk (depending on the encryption policy applied).

@ NotE
File encryption does not exclude the use of full disk encryption. Both options can be
simultaneously enabled.

After the deployment of the encryption policy, Stormshield Endpoint Security users will not
notice the encryption process in progress while working on their computer.

Nevertheless, some cases exist where a progress bar is visible during the encryption process
(also called synchronization):

¢ Change of encryption policy.
* File transfer from unencrypted to encrypted paths.

* Recovery.
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To prevent the display of encryption indicators, the administrator can enable Stealth mode
under the file encryption parameters.

The Iockiil indicating that encryption has been applied to a file will not be displayed on
encrypted files.

© NoTE
If the stealth mode is enabled, the administrator needs to set authentication mode to
Windows.

13.1.3 Supported system, hardware and software
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Unsupported hardware and software are the following:
¢ Software RAID and dynamic disks.

¢ Partition management and disk cloning tools.

* Hard drives with sector size other than 512 bytes.

¢ Extended partitions are not supported by Full Disk Encryption. Only disks containing master
partitions can be encrypted.

e Multiboot (several operating systems on the same partition or on two separated partitions)
is not supported by disk encryption.

* Boot loaders other than Microsoft Windows boot loader are not supported by disk
encryption.

To encrypt removable devices, you can use the Removable Device Encryption feature in
Stormshield Endpoint Security.

For more information, please refer to Removable Device Encryption.

@ WARNING
Before using the data encryption feature, you must save all your data.

@ NoTE

If the encrypted hard disk includes one or several defective sectors, encryption will be
interrupted and all data already encrypted will be decrypted again.

It is recommended to perform a deep scandisk and repair defective sectors before
applying Full Disk Encryption.

Just after applying a full disk encryption policy, downgraded performance can be observed
when opening a session after startup.

This is absolutely normal due to the fact that encryption starts very early before the opening
screen is actually displayed.

© WARNING
The agent has to connect to the Stormshield Endpoint Security server in order to deploy
full disk encryption.

Full disk encryption or decryption cannot be interrupted once started.

Once the disk is encrypted with full disk encryption, it is no longer possible to add, modify or
remove anything on partitions. If you need to change something on partitions, first decrypt the
disk by disabling full disk encryption in the management console and then, enable again the
policy after changes.
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13.1.4 Interoperability with versions previous to the certified 7.2.06 version

If you have a server in version 7.2.06 or higher, agents will have to be updated to the same
versions to be able to use encryption.

Versions 7.2.06 and higher provide an enhanced authentication protocol with a strengthened
identification step on the agent. They also provide new processes for exchanging data between
servers and agents which are more secure.

When you update agents to version 7.2.06 or higher, users will have to reset their password in
order to take advantage of the new authentication protocol.

If agents are not updated:

* users will not be able to modify their user password and recovery password and will
therefore not take advantage of the enhanced authentication protocol.

 the server will not be able to exchange data related to encryption with these agents.

13.2 Encryption types

13.2.1 File encryption

File encryption characteristics are the following:

¢ Only file contentis encrypted.

¢ Thefile listis defined by the administrator.

¢ The system and programs remain unencrypted.

The advantages of file encryption are the following:

e Each file is usually encrypted with a separate encryption key.
¢ Individual management of encrypted files.

¢ The Administrator can modify which files to encrypt.

e When a workstation is in multi-user mode, each user has a unique password for
authentication.

The disadvantages of file encryption are the following:
* The administrator may forget to select important data that need to beencrypted.
¢ Users may save data in unencrypted folders.

* Less performance than full disk encryption.

13.2.2 Full disk encryption
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Full Disk Encryption is used to encrypt everything on a specific disk partition. It is only
compatible with the BIOS interface which supports the MBR partitioning scheme and it is not
compatible UEFI (GPT partitioning).

© IMPORTANT
When using Full Disk Encryption, NEVER choose a system restore point that is older than
the encryption policy’s application date.

In the event of a restoration, this operation would destroy the NEP driver (Stormshield
Endpoint Security full disk encryption) and the encrypted disk would no longer be
readable.
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@ Note
When defining or typing the encryption password, follow these guidelines:

do not use the Caps Lock key (use Shift].
do not use the numeric keypad (use the numbers at the top of the keypad).
The advantages of full disk encryption are the following:
¢ Everything is encrypted even computer configuration.
This is a major advantage when the administrator forgets to encrypt some files.

This becomes even more important when the administrator wants to encrypt sensitive
configuration files or data which are directly stored by software into program directories.

¢ Full disk encryption deployment is easier than File Encryption deployment.
The disadvantages of full disk encryption are the following:
¢ There is only one encryption password shared by all users of the computer.

¢ Full disk encryption deployment may take longer than file encryption deployment
depending on disk size.

* Only the hard disk on which the system has been installed is encrypted. If you want to
encrypt documents present on another hard disk, you have to use both full disk encryption
and file encryption (under General Settings > Protection mode).

¢ Only file encryption will be applied to the second hard disk.

13.3 Creating an encryption policy

13.3.1 Graphical interface

Encryption policies are created and accessible from the Policies menu in the Environment
Manager section.
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Deploy to the environment

& POLICIES / ENCRYPTION / FDE (Version: 2)

SES - ADMINISTRATION GUIDE -V 7.2
13. ENCRYPTION

[ Checkln = Undo CheckOut X Export X Import
#  Environment Manager Palicy | Links
[y servers £X General Settings
) Policies Allow creation of encrypted archives & Allowed
Environment Allow secure file erasure @ Allowed
@ Log Manager MNumber of secure erase cycles 3
v Monitoring Erase swap file when machine is stopped @ Disabled
v Console Manager Minimum characters required for second authentication password a
v Devices Mandatory password minimum strength Standard
Encryption key size 256
| + 2 + [@ Enforce encryption policy @ Disabled
B .ﬁ Palicies Password change enforcement €@ Disabled
*‘[E Server Configuration Maximum password age 00 day(s)01h
+@ Dyn.amlc Agent C.DI"IfIgL.IratICII"I tﬂ Full Disk Encrvption Parameters
- Static Agent Configuration
Full Disk Encryption Enabled

- Security
-3a Encryption

13.3.2 Procedure

Partition encryption

Use guest account

£X File Encryption Parameters

Systemn partition

9 FDE Block-cipher mode of operation CBC-Advanced
. § Files Secure shredding before encryption @ Disabled
-Lf Seript Number of secure erase cycles 3
~[J Seript Resources Allow automatic restart @ Disabled
= j2- Files Beployment Single Sign-On (550) © Disabled
One-time recovery password & Enabled

& Usechallenge

File encryption [ Disabled
Authentication type Secondary
Cryptographic Service Providers (C5P)

Authorized to step synchronization © Denied
Authentication after unlock session & Enabled
Skip system partition (already encrypted at disk level) @ Disabled
Force user authentication @ Disabled
Stealth mode @ Disabled

Encrypted zones

Unencrypted zones

To create an encryption policy, follow the steps below:
1. Right-click the Encryption folder in the Policies menu from the Environment Manager

section and select New Policy or click * in the toolbar.
2. Name the policy and click OK.

3. Specify the encryption parameters.

For more information, see:

° Encryption parameters.

° File Encryption Parameters

°  Full Disk Encryption Parameters
4. Apply the encryption policy to a directory object.

For more information, see Applying an encryption policy to an object of the directory.
5. Click Deploy to the environment.
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@ Norte
When you apply a new encryption policy to an agent group, the policy will not take effect
until next reboot of the workstation.

€ NotE
After applying an encryption policy, the password of the Stormshield Endpoint Security
server's certificate files (rootpem and rootcert.pem) must not be modified.

To disable encryption on a workstation:

1. Modify the encryption policy currently in force or create a new policy.
2. Disable Full disk encryption and/or File encryption settings.

3. Apply this new policy to the workstation concerned.

Instead of that, if you just remove an encryption policy from an object of the directory, agents
will keep applying the last encryption policy. This will avoid inadvertent decryption of a
workstation.

13.4 File encryption features

13.4.1 Multi-user security
Stormshield Endpoint Security uses two types of encryption keys: a computer key and a user
key.

Each computer has only one computer key but multiple user keys. This enables users to share
computers and still maintain privacy and data confidentiality.

Computer encryption key

Folders and files which are encrypted with the computer encryption key can be opened by any
authorized user.

User encryption key

After applying an encryption policy, folders and files which are encrypted with a user
encryption key can only be opened by the first user who created or accessed the file/folder.

For more information, see:
e Computer encryption key.

e User encryption key.

13.4.2 Data erasure security

Providing secure file erasure implies overwriting deleted files to prevent data recovery
(especially by unauthorized users). This is highly important when a laptop is stolen or left
unattended.

You can select the number of overwrites to perform for data erasure.
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@ Norte

Professionals can retrieve information from almost any magnetic data carrier, even
damaged ones.

To delete a file permanently, the secure data erasure process performs several random
data overwrites where the deleted file was stored.

Itis currently the only method which is valid to obliterate securely data on your disk. It
makes it almost impossible to retrieve data via magnetic remanence.

13.4.3 File encryption options

To encrypt a file, you need to enter a path which can be a folder, a file or an extension with the
help of the wildcard *.

Here are some examples of wildcard use:
e c:\*
*  Mcrypt\*

c :\.txt

c :\file.txt
* |userprofile[\*
You can also exempt files and/or folders from encryption.

For more information, see File Encryption Parameters and File Encryption Parameters .

13.4.4 Password creation and user logon

Password creation

The first time the user logs onto the computer after the encryption policy isapplied, he is
prompted to create an authentication password or a PIN codedepending on the type of
authentication selected (Windows, Secondary or Smart-Card).

This authentication password becomes the encryption password to accessprotected data on
the workstation.

If a useris in the process of creating a new password and the Agent loses its connection to the
server before the password is confirmed, the following error message is displayed:

You are not connected to the server

© WARNING

If you apply a file encryption policy just after installing the Stormshield Endpoint Security
agent, a popup window prompts the user to create his password.

gAn error message is displayed if the agent computer was not rebooted before creating
the user password.

Reboot the computer in order to fix the problem and create the user password.

Create password prompt
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The same password window is displayed to new users and users who already have passwords.

This is because a user may already have an existing encryption password on another
computer.

Another situation may be that an encryption password already exists for the user and the
Stormshield Endpoint Security agent has been uninstalled and re-installed on his computer.
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@ WARNING
If the user already has an encryption password, this password should be entered in both
the New password and Confirm password fields.

Connection
If a user tries to log on with an incorrect password, an error message is displayed.

After five unsuccessful logon attempts, the user will be blocked from logging on for 30 seconds.
If the first logon attempt after the 30-second wait fails, the user will automatically be blocked
from logging on for another 30 seconds.

13.4.5 Synchronizing

A synchronization with the hard disk is performed when a user logs on for the first time after an
encryption policy has been applied.

Next time this user logs in, synchronization will occur only if the list of encrypted paths is
modified.

Synchronization occurs when a user moves a folder or several files from an unencrypted zone
to an encrypted zone.

Desynchronization occurs when a user moves a folder or several files from an encrypted zone
to an unencrypted zone.

If an unauthenticated user created files in an encrypted zone, the files will remain unencrypted
until the user makes an encryption authentication or performs a manual synchronization of the
encrypted zone.

To authenticate, the user must right-click the Stormshield Endpoint Security icon in the taskbar
and select Authentication > Access to Protected Data.

The first time the user logs in, he will fill in the following fields:

:E: Set password for protected data access e

=y

Mew password:

Confirm new password:

If you have already created your encryption key password, please enter it in
both fields.

QK Cancel

You will be prompted for it every time you log on.

@ This password protects access to confidential data on your workstation,

Unencrypted files will be encrypted on next authenticated access or when performing a manual
synchronization of the encrypted zone using Resynchronize encryption policy.

Desynchronization

During desynchronization, the hard disk is restored to its original state and all files are
decrypted.

Desynchronization occurs when:

¢ Afolderis removed from the list of encrypted paths.
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¢ The encryption key type associated with a zone is modified.

¢ The Stormshield Endpoint Security agent is uninstalled and decrypting data at uninstallation
is enabled. Only files encrypted with a computer key are unencrypted. Files encrypted with
a user key must be decrypted manually.

@ NoTE

When an encryption policy is modified, encrypted folders which no longer feature in the
encrypted zone list are desynchronized whereas the folders which are defined in the new

encryption policy are synchronized.

13.4.6 Synchronization with multiple users

If a computer has multiple users, encrypted files are resynchronized whenever a new user logs
on for the first time.

Encrypted files are resynchronized with the encryption key type associated with each new
user.

To illustrate this, consider the following example. Two users share the same computer. Each
user has a specific user profile.

To display the window below, go to Encryption Policies > File Encryption Parameters >
Encrypted zones.

=) Stormshield Endpoint Security Management Console -
Encrypted zones
+-x-2-F + + 3 Q
] ?g Value 9 Key Type = Description
M |userprofile[\* ELS
X (m]
QK | ‘ Cancel

The encryption policy is defined as follows:

-
e The user encryption key = is applied to folder
|userprofile|\*

¢ The computer encryption key s appliedto Cc:\*

@ WARNING

The encrypted zone with the most generic zone should always appear last in the
encrypted zone list so that the more specific rules are applied first.

Unencrypted zone rules have priority over other encryption rules.

First synchronization
For example, Craig is the first user to log on. His user profile is:

userprofile = c:\Documents and Settings\craig
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The synchronization process encrypts:

e With Craig’s user key all files stored in:

c:\Documents and Settings\craig
¢ With the computer key all files stored on drive C: \ except:

o The folders defined in the Unencrypted zones option (if any).

o c:\Documents and Settings\craig

° Files exempted from encryption (see Appendix Files Exempted from Encryption).

Subsequent synchronizations

A new user, Lucy, logs on. Her user profile is:

userprofile = c:\Documents and Settings\lucy
A new synchronization process is now launched.

The files stored in c: \Documents and Settings\lucy were previously encrypted with the
computer key on first synchronization.

This new synchronization process will remove the computer key and re-encrypt the files with
Lucy’s user key.

@ WARNING

Even if some users allow other users to access their files with ACL on the New
Technology File System (NTFS), access to files encrypted with user keys will be denied to
the latter.

13.5 Encryption parameters

13.5.1 General Settings

General Settings enable you to set a number of commands and options such as:
* Allow creation of encrypted archives.

e Allow secure file erasure.

* Number of secure erase cycles.

* Erase swap file when machine is stopped.

* Minimum characters required for second authentication password.

e Mandatory password strength.

* Encryption key size.

* Enforce encryption policy.

* Password change enforcement.

e Maximum password age (visible if the previous option is enabled).
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[Z] General Settings

Allow creation of encrypted archives @ Allowed
Allow secure file erasure © Allowed
Mumber of secure erase cycles 3

Erase swap file when machine is stopped &) Disabled
Minimum characters required for second authentication password 2
Mandatory password minimum strength Standard
Encryption key size 256

Enforce encryption policy &) Disabled
Password change enforcement ) Disabled

Allow creation of encrypted archives

This option allows agent users to create their own encrypted files which they can safely send
by email to other users, inside or outside the company network, without the risk of their
contents being read in transit over the Internet.

In the encryption policy edition window, when Allow creation of encrypted archives is set to
Allowed, the user can right-click on the file/folder to display the encryption options in the drop-
down menu.

Open
) Run as administrator
Run as different user
Troubleshoot compatibility
Pin to Start
Edit with Notepad++
Scan with Windows Defender...
Share

Delete securely

o & | & E

Copy to an encrypted archive
Pin to taskbar
Copy as path

Restore previous versions

Send to >

Cut
Copy

Create shortcut

%) Delete
¥ Rename

Properties
For more information about files and encrypted archives, see SURT.

Allow secure file erasure
When this option is enabled, agent users can erase their files securely.

Files are overwritten the number of times specified in Number of secure erase cycles in General
Settings.

When this option is disabled, it is no longer displayed in the menu. The user cannot select the
Delete securely option.
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Number of secure erase cycles

This option indicates the number of erase cycles to be performed to securely delete files and
folders.

The files marked deleted are overwritten the number of times specified in Number of secure
erase cycles in General Settings.

By default, the value is 3.

 NoTE
You may increase this value. However, it will increase the time it takes to erase
files/folders, which can be problematic with bulky files/folders.

Erase swap file when machine is stopped

This option ensures that the swap file is completely erased whenever the computer is stopped.

Minimum characters required for second authentication password

This is the minimum number of characters required to the user to create the password for
protected data encryption and decryption.

By default, the value is 8.

@ NotE
This option can be modified only when the authentication type is set to Secondary.

Mandatory password strength

The administrator can define the minimum strength a password should have. The strength is
measured according to three levels: High, Standard and Low.

As the user enters his password, Stormshield Endpoint Security performs a real-time evaluation
of the strength of the password. If the strength is lower than that defined by the administrator,
the password is rejected.

The criteria for password strengths are:

* High: the password must consist of at least 16 characters, and at least three out of the four
following types of characters: lowercase letters, uppercase letters, special characters and
numbers.

¢ Standard: the password must consist of at least 12 characters, and at least three out of the
four following types of characters: lowercase letters, uppercase letters, special characters
and numbers.

* Low: the password does not follow the criteria for High or Standard password strengths.
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@ WARNING

When using full disk encryption, the number of password entry attempts on computer
startup is limited to 10. When exceeding 10 attempts, it is necessary to start the
computer again.

@ Note

When specifying a password, the user is asked to restart the computer before starting
disk encryption. Restarting the computer is required to validate the possibility to enter
the password during startup. If the user cannot enter the password during startup,
Microsoft Windows starts after the tenth invalid attempt and the user is asked to specify
a new password.

Encryption key size

The administrator can set the encryption key size to:

e 128 bits.
e 192 bits.
e 256 bits.

Enforce encryption policy
The option is set by default to Disabled. If you enable this option, it will prevent the user from
closing the password prompt window when opening the session.

Password change enforcement

The option is set by default to Disabled. If you enable this option, it will advise the user to
change his password. If he does not, the former password will remain valid.

If the option is enabled, the Maximum password age field is displayed.

13.5.2 File Encryption Parameters

File Encryption Parameters enable you to control the following parameters:
e Authentication type.

e Cryptographic Service Providers (CSP).

* Authorized to stop synchronization.

¢ Authentication after unlock session.

e Skip system partition (already encrypted at disk level).

¢ Force user authentication.

e Stealth mode.

¢ Encrypted zones.

* Unencrypted zones.
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[=] £¥ File Encryption Parameters

File encryption E Enabled
Authentication type Secondary
Cryptographic Service Providers (C5P)

Authorized to stop synchronization & Denied
Authentication after unlock session © Enabled
Skip system partition (already encrypted at disk level) £ Disabled
Force user authentication @ Disabled
Stealth mode € Disabled

Encrypted zones

Unencrypted zones

Authentication type
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An authentication type is defined for each encryption policy. Different authentication types can
be applied to different agents groups.

There is only one authentication type per encryption policy.

@ WARNING

After agent deployment, authentication types cannot be modified.
Modifications must be performed manually by the administrator for each user.
For more information, refer to Recovery.

The three authentication types are the following:
¢ Windows.

e Secondary.

e  Smart-Card.
[] £¥ File Encryption Parameters
File encryption Enabled
Authentication type -
Cryptographic Service Providers (C5P) Windows
Authorized to stop synchronization Secondary
Authentication after unlock session Smart-Card

Windows authentication type

This authentication type is based on Windows authentication. It is not as secure as Secondary
or Smart-Card authentications.

The user can easily access encrypted files using this authentication type by simply logging into
Windows using his Windows login 1D and password.

© IMPORTANT

You cannot uninstall and then reinstall the Stormshield Endpoint Security agent on the
same workstation. The encrypted data would be impossible to retrieve. Before
uninstalling and reinstalling the agent, you must:

* Either revoke the already existing user key to generate a new one.

* Orchange the authentication mode.

Secondary authentication type

When starting the computer for the first time after an encryption policy has been applied, the
user is prompted to create a secondary authentication password.
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In addition to entering the Windows login password during startup, the user must also enter
another password to access encrypted data stored on the hard disk.

@ WARNING
Itis highly recommended to create a secondary authentication password.

Smart-Card authentication type

The smart-card and the card reader must be connected to the computer in order to access
encrypted data in the system.

After Windows startup, the user is prompted to enter a password to open encrypted files stored
on the hard disk.

Usually, the password used for this authentication type is the PIN code supplied by the Smart-
Card service provider.

Cryptographic Service Providers (CSP)
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Cryptographic Service Providers are the Smart-Card manufacturers. The smartcards provided by
the CSP include software that must be installed on the Stormshield Endpoint Security agent’s
computer to allow the use of Smart-Card authentication.

For user-friendly purposes, it is recommended to also install the CSP on the computer where
the Stormshield Endpoint Security Management Console has been installed to configure
smartcard administrative tasks (example: change user smart-cards by simply choosing from
the drop-down menu of the CSP parameter in the Encryption Policy Editor).

[=] £¥ File Encryption Parameters
File encrypticn Enabled
Authentication type Srart-Card
Cryptographic Service Providers (C5P) -
Authorized to stop synchronization Microsoft Base Smart Card Crypto Provider

If the CSP is not installed on the Stormshield Endpoint Security server but on the agent’s
computer, the administrator must enter the accurate name of the CSP by double-clicking the
second column in the Cryptographic Service Providers (CSP) field.
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@ Norte
This option can be set only when the authentication type is Smart-Card.

The names of the CSP installed are to be found in the registry under:
HKLM\Software\Microsoft\Cryptography\Defaults\Provider

The CSP name string must be exactly the same on the console and on the client
workstations.

© WARNING
The three folders below are added by default to the files/folders exempted from
encryption:

- |userprofile|\application data\microsoft\crypto\*

- |userprofile|\application data\microsoft\
systemcertificates\*

- |userprofile|\application data\microsoft\protect\*

Depending on the CSP used, these folders can include cache data for smart-card
certificates which must be readable by the system.

Authorized to stop synchronization
If data is updated in:
* Encrypted zones.
e Unencrypted zones.
then synchronization will be relaunched.

By default, this parameter is set to Denied. When set to Allowed, the user can stop the
synchronization process.

To start resynchronization manually, use the right-click options on the folder to be
resynchronized on the Stormshield Endpoint Security agent’'s computer.

Open
Open in new window
Pin to Quick access

| Ea Scan with Windows Defender...

Share with >
Restare previous versions

Include in library >
Pin to Start

Resynchronize encryption policy

& 5

Delete securely

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Authentication after unlock session

When this option is set to Enabled, it prevents flushing the encryption keys when the user
session is locked.

It is useful for software which could crash when accessing encrypted files, while the user
session is locked.

On the other hand, if you intend to disable this option, think about it carefully. Indeed, there are
some serious drawbacks to this action. For example, a hacker could steal the user encryption
keys contained in the hiberfil. sys file by using the hibernate function in the operating
system.

If a hacker breaks the session lock, encrypted files will be accessible without authentication
(since encryption keys have not been flushed).
Skip system partition (already encrypted at disk level)

This option is enabled only when protection mode is set to Full disk encryption and file
encryption.

If the option is set to Enabled, the path | systemdrive| will be encrypted by Full disk
encryption but will not be protected by File encryption.

If the option is set to Disabled, the path | systemdrive| will be protected by Full disk
encryption.

If the path is also included in Encrypted zones, then it will be encrypted twice: by File
encryption and by Full disk encryption.

© WARNING
Unencrypted zone rules have priority over other encryption rules.
Force user authentication
When this option is set to Enabled, the user is prompted to authenticate when opening a
session so as to prevent him from creating unencrypted files.
Stealth mode

When this option is set to Enabled, file encryption is applied to the workstations but their users
will not notice the encryption process in progress.

The agent will not display the following elements on the user's workstation:

Right-click file encryption window.

¢ Encryption progress bar.

Right-click menu (Copy to an encrypted archive).

The lock icon Il on encrypted files.

@ WARNING
You need to set the authentication mode to Windows.

Encrypted zones
This option is used to encrypt all the files in a specific folder.

You have to define the folders where users can store their files securely.
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@ Norte

The Administrator has to inform the users where they can store their files securely.
The encrypted zone with the most generic path should always appear last in the list of
Encrypted zones so that the more specific rules are applied first.

Unencrypted zone rules have priority over other encryption rules.

@ Note

Zones that are considered vital for the proper running of the operating system cannot be
encrypted. As a result, folders such as C: \Windows\ and C:\Program Files\ will be
exempted from file encryption. The corresponding environment variables

(I systemroot| and |programfiles| respectively) cannot be used in the file
encryption policy. If you consider the data in these folders sensitive and require
encryption, it may be preferable to encrypt the whole disk.

Environment variables

Environment variables make it easier to configure encrypted zones.

For example, you can enter |userprofile| to specify all individual user folders, rather than
enter each individual folder one at a time.

Supported environment variables are the following:

D |username |
e |systemdrive]
. |userprofile|

o |mydocuments |

© WARNING

Environment variables, in particular | username| and |userprofile]|,are
dynamic. They change with each user session.

Let us consider the following situation:

- userl logs on.
The zone to be encrypted which is defined by the policy is:
c :\documents and settings\utilisateurl
(the environment variable is replaced by its value].

- user? logs on after userl on the same computer.
The zone to be encrypted as defined in the policy is now:
¢ :\documents and settings\user2
and synchronization is launched.
If user? is allowed to access c:\documents and settings\userl (provided that file
system permissions are granted and files are encrypted with a computer key],
encryption will take place.

To prevent this, the administrator must define a user key for these types of folders.
For more information, see Environment variables.

Encryption key types

There are two encryption key types:
* The computer encryption key.

* The user encryption key.
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Computer encryption key

The computer encryption key =

that particular computer.

is available to any user who has an encryption password for

This means that encrypted data is protected from theft and access by unauthorized users.

Each computer has only one computer key. The computer key is changed every time the
Stormshield Endpoint Security Agent is installed so that each computer has a unique computer
encryption key.

User encryption key

The user encryption key L s unique to the user.
This means that if a file is encrypted by user "A", only user "A" can access the file.

When the user logs on for the first time with a password, Stormshield Endpoint Security creates
a unique user key. The user key is a combination of the computer key and the user key with the
user password.

Here are three typical situations:
* Files encrypted by one key:

A file can be encrypted by only one key: a unique user key or the computer key.
¢ User access to computer key:

Each user is able to access the computer key with his own password. Actually, the user
password is used both for computer and user encryption keys. This is invisible to the user.

* File access denied:
Access to encrypted files is denied when:
° The file has been encrypted with the user key of another user.
° No password authentication has been entered.
° There are several user sessions on a computer.
° The Stormshield Endpoint Security agent has been shut down.

° The administrator has disabled the encryption policy whereas files are still encrypted.

Unencrypted zones
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You can use this option to prevent the encryption of unencryptable files.

Important applications that are initialized during computer start-up are not encrypted, namely:
¢ Windows Operating System files.

e System Volume Information.

¢ Stormshield Endpoint Security.

For more information on the list of applications exempted from encryption, see Files Exempted
from Encryption.
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@ WARNING
The following must also be exempted from encryption:

* Any system file loaded during Windows startup
Since files can be decrypted only after the user logs on, all files used during the boot-
up sequence by services, drivers or the operating system must not be encrypted. This
includes the desktop manager file currently selected.

* Roaming profiles
Access to encrypted files is denied until after encryption password authentication.
Since Windows synchronization occurs before authentication, the roaming profile
would still be encrypted and Windows synchronization would fail.

13.5.3 Full Disk Encryption Parameters

Full Disk Encryption Parameters enable you to control the following parameters:

Partition encryption.

Block-cipher mode of operation.

Secure shredding before encryption.

Number of secure erase cycles (before first encryption).
Allow automatic restart.

Single Sign-0n (SSO).

One-time recovery password.

Use guest account.

=] ?g Full Disk Encryption Parameters

Full Disk Encryption 4 Enabled
Partition encryption Systern partition
Block-cipher mode of operation CBC-Advanced
Secure shredding before encryption D Disabled
Murmnber of secure erase cycles 3

Allow autornatic restart € Disabled
Single Sign-On (550) ) Disabled
One-time recovery password & Enabled

Use guest account @ Use challenge

Partition encryption

This option includes the following:

Partition system

Only the system partition where the operating system of the computer is installed is
encrypted.

All partitions

All the partitions on the hard disk on which Stormshield Endpoint Security is installed are
encrypted. Only master partitions are supported.

Block-cipher mode of operation
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This option runs on blocks with a fixed length of 128 bits.
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Since messages may be of any length and encrypting the same plain text by the same key
usually generates the same output, various operating modes have been created.

These operating modes permit block ciphering to ensure confidentiality for messages whatever
their length.

This option can be set to:
e CBC (Cipher Block Chaining)

CBC is the most frequently used mode. Its main drawback is that encryption is sequential
(the encrypted output of previous block is transmitted to next block] with no capability for
parallel processing. Therefore the message must be stretched to a multiple of the cipher
block size.

Stormshield Endpoint Security uses CBC with 128-bit blocks for each 512-bit sector of the
disk.

e (BC Advanced

Same as CBC mode except for including certain algorithmic rules such as complexity levels. For
each encrypted block, an AES key is dynamically generated to prevent cryptanalysis.

Secure erasure
When this option is enabled, the disk is securely erased before the encryption process.

Secure erasure implies overwriting disk blocks to prevent data retrieval by unauthorized users.
This is highly important when a laptop is stolen or left unattended.

Number of secure erase cycles

This option indicates the number of erase cycles to be performed to securely delete files and
folders. The blocks on the disk are overwritten by the number of times set, with random data
before encryption.

The more the number of erase cycles, the longer the synchronization.

@ NoTE

Professionals can retrieve information from almost any magnetic data carrier, even
damaged ones.

To delete a file permanently, the secure data erasure process performs several random
data overwrites where the deleted file was stored.

Itis currently the only method which is valid to obliterate securely data on your disk. It
makes it almost impossible to retrieve data via magnetic remanence.

Allow automatic restart
Console

This option allows automatic restart for remote maintenance without using encryption
passwords.

After disabling Stormshield Endpoint Security’s bootloader, you will reboot manually or via a
script.

See table Built-in actions, line Encryption > Allow Automatic Restart.

Agent

On the agent, the administrator may allow a predefined number of automatic restarts via
nepcom.exe.
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Prerequisites

To allow automatic restarts on the agent, you should enable Allow automatic restart on the

console.
Otherwise, you will not be able to use nepcom.exe and the Unable to enable message will
be displayed.

N CAWindows\system32\cmd.exe = B

Program Files (x86>“stormshield~Stormshield Endpoint Security Agent>nepcom.ex
e autoboot 5
utoboot: Unabhle to enahle — error 7

»Program Filesz (x86>stormzhield~Stormzhield Endpoint Security Agent’

Procedure

To allow automatic restarts on the agent, follow the steps below:
1. Open a command prompt window.

2. Go to the Stormshield Endpoint Security agent directory.

3. Enter the following command:

nepcom.exe autoboot [number of automatic restarts allowed]

To check that the command has been enabled, the enabled message is displayed.

=N CAWindows\system32\cmd.exe = =

:SProgram Files (xB6)“stormshield~Stormshield Endpoint Security Agent>nepcom.ex
e autohoot 5
utoboot: enabled

:SProgram Files (xB6)“stormshield~Stormshield Endpoint Security Agent>

To disable automatic restarts on the agent, follow the steps below:
1. Open a command prompt window.
2. Go to the Stormshield Endpoint Security agent directory.

3. Enter the following command:

nepcom.exe autoboot

\\AA
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\

To check that the command has been enabled, the disabled message is displayed.

o CAWindows\system32\cmd.exe = B

:SProgram Files (xB6>“stormzhield“Stormshield Endpoint Security Agent>nepcom.ex
e autoboot
utohoot: disabled

sProgram Files (x86>“stormshield~Stormszhield Endpoint Security Agent>

Single Sign-On (SS0)

This option is used to combine two authentications (Encryption+Windows) for the main user.

When the user authenticates for the first time with his/her login and Windows password via
Stormshield Endpoint Security authentication service, user authentication information will be
encrypted with the encryption key and stored on the agent.

From now on, the user will no longer need to enter his/her login or Windows password as the
agent has decrypted and sent this information to Stormshield Endpoint Security authentication
service. The service will at present fill in automatically Windows account authentication details.

If the user changes his Windows password, he will follow the steps below:
¢ The user will proceed as usual under Windows in order to change his password.
¢ He/She will reboot his machine.

* He/She will enter his new Windows password when opening a new session so that
Stormshield Endpoint Security will encrypt and store at agent level his new user password.

If the user directly clicks OK (or enter his old password), the authentication process will be
blocked. A window will indicate to the user that he must enter his new Windows password.

On next session, the user will no longer need to enter his/her login or Windows password.

One-time recovery password

When the user authenticates with his recovery password, this option generates a new recovery
password on next login.

Use guest account

This option is enabled by default. It is designed to create a temporary guest account. The guest
account makes it possible to authenticate on the workstation without using the main user
account.
To define a guest account, right-click the Stormshield Endpoint Security '@ icon in the
taskbar. Select Full disk encryption, and then Create Guest Account.

P

To delete a guest account, right-click the Stormshield Endpoint Security '@ icon in the
taskbar. Select Full disk encryption, and then Remove Guest Account.

* At machine startup, select Guest (F3) and enter the password for the guest account.

/‘ ses-en-administration guide-v?.2 - 06/22/2023



‘4&’
STORMSHIELD

= Yo Full Disk Encryption Parameters
Full Disk Encryption
Partition encryption
Block-cipher mode of operation
Secure shredding before encryption
Mumber of secure erase cycles
Allow automatic restart
Single Sign-On (550)
One-time recovery password

Use guest account

Available options are the following:
e Disabled.

e Use challenge.

* Never expires.

e With expiry date.

SES - ADMINISTRATION GUIDE -V 7.2
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E Enabled
System partition
CBC-Advanced
@ Disabled

3

& Disabled
@ Disabled
& Enabled

© Disabled

& Use challenge
@ Never expires
© With expiry date

If you select With expiry date, you have to set the Maximum guest account age.

Use guest account

Maximum guest account age

@ With expiry date
00 day(s)01h

For more information about challenges, see Administrator managing the challenge requests

sent by the user.

13.6 Applying an encryption policy to an object of the directory

Encryption policies are applied to objects of the directory.

To apply an encryption policy to a directory object, follow the steps below:

1. Click the object in the Environment menu in the Environment Manager section.

2. Go to the Policies linked panel.

3. Select the encryption policy in the drop-down list in the Encryption category.

Environment / Internal Directory 1
| Deploy to the environment
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A Environment Manager

B Servers

@ Policies

B Environment

@ Log Manager
+ Monitoring
+ Console Manager
v Devices

G + &
=7 Environment
=-43]| Internal Directory 1
I@ Agent Group
-[1 Agent Group (1)
-[] Agent Group (2)

Paolicies linked ‘ Servers | Agent groups ranks | Agent resclution ‘

# [ Dynamic Agent Configuration - 1 link
[ [ static Agent Configuration - 1 link

B security - 1 link
I | Encryption - 1 link

+ fdd X Remove ¥ T + F

Link order Condition Policy Name Inherited from
1 (true) FDE < |

B [0 seript - 0 link

4. Click Deploy to the environment.
This action must be performed each time you edit the encryption policy.

. N
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13.7 Recovery

13.7.1 Password recovery when using file encryption

Agent side
Overview
When the user creates a password, a backup password is automatically generated.

To replace a lost password, the user may contact the administrator. The administrator locates
the backup password and sends it to the user.

Once the backup password is located, the administrator can copy, paste and send it by email to
the user. The user can paste it directly into the password field.

The backup password works in the same way as the regular password.

To help the administrator locate the user’s backup password by his user ID instead of his User
Name, the user can proceed as described further on in Get IDs.

© WARNING

If Active Directory is not used, users working on different workstations can have the same
User Name (example: administrator account), but not the same User ID.

To locate a user by his user ID, ask the user to email it to the administrator.

The Domain column only contains computer names.

Get IDs
To obtain his user ID, the user must perform the steps below:
1. Right-click the Stormshield Endpoint Security icon in the taskbar.
2. Select Authentication > Get IDs.

3. The user ID is displayed.
Copy the User ID number and email it to the administrator.

@ NotE
The user should change his backup password as soon as possible in order to use it as old
password.

4. Paste the backup password sent by the administrator into the Old password field.
Enter and confirm your new password.

© WARNING
If the user creates a new password on one computer and goes to another computer using
the same account, the user must enter the new password and not the backup password.

Administrator side

Prerequisites

In order that the administrator can search for backup passwords, Roles > Permissions >
Decrypt data on hard disk must be set to Authorized.

€ NotE
The Roles menu is used to create the roles assigned to the SES console users.

Backup password recovery

To recover the backup password, you must follow the steps below:

Page 262/393 I ses-en-administration guide-v?.2 - 06/22/2023



%

SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD 13. ENCRYPTION

Page 263/393

N~

4.

Change secondary authentication password

Select Encryption > Manage File Encryption Information.

L=
File Tools 7

Decrypt Removable Devices...

1 Generate Mew Removable Device Password...

— Repair Remuovable Device Encryption Key..,

~ b
Manage File Encryption Information...
E Manage Encryption Disk Information...
-
m Create recovery media...

Enter the password for the console certificate.

The Manage File Encryption Information window is displayed.

© NotE
If you receive an error message, the console has not been correctly configured.
Check that console certificate paths are correct.

Locate the User Name in the list of Active Keys.
For long lists, you can use the Search field on the top right to locate the name quickly.

Send the Backup Password to the user.

To change the secondary password used for encryption by the user, the administrator must
follow the steps below:

1.
2.

Select Encryption > Manage File Encryption Information.
Enter the password for the console certificate.

The Manage File Encryption Information window is displayed.
Select Change password.

Enter and confirm the new password.

Click OK.

€ NotE

To activate the new password, the user must first log off from the system and then log in.
For the encryption process to take effect, the user must enter the new secondary
authentication password after Windows startup.

The Stormshield Endpoint Security agent must be connected.

Change authentication type

To change the authentication type of the agent, you must follow the steps below:

1.
2.

|

Click on the user name to highlight it.

Click Change authentication and select the authentication type from the dropdown menu.
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() Stormshield Endpoint Security Management Console -

§ Search for a Hard Disk encryption key

Display: ® Active keys (O Revoked keys
X Export X Revoke o~ Restore § Change password  §g Change authentication = Q
Domain User Name Backup Password Secondary Authentication type
C8-S50-W10X86  ssokditchour {73124DF0-DF19-B595-0AE Smart-Card 142-D254-EFBA-CB07-585B0348CA 14} Secondary

Close

@ NoTE

The encryption policy assigned to the agent must be configured so as to have the same
authentication type as the one defined for the user.

3. Enter the required information.
4. Validate your modifications.

5. Deploy changes to the environment.

€ NotE
After the agent reconnects to the server and receives new information, the user must log
off and log on again to apply the new authentication type.

Change to Smart-Card authentication

To change the authentication type of the agent, you must follow the steps below:
1. Click on the user name to highlight it.
2. Click Change authentication and select Smart-Card type from the dropdown menu.
3. Define the following parameters:
° Select the CSP.
° Select the certificate.
° Enter the PIN code.
4. Click OK.

5. Deploy changes to the environment.

€ NoTE

After the agent reconnects to the server and receives new information, the user must log
off and log on again to apply the new authentication type.

Upon login, Stormshield Endpoint Security prompts the user to insert the smart-card and
enter the PIN code (provided by the CSP).

Revoking and restoring user keys

There are two types of user keys in Manage File Encryption Information:
* Active keys:
They are the keys belonging to active users who can authenticate themselves.

* Revoked keys:
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They are the keys belonging to revoked users. The administrator can reactivate revoked
keys.
@ Note

A user with a revoked key will not be able to access encrypted files. Authentication will
be rejected.

To revoke or restore user keys, you must follow the steps below:
1. Search for a user using the Search field and click Revoke.

2. The user is removed from the list of Active keys. On the other hand, his name will appear on
the list of Revoked keys.
To check this out, click the Revoked keys radio button.

3. Several actions are available from the toolbar:
° Export the user key as a [RecoveryKey] .srk file.
° Delete the user key.
° Restore the user key (Revoked key > Active key).
° Change user password.

° Change user authentication.

13.7.2 Recovering data from encrypted files (decryption)

You may need to decrypt some or all of the data on a hard disk.
Examples:

¢ When a user leaves the company.

e When data is to recovered from a damaged hard disk.

Recovery keyring

If you need to decrypt more than one hard disk, you can create a recovery key ring.
The recovery keyring is a file that can be copied onto a USB key and which can be used to
manually decrypt each computer in turn.

To create a recovery keyring, see Decrypting data manually .

In Step 3 of the manual data decryption procedure, select the user names that you want to
include in the recovery keyring.
You can then rename the file (if necessary), and export it to a USB key.

 NotE

The recovery key ring includes all the keys of the computers used by selected users.

Decrypting data manually
Administrator procedure

To decrypt data manually, follow the steps below:
1. Select Encryption > Manage File Encryption Information.
2. Enter the password for the console certificate.

The Manage File Encryption Information window is displayed.
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@ Norte
If you receive an error message, the console has not been correctly configured.

3. Locate the user name in the list.

For long lists, you can use the Search field to locate the name quickly.
You can select multiple user names to create a key ring.

For more information, see the section Recovery keyring .

© NoTE

If Active Directory is not used, users working on different workstations can have the same
User Name (example: administrator account), but not the same User ID.

To locate a user by his user ID, ask the user to email it to you.

For more information, see the section Recovery.

After selecting the User Names (or User IDs), click Export.
Enter the path and file name.

The file is saved as a [RecoveryKey] . s rk file which contains the keys used for file
recovery.

SRK files can be exported from the console and used on the Stormshield Endpoint Security
Agent.

For more information, see section Agent side or section Recovering data encrypted via the
data encryption feature of chapter SURT.

The file can be saved onto a USB key or another server.

© WARNING
Itis highly recommended that the SRK file be stored in a secure location whose access
should be reserved for authorized personnel (administrators).

Agent side
To decrypt data manually, follow the steps below:

1. Right-click the Stormshield Endpoint Security icon in the taskbar.

2. Select Other operations > Launch data recovery process.

Grant termporary web access...
Challenges...

Challenges in progress...

Reconnect to server

Reconnect to LDAP server

Status...

Send Network Interface Information -
View event logs

PG A EIRE N T Deactivate notification
Start trace manager... Other operations »

) Exit Application
In the Encryption key file field, enter the path and filename of the recovery key or click

directly the Browse button

Use the Folder to decrypt field if you need to decrypt one folder at a time (Example: if you
perform data recovery on a hard disk other than your computer HD].

Restart the computer.

The decryption process begins when the computer restarts.
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@ WARNING

If the encryption policy was not removed beforehand, the encryption policy is applied
once again when the agent restarts in order to reencrypt files.

The user can go on working during the recovery process. Decryption continues even
when the computer is locked.

If you repeat Step 1 to launch the data recovery process before the Stormshield Endpoint
Security agent has restarted, you will be asked if you want to cancel data recovery or
perform another data recovery process.

Automatic decryption
To achieve a successful automatic decryption process:

1. The Stormshield Endpoint Security agent must be able to connect to the Stormshield
Endpoint Security server.

2. Inthe dynamic agent configuration, Stop agent must be set to Allowed.
3. Inthe server configuration, in the Encryption part of the policy edition panel:
° The Decrypt data at uninstallation option must be set to Enabled.

> The uninstall date must fall between Start date of allow uninstall and End date of allow
uninstall.

© WARNING
Only files encrypted with the computer key are recovered during automatic decryption.
For files encrypted with a user key, you must perform one of the following:

Perform a manual recovery.
Reinstall the agent.

Transfer the files encrypted with a user key into a folder encrypted with a computer
key.

Use SURT to decrypt files after uninstalling Stormshield Endpoint Security if the
user does not wish to install the Stormshield Endpoint Security agent again.

If the Decrypt data at uninstallation parameter is enabled in the encryption policy, the
decryption process begins automatically when the user runs the Srend. exe file to uninstall
the Stormshield Endpoint Security agent.

During automatic decryption, it is not necessary to restart the computer if no user has logged in
previously (example: when uninstalling with Active Directory GPO).

However, if the user is currently logged in or has logged in previously (with no reboot], then the
computer must be restarted. The user will be prompted to restart the computer.

13.7.3 Password recovery when using full disk encryption

Recovery procedure

To access the recovery password when using full disk encryption, the user must follow the
steps below:

1. Go to Encryption > Manage Encryption Disk Information.
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File | Encryption | Tools 7

Decrypt Removable Devices...

Repair Removable Device Encryption Key...

Manage File Encryption Information...
Manage Encryption Disk Information...

Create recovery media...

Generate Mew Rermovable Device Password...

Enter the password for the console certificate.

SES - ADMINISTRATION GUIDE -V 7.2
13. ENCRYPTION

3. The encrypted disks of the agent are detected automatically and listed in a tree structure.

To locate a disk or an encrypted system, use the Search by hostname field.

& Manage Disk Encryption Information

() Stormshield Endpoint Security Management Console -

Search by hostname |C19

Encryption information

= C_'I‘}-SSO—INSIDER
= VMware Virtual §

Recovery password

|1 2693f71532fedc3a24cbebfd15cf355

|'.-'b 593b53160a8d0b0c0f262544ad672d1

|62394ec 54c868988632c5edSabledb3f

Ca]

4. Click the date under the disk name. The recovery password is displayed in the Recovery

password field.

This key is sent to the agent by email or telephone in order to recover encrypted disk data.

\Pﬁge 2;/393 A |
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@ NotE

If several dates are associated with a given disk, it is recommended to use the recovery
password located under the most recent date.

Should a problem arise, the former recovery dates are kept in the list for reference.

@ Note

If the administrator has enabled One-time recovery password in the encryption policy,
and if the user cannot connect to the Stormshield Endpoint Security server, his recovery
password will not be automatically updated. The administrator will send the user an old
recovery password that will remain valid until next connection to the server.

() Stormshield Endpoint Security Management Console -

& Manage Disk Encryption Information

Search by hostname Cc19 |

Encryption information
=- C19-550-INSIDER
- Viware Virtual §

/5/2018 2:26:26 PM

Recovery password

|Sad625234bfaﬁfbﬁ’aﬁfeba3 3dcc2366 |

|1D?ccf49f8?add3c1810e281dbfc90b? |

|36?e45e0ed43 5d6fbO82febFfd0BIETF |

Cal

Password change
Password change via the Stormshield Endpoint Security agent

1. On the agent computer:

ot Y

° Right-click the Stormshield Endpoint Security ‘@ icon in the taskbar.

° Select Full disk encryption > Change your password.

2. Inthe window, enter the Old password.
If you do not remember your old password, enter the recovery password that was sent by
your administrator.
If you check the Use recovery password box, the recovery password will be displayed in
clear text.

If you do not check the Use recovery password box, the recovery password will be
automatically converted into QWERTY mode.

Paste the recovery password sent by the administrator into the Old password field.
3. Enter and confirm the new password.
4. Click OK.
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Password change upon startup

If you do not remember your user password, you can start the computer using the recovery
password (Admin).

To do so, follow the steps below:
1. Press F2 (admin).
2. Enter the recovery password in the prompt window.

3. Press Enter.

13.7.4 Recovering an encrypted disk on removable media

The administrator performs a full-disk encryption data recovery via CD if the encrypted disk did
not launch properly.

Recovery is mainly used for disk decryption and when the machine cannot be started under
normal conditions.
Examples: lost password or system crash even when booting in Safe Mode.

The media (CD-ROM or USB key] will enable users to:
* Decrypt data on the hard disk and delete the system'’s boot loader.

* Change passwords.

Creating removable media (Windows Preinstallation Environment)
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Removable media can be created on the console in order to launch disk recovery on the agent's
computer.

They must be created via the Windows Preinstallation Environment (WinPE). This tool is a
lightweight version of Windows that can be booted via CD/DVD, USB keys or external drives. The
recovery process is lauched via WinPE.

To create removable media, follow the steps below in the Stormshield Endpoint Security
console:

1. Go to Encryption > Create recovery media.

@

File Tools 7

Decrypt Removable Devices...

1 Generate Mew Removable Device Pazsword...

— Repair Removable Device Encryption Key...

~ E
Manage File Encryption Information...
g Manage Encryption Disk Information...
B Create recovery media...

2. Click on the How to create a WinPE device? button to open the WinPE media creation wizard
and follow the instructions provided.
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[0 How to create a WinPE device? EI@
-
b—low to create a WinPE media? T
This procedure showes wou how to create a WinPE media based on Windows DK for Windows 10 1809, 3
+  Download the Windaws Assessrment and Deployment Kit (findows ADK for Windows 10 version 1809) from =
RSDMN weebsite: <htips:ffdocs microsoft.comfen-us fvindows -hardwarefget-started/adk-install =
+  Download the "WinPE addaon for the ADK” from the same page of the MSDN website,
+  Install the deployrment kit, Select the following component:
+  "Deployrnent Toaols"
ﬂ.l Windoms Assessment and Degloyrment Ef - Windows 10 - x
Select the features you want to install
Click a feature name for mone information.
[ apeication Compitbiity Tegs Deployment Tools
[ imaging And Confguration Designer (1CD) Tocly to custormize and mansge Windaws images and ta
[)eerfgunstion Degrar aufiomate irnstallation
[lurser Suate Migration Too (USMT) Includes
Elvatme sctivetianbanagemest Too! AT} * Deploymest bmpge Sarding and Mansgement
[wingows sertormance Toakt (DM ool To wse DISM cmdiets, PowerSnall L0
. . . evust Wk B ingtaligdl
[wndows Assesament Soglcit & JEM Activation 25 and 30 Tools.
[ mseresam Usir Expisrt Vortoaizatian [LE.V) Tamalans = Windows Syshem Image Manager (SIM]
+ QSCOIMG, BC0Boct, DISMAP] WIAGAPL and sther
[ ierepeth Aosiiont on Wietunisalios jApp- Seqoarenr tocis and insarfares
[CInserasce Anplicaton Virtaization [App.-¥) Auta Seoue -

Create recovery media

To retrieve recovery information from the disk(s) to be decrypted, perform the following
operations:

1. Go to Encryption > Create recovery media.

()
File | Encryption | Tools 7

Decrypt Removable Devices...

Generate Wew Remowvable Device Password...

Repair Remowvable Device Encryption Key...
~ E

Manage File Encryption Information...
Manage Encryptien Disk Infermation...

Create recovery media...

2. The following window opens. Machines can be filtered by Active Directory or by groups.
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o) Stormshield Endpoint Security Management Console .
Workstations to be recovered
‘Dlsplay all workstations v|
ar
% Host Mame 8 |P Address Creatio... % Host Mame 8 IP Address Creation ...
C19-550-INSIDER 19216813055  4/5/20... ~
0 192.168.130.216  5/30/2...
1 192.168.130.216  5/30/2...
2 192.168.130.216  5/30/2..
3 192.168.130.216  5/30/2...
4 192.168.130.216  5/30/2...
5 192.168.130.216  5/30/2..
6 192.168.130.216  5/30/2..
7 192.168.130.216  5/30/2..

no workstation selected

Recovery files protection

Password: || |

Confirm: | |

Destination location selection

How to create a WinPE device?

3

. Select the workstations(s) to be decrypted.

4. Inthe Recovery files protection section, enter a password and confirm it to protect the

5
6

recovery media.

@ WARNING

The recovery media will then grant access to all corporate data stored on exported
workstations. Unauthorized persons might have access to this media and use it to steal
company information. Extreme security measures must therefore be taken and applied to
the CD. The strength of the password chosen when creating the recovery media is
verified: it must be High.

. Select the target location of the files relating to the recovery process.
. Click the Create button.

Starting the recovery manager
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It is recommended to decrypt files on the agent workstation using the removable media
recovery tool if encryption fails. The encryption process may fail due to a damaged block.

To repair a machine via removable media, the user must follow the steps below:

1.

2
3.
4

Insert the WinPE media.
Insert the recovery media.
Boot the workstation on WinPE.

The following command prompt will then appear:
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i1 Administrateur ; X\windows\system32\cmd.exe \E\@

¥ :swindowsssystem3d2 rupeinit

¥ :swindowsssystem32>

@ Note
To quickly find out which drive corresponds to the USB key:

* Execute the diskpart command.

* Type "list volume”.

* The whole list of drives will appear (letter of the drive, name of the media, file system
used, size, etc).

* Type "exit" and press Enter to get out of the diskpart command.

5. Launch NepRecovery.exe through the recovery media:

Stormshield Endpoint Security - Recovery manager E@

Recovery file location:
E20150415-104445 s

Passwoard:

[] Display password

—

Open | Cancel |

Keyboard layout:Frangais -

6. The disk will be automatically selected, and two actions are offered (recovery of encrypted
data or change of user password];
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Stormshield Endpoint Security - Recovery manager EI@

Recaverny file location:

EN20150415-104445 s

Disk selection:
Hest Name Preduct 1D Wendor ID Serial 1D Creation date
C11-550 Wiware, WMware Virtual S 15/04/2015 07.54:42
VMware, / VMware Vitual S / / [19GB] [FDE] [C] W
Action selection:

(®) Recover encrypted data on hard disk
(") Change user password

Password:

Confirm:

Decrypt Close

Keyboard layout:Frangais -

* Recover encrypted data on hard disk

You will be prompted to start the recovery by clicking on Decrypt if you selected Recover
encrypted data on hard disk in the previous window.

A confirmation message will appear. Click on Yes to start decrypting the disk. The recovery
process starts.

¢ Change user password

If the user forgets the encryption password, Stormshield Endpoint Security offers an option to
guide the user through the password change process.

To change the encryption password, the user must follow the steps below:
1. Select Change your user password.

2. Enter the new encryption password (Standard force as a minimum].

3. Confirm the new encryption password.

The user will be notified if the password was changed successfully.

13.8 Uninstalling Stormshield Endpoint Security agents

13.8.1 Decryption before uninstallation
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When agents are uninstalled, Stormshield Endpoint Security must decrypt the folders and files
stored on the agent’s hard disk, so that the users can access their data after software removal.

Multiple agents can be uninstalled at the same time using Group Policy Objects (GPO), without
any need for user intervention.

However, in order to use GPOs in the Environment Manager section, parameters must be
configured as follows:
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¢ The agent must be connected to the server.

¢ The Decrypt data at uninstallation option must be set to Enabled.

@ Policies / Server Configuration / Server 1 (Version: 4)

[* CheckIn w~ Undo CheckOut X Export X Import
Policy

£ Agent connection management

= Log Moenitoring Configuration

=% Syslog Configuration

B4 SMTP Configuration

[ § Encryption
Decrypt data at uninstallation Enabled
Start date of allow uninstall 4/9/2018 12:00:00 AM
End date of allow uninstall 4/9/2028 12:00:00 AM
SQL server instance 192.168.128.6%,5ES
Database password e

X Software Updates Settings
& Authentication Service
e Stop Agent must be allowed in the configurations.
¢ The Start date of allow uninstall and End date of allow uninstall must be specified.

During this period, agents can request the encryption key which enables Stormshield
Endpoint Security to decrypt the hard disk without the need for user authentication.

Only files encrypted with the computer key are recovered during automatic decryption.
To recover files encrypted with a user key, you must perform one of the following actions:

¢ Perform a manual recovery. For more information, see the section Decrypting data manually

* Reinstall the agent.

¢ Use the SURT Data recovery feature. For more information, see Recovering data encrypted
via the data encryption feature.

€ NoTE

If the automatic decryption process is launched and the recovery procedure fails, the
Stormshield Endpoint Security agent will be uninstalled anyway. It is then necessary to
decrypt files manually.

13.9 Changing a user account on a machine
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After changing a user account on a machine, check that the Start date of allow uninstall and the
End date of allow uninstall cover the time period when the user first logs on.

This is to ensure that:
¢ The agent will be able to request the server encryption key.
¢ The user will be able to access encryption features.

To maintain encryption security, keep the allow uninstall period to a minimum.
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14. SURT

14.1 Overview

© NotE

A user who does not have Stormshield Endpoint Security installed on his computer may
download Stormshield Endpoint Security Express Encryption free of charge from
MyStormshield website.

SURT (also called Stormshield Endpoint Security Express Encryption) is a portable software that
can be used without having to install it on your computer.

SURT is associated with the file extension . sre. Therefore, when you copy it from another
location to your computer, it will be displayed as surt.exe.

If you double-click SURT, the following window will be displayed including the icons below:
* Icon in the taskbar: Lil.

¢ Desktop overlay: m

F N
"_,,

Stormshield
Endpoint Securit

‘Copyright 2015 Arkoan Systerm SA - al rights ressrved

16:57
30/03/2015
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14.2 Encrypting a file

14.2.1 Procedure

To encrypt a file, follow the steps below:
1. Double-click the surt.exe icon on your desktop or in the location in which you copied
SURT.

A startup screen will be displayed and anotheru icon will appear on the lower right corner
of your Windows desktop.

Drag the desired file to the icon U
Specify the encryption parameters:
> Password to access the encrypted archive.
° Confirm the password.
° Encrypted archive name.
° Archive destination:
Within the same folder.
On my desktop.
In my documents.

Browse for a location.

@ note
The Generate an encrypted archive box is checked by default.

4. You may write directly the encrypted archive onto the CD-ROM.
To do so, check the Write to a CD/DVD box and specify the following settings:

o

o

o

Recorder name.
Media name.
Other options:
Erase CD/DVD.
Eject CD/DVD after burning.
Add Stormshield Endpoint Security Express Encryption to the media.

5. Click OK.

Q;e 2:.7:?93 A l
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i Stormshield Endpoint Security Express Encryption = =

Encrypted Archive

Encrypted archive parameters:
Enter your password:

Confirm:

Encrypted archive name: _

n encrypted archive u

Recorder:

Media name:

6. If you have checked the Write to a CD/DVD box, the burning process starts immediately.
7. When the burning process is completed, a new window is displayed.
Click OK.

14.3 Decrypting a file

14.3.1 Procedure
To decrypt a file, follow the steps below:

1. Drag and drop the file to be decrypted on the desktop overlay G
The following window is displayed:

Ll Stormshield Endpoint Security Exp.. — =

Encrypted Archive

Destination folder: _ !

o |

2. Enter the password of the encrypted file.

3. Specify the decrypted file path.
4. Click OK.
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@ note
If you want to overwrite an already existing file in the same location, click Yes.

Stormshield Endpoint Security Express Encryption

The following file already exists, would you like to overwrite it?
ChUsersh\ STM Desktoph Test.bt

The following message is displayed to apply overwrite to all files.

Stormshield Endpoint Security Express Encryption

Would you like to apply this to all files?

Cui MNon

14.3.2 Progress bar

The progress bar is displayed during file encryption only when:
¢ The user drags and drops more than one file at a time.

¢ The file that the user is encrypting is bulky.

X

14.4 Reference menu

14.4.1 Graphical interface

The Stormshield Endpoint Security Express Encryption reference menu is displayed when the
user right-clicks the taskbar icon 7

Hide drop basket

Startup with my session

"‘\ Always on top

Languages *
Data Recovery

About...

Cuit
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14.4.2 Options

Reference menu options are the following:
* Hide/Show drop basket:

If Hide drop basket is enabled, the icon u is displayed only in the taskbar.

If Show drop basket is enabled, the icon iil is displayed on the desktop.
¢ Startup with my session:

This option automatically starts Stormshield Endpoint Security Express Encryption during
Windows login.

¢ Always on top:

This option keeps the icon U on top of all running applications.
* Languages:

This option sets the language used (French, English, Spanish or Portuguese).
¢ Datarecovery:

This option recovers the encrypted files created with the data encryption feature on the
management console.

@ NotE

To recover encrypted files created with the data encryption feature on the management
console, the user must start his computer in SAFE mode.

If the user wishes to be in NORMAL mode, the Stormshield Endpoint Security agent must
be uninstalled.

For more information about data recovery, see Recovering data encrypted via the data
encryption feature.

e About:
This option shows the software version and copyright information.
e Quit:

This option exits the application.

14.5 Removable device encryption and SURT

14.5.1 Removable device encryption settings
On the management console, SURT is set to Allowed or Denied in the security policy edition
window, under the Removable Devices category in the Group Settings panel.

Removable Devices / Default Group

[=] E,h Group Settings

Device Type Mass storage

Default access rights Denied

Audit Deactivated

File encryption Disabled

Access right if encryption is cancelled Read

Stand-alone decryption tool (SURT) -
[ [ USB Settings Allowed

Remowvable devices enrollment Denied
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14.5.2 SURT settings

SURT settings are the following:
e Allowed:
The user can encrypt and decrypt data on removable devices.

The executable file SURT . exe will be automatically copied onto the USB key.
This way, any attempt to replace the SURT. exe by a hacked SURT file will be countered as
a new version of SURT.exe will overwrite the hacked file.

* Denied:
The user cannot use SURT to encrypt or decrypt data on removable devices.

14.5.3 Removable device encrypted with the agent and decrypted with SURT

SURT allows decrypting removable devices encrypted with the Stormshield Endpoint Security
agent. On a workstation without the Stormshield Endpoint Security agent, if an encrypted
removable device is plugged, the following window displays:

Removable Drive Authentication

*i Default action to perform during decyption:

G Replace criginal file

. Decrypt file to my desktop
.- Decrypt file to my documents

. Browse for a location

Enter the password to decrypt data on the removable device. The Default action to perform
during decryption option allows defining the application default behavior when decrypting data.
If itis not checked, the application will ask the user what to do on each file. In this case, the
following window displays:

Removable Drive Decryption

0 Replace criginal file
yecrypt file to my desktop

'. Decrypt file to my documents

'. Browse for a location

Options are:
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* Replace original file: decrypted files overwrite source files. When the device is ejected, the
application encrypts again files which have been decrypted.

* Decrypt file to my desktop: the file is decrypted on the desktop. The source file is not
altered. However modifications done in the decrypted file are not repeated on the
removable device when it is ejected.

* Decrypt file to my documents: the file is decrypted in the personal documents of the
connected user. The source file is not altered. However modifications done in the decrypted
file are not repeated on the removable device when it is ejected.

* Browse for a location: the application asks the user which is the destination folder of the file
which is currently decrypted. In this case too, the source file is not altered. However
modifications done in the decrypted file are not repeated on the removable device when it
is ejected.

When the authentication succeeds, the following window displays:
Removable Drive Authentication

The authentication v ] ssful. You should use
Stormshield Endpoint Secur ncryption to eject your
removable device. [Right click on the icon of your removable
drive then select "Eject” in the menu)

The icon displays under the E icon.

To decrypt a file, open a file explorer on the removable device and drag it on the E icon.
The . icon represents the encrypted device you can use from SURT. By right-clicking the
icon, you can:

e open an explorer on the drive in order to browse the content.

e eject the device in a secure manner.

To guarantee data integrity, you MUST eject the removable device from SURT. In addition, this
allows encrypting data previously decrypted via SURT when the Replace original file option has
been selected.

When you eject the removable device, the following window displays:
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Removable Drive Synchromization

Your key has been successfully encypted. Click the
button OK to remove safely the key

14.6 Recovering data encrypted via the data encryption feature

14.6.1 Prerequisites

To recover encrypted files created with the data encryption feature on the management
console, the user must start his computer in SAFE mode.

@ Note
If the user wishes to be in NORMAL mode, the Stormshield Endpoint Security agent must

be uninstalled.

A recovery key provided by the administrator from the Stormshield Endpoint Security
management console is also required. For more information, see section Recovery.

14.6.2 Procedure

To recover data encrypted via the data encryption feature, follow the steps below:

1. Right-click the icon L and select Data Recovery.
Hide drop basket

Startup with my sessicn

Always on top

Languages *
Data Recovery
About...

H Quit !

2. The following window is displayed.
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Data Recovery

recoverykey: I

Coc ]

Specify the settings using the Browse button -

° The name and path of the folder to decrypt.
° The path of the recovery key file sent by the administrator.

3. Click OK.
Folder decryption starts.

4. After decryption, a window notifies the user that the process is completed.
5. Rebootin NORMAL mode.
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15. Activity Monitoring

15.1 Overview

Stormshield Endpoint Security is used to control, monitor and record activity on workstations
via the following features located in the Environment Manager, Monitoring and Console Manager
sections:

Agent Monitoring.
Dashboard.

Logs.

Log Manager.
Console Monitoring.

© NortE

If you are using Stormshield Endpoint Security for the first time, it is unlikely that any
event captured by the Stormshield Endpoint Security agents has been recorded in the
reporting database.

In this case, the functions covered in this chapter will of course be available but without
any data.

15.2 Agent monitoring

15.2.1 Graphical interface

Display options
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Agent monitoring display options (Monitoring > Agents menu] in the menu bar are the following:

Real-Time:

Continuous display of monitoring information which is updated as the information is
refreshed.

By default, monitoring information is automatically updated according to the Agent
monitoring refresh time (sec.) set in Configuration in the Console section.

Review:

Display of monitoring information without automatic update.

Click Refresh when you want to update information.

Refresh:

Forces a refresh of monitoring information (displayed in real-time mode or review).
Active Directory:

Used to determine which machines do not have the Stormshield Endpoint Security agent
software installed.

Export:
Used to export agents to a file in the XML format.
° Exportall: all agents are exported.

° Export selected agents: selected agents are exported.
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° Export displayed agents: only the agents displayed by the filter are exported.

EJ MONITORING / AGENTS

1 Agents: [Connected:2 -- Disconnected:2]

@ Real-Time & Review () Refresh  §) Active Directory 2 Export ~ Q- Search...

Host Neme s 1P Address| Net Mask AD Name Agent... Config...| Policy Last synchronization | First Connection Last Connection
C€19-SSO-INSIDER Windows 10 x64 192.168.1... 255.255.2... Sec 7223 Valid  Basic template (5) icAgentPolicy 2)  7/16/201811:33:27 AM  6/25/201810:32:15 AM  7/16/2018 11:33:27 AM
C3-SS0-WTX64  Windows Tx64SP1  192.168.1.. 255.3553... Secure Edi C3-SSO-WTX6d... 7223 Valid  Basic template (5) Dyn g 7/16/2018 11:33:04 AM 6/25/2018 10:3452 AM  7/16/2018 11:33:35 AM
C2-550-XP Windows XPSP3 1921681, 255.255.2.., Secure Edition  C2-SSO-XP.QA.. 7223 Invalid  DefaultSecurityPolicy (1) Dynamic config. (1) 7/13/20189:3%31AM  6/25/201811:09:45 AM  7/13/2018 3:51:12 PM
C20-SSO-INSIDER Windows 10 192.168.1... 255.255.2... Professional Edi.. 7223 Invalid  DefaultSecurityPolicy  DefaultDynamicAgentPolicy T/5/2018 50452PM  6/25/2018 T1:1539 AM  7/6/2018 4:29:20 PM

Details

In the Monitoring / Agents area, each line displays the following information on the agent
selected:

* Host Name.
e 0S.
e Agentidentifier.

This column is hidden by default. It allows refining the search and filter on agents.
e |PAddress.
¢ Net Mask:

Sub-network mask.
e Option:

Packages of the product.
e AD Name:

Full hostname in the Active Directory domain.
* Agent Version:

Version number of the Stormshield Endpoint Security agent.
* Config. Status:

The configuration status can be valid or invalid:

° Valid indicates that the configuration is up-to-date.

° |nvalid indicates that the administrator has sent a new configuration but that the latter
has not yet been received by the agent.

* Policies:

Name of the applied policy and its version number.
¢ Configuration:

Name of the applied configuration and its version number.
¢ Last synchronization:

Date and time when the agent applied the last configuration and/or the last policy it
received from the server. This date is directly related to the Policy and Configuration
columns.

¢ Agent Status:
e Connected.
° Disconnected.
° Warning.
° StandBy.

°  Unknown.
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° License exceeded.
e Recommendation:

Status of a variable {used in Test scripts and Action scripts) which can be used by TNC
clients (Trusted Network Connect) such as Odyssey Access Clients on Juniper Networks

(R).
Available options are:

°  Allow.

° Isolate.

° No access.

° No recommendation.

No recommendation is enabled by default and works only in Juniper server mode.

@ NoTE

Should a driver be missing (heimdall, loki, thor], the value applied by default will be No
recommendation. It will be impossible to modify this value until the next reboot of the
agent. Besides, drivers will have to be installed properly.

¢ First Connection:
The first time the agent and the server communicated with each other.
¢ Last Connection:
The most recent time the agent and the server communicated with each other.

Filters
The administrator can filter agents using the following elements:

EZ MONITORING / AGENTS

[T Agents: [Connected:2 - Disconnected:2]

@ Real-Time € Review () Refresh  §) Active Directory &, Export ~ Q- search...
Host Name 0s P Address Net Mask | Option AD Name Agent .. Config.... Policy Configuration Last synchronization | First Connection Last Connection
€18-550-INSIDER Windouws 10 x64 192.168.1... 255.255.2... Secure Edition 7223 Valid  Basic template () DefaultDynamicAgentPolicy (2)  T/16/2018 11:33:27 AM  6/25/2018 10:32:15 AM  7/16/2018 11:35:00 AM
€3-550-W7X64  Windows Tx645P1  192.168.1... 255.255.2... Secure Edition  C3-SSO-W7X64... 7223 Valid  Basic template (5) Dynamic config. 2) THER018 11:33:04 AM  6/25/2018 10:34:52 AM  7/16/2018 11:35:08 AM
€2-550-XP Windows XPSP3 192,168, 255.255.2... Secure Edition  C2-S50-XP.QA... 7.223 Invalid  DefaultSecurityPolicy (1) Dynamic config. (1) TN201893AITAM 62572018 11:0945 AM  7/13/2018 3:51:12 PM
€20-550-INSIDER Windows 10 182.168.1... 253.255.2... Professional Edi.. 7223 Invalid  DefaultSecurityPolicy  DefaultDynamicAgentPolicy T//201850452PM  6/25/2018 11:15:30 AM  7/6/2018 £:29:20 PM

e Status:

> Connected agents.
° Agents in StandBy mode.
° Agents in Warning mode.
° Disconnected agents.
° Agents with an unknown status.
° License exceeded.

e Servers.

e Options:
° Professional Edition.
e Secure Edition.
° Server-Side Edition.

* Agent Version.
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Right-click menu

Merge

The administrator can merge machine identifiers to display only one entry concerning the
monitoring of an agent. This is designed to update the number of licenses effectively used.

To do so, the administrator will right-click in the agent list to display the following options:
* Selected:

The entries selected by the administrator will be merged. The administrator must select at
least two entries to enable this option.

* By hostname:

All the entries on the same machine will be merged. The fusion by hostname applies to the
entire agent list.

e ByAD name:

All the entries having the same AD name will be merged. The fusion by AD name applies to
the entire agent list.

MONITORING / AGENTS

D Agents: [Connected:2 -- Disconnected:2]

@ Real-Time < Review () Refresh R Active Directory 2 Export ~ Q Search..

Host Name 0s IP Address NetMask  Option AD Name Agent .| Config... Policy Configuration Last synchronization | First Connection Last Connection
C19-550-INSIDER Windows 10 x64 192168.1... 255.255.2... Secure Edi* e DefaultDynamicAgentPolicy (2)  7/16/2018 1:3327AM  6/25/201810:3215AM  7/16/2018 11:36:33 AM
COSSOWTHSL  Windows TaGHSP1 1621681 2552552, Secured| Mo | | Selected Yy e TGOIS 113304 A G2520IE 03432 A /162018 13541 A4
C2-550-%P Windows XP'SP3 192.168.1... 255.252... SecureEd| | Delete Briiod Nare |HSecurityPolicy (1) Dynamic config. (1) T/13/201893331 AM  6/25/2018 11:09:45AM  7/13/2018351:12PM
€20-550-INSIDER Windows 10 192168.1... 255.255.2... Professional Edi... ey Al nare | yPolicy  DefaultDy y PM 6252018111539 AM  7/6/2018 4:20:20 PM

Remove

The administrator can delete the status history of an agent. If the agent is no longer present on
a workstation, its license will become available for another workstation.

Alerts sent by the agent are retained.
15.2.2 Presence/absence of the agent on a workstation

To check the presence or absence of the agent on workstations, follow the steps below:

1. Inthe Agent window; click Active Directory. The AD list is displayed.

() Stormshield Endpoint Security Management Console .
NI Active Directory: 9/9

¥ Connect X Export

[ AD Name O Status
C10-550-W10Xed.550 sshield.test
C11-550-W7X86,550 s5hield 1. test
C13-550-W10KedL.550.zchield] test
C14-550-W10K86.550 sshield1.test
C15-550-W10K86L.550 sshield1 test
C19-550-IMSIDER.550 . sshield1.test
C20-550-IMSIDER.550 sshield1.test
C3-550-WTXed.550 sshield 1 test
55-550-WZK8R2.550 s5hield1.test

00000000

Close

2. Click Connect.
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3. Enter the following information:
° Login.
° Password.
° Domain.

° Type (of connection).

@ Stormshield Endpoint Security Management Console -
NI Active Directory

[=] ') Logon settings
Login: admin
Password: ok

] §I Options
Dormain 51-550-W2K12
Type Secure

| oK | | Cancel
4. Click OK.

A'list of machines is displayed showing their respective status:
° If the agent software has been installed, a ticked icon 0 s displayed.

° If the agent software has not been installed, a cross icon @ s displayed.
5. You can use Export as to save the information to a file in either of the following formats:

o TXT (tabs used as separators).
o SV (commas used as separators).
o XML.

15.3 Dashboard

The Dashboard provides a global and up-to-date overview of workstations. It shows four
configurable charts allowing the user to see various information at a glance.

Each chart can be undocked from the window by clicking the m icon. You can browse the
other panels of the console while keeping one chart or more undocked.
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Agents Dates

Agents configuration

This chart displays the status of all Stormshield Endpoint Security agents: all agents which
have been connected to a server are taken into account in this chart.

The possible statuses are:

Up-to-date, connected: the agent has been connected to a server for less than N days. The
configuration and security policy of this agent are up-to-date and protections are functional.

Up-to-date, disconnected: the agent has not been connected to a server for more than N
days. The configuration and security policy of this agent are up-to-date.

Former configuration: the agent did not retrieve yet the last version of the configuration and
security policy applied to the server. Just after clicking Deploy to the environment, all the
agents have this status, until their next connection to the server. Updating the configuration
of an agent can take between a few hours and a few days according to the number of
workstations and servers.

No configuration: no configuration is assigned to the agent, for example when it is installed
on the workstation. It has to retrieve a valid configuration the next time it connects to
servers.

Configuration error: the agent cannot activate all protections because one of the drivers has
not started or does not have any valid configuration. This is the case when the agent is
installed and the machine has not been restarted yet. If the problem persists after restarting
the agent, a re-installation will be required.

You can specify the following settings for this chart:

Last connection (days): define the number of days since the last connection agent-server
for the agent to be considered as "disconnected" in the chart. In a local network client
environment, the recommended value to identify disconnected workstations is one or two
days.

Use trend scale: angles are calculated according to the logarithm of the percentage of the
total number of agents. This view keeps the order of values but allows pointing out small
values which can sometimes hardly be seen on a linear scale.

Latest events histogram

This chart displays the N last system events which occurred on agents. It provides an overview
of recent activity on agents.
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You can specify the following settings for this chart:

Number of events: define the total number of events to be displayed. Adjust the number
according to the number of workstations and the log generation policy defined in order to
get a precise view of the activity.

For less than 300 workstations, the value 50 is recommended.

For more than 1000 workstations, select a value between 100 and 500.

Use trend scale: the height of bars is calculated according to a logarithmic scale. This view
keeps the order of values but allows pointing out small values which can sometimes hardly
be seen on a linear scale.

Agents generating the most events

This chart displays workstations which have generated the most events during the last days. It
enables identifying possible attacks if many protection logs have been recently generated on
some workstations.

Workstations are displayed in abscissa (X]. Bars represent generated events. Events are
divided by type and displayed by order of importance.

You can specify the following settings for this chart:

Minimum number of events: define the minimum number of events a workstation must
generate to be considered in this chart. This allows not displaying workstations with a too
small amount of events to be considered as significant enough to be displayed.

Number of days: define the number of days for which events have been generated. This
allows restricting display to the recent activity of agents: an agent which has generated
many old events is considered as less important than an agent which has recently
generated events. The value 7 is recommended.

Number of machines: define the maximum number of machines to be displayed. This chart
is meant to display only machines which have generated the most events recently. It is
thus useless to display too many machines in this chart. The value 10 is recommended.

Use trend scale: the height of bars is calculated according to a logarithmic scale. This view
keeps the order of values but allows pointing out small values which can sometimes hardly
be seen on a linear scale.

Recent events

This chart displays events generated over the last few days by all workstations. Events are
grouped by day and displayed by order of importance.

You can specify the following settings for this chart:

Number of days: define the rolling day period (from the current day] during which events
must be displayed.

Minimum number of events: define the minimum number of occurrences of an event on a
particular day required to be displayed. Adjust the number according to the number of
workstations and the log generation policy defined.

Use trend scale: the height of bars is calculated according to a logarithmic scale. This view
keeps the order of values but allows pointing out small values which can sometimes hardly
be seen on a linear scale.

15.4 Log monitoring

Page 291/393

N~

Log Monitoring records any suspicious activity on client workstations and servers and the
corresponding reaction of the Stormshield Endpoint Security agent.
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This data is consolidated in a database where it can be consulted via the management console.

Stormshield Endpoint Security logs contain a record of all events triggered by the following:

e Software
e System
e Network
e Devices

Activities that trigger an event are defined in the security policies.

Software logs
A software log records the agent behavior whenever:
¢ The agent applies a configuration or a policy.
¢ The agent downloads a certificate or an update.
e There is a CPU overload on a server.
¢ The number of agents exceeds the maximum allowed by the license.
Etc.

For more information, see section Software Logs.

System Logs
The system logs contain information on system protection.

For more information, see section System logs.

Network logs
The network logs contain information on:
e Network Firewall (Category).
* Intrusion Detection System (General Settings > Network security control].
For more information, see section Network logs.

Device Logs
The Device logs contain information on:
e Removable devices (Category).
 Device control (General settings).
e WiFi encryption and authentication (General settings).

For more information, see section Device Logs.
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15.4.1 Log monitoring graphical interface
[ Monitoring / Software Logs
() = X Export Automatic refresh 1+ Advanced filters €% Options
P Logs displayed: Current year = Logs:0-100/356  from 1/1/2018 12:00:00 AM to 1/1/2019 12:00:00 AM - (UTC+01:00) W. Europe Daylight Time
Filters: |Actinn v| |(nntain5 v
Date Host Name Type Agent Mode Description Action Status
5/9/2018 2:3412 PM  C20-550-INSIDER Agent Normal Security policy INFO COMF_APPLY
5/9/2018 2:3410 PM  C20-550-INSIDER Agent MNormal Configuration INFO COMF_APPLY
5/9/2018 2:34:09 PM  C19-550-INSIDER Agent Naormal Security policy INFO COMNF_APPLY
5/9/2018 2:3409 PM  C20-550-INSIDER Agent MNormal Connection success INFO COMMNECT_SUCCESS
5/9/2018 2:3407 PM  C19-550-INSIDER Agent Normal Configuration INFO COMF_APPLY
5/9/2018 2:34:06 PM  C19-550-INSIDER Agent Normal Connection success INFO COMMNECT_SUCCESS
5/9/2018 1:33:01 PM  C20-550-INSIDER Agent Normal Connection success IMFO CONMECT_SUCCESS
5/9/2018 1:38:56 PM  C20-550-INSIDER Agent MNormal Connection to AD server restored INFO LDAP_AVAILABLE
5/9/2018 1:38:55 PM  C20-550-INSIDER Agent MNormal Security policy INFO COMNF_APPLY
5/9/2018 1:5&:54 PM  C20-550-INSIDER Agent Normal Configuration INFO COMF_APPLY
5/9/2018 1:38:53 PM  C20-550-INSIDER Agent Normal The agent is activated IMFO AGENT_START
5/9/2018 1:58:52 PM  C20-550-INSIDER Agent Naormal Configuration INFO COMNF_APPLY
5/9/2018 1:58:47 PM  C19-550-INSIDER Agent Normal Connection success INFO COMMNECT_SUCCESS
5/9/2018 1:38:44 PM  C19-550-INSIDER Agent MNormal Connection to AD server restored INFO LDAP_AVAILABLE
5/9/2018 1:58:43 PM  C19-550-INSIDER Agent Normal Security policy INFO COMF_APPLY
5/9/2018 1:38:43 PM  C19-550-INSIDER Agent Normal Configuration IMFO CONF_APPLY
5/9/2018 1:58:42 PM  C19-550-INSIDER Agent MNormal The agent is activated INFO AGENT_START
5/9/2018 1:58:42 PM  C19-550-INSIDER Agent MNormal Configuration INFO COMF_APPLY
5/9/2018 1:5&:04 PM  C20-550-INSIDER Agent Normal The agent is deactivated INFO AGENT_STOP
5/9/2018 1:57:55 PM  C19-550-INSIDER Agent Normal The agent is deactivated IMFO AGENT_STOP
5/9/2018 1:56:36 PM  C20-550-INSIDER Agent MNormal Security policy INFO COMF_APPLY
5/9/2018 1:56:36 PM  C20-550-INSIDER Agent MNormal WARN FLOOD_DETECTED
5/9/2018 1:56:36 PM  C20-550-INSIDER Agent Normal Configuration INFO COMF_APPLY
5/9/2018 1:56:34 PM  C20-550-INSIDER Agent Normal Security policy INFO COMF_APPLY
5/9/2018 1:56:20 PM  C20-550-INSIDER Agent Normal Configuration INFO COMNF_APPLY

Description

The log monitoring panel includes four areas:

* The display options.

* The filters area.

* The events.

* The description of the selected event.

Display options
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The Display options area includes the following:
¢ Automatic refresh:

Continuous display of monitoring information which is updated as the information is
refreshed.

By default, monitoring information is automatically updated every 30 seconds.
¢ Advanced filters:
Enables advanced filtering. Refer to the section Filter area.
* Options:
Specifies the number of logs to be displayed per page and the log monitoring refresh time.
* Logs displayed:
Specifies the period of time to be used to display data.
* ExportAs:

Saves log information to a file.
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This feature enables the administrator to export the visible log (i.e. what is currently
displayed on the management console).

The following file formats are supported by the Export As feature:
o TXT (tabs used as separators).
o (CSV (commas used as separators).
° XML

The information included in the exported file consists of the currently selected log (the log
displayed) and identification information.

To export a log to a file, follow the steps below:

1. Select the logs that you want to export.
2. Click Export as.
3. From the drop-down list, select the file format that you want to use (example: txt).
4. Set the file path and enter the filename.
5. Click Save.
Filters area
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The Filters area contains filter criteria for selective display.
Both simple and advanced filters are available.
Advanced filters allow embedding tests with various operators at different levels.

If the option Automatic refresh is enabled, filters apply as soon as the refresh request is sent.

Add a simple filter

1. In the drop-down menu, select the column on which to apply the filter.
2. Selectthe comparison type.
3. Enter the value to compare.
4. Click Add to apply the filter.

You can create as many simple filters as necessary.

Add an advanced filter

In the display options, select Advanced filters.
When creating or modifying filters, you can move items by a simple drag-and-drop.
Add an operator

1. Click Add operator or right-click the appropriate operator or test.

2. In the Filter criteria panel, select the condition of the operator. Three conditions are
available:

e |F AND: returns TRUE'if all the sub nodes return TRUE'.
e |F OR: returns TRUE' if at least one sub node returns TRUE'.
e |F NOT: returns TRUE' if all the sub nodes return 'FALSE'".
Add a test
1. Click Add test or right-click the appropriate operator or test.
2. Configure the test in the Filter criteria panel.

If "contains” or "doesn't contain” is selected in the Comparison field, the search of the value is
based on the SQL engine search and its syntax. This syntax implies the following:
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¢ :stands for any character.
* %: stands for any character repeated O or n times.

To search for a metacharacter (" " or "%" character) without interpreting it, the user must place it
between square brackets.

The console encapsulates the search string into "%" characters when the user does not enter
SOL metacharacters (example: file => %file%), which corresponds to the filter "contains”.

If the user adds an " " or "%" to the search string, the console no longer encapsulates the search
string. The search is thus totally based on what the user has entered in the Value field.

The following table shows how the mode Comparison = "contains” works. The "Searched string"
column is the value entered in the Value field. The "Interpreted string” column is the value sent
to the SQL search engine. The "Match” column displays examples which would match the
searched string. The " Do not match” column displays examples which would not match the
searched string.

Searched Interpreted Description Match Do not match
string string
FILE[ ] %FILE[ 1% All values containing "FILE " FILE READ and _READ and FILE
FILE_
FIL. FIL. All values equal to "FIL" + one  FILE FILE READ, FILE_and _
letter READ
%[ JREAD %[ JREAD All values ending with " READ"  FILEREAD and _ FILE and FILE
READ
FILE[ ]% FILE[ ]% All values beginning with FILE and FILE_ _READ and FILE
"FILE " READ

It is also possible to create a filter with the contextual menu of a workstation, an organizational
unit or a domain in the Active Directory view with the option Show logs.

The log monitoring screen will be displayed with a filter corresponding to the selected object in
the Active Directory view.

This filter is temporary and will be removed when the console will be closed.
Examples of filters
Simple embedded filters

= 4% IF AND
b Agent Mode is Normal

=-£¥ IFOR

This construction allows displaying logs matching both criteria at the same time:

¢ Agent mode: Normal
* Action: ERROR or WARN
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Multicriteria exclusion with IF NOT

=€ IFNOT
----- Agent Mode is Warning
2-4¥ IFAND
.[?] Status is CONF_APPLY
o Type contains Server

The IF NOT operator allows hiding logs matching at least one of the specified criteria.

In this construction, logs matching at least one of the two following criteria are hidden after
filtering:

e Agent mode: Warning
» Status: CONF APPLY and Type: Server

Details of the filtering analysis:

Nodes Filtering action

Node 1: test "Agent Mode is The test returns TRUE' if the value of the Agent mode column in the log is
Warning" Warning,

Node 2: IF AND operator The test returns TRUE' if the values of the Status and Type columns in the
including two tests log are CONF APPLY and Server.

Result The final result of the IF NOT test returns 'FALSE' if the Node 1 or the Node 2 return 'TRUE'.
All logs matching these criteria are thus hidden.

Events

The variables of the four types of logs available in the Monitoring section are detailed in the
section Information logs about agents.

In the logs table, right click the columns titles to select the columns to display.

Logs are displayed in the management console with filters applied. However, when you export
a log to a file, the entire log is included (without any filter being applied).

15.5 Log Manager

15.5.1 Overview

The Log Manager menu in Environment Manager is used to customize Stormshield Endpoint
Security agent logs. It is designed to configure event reporting for:

e Software Logs.

e System Logs.

e Network Logs.

* Device Logs.

The events used to generate reports are triggered by certain actions and statuses.
The actions and statuses which trigger a log are defined in the security policies.
Example 1:

The INFO action with status:
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e AGENT START:

Creates reports based on the agent version.
* SERVER VERSION:

Creates reports based on the server version and server name.
e CONF APPLY:

Creates reports based on the policy or configuration name.
Example 2:

The WARN action with status FLOOD DETECTED is used to create flood reports (repeated log
messages until saturation).

@ WARNING
If the administrator filters any of these actions in the Log Manager, reports based on any
of the following cannot be displayed:

The version.
Policy name.
Configuration name.

Server flood.

@ Note
After updating Stormshield Endpoint Security, new log filters may be located after the "™*"
wild card. To use these new filters, for each log type you must:

Go to the Log Manager menu.
Move the ™" wild card at the end of the list.
Click Deploy to the environment to refresh the server.

In the Log Manager menu, it is possible to configure logs and add information related to logs
and/or general information. The table below shows global variables which can be used in logs:

Variable Description

%BR% Insert a line break in the message

%»TIMESTAMP% Date format: 20/01/2010 11:16:30

%ACTION% ERROR, INFO or WARN
%STATUS% Shows the value of the status
%L0G% Information message
%MODNAME?% Module name

%USERNAME% User name

%RID% Rule identifier

%LID% Log identifier

%PRODUCT% Product name

%COMPANY% Company name
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%HOSTNAMEY% Agent hostname
%HOSTADNAME%  Agent AD name
%HOSTIP% Agent IPv4 address

%HOSTID% Agent certificate identifier (variable available only for a message sent to SMTP and/or
Syslog servers)

15.5.2 Graphical interface

[ Environment Manager / Log Manager

[# CheckOut () Refresh B4 Checkln =~ Undo CheckOut

B Types + x TF¥F T T 2o o
Software Logs [ Action i Status (1 Userinterface | O] Pop-up | = Database S Syslog B SMTP ¥ %SOURCE%.. ¥ %DEST% ¥ SOPTION% [T Seript = Description
;y:;:,tfg; 1 (£)ICREATE  BLKEXECUTE ) ° ) e o -
Device Logs - ] (<] <] ] <] A AVTC a..
; - ] (<] =) [} =] MaAVTON., *
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) ) ) o 0 ety s
BLK 2] (<] [x] 2] =] BCTER NSt [
] o <] ] <] AN AVTC..
) [>) ) o [>) e
y ) ) ) e ) Her>arrata)
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y RDONLY ) ) ) o ) Herse>a ) Fagentisrsio
(#)70PEN BLK (] =] o (-] (=] Gt [
(2)70PEN EXT-BLK ] ) ] o ) Herrerreta)? ¥
(#)7CREATE BLK (] =] o (-] (=] Gt [
(£)2CREATE  EXT-BLK ] ) ] ° ) Herrerreta)? ¥
(#)7CREATE BLKCREATE (] =] o (-] =] G s [
(2)750CK-RAWIP BLK ] ) ] ) ) Herrerreka)? ¥
(#)7SOCK-RAWIP PROFIL-BLK (] =] o (-] =] G s [ B
(£)7SOCK-BIND  WARN ] ) ] ) ) Hesaraata) » 2
(£)750CK-BIND_BLK -] Q ] 2 [x] (22 <2t A

P Messages |en v 3

[ Type B Message

Short Message  Application %SOURCE% has been blocked from executing the file ®%DESTS: by an Applicative Rule
Long Message  Application %SOURCE% has been blocked from exceuting the file $4DEST% by an Applicative Rule
Notification Me..

External Message _Application %SOURCE% has been blocked from exceuting the file $4DESTS by an Applicative Rule

The graphical interface includes three sub-areas:
1. Log Types.
2. Display options.
3. Messages.
Log type
The log types which can be managed from the Log Manager are the following:

e Software.

e System.
e Network.
e Device.

Editing logs
Simply click in the appropriate column to parameterize the display of each log.

If you enable a parameter, the column will contain the icon ™ .

If you disable a parameter, the column will contain the icon >
For more information, see Enable Logs.
All logs contain the Action and Status columns.

According to your configuration, logs can be consulted and stored in the following locations:
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e User Interface.

e Pop-up.

¢ Database.

e Syslog.

e SMTP.
@ Note
You can add or delete logs coming from an agent in the Log Manager on the management
console.

User interface

This is the System log file of the Stormshield Endpoint Security agent. To display this file on the
agent computer, follow the steps below:

1. Click View event logs.

Status...

View event logs

Deactivate notification

Other operations -]

Exit Application

2. Click Show Log File.

::-i:i Stormshield Endpoint Security — *
Stormshield
Endpoint Security
L
P

Agent information Auto Refresh Refresh I Show Log File

[ Date | Activity | Details | H
04/11/2018 11:39:41  Information Configuration B
04/11/2018 11:39:41  Information Security policy B
04/11/2018 11:39:36  Information The agent is in connected mode

04/11/2018 11:39:35  Information Configuration

04/11/2018 11:39:35  Information Security policy

04/11/2018 11:3%:26  Information Security policy

04/11/2018 11:39:24  Information Connection success

04/11/2018 11:39:18  Information Connection to AD server restored

04/11/2018 11:39:16  Information Encryption policy

04/11/2018 11:39:16  Information The agent is activated

04/11/2018 11:39:16  Information Configuration

[T b

Description
DefaultDynamicAgentPolicy (conf/7afbb42c-1956-43a5-9a75-3d 5d 7968df69. srx) version 20180410 (7)
\ v

Search: l:l Category:| Agent information - Shows last logs: | Current session w | <= Back

The following window is displayed.
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" software.cra - Bloc-nates - m} x
Fichier Edition Format Affichage 7
--- START at local time: 05/84/2018 11:12:16 --- "

[Thu Apr @5 ©9:12:19 2818]yy[ERROR]Y[INTERNAL_ERROR]¥[IrpComApiInitialize failed return value = Bx@ getlaste
[Thu Apr 85 ©9:12:19 2018]yy[ERROR]}[INTERMAL_ERROR]¥[IrpComApiInitialize failed return value = Bx8 getlaste
[Thu Apr B5 ©89:12:28 20181y [ ERROR]{[INTERNAL_ERROR]i[Unable to query thor about its rules & settings]{[THOR
[Thu Apr 85 ©9:12:28 2818]yy[ERROR]y[INTERNAL_ERROR]{[MOD_INIT Error while registering notification to Inter
[Thu Apr @5 ©9:12:20 2818 ]y [ERROR]Y[INTERNAL_ERROR]¥[INIT Error while registering notification to Odin Inte
[Thu Apr 85 ©9:12:20 2018]yy[ERROR]}[INTERNAL_ERROR]¥[INIT Error while registering notification with buffer
[Thu Apr 85 89:12:20 2018]§[INFOT{[AGENT START]y[7.222]7[SSMONTy T7[ATv[@]

[Thu Apr 85 ©9:12:28 2818]yy[ERROR]y[INTERNAL_ERROR]¥[xml error, rank attribute not found : default rank use
[Thu Apr 85 ©89:12:20 2018]yy[ERROR]Y[INTERNAL_ERROR]¥[xml error, conf_period attribute not found]{[MODPEERS]
[Thu Apr 85 ©9:12:20 2018]yy[ERROR][INTERNAL_ERROR]¥[xml error, log_period attribute not found]y[MODPEERS ]V
[Thu Apr B5 B89:12:28 20181y [ERROR]Y[INTERNAL_ERROR]{[xml error, reconnect attribute not found]iy[MODPEERS]y[
[Thu Apr 85 ©9:12:28 2818y [INFO]y[CONF_APPLY]¥[3.XX0ldConfiguration (conf/conf.srx) version 19798483 (8)]y
[Thu Apr 85 ©9:12:20 2018]yi/[ ERROR]§¥[INTERNAL_ERROR]§[CheckIfCertifSplitheeded:ReadFileContents failed]§[MOD
[Thu Apr 85 ©9:12:20 2018]yy[ERROR]Y [ INTERNAL_ERROR]#[FDE_INIT Error while registering notification with buf
[Thu Apr 85 ©9:12:20 2018]§7[INFO]{[KRM_GEN]§[{485E7E09-D7D3-DA72-46FE-F578D170B74E} 17 [MODAUTHTY T7[Ali[@]
[Thu Apr 85 09:12:20 2818]§/i7[ ERROR]¥[ INTERNAL_ERROR]§[Thor driver is not started.]y[THORIV[1y[Al5[@]

[Thu Apr 85 ©9:12:20 2018]yy[ERROR]Y[INTERNAL_ERROR]¥[FLUSH_KEYS error while sending message with buffer : 2
[Thu Apr 85 89:12:20 2018]§[ERROR]y[ INTERNAL_ERROR]§[UNSET_KEY can't flush FDE encryption key 2]y[ODINT¥[]¥
[Thu Apr 85 ©9:12:22 2018]§7[ERROR]y’[ INTERNAL ERROR]§[TRANSLATE POLICIES error. The operation failed with co
[Thu Apr 85 ©9:12:26 2818 ]y [WARN]Y[REBOOT]¥[Your computer must be restarted]i[SSMOM]§[ssokditchour]i[A]§[8]
[Thu Apr 85 ©9:12:30 2018]yy[ERROR]Y[INTERNAL_ERROR]¥[Thor driver is not started.]y[THOR]¥[ssokditchour]¥[A]
[Thu Apr B5 B89:12:31 20181y [INFO]V[NEWCERT]§#[new certificate downloaded]§i[MODCERT]y[ssokditchour]y[A]§[0]
[Thu Apr 85 B89:12:48 20181y [ERROR]Y[INTERNAL_ERROR]{[Thor driver is not started.]§[THOR]y[ssokditchour]¥[A]
[Thu Apr 85 09:12:44 2@18]§[ INFO]y[LOAD_BALANCING]{[192.168.128.69]§[MODTOKEN]#[ssokditchour ]y [Aly[@]

[Thu Apr 85 ©89:12:44 20184y [WARN]Y[LOAD_BALANCING_FORCE]{#[All servers are full, connection will be forced !
[Thu Apr 85 B9:12:44 2018]§7[INFO]{#[CONNECT_SUCCESS]§#[192.168.128.69]7[MODTOKEN]y[ssokditchour]i[A]7[0]

[Thu Apr 85 ©9:12:44 2018]§7[ERROR]y’[ INTERNAL ERROR]§[TRANSLATE POLICIES error. The operation failed with co
[Thu Apr 85 09:12:45 2018]§/[ ERROR]§[ INTERNAL_ERROR]§[ TRANSLATE_POLICIES error. The operation failed with co
[Thu Apr 85 ©89:12:45 201814y [INFO]V[AGENT_IN]¥[Agent is connected]y[SSMON]V[ssokditchour]y[A][@]

< >

Pop-u
The log will be displayed in the notification window of the Stormshield Endpoint Security agent.

Database settings

The log will be recorded in the log database.
Syslog

The log will be sent to a Syslog server (if it is configured on the SES server).
SMTP

The log will be sent to an SMTP server (if it is configured on the SES server].

Messages

Language

In the Messages window, you can choose the language used to display messages. The default
language is English.

H Messages |en "

[ Type fr Message

Short Message |de grade finished

Long Message |5 ew version of the %PRODUCT % agent has been successfully installed.
Motification Me iER ew version of the %PRODUCT % agent has been successfully installed.
External Message A new version of the 2PRODUCT % agent has been successfully installed.

Message types
The Messages window includes four types of messages:

e Short Message.
* Long Message.

* Notification Message.
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e External Message.

H Messages |en W

[ Type H Message

Short Message Upgrade finished

Long Message A new version of the %PRODUCT %% agent has been successfully installed.
Motification Message A new version of the %PRODUCT % agent has been successfully installed,
External Message A new version of the %PRODUCT %% agent has been successfully installed.

1. Short Message

This is the message displayed in the Details column after selecting View event logs on the
Stormshield Endpoint Security agent.

2. Long Message

This is the message displayed in the Description column after selecting View event logs on
the Stormshield Endpoint Security agent.

(@) Stormshield Endpeint Security — %

Stormshield
Endpoint Security

P
Agent information Auto Refresh Refresh Shaow Log File
| Date [ Activity | Details e
04/11/2018 11:3%:41  Information Configuration 3
04/11/2018 11:39:41  Information Security policy B
04/11/2018 11:39:36  Information The agent is in connected mode
04/11/2018 11:3%:35  Information Configuration
04/11/2018 11:39:35  Information Security policy
04/11/2018 11:3%:26  Information Security policy
04/11/2018 11:39:24  Information Connection success
04/11/2018 11:39:18  Information Connection to AD server restored
04/11/2018 11:3%:16  Information Encryption palicy
04/11/2018 11:39:16  Information The agent is activated
04/11/2018 11:39:16  Information Configuration
p—— 3
DefaultDynamicAgentPolicy (conf/72fbb42c-1956-4385-9a75-3d5d 7968d 109, srx) version 20180410 (7)
. J

Search: I:l Category:| Agent information w Shows last logs: | Current session ~ | << Back

3. Notification Message

This is the message displayed in the notification pop-up of the agent.
4. External Message
This is the message which will be sent to an external system (Syslog or SMTP).

Actions based on detection of events

In the Script column of the edition settings, you can associate a script you set up in the policies
to a specific log. The script is executed each time the log is generated.

For more information about creating script, see section Scripts.
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If policies and configurations are applied through these scripts, they take priority over those
applied through the Policies linked tab of an object of the directory.

If an action is triggered based on the detection of a specific event, when a process is executed
from a script through the menu Run a process in the Actions or Tests (Script Resources menu,
or directly in a script in the policies), the following environment variables, related to the event
which triggered the action, are automatically provided to the process:

Software Logs SES Port Source: Source port

System Logs SES PID: Process Pid
SES Source Path: Path process source + (if any) SHA2, MD5, CERT
SES Destination Path: Destination or Action

Network Logs SES IP Source Destination: Source IP -> Destination IP
SES Port Destination: Destination port
SES Port Source: Source port

Device Logs SES Source Path: Process source

SES MAC Volume Letter: MAC address or volume letter
SES SSID: SSID (if any)

© WARNING

We do not recommend to create loops in the scripts to be executed in case of detection
of events. As soon as the agent reconnects to the server, the execution of new scripts
triggered by a running script is stopped.

15.6 Exporting logs to an external system
(SMTP or Syslog)

The administrator can use Syslog and/or SMTP (email) to send logs to an external server. You
will have to configure external log transfer.

15.6.1 Exporting logs via SMTP

To export logs via SMTP, follow the steps below:
1. Define the SMTP redirection settings in the SMTP configuration panel of the server
configuration policy:

o Click the From field.
Enter the email name and address.
=] B4 SMTP Configuration

From
i @) Stormshield Endpoint Security Manage... -
SMTP server
Subject Email Address
Number of events per mail
Mame: |administratc-r |
Ernail Address: |admini5trator@te5t.com |
| OK | | Cancel |
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o Click the To field.
Enter the email name and address.
[Z] &9 SMTP Configuration

From administrater | (i) Stormshield Endpoint Security Manage_-
To
SMTP server Email Address
Subject
MNumber of events per mail 10 bl |Gr°”l‘:|1 |
Email Address: |gr0up1@test.com |
| QK | | Cancel |

° Click the SMTP Server field.
Enter the SMTP server and port information.

If you want to use a login and a password, check the Login box and enter appropriate
information.

O Stormshield Endpoint Security Manageme... -

SMTP Server Parameters

SMTP server |1?z.1 £.264.2 |

SMTP port

Specific credentials

Login |admini5trat0r |

Password |.oo.o.oo.o.oo.oo| |

‘ oK H Cancel |

° Enter the number of logs to be sent per message.
=] B4 SMTP Configuration

From Administrator

To Groupl

SMTP server 172.16.264.2
Subject Systemn log export
Mumber of events per mail 10

2. Validate your modifications.

 NotE

Use this feature only to send a few specific logs.

15.6.2 Exporting logs via Syslog

To export logs via Syslog, follow the steps below:

1. Define the Syslog redirection settings in the Syslog configuration panel of the server
configuration policy:

° In the Address/Hostname field, enter the IP address of the Syslog server.
° In the Port field, change the port number (if necessary).

° In the Protocol field, enter the protocol required (TCP or UDP).
° Select a Facility level.
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[Z1 S% Syslog Configuration

Address/Hostname

Part 514

Protocol Udp

Facility -

Sewverity 0 ~ kernel messages ~

1 ~ user-level messages

2 ~ mail system

3 ~ system daemons

4 ~ security/authorization messages

5 ~ messages generated internally by sys...
& ~ line printer subsystem

7 ~ network news subsystem

8 ~ UUCP subsystem

9 ~ clock daemen

° Select a Severity level.

[] &5 Syslog Configuration

Address/Hostname
Port 514
Protocol Udp
Facility 0 ~ kernel messages
Severity -
0~ Emergency
1~ Alert
2 ~ Critical
3 ~ Error
4 ~ Warning
5 ~ Motice

6 ~ Informational
7 ~ Debug

2. Validate your modifications.

€ NoTE
Use this feature only to send a few specific logs.

15.7 Console monitoring

15.7.1 Overview

All actions performed on the management console by an administrator can be recorded in logs
accessible from the Monitoring menu.
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onsole Manager / Menitoring

- = () Refresh &% Options X Export a
from 1/1/2018 12:00:00 AM ta 1/1/2019 12:00:00 AM
Date User Name Action Entity Entity Name Expand  [=] Collapse
4/11/2018 11:46:47 .. admin Creation Server Configuration  Server2 ~| E-§¢ FOE
4/11/2018 9:35:49 AM admin Connection User §1-550-W2K12 o Full Disk Encryption Parameters
4/11/20189:35:32 AM admin Connection User §1-550-W2K12
4710/2018 5:10:43 PM  admin Application of chan... Master \51-550-W2K12 (192.168.128.69) -
4/10/2018 45517 PM  admin Application of chan... Master 51-550-W2K12 (192.168.128.69) a
4/10/2018 45515 PM admin Update Encryption FDE
4/10/2018 45423 PM  admin Application of chan... Master \51-550-WW2K12 (192.168.128.68)
4/10/2018 45421 PM  admin Update Encryption FDE
4/10/2018 4£40:03 PM  admin Connection User §1-550-W2K12
4/10/2018438:52 PM admin Application of chan... Master \51-550-WW2K12 (192.168.128.68)
4/10/2018 43%:50 PM  admin Update Server Configuration  Server 1
4/10/2018 438:36 PM  admin Connection User §1-850-W2K12
4/10/2018 4:35:56 PM admin Application of chan... Master \51-550-W2K12 (192.168.128.69)
4/10/2018 43331 PM  admin Connection User §1-850-W2K12
4710/2018 4 admin Connection User §1-850-W2K12
4/10/2018 4 admin Connection User §1-550-W2K12
4/10/2018 42329 PM  admin Application of chan... Master \51-550-WW2K12 (192.168.128.69)
4/10/2018 4:22:59 PM  admin Application of chan... Master \51-550-WW2K12 (192.168.128.69)
4/10/2018 4:22:57 P admin Link deletion Encryption FDE -» Environment 1
4/10/2018 42220 PM  admin Application of chan... Master \51-550-W2K12 (192.168.128.69)
4/10/2018 422:03PM admin Link order change  Encryption (Envirenment 1) FDE: 0 -» 1
4/10/2018 422:03PM admin Link creation Encryption FDE -» Environment 1
4/10/2018 42153 PM  admin Link deletion Encryption FDE -» Environment 1
4/10/2018 421:50PM  admin Link order change  Encryption (Envirenment 1) FDE: 0 -» 1
4/10/2018 421:50PM  admin Link creation Encryption FDE -> Environment 1
ALIRNIR A-21:A2 DA admin Annlication of chan  Mactar 161.85NMM2K12 (102 168 128 AGY hd
Element Old Value New Value
One-time recovery password @ Disabled @ Enabled

The administrator’s actions which are recorded in the Console Monitoring are the following:
Policies:

e Add.

* Remove.

* Rename.

* Modify.

* Apply to a a directory object.
Configuration:

e Add.

* Remove.

* Rename.

* Modify.

Script (action, test, etc.):

e Add.

e Remove.

e Rename.

* Modify.

¢ Send a policy to a server.
Managing users and roles:

e Add.

* Remove.

¢ Rename.

* Modify.

* Log configuration

¢ Updates

15.7.2 Graphical interface

The graphical interface includes four areas:
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The menu bar.

The columns.

The Expand/Collapse panel.
The Details panel.

Menu bar

The menu bar includes the following commands:

Refresh:

SES - ADMINISTRATION GUIDE -V 7.2

15. ACTIVITY MONITORING

Updates the display of the administrator’s actions which are recorded in the Console

Monitoring.
Options:

Defines the display options.

@ Time Period Selection

() Last 12 hours
) Yesterday

) Current week
®) Current rmonth
) Current year
O Specify:

4/ 1/201812:00:00 A

] £ Additional Options
MNumber of Logs per Page 100

O Stormshield Endpoint Security Management _-

Cancel

> Time Period Selection:

Specifies the period of time to be used to display data in Review mode.

° Additional Options:

Specifies the number of logs to be displayed per page.

Export:

Used to save the information to a file in the XML format.

Search:

For long lists, you can use the Search field to locate the event quickly.

Columns

The information contained in the Console Monitoring columns are the following:
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e User Name:
Administrator's name.
* Action:
Type of administrator’s action which is reported in the Event Viewer.
Here are a few examples of administrator’s actions:
° Application of changes.
° Update.
° Add.
° Etc.
e Entity:
Element associated with the administrator's action reported.
Here are a few examples of entities:
° Security Policy.
° Encryption Policy.
° Agent configuration policy.

° Server configuration policy.

° Script.
° File.
° Etc.

¢ Entity Name:
This column contains details on the administrator’s action reported.
Example:
08/01/201011:31:37||admin||Application of changes||Master server||Master 1

The column specifies the name of the server configuration policy applied to servers
[Master1].

Console Manager / Monitoring

- = () Refresh %¥ Options X Export

from 1/1/2018 12:00:00 AM to 1/1/2019 12:00:00 AM

Date User Name Action Entity Entity Mame

411/2018 11:46:47 ... admin Creation Server Configuration Server 2

4/11/2018 9:35:49 AM admin Cennection User 51-550-W2K12

411,/2018 9:33:32 AM admin Connection User 51-550-W2K12

4/10/2018 5:10:43 PM  admin Application of changes  Master 451-550-W2K12 (192.168.128.69)
4/10/2018 4:35:17 PM  admin Application of changes  Master 451-550-W2K12 (192.168.128.69)
4/10/2018 453515 PM  admin Update Encrypticn FDE

4/10/2018 4:54:23 PM  admin Application of changes  Master 451-550-W2K12 (192.168.128.69)

Expand/Collapse
The Expand/Collapse panel displays an updated tree structure of the administrator’s actions.

To display a deeper level of details on the console, click the appropriate level in the
Expand/Collapse panel.
Example: Group Settings.
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Expand
5. USBE
_G‘; Device Control
-ﬁ; Removable Devices
-E% Default Group

------ fﬁ Group Settings

2 Collapse

. [#] Expand
Click PN 1o expand the tree structure.
Click 8 .z to collapse the tree structure.
Details

- ADMINISTRATION GUIDE - V 7.2
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After clicking the appropriate level on the Expand/Collapse panel, the Details panel will display
additional information (Old Value and New Value) on the updated administrator’s action.

Example:

Here is the Details panel after clicking Group Settings in the Expand/Collapse panel.

Element Old Value

Mass storage recovery & Denied

Mew Value

@ Allowed
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16. Agent Logs and Alerts

16.1 Introduction

Log data is collected by the Stormshield Endpoint Security agent on the client workstation and
stored locally.

The path followed by the information used to generate reports is described below:
1. Logs are sent by the agents to the Stormshield Endpoint Security server.
2. The server sends these logs to the Stormshield Endpoint Security SQL database.

3. Logs are displayed on the management console.

SES Server
+  Collects logs

SES Agents SES Management Console
+  Send logs «  Monitors logs
=  Store logs locally

S0QL DataBase
+  Stores logs

In the event logs on the workstation (right-click on the ‘@ icon in the View event logs menul),
the agent will show logs from the current session by default, i.e., since the last Windows startup
or since the agent's last reconnection after a shutdown. Other display options may be selected
in the drop-down list at the bottom left of the window.

16.2 Information logs about agents

16.2.1 Software Logs

Location

Information on agent activity and status is stored in a log file which path is:

[Program Files]\Stormshield\Stormshield Endpoint Security
Agent\log\software.sro
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The structure of this file is similar to the structure of a.csv file. Values are written between
square brackets, separated by the character G’

Each time the agent starts, the following line is inserted in the log file:
--— START at local time: XX/YY/ZZ7Z7 XX:yy:zz ——-—
XX/YY/LII1 and xx:yy:zz represent the start date and time.

Each time the agent stops, the following line is inserted:

-—-— END at local time: XX/YY/ZZZZ xx:yy:zz —-—-—
XX/YY/I111 and xx:yy:zz represent the stop date and time.

This is an example of log:

[Fri Jun 19 08:20:34 2015]yy[INFO]Y[AGENT STOP]y[agent stopped]y
[SSMON] ¥y [amartin] y[A]V[O0]

In this example, the variables mean:

e TIMESTAMP : Fri Jun 19 8:20:34 AM 2015: time the message was generated.
e ACTION : INFO: message type.

e STATUS : AGENT STOP: message status.

e LOG: agent stopped: English description of the log.

e MODNAME: SSMON: name of the module which sent the log.

* USERNAME: amartin: agent user name.

* TYPE:A: Ameans the message comes from the agent and S from the server.

¢ LID: 0: Stormshield Endpoint Security internal indicator indicating if the message must be
sent to the agent, the database, the console or via Syslog.

Correspondence between variables and console display
Some log variables are displayed in the console as follows:

TIMESTAMP Date
USERNAME User Name
ACTION Action
STATUS Status
TYPE Type
MODNAME Mod. Name
LOG Log
Details

The table below shows the possible values of each variable described above. Refer to the
appendix Logs Tables Schema to see the schema of the SQL table storing the Software logs.
Consult also some easy SQL scripts allowing retrieving logs directly from the database.

Variable Keyword Description
TIMESTAMP 20/01/2010 11:16:30 Date format
ACTION ERROR Blocks
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Variable

STATUS
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Keyword

INFO

WARN
ACTION-FAILED
ACTION-MISSING
AGENTIN
AGENT OUT
AGENT START
AGENT STOP
BAN HOST

BATCH LOG
CGI DENIED

CGI ERROR
CGI INVALID
CGI SLEEP

CHALLENGE INVALID
VALUE

CHALLENGE FAILED

CHECK-FAILED
CHECK-MISSING

CIPHER CONF
CIPHER NEED RECOVERY

COM ERROR
COM EXT

CONF APPLY

CPU CONTROL

CUSTOMACTION 1
CUSTOMACTION 2
CUSTOMACTION 3
CUSTOMACTION 4

A

SES - ADMINISTRATION GUIDE -V 7.2
16. AGENT LOGS AND ALERTS

Description

Audit

Warning mode

An action in the script in progress returned an error
Script engine fails to interpret the action

Agent connected

Agent disconnected

Agent started

Agent stopped

Host banned by the Stormshield Endpoint Security
server because its certificate is used by another
connected machine

Message

Certificate server denies agent certificate download
request

Error when downloading the certificate
Error when downloading the certificate

Certificate server is in sleep mode and cannot
download certificates

Invalid action or duration

Stormshield Endpoint Security server fails to send a
token to a connected agent because the agent token
key is outdated

A testin the script returned FALSE
Script engine fails to interpret the test
Encryption policy has been read

File encryption has been disabled. Manual recovery is
required

Internal communication error

An external element has generated a Stormshield
Endpoint Security log in the message

Application of the configuration or security policy to
the agent

CPU overload on the server
Script 1 executed
Script 2 executed
Script 3 executed

Script 4 executed
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CUSTOMACTION 5

CUSTOMACTION_
ALLOWDRIVER

CUSTOMACTION
NEPGUESTACCOUNT

CUSTOMACTION STANDBY
CUSTOMACTION STOP

CUSTOMACTION UNINSTALL
DB ERROR

DRIVER ERROR
FILE NOT FOUND

FLOOD DETECTED

GET KCM

GET PATCH
HOTSPOT START

HOTSPOT STOP
INCORRECT DATA

INTERNAL ERROR
INVALID BATCH PARAM

KRM GEN
KU GEN

LICENCE

LOKI POLICY CHANGE
LOKI SET CHALLENGE

MIGRATION END
MIGRATION ERROR
MIGRATION START

NEP CIPHERED DRIVES
NEP DECIPHERED DRIVES

. N
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Description
Script 5 executed

Install drivers action executed
Create Guest Account action executed

Disable Protections action executed

Disable Protections/Complete Stop challenge
executed

Uninstall Agent challenge executed in %seconds
Internal communication error with the database
Agent failed to connect to the driver

File cannot be found

Log repeated and finally removed

Attempt to retrieve recovery keys denied by the
server

Update cannot be obtained because available disk
space is insufficient.

Beginning of the temporary web access period.
Access duration is displayed in seconds

End of the temporary web access period

The minimum configuration file present in Apache is
incorrect

Internal error (message)

The test or action in the batch includes an incorrect
number of parameters at its input

Agent has generated its unique identifier

The encryption keys assigned to the user have been
downloaded

Log generated if the number of agents connected to
the servers exceeds the license threshold.

Kernel protection status has changed

Error when setting the number of reboots for driver
installation

End of the migration of key files to the database
Failure of the migration of key files to the database
Beginning of the migration of key files to the database
The X partition(s) have been encrypted

The X partition(s) have been decrypted
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Variable Keyword Description

NEP GUEST ACCOUNT Add/remove a guest account
Failure to create/remove a guest account

NEP INSTALL BUSY Failure to change a password because a configuration
is being applied

NEP INSTALL COM FAILURE A communication error occurred when applying the
configuration

NEP INSTALL CONF_ The application of the encryption configuration has
CANCELED been cancelled

NEP INSTALL DISK FAILURE A disk-related error occurred when applying the
configuration

NEP INSTALL INVALID CONF  Failure when applying the configuration.
The configuration is invalid

NEP INSTALL INVALID DISK  Failure when applying the configuration.
The disk is invalid.

NEP INSTALL INVALID_ Failure when applying the configuration.
SYSTEM The operating system is invalid
NEP INSTALL REBOOT Reboot the machine to complete the application of

the full disk encryption policy

NEP INSTALL REGISTRY_ A registry-based error occurred when applying the
FAILURE configuration

NEP INSTALL SHM FAILURE A shared memory error occurred when applying the
configuration

NEP INSTALL SIMU_ A simulation error prevents the configuration from
FAILURE being applied

NEP INSTALL SUCCESS Successful application of the full disk encryption
configuration

NEP INSTALL SYNC An error occurred when

FAILURE synchronizing/desynchronizing the disk

NEP INSTALL SYSTEM_ A system error prevents the configuration from being

FAILURE applied

NEP INSTALL UNKNOWN An unknown error prevents the configuration from
being applied

NEP RECOVERED DRIVES The data recovery media has successfully completed
disk decryption

NEP POSTPONE_ User postponed full disk encryption

ENCRYPTION

NEP BOOT SUCCESS. Authentication successful at computer startup

AUTHENT

NEP RECOVERED USER The data recovery media has successfully changed
PASSWORD user password

NEP BOOT FAILED AUTHENT Authentication failed at computer startup

NETIN Network interfaces have been dumped
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Variable Keyword
NEWCERT
NO CONF

OBTAIN FILE
ODIN ERROR ACCES

OPTIM

PIPE CALL FROM NAME
POLICY CHANGE

PWD CHG NOT APPLY

RECOMMENDATION
RECOVER PATH

RECOVERY COMPLETE
RECOVERY DATA CREATED
RECOVERY DATA UPDATED
RECOVERY DATA CHECKED
RECOVERY DATA FIXED
RECOVERY ERROR
RECOVERY FAILURE

SEND FAILED

SERVER VERSION
SET KEY

SIG ERROR
SSMON SESSION HANDLER

SSMON STORECAMODE
FAILURE

SSMON STORECAMODE
INVALID

START

. N
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Description
New certificate has been downloaded
No configuration

File cannot be obtained because available disk space
is insufficient

Agent fails to access a file for encryption/decryption
purposes

Network filtering rules hide lower rank rules (hidden
rules removed to speed up processing)

An identical dynamic filtering rule already exists (the
Add operation is ignored to speed up processing)

Error occurred when the pipe called a function

A new policy has been received. Reboot to apply the
policy

Failure to change the password assigned to the
specified user

Whenever the UAC state changes (NAP or Juniper)
Recovery of a machine or directory using a file
including a key ring

Param1: [Directory]/Param2: [File]

Successful recovery

Generation of recovery elements

Updating recovery elements

Checking recovery elements

Fixing recovery elements

Internal error during recovery

Failed recovery

Data transfer to the server failed
Challenge transfer to an agent failed

Displays the server version number

Displays whether the synchronization was successful
or not and the time required for its completion

The profiling resource file is not accessible
Error when handling session events

Error when saving information
Invalid data

The Userland module succeeded in connecting to its
driver
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STOP
STOPAGENTDENIED
STOPAGENTEXE
SYNC DIR

UAC

UNSET KEY
UPDATING
USER REVOKED

COMPUTER GROUP.
INHERITANCE

CONNECT SUCCESS
GROUP RECURSIVITY
IP CANT CONNECT

IP UNREACHABLE
LDAP AVAILABLE

LDAP UNAVAILABLE

LICENSE CHECK ERROR

LICENSE CHECK 0K
LICENSE EXCEEDED
LOAD BALANCING

LOAD BALANCING FORCE

VOLUME BROWSE
WTS SYNC

*

. N
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Description

The Userland module stopped successfully
Stop Agent action failed

Agent was stopped via stopagent.exe

An error occurred when
synchronizing/desynchronizing a directory

UAC status changed
(NAP/Juniper)

Keys have been flushed
A new update has been downloaded on the agent
Authentication on a revoked user

The computer is linked to more than one Stormshield
Endpoint Security group.

Connection to server succeeded
Error while browsing object's parent (Active Directory)

Secured connection to the server denied (IP address
provided)

Impossible to reach the server (IP address provided)

The connection to the Active Directory server has
been restored

with ERROR action: Unable to contact the Active
Directory server. The agent never could reach the
Active Directory and does not have cache to
consolidate policies.

with WARN action: Unable to contact the Active
Directory server. The agent uses the cache to
consolidate policies.

Error while checking the license: the server could not
check the status of the license

The server has validated the agent's license
License exceeded, agent is not registered.

Load balancing, the server is overloaded. Another
server is selected.

Overloaded servers, all the servers are overloaded.
Connection will be forced!

An error occurred during encryption.
Error when creating the pipe for the SID

Refer to the document Stormshield Endpoint Security -
Logs Format.xls

Agent

Server
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Variable Keyword Description
MODNAME ALL
HEIMDALL

HEIMDALL/THOR
MODACTION
MODAUTH
MODCERT
MODCOM
MODDB
MODENFORCEMENT
MODFLOOD
MODGETCONF
MODKEYGEN
MODLDAP
MODMULTI
MODNEP
MODRECOVERY
MODROOTCERT
MODTOKENROOT
MODUPDATE
ODIN

SSMON

THOR

USERNAME * Name of the user of the computer on which the agent
is installed

LID * This parameter is internal to Stormshield Endpoint
Security

Variable Keyword Description
TIMESTAMP 20/01/2010 11:16:30 Date format
ACTION ERROR Blocks
INFO Audit
WARN Warning mode
STATUS ACTION-FAILED An action in the script in progress returned an error
ACTION-MISSING Script engine fails to interpret the action
AGENT IN Agent connected
AGENT OUT Agent disconnected
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STORMSHIELD
Variable Keyword Description
AGENT START Agent started
AGENT STOP Agent stopped

16.2.2 System logs

Location
Information on system activity and status is stored in a log file with this path:

[Program Files]\Stormshield\Stormshield Endpoint Security
Agent\log\heimdall.sro

The structure of this file is similar to the structure of a.csv file. Values are written between
square brackets, separated by the character G’

Each time the agent starts, the following line is inserted in the log file:

-—— START at local time: XX/YY/ZZZ7 XX:yy:zz ——-—

XX/YY/II11 and xx:yy:zz represent the start date and time.

Each time the agent stops, the following line is inserted:
--— END at local time: XX/YY/ZZZZ xx:yy:zz —--—-

XX/YY/I111 and xx:yy:zz represent the stop date and time.

This is an example of log:

[Thu May 08 12:38:05 2014]1¥Yy [RENAME] ¥ [BLK] Y
[c:\windows\explorer.exe<CN=Microsoft Windows Verification PCA,
O=Microsoft Corporation, L=Redmond, S=Washington,
C=US><332FEAB1435662FC6C672E25BEB37BE3><5A49D7390EE87519B9D69D3E4AA66C
AQ066CC8255>]y [c:\test.exe]¥y[0]y[amartin]§y[0]¥y[61455]

In this example, the variables mean:

¢ TIMESTAMP : Thu May 08 12:38:05 PM 2014: time the message was generated.

e ACTION : RENAME: action requested.

e STATUS : BLK: Stormshield Endpoint Security action related to the requested action.

* SOURCE : c:\windows\explorer.exe<CN=Microsoft Windows Verification PCA, 0=Microsoft
Corporation, L=Redmond, S=Washington,
C=US><332FEAB1435662FC6C672E25BEB37BE3><5A49D7390EE87519BID69D3E4AAG
6CA066CC8255> : process that caused the action.

The SOURCE field is divided in three parts: Path<Certificate issuer><Binary file
MD5><Binary file Sha-1>. Some fields can be empty if the application is not digitally signed
for example.

* DEST: c:\test.exe: target file related to the action.

* OPTION: O: option of the action.

e USERNAME: amartin: user name.

e RID: O: identifier of the rule that initiated the action.

e LID: 61455: Stormshield Endpoint Security internal indicator indicating if the message must
be sent to the agent, the database, the console or via Syslog.

Correspondence between variables and console display

Some log variables are displayed in the console as follows:
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Variable Console display

TIMESTAMP
USERNAME
ACTION
STATUS
SOURCE
CERT

MD5

SHA-1
DEST
OPTION

Details

Date

User name

Action

Status

Source path

Issuer of the digital signature certificate
MD5 hash of the source application.
SHA-1 hash of the source application
Details

Option

The table below shows the possible values of each variable described above. Refer to the
appendix Logs Tables Schema to see the schema of the SQL table storing the System logs.
Consult also some easy SQL scripts allowing retrieving logs directly from the database.

Variable
TIMESTAMP
ACTION
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Keyword Description

20/01/2010 11:16:30 Date format

ACCESS-REG Access to registry

ATTACH-PROCESS Attempt to attach a process

AUTO-PROTECTION Attempt to modify a file, a registry key or any SES resource by
another application blocked

BAD-KEY The decryption key used to open the file is invalid

BLOCKED-DRIVER Driver download has been blocked

Possible kernel protection values in the Option column under
Monitoring > System logs:

1: The driver is hidden

2: The driver is hooked

3: The driver's name has changed

4: The driver file does not exist on the disk

5: The driver is hooking

CHECKSUM The application hash has been modified
CREATE-PROCESS Process creation (running an application)
CREATE File opening in Create mode

DELETE Attempt to delete a file
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Variable Keyword Description

EXE ON USB Execution of an application from a removable device
Possible values about the context of approval or denial of the
execution of the application in the Option column under
Monitoring > System logs are:
0: the user has explicitly accepted or denied the execution of the
application
1: the agentis in warning mode, the execution of the application
has been automatically accepted
2: the user has not answered or has not been able to answer (if
ssmon.exe is not launched for example), the execution of the
application has been automatically denied.

HOOK Attempt to perform a global hook

HOOKED-DRIVER Driver hooked by another driver
For more details on kernel protection values, see BLOCKED-
DRIVER.

KEYLOG Attempt to keylog

LINK Creation of a symbolic link denied.

LOAD-DRIVER Notification that a new driver has been loaded

For more details on kernel protection values, see BLOCKED-

DRIVER.
LOAD-OBJECT DLL loading or shared memory use
LOCK-KEY Access to files encrypted with a script is denied
OPEN Attempt of execution denied
OPEN Access to PATH file blocked by an extension ACL
OPEN-PROCESS Attempt to open a process
OVERFLOW Memory overflow

PROCESS-INFORMATION Attempt to access list of active processes

REBOOT Attempt to reboot the system

RENAME Attempt to rename a file

SOCK-ACCEPT Using an accept (server socket)
SOCK-BIND Using a bind (server socket)
SOCK-CONNECT Using a connect (server socket)
SOCK-ICMP Creation of an ICMP socket

SOCK-LISTEN Using a listen (server socket)

SOCK-RAWIP Creation of a raw or UDP socket

Su Attempt to elevate process privileges
SUSPECT-DRIVER Suspect operation performed by the driver

For more details on kernel protection values, see BLOCKED-
DRIVER.
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Variable Keyword Description
TERMINATE-PROCESS Process was terminated (mainly due to CPU overload)
STATUS BLK Blocks
BLKCREATE Blocked during creation
BLKEXECUTE Blocked during execution
INVALID-BLKEXECUTE The execution of an application identified by certificate was
blocked although it should have been allowed.
INVALID-EXECUTE The execution of an application identified by certificate was
allowed although it should have been blocked.
DYN-BLK Blocked by a dynamic rule
EXT-BLK Blocked by an extension rule
HEAP-BLK Blocked due to heap overflow
LEVEL-BLK Warning and blockage by level
LIBC-BLK Blocked by ret-into-libc
PROFIL-BLK Blocked by a deviation from standard profile
RDONLY Forces read-only access
STACK-BLK Blocked by stack overflow

TOKEN-MODIFIED-BLK Fraudulent modification of processes privileges blocked

TOKEN-STOLEN-BLK The process has been blocked because of the spoofing of a
process's security context.
WARN Warning without blockage
SOURCE Name of the process that triggered the event

Note: Even if Stormshield Endpoint Securityprotection is enabled
at startup, if the event occurs before the Stormshield Endpoint
Securityservice starts, an exclamation point "!" will precede the
name of the process that triggered it.

DEST Target object path
OPTION Socket (default value is 0)
Hook identifier if the action type is HOOK or KEYLOG
USERNAME Name of the user of the computer on which the agent is installed
RID Unique Rule |Dentifier
Remark: You can double-click the log entry RID to go directly to
the rule.
LID This parameter is internal to Stormshield Endpoint Security

Examples of use of the SOURCE, CERT, MD5 and SHA1 variables

The SOURCE, CERT, MD5 and SHA1 variables relate to the application which generates the log.
They are grouped into a single column in the Log Manager menu.

In order to sort out logs according to a particular variable, use a regular expression containing
the characters < and >.
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STORMSHIELD
B | [0 Action i Status [J Userinterface O Pop-up | & Database T Syslog B SMTP ¥ %SOURCE%<%CERT %> « %MD 5% < %5HA1 %>
E (#)70PEN BLK -] [x] -] [] [] Fssmon.exe(<. 7> <75 <757
B (#)7CREATE BLK ) o [ o o (<> <332FEAB1435662FCHCET2E25BEBITRE > <. %>
E (#)70PEN EXT-BLK ] [] ] [] Q “\\explorer\.exe(<.*> < 332FEAB 1435662F C6C672E25BEBITBES> <%
= - . ° ) ° ) O Memesany

Example 1 - Filter applied on the path only

HM\ssmon.exe(<.*> <*> < *>5] ?

The path is the first element, therefore keep the entire block ‘(<.*> <.*> <.*>] ?” which allows
sorting out logs from previous versions of SES and logs matching the new column format.

This filter on the %SOURCE%<%CERT%><%MD5%><%SHA1%> column allows filtering all System
logs generated by the ssmon.exe application.

Example 2 - Filter applied on the MD5 hash
¥(<.*><332FEAB1435662FC6C672E25BEB37BE3><.*>)

You need to specify the variable which must be recognized. Remove the character "?’ from the
block (<.*> <.*> <.*>] because it makes the block optional.

This filter allows sorting out all applications having the MD5 hash
332FEAB1435662FC6C672E25BEB37BE3, regardless of the path, the digital signature or the
SHA-1 hash.

Example 3 - Filter applied on the path and the MD5 hash
HA\explorer\.exe(<.*><332FEAB1435662FC6C672E25BEB37BE3><.*>)

Like in example 2, the block (<.*> <.*> <.*>] must not be optional. Remove the final ‘2",

This filter only recognizes the explorer.exe application with the MD5 hash
332FEAB1435662FC6C672E25BEB37BE3.

@ NotE

To take into account certificates and hashes filtering, ensure the SES agent correctly
works out these data. Refer to the use of the parameter Force detailed logs in section
Application control.

16.2.3 Network logs

Location
Information on network activity and status is stored in a log file which path is:

[Program Files]\Stormshield\Stormshield Endpoint Security
Agent\log\thor.sro

The structure of this file is similar to the structure of a.csv file. Values are written between
square brackets, separated by the character (.

Each time the agent starts, the following line is inserted in the log file:
-—— START at local time: XX/YY/ZZ77Z xx:yy:z2z —---

XX/YY/I111 and xx:yy:zz represent the start date and time.

Each time the agent stops, the following line is inserted:
-—-— END at local time: XX/YY/ZZZZ xx:yy:zz —-—-—

XX/YY/I111 and xx:yy:zz represent the stop date and time.

This is an example of log:
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[192.168.129.22->192.168.129.20]¥y[49189]1y[16005]y[0x0800]1y[0x06]¥
[amartin]y[61]1§[65280]

[Mon Jun 22 09:47:08 2015]%%[FW PORT]§[OUT]{[00:00:00:00:00:00]%
]

In this example, the variables mean:

e TIMESTAMP: Mon Jun 22 9:47:08 AM 2015: time the message was generated.
e ACTION: FW PORT: action requested.

e STATUS: OUT: status related to the requested action.

e METADATA: 00:00:00:00:00:00: data related to the action.

e |P:192.168.129.22->192.168.129.20 : packet source and destination.
e PORTSRC: 49189: source port.

e PORTDST: 16005: destination port.

* PROTO1: 0x0800: code for the type of request executed, here IPV4.

e PROTOZ: 0x06: code for the protocol used, here TCP.

e USERNAME: amartin: user name.

* RID: 61: identifier of the rule which initiated the action.

¢ LID: 65280: Stormshield Endpoint Security internal indicator indicating if the message must
be sent to the agent, the database, the console or via Syslog.

Correspondence between variables and console display

Some log variables are displayed in the console as follows:

TIMESTAMP Date
USERNAME User Name
ACTION Action
STATUS Status
METADATA MAC Address
IP IP Address
PORTSRC Src. Port
PORTDST Dst. Port
PROTO1 Protocol
PROTO2 Over IP
RID RID
Details

The table below shows the possible values of each variable described above. Refer to the
appendix Logs Tables Schema to see the schema of the SQL table storing the Network logs.
Consult also some easy SQL scripts allowing retrieving logs directly from the database.

Variable Keyword Description
TIMESTAMP Tue Apr20 11:22 Date
:15 2010
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Variable Keyword Description
ACTION ARP ATTACKING_ Identity theft attempt detected on an IP address on the network.
0x21 Packet blocked.

ARP BLOCK Ox1 ARP stateful error (reply without request) or ARP POISON flood

ARP DELETE Ox5  Entry associated with the IP address has been removed from the
Windows ARP cache.
Packet blocked after sending a gratuitous request (IDS set to High or
Critical).

ARP POISON 0x45 ARP cache poisoning attempt detected.
Packet blocked.
Entry associated with the suspect IP address has been removed from
the Windows ARP cache.

ARP POISON 0x49  ARP cache poisoning attempt detected.
Packet blocked.
Windows ARP cache has been updated from the previous entry.

ARP SPOOF 0x112 IP theft attempt detected.
Packet accepted.
Network protection (IDS set to Critical).

ARP SPOOF 0x12 [P theft attempt detected.
Packet accepted.

FLOOD Repeated log entry

FW ICMP Rule applied to an ICMP message.
METADATA, PROTO1, IP, PROTOZ2, PORTSRC and PORTDST variables are
filled in.

FWIP Rule applied to an IP address (only METADATA, PROTO1, IP and PROT02
variables are filled in)

FW IPV6 Attempt of communication through IPv6 protocol blocked.

FW MAC Rule applied to MAC address (only METADATA and PROTO1 variables are
filled in).

The MAC address (hardware address of the network card] indicated in
the MAC ADDRESS column is the remote machine address since its local
address remains the same.

FW PORT Rule applied to port filtering.
METADATA, PROTO1, IP, PROTO2, PORTSRC and PORTDST variables are
filled in.

PORTSCAN Port scan detected

STATEFUL STATUS  PROTO1 variable indicates the stateful status code of the previously
blocked packet

STATUS CONNECTION_ One or several connections have been closed because they are too slow
CLOSED
IN Filtering of incoming traffic
INOUT Filtering of incoming or outcoming traffic
IP BLOCKED Suspect IP address causing flood blocked
ouT Filtering of outgoing traffic
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Variable Keyword Description
SCAN IN Incoming port scan detected
SCAN OUT Outgoing port scan detected
IP SSID (WiFi) Name of the wireless network
IP fragment Partial IP address
IP Address Complete IP address
METADATA & In the case of a FLOOD, indicates the number of occurrences of the
event.

Otherwise, indicates the MAC addresses.

IP * Packet source and destination

PORTSRC * Source port number

PORTDST * Destination port number

PROTO1 * Protocols being filtered.

PROTOZ2 Refer to Protocols.

USERNAME * Name of the user of the computer on which the agent is installed
RID * Unique Rule IDentifier

LID * This parameter is internal to Stormshield Endpoint Security

16.2.4 Device Logs

The device log contains information on removable devices and WiFi activity.

Location

Information on removable device and WiFi activity is stored in a log file which path is:

[Program Files]\Stormshield\Stormshield Endpoint Security
Agent\device.sro

The structure of this file is similar to the structure of a.csv file. Values are written between
square brackets, separated by the character ‘G’

Each time the agent starts, the following line is inserted in the log file:
-—— START at local time: XX/YY/ZZ7Z7 XX:yy:zz ——-—
XX/YY/II11 and xx:yy:zz represent the start date and time.

Each time the agent stops, the following line is inserted:

--— END at local time: XX/YY/ZZZZ xx:yy:zz —--—-
XX/YY/I111 and xx:yy:zz represent the stop date and time.

This is an example of log:

[Mon Jun 22 10:07:56 2015]yy [VOLUME DENIED] Y [INFOIV[1¥[1§[1¥[0]15[USB]§Y
[DISK]y[35DF010EF40D19636380661A7983BB82]%[5398]1[34344]%
[00000000000000007BEF94A6] % [Flash]§[Drive AL USB20]¥ [UNENROLLED
CORRUPT ENROLL]¥[]¥[amartin]y[0]y[61455]

In this example, the variables mean:

e TIMESTAMP: Mon Jun 22 10:07:56 2015: time the message was generated.
e ACTION: VOLUME DENIED: action requested.
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e STATUS: INFO: status related to the requested action.

» SOURCE: (empty]: name of the network card (WiFi) or process (removable mass storage
device).

e DEST1: (empty): name of the file (removable mass storage device] MAC Address (WiFi).

» DEST2: (empty): file name after renaming (removable mass storage device) or SSID (WiFi).
* SIZE: 0: device size.

e TYPE: USB: device type.

o CLASSID: DISK: device class identifier.

e MD5: 35DF010EF40D19636380661A7983BB82: MD5 checksum of a combination of
parameters allowing the unique identication of a device.

* VENDORID: 5398: vendor identifier.

e PRODUCTID: 34344: product identifier.

* SERIALID: 00000000000000007BEF94AG6 : serial identifier.

e VENDORNAME: Flash: vendor name.

* PRODUCTNAME: Drive AL USB20: product name.

e ENROLLMENTSTATE: UNENROLLED CORRUPT ENROLL: enroliment type.
» OWNERNAME: (empty): device owner name.

e USERNAME: amartin: user name.

* RID: 0: identifier of the rule which initiated the action.

¢ LID: 61455: Stormshield Endpoint Security internal indicator indicating if the message must
be sent to the agent, the database, the console or via Syslog.

Correspondence between variables and console display
Some log variables are displayed in the console as follows:

TIMESTAMP Date

USERNAME User Name

ACTION Action

STATUS Status

SOURCE Source

DEST1 Destination

DEST2 Destination?2

SIZE Size

TYPE Type

CLASS Class

MD5 Checksum of a combination of parameters allowing the unique idetification of a
device

VENDORID Vendor IDentifier

PRODUCTID Product IDentifier

SERIALID Serial number of the device
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Variable Console display
VENDORNAME Vendor name
PRODUCTNAME Product name
ENROLLMENTSTATE Enrollment state
OWNERNAME Owner name
RID Unique identifier of the rule
Details

Device log table

The table below shows the possible values of each variable described above. Refer to the
appendix Logs Tables Schema to see the schema of the SQL table storing the Device logs.
Consult also some easy SQL scripts allowing logs to be retrieved directly from the database.

Variable Keyword Description
TIMESTAMP 20/01/2010 Date format
11:16:30
ACTION AP ACL Access point with ACL filtering rule (Status: WARN)
AP ADHOC Access point in adhoc mode (Status: WARN])
AP INSECURE Unsecured access point (Status: WARN])
AP WIFI WiFi access point set to on/off (Status: WARN)
AUTO ENROLL Removable device enrolled from the agent
BAD UNPLUG USB key incorrectly removed
BLUETOOTH Bluetooth device blocked
CD CD reading process blocked
CDWRITER CD burning process blocked
DEVICE UNPLUG Device plugged out
DEVICE PLUG Device plugged in
ENROLLMENT Non enrolled device blocked
FILE CREATE File created (Status: INFO).
FILE DELETE File deleted on the removable device (Status: INFO)
FILE OPEN File open on removable device (Status: BLK)

FILE OVERWRITE File overwritten on the removable device (Status: INFO)

FILE READ Data read on the removable device [Status: INFO)

FILE RENAME File renamed on the removable device (Status: BLK or WARN])

FILE WOPEN File opened for overwrite operation on removable device
(Status: BLK)

FILE WRITE Data written to a file on the removable device (Status: INFO)

IRDA Device using infrared port blocked
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Variable Keyword Description
MODEM Modem blocked
PARALLEL Device connected to the parallel port blocked
PCMCIA PCMCIA device blocked
SERIAL Device connected to the serial port blocked
USB CLASSID Class ID of the removable device (in the Status field)

VOLUME DISMOUNT  Disconnected removable device (Status: INFO)
VOLUME MOUNT Connected removable device (Status: INFO)

VOLUME DENIED Access to the device is forbidden. Generated if a rule specifies a
filter on the enroliment status (Status: INFO)

VOLUME READONLY Access to the device is read-only. Generated if a rule specifies a
filter on the enrollment status (Status: INFO)

VOLUME Access to the device is authorized. Generated if a rule specifies
READWRITE a filter on the enrollment status (Status: INFO)
STATUS BLK Blocks
INFO Audit
WARN Warning mode
SUCCESS Action succeeded
USER MISSING User not connected
SOURCE * Network card name (WiFi)
Process name (mass storage device)
DEST1 * File name
DEST2 * File name after renaming (mass storage device)
SSID (WiFi)
SIZE * Size of the device or modification
TYPE FIREWIRE Refer to Type variables.
NETWORK
PCMCIA
USB
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Variable

ClassID

MDS5

VENDORID
PRODUCTID
SERIALID
VENDORNAME
PRODUCTNAME
ENROLLMENTSTATE
OWNERNAME
USERNAME

RID
LID

WiFi variables

Keyword

BLUETOOTH
CDROM

DISK

IRDA

MODEM
PARALLEL
PCMCIA

SERIAL

USB ACTIVE SYNC
USB APPLICATION_
SPECIFIC

USB AUDIO

USB CDCDATA
USB.
COMMUNICATION
USB CONTENT.
SECURITY

USB DIAGNOSTIC
USB HID

USB HUB
USBIMAGING
USB.
MISCELLANEOUS
USB PALM SYNC
USB PHYSICAL
USB PRINTER
USB SMARTCARD
USB STORAGE
USB VENDOR
SPECIFIC

USB VIDEO

USB WIRELESS_
CONTROLLER
WIFI

*

Description

Refer to Class ID variables.

MD5 checksum of a combination of parameters allowing the
unique identification of a device

Vendor |Dentifier

Product IDentifier

Serial ID

Vendor name

Product name

Enroliment status. Refer to Enrollment status variables.
Owner of the enrolled device

Name of the user of the computer on which the agent is
installed

Unique Rule IDentifier

This parameter is internal to Stormshield Endpoint Security

Each WiFi variable can assume the following values:

A
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Variable Keyword Description
ACTION AP ACL Access point with ACL filtering rule
AP ADHOC Access point in adhoc mode
AP INSECURE Unsecured access point
AP WIFI WiFi access point set to on/off
STATUS WARN Warning mode
SOURCE Network interface name
DEST1 Access point MAC address
DEST2 Access point SSID
SIZE Channel
TYPE Network
CLASSID WiFi
USERID Information message
ID User Identifier

Type variables

Each Type variable can assume the following values:

FIREWIRE Firewire access control and audit
NETWORK WiFi access control

PCMCIA PCMCIA access control and audit
uSB USB access control and audit

Class ID variables

Each class ID variable can assume the following values:

Variable Description Action
CDROM CD-ROM, DVD-ROM, Blu-Ray reader Access control, Write
protection
DISK Removable mass storage device Access control, Audit
FLOPPY Floppy disk drive Heimdall
NETWORK WiFi network Access control
u3 U3 USB key Access control
USB AUDIO USB audio card Access control
USB HID USB HID devices (keyboard, mouse, graphics tablet, Access control
etc.)
USB IMAGING USB imaging devices (webcam, scanner, etc.) Access control
USB ACTIVE SYNC USB removable mass storage device Class ID control
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Variable Description Action
USB APPLICATION USB APPLICATION SPECIFIC class device Class ID control
SPECIFIC
USB CDCDATA USB CDCDATA class device Class ID control
USB COMMUNICATION USB COMMUNICATION class device Class ID control
USB CONTENT SECURITY  USB CONTENT SECURITY class device Class ID control
USB DIAGNOSTIC USB DIAGNISTIC class device Class ID control
USB HUB USB HUB class device Class ID control
USB MISCELLANEQUS USB MISCELLANEOUS class device Class ID control
USB PALM SYNC USB PALM SYNC class device Class ID control
USB PHYSICAL USB PHYSICAL class device Class ID control
USB PRINTER USB printer Access control
USB SMARTCARD USB smart-card reader Class ID control
USB STORAGE USB removable mass storage device Class ID control
USB VENDOR SPECIFIC ~ USB VENDOR SPECIFIC class device Class ID control
USB VIDEO USB VIDEO class device Class ID control
USB WIRELESS USB WIRELESS CONTROLLER class device Class ID control
CONTROLLER
WIFI Wireless network interface WIFI (modap)

Enroliment status variables

Each Enrollment status variable can assume the following values:

Variable Description ACTION

UNENROLLED The device is not enrolled

UNENROLLED CORRUPT  The enroliment file is corrupted The device is considered as not

ENROLL enrolled

UNENROLLED CORRUPT  The footprint file is corrupted The device is considered as not

FOOTPRINT enrolled

UNENROLLED WRONG  The removable device is enrolled, but not for It is possible to enroll the device

ORGANIZATION the organization on which the user is trying  again in order to use it on the new
to use it organization

ENROLLED The device is enrolled.

ENROLLED_ The device is enrolled but its content has The device is considered as enrolled

CONTENTCHANGED changed out of the perimeter

ENROLLED NOTRUST The device is enrolled but its trust status The device is considered as enrolled

could not be restore

TRUSTED The device is trusted Trust status maintained when
performing operations on the device
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Alert types
Removable device alerts issued by the Log Manager are the following:
* Short Message:

This is the message that you can read in the list of logs on the agent computer when

P

clicking the icon Stormshield Endpoint Security ‘2 in the taskbar.
Block Process : $SOURCES%
* Long Message:

This is the detailed message that you can read when selecting a log on the Stormshield
Endpoint Security agent.

Access to [DEVICE NAME] device performed by $SOURCE% has been
blocked. Please contact your administrator for further information.

* Notification Message:

This is the message that you can read in a pop-up on the agent (if the field is empty, no

pop-up is displayed].

Access to [DEVICE NAME] device is not allowed on this workstation.
e External Message:

This is the message that you can read on the external logging system (example: Syslog).

Access to [DEVICE NAME] device performed by $SOURCE% has been
blocked.

@ NotE
Variables between % are replaced with the name of the resource when displayed on the
agent.

16.3 Certificate server logs

Information issued by the certificate server is stored in a log file which default path is:

[Program Files]\Stormshield\Stormshield Endpoint Security
Server\Apache\logs\cgi.log

Log entries fall down into three categories:
* Info
° Info: RECOVERY certificate created [IP]:
A recovery certificate has been requested by the IP host and generated.
° Info: Permission denied [ERRCODE] [IP]:
Certificate download request from the IP host has been rejected.
° ERRCODE = e:
Internal error.
° ERRCODE = s:
Current date is not comprised within the certificate download period.
° ERRCODE = d:
Agent origin is not valid (the agent has been downloaded from another master server).
° Info : certificate created [IP]:

A certificate has been generated for the IP host.
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e  Warning
° Warning: Deleting old cgi.lock:

Lock file deletion has been forced. This occurs when the server is not shut down
normally.

e Error
° Error: CGI is locked. Exiting process:
CGl has failed to access the lock file for 5 minutes. The certificate request is cancelled.

° Error: Invalid configuration file. Error: could not retrieve IP
address:

The configuration file is invalid. The server failed to retrieve the IP address of the client
host.

° Error: Wrong RECOVERY login/password:
The login and password set in the recovery certificate request form are not valid.
° Error: RECOVERY certificate creation failed [IP]:

An internal error occurred while using the recovery certificate request form.

o Error: could not retrieve request parameters [IP]:
The server failed to retrieve request parameters.
° Error: certificate creation failed [IP]:

An internal error occurred.

16.4 Sending logs customized by the user
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The SSUSRLOG command-line tool allows the user to send customized logs to the SES
management console from the agent.

The tool allows directly writing the new log in the command-line interface or sending a set of
logs from a CSV file. It is located in the Stormshield Endpoint Security agent directory
[ssusrlog. exe].

The settings of these customized logs are defined in the Log Manager in the SES management
console (sending logs to a server or an external tool, pop-up windows, etc.). It is also possible
to create new log status and use them with the SSUSRLOG tool. For more information, see the

section Log Manager.

Itis possible to create log messages for each language supported by Stormshield Endpoint
Security.

To send one or few logs directly with the command-line interface, the user must use the syntax
as follows:

e ssusrlog "log message" (default status: USER LOG)
e ssusrlog LOG STATUS "log message”

© NoTE
The SSUSRLOG tool automatically converts status to capital letters.

The user can add the following options:
e -e: ERROR action
e -w: WARNING action

I ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE -V 7.2
STORMSHIELD 16. AGENT LOGS AND ALERTS

e .i:INFO action

These values display in the Action column of the Software logs, System logs, Network logs and
Device logs panels of the SES management console. The default value is INFO.

To send a set of logs, the user can enter a CSV file as a parameter of the command line as
follows:

ssustlog -f csv file name

The CSV file must contain 3 columns and the separator character is a comma :
e column A: ERROR or WARN or INFO

e column B: the log status

¢ column C: the message

This is an example of lines of a CSV file:

WARN,USER PASSW,The user Bob has just changed his password
ERROR,USER PGM EXIT,The prog.exe program has ended normally

INFO,USER TEST, The xx utility program has just been installed, the workstation needs to be
restarted”

@ NotE
If the file has not been built by Microsoft Excel, you need to pay attention to how double
quotes and commas are used.

The user can add the following option:

® -s:separator

 NoTE
If CSV files are built with international versions of Excel, the separator character may be
another character than the comma. The user must declare it in the command line.

The following additional options are available for both modes:
e -verbose: displays additional information.

e -simul: displays additional information and analyzes the CSV file or the command line. Logs
are not sent to Stormshield Endpoint Security. It may be useful to test tools and scripts
building CSV files. This option automatically enables the "verbose"” mode. In this case, the
tool can be executed on a workstation without Stormshield Endpoint Security.

The following table gives examples of how to use the SSUSRLOG tool:

Example Explanation

ssusrlog -w WIN INFO  Log written in the command-line interface and sent to the console
“test number 1"

ssusrlog -f Logs listed in the file d: \test\tmp.csv and sentto the
d:\test\tmp.csv -s ; console. The separator character is the semi-colon.
ssusrlog f Test of the log file d: \test\tmp. csv. The separator character
d:\testMtmp.csv -s ; - is the semi-colon. Logs are not sent to Stormshield Endpoint
simul Security.

SSUSRLOG return codes are:
¢ 0:everything is ok

¢ 1:empty command line, help is displayed
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16.5 Flushing logs from the database
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You have the possibility to delete the logs from the database by using the database
maintenance wizard DBinstaller.

To delete the logs:

1. Click on Tools at the top of the console, then click on Open DBinstaller to open the wizard.

File Encryption
Dep

@ Environment

Tools 7

Manage Challenges...
Renew Challenge Key

Open DEBinstaller...
Open SignTool...

B servers
@ Policies Update whitelisting templates...
Environm Search Rule... Ctrl+R

5 / DASHBOARD

Agents co
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2. From DBinstaller, click on Log and monitoring database maintenance wizard and then on
Next.

3. Fillin the fields to connect to the database.
Choose the Delete operation type and then the time period and the type of logs to delete.

Stormshield Endpoint Security

Log and monitoring database maintenance wizard

[ ET%MSSTH? Security

@ Introduction

@ Super Admin
@ Tasks Please specify the operation type and provide necessary information if needed.
Validation
Maintenance Operation type:
(O Update
(® Delete
Delete logs:
Older than Week(s) | [vendredi 24 aoct 2018
System Device Agents
Network Software
< Back MNext » Cancel

5. Click on Next to go through the Validation and Maintenance steps.
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17. Stormshield Endpoint Security Reporting

17.1 Overview

The SES console allows generating synthesis reports about the status of the installed agents.
They are available in the Monitoring section of the console.

There are two types of reports:

e “Graphical” reports:

o

o

o

o

o

Servers and Agents
Workstation Integrity
System Security
Removable Devices

Licenses

e "Table" reports:

o

o

o

o

o

Agent Status

Stormshield Endpoint Security Configuration Changes
Stopped Agents

Agents’ Configuration

Agents’ Policies

Policy Violations by User and Agent

Blocked Files

Devices Accesses

Reports have two operating modes: Real-time mode and Historical mode.

Real-time reports provide the latest information, i.e. data of the current day only.

This information is automatically updated depending on the settings defined in Log monitoring
refresh time (sec.) under Configuration in the Monitoring section.

For "table” reports, you can modify the date format in the Date format option under
Configuration too. For more information about date format, see Appendix Date and time format

strings
=] £k Options
Date format €]
C5VY separator , (Comma)
Layout (You must restart the console) Save
Language (¥ou rmust restart the console) English
Log and menitering databases 192.168.128.60M5E5
Database for encryption keys 192.168.128.60M\5E5
Agent monitering refresh time (sec.) 30
Lag monitoring refresh time (sec.) L]

17.1.1 Prerequisites

To generate and view reports, the console user must have appropriate permissions.
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Permissions are given to the console user by the administrator via the Roles in the Console
Manager section.

The administrator determines who has access rights to reports by checking the appropriate
boxes in the Role Manager.

Example: The Reporting role is allowed to view historical reports and real-time reports (checked
boxes). The Logs display role is also required.

.:Dn Console Manager / Roles

+ x @ [ Permissions

[ Role 4 |v|Directories and policies display View the internal directory or Active Directory entries and its policies iny
Administrator | Directory management Create, update, delete agent groups and edit the information required to cor
Public

| Assigned Servers management Add, organize or remove Servers assigned to an AD object
| Server configurations management Create, update or delete Server configurations
| Server configurations links management Create, update or delete Server configurations links
v| Dynamic agent configurations management Create, update and delete dynamic agent configuratior
| Dynamic agent configurations links management Create and delete dynamic agent configurations li
| Static agent configurations management Create, update and delete static agent configurations
| Static agent configurations links management Create and delete static agent configurations links
| Security policies management Create, update or delete security policies in an environment
| Security policies links management Create, update or delete Security policies links
| Encryption policies management Create, update or delete Encryption policies
| Encryption policies links management Create, update or delete Encryption links
| Scripts management Create, update or delete Scripts
| Scripts links management Create, update or delete Scripts links
| Environment control Create, update or delete environments, servers and apply changes
| Environment update Edit environments, servers and apply changes

¥| Logs management Manage notifications and logs settings

v| Agent monitoring View agent statuses

| Logs display View logs collected by the agents

| Reports display View real-time and histerical reports

| Console management Manage users and roles

¥| Console logs display View actions performed by users on the console

4 || Enrolled devices display View enrolled devices and their owners

| Enrolled devices management Enrcll or revoke devices

/| Removable devices decryption Recover encrypted data on removable devices

| Data recovery on hard disk Recover encrypted data on hard disk

/| Challenges management Stop agent and send messages to agents by challenge

For more information, see the section "Monitoring" section.

17.1.2 Report path

The path followed by the information used to generate reports is described below:

1. Reports are based on the logs sent by the agents to the Stormshield Endpoint Security
server.

2. The server sends these logs to the Stormshield Endpoint Security SQL database.

3. The database stores these logs.
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SES Server
Collects logs

G
/

SE S Management Console
. Manages users.

* anages moles

. Menitors logs

SE S Agents
. Send logs

SQL DataBase
. Stores logs

17.2 Graphical interface

17.2.1 Menu bar

The menu bar is displayed as follows:

il Monitering / Reports

@ Reports ~ X SaveReport () Update Report

Opti
e Servers and Agents
one 471720

192.168.128.69\SES

The menu bar contains the following actions:
* Reports:
This action is used to select the category of report to be generated.

* Save Report:

This action is used to save reports to the location specified, in the .png (for graphical
reports] or . csv (for table reports) format.

¢ Update Report:

This action is used to update reports.

17.2.2 Display settings

Options
Depending on the category selected, the report can include the following options:
e Type.
¢ Date.
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e Period.

e Top value.

Unavailable options are greyed out.
Type

This option is used to select the Historical or Real-Time report type.

ik Menitoring / Reports

@D Reports * X SaveReport () Update Report
Type
Date
Period 1 day

Date
Top value 5
4/11/2018 4:12:39 PM

If you select Real-Time, only the information of the current day (from midnight to the current
time] is provided.

Servers and Agents
192.168.128.69\SES

If you select Historical, the information displayed covers the time interval specified by the
administrator.

Date

This option is used to select the start date to generate a Historical report.
The current date is selected by default.

|m Monitoring / Reports

@ Reports = X SaveReport () Update Report

Type Historical v|
1
Date 471142018 | B~ |
1| Period 1 April 2018
» Sun Mon Tue Wed Thu Fri
JRE=iue 25 26 27 22 29 30 3
L 1 2 3 4 5 &8
8 9 W
BT [ Today: 441172018
Period
This option is used to define the time interval required to generate a Historical report:
e 1day.
e 1 week
e 2 weeks.
e 1 month.
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1] Monitaring / Reports

@ Reports = X SaveReport () Update Repc

Type |Hist0rica| v|
1
Date | 471172018 B~ |
| Period 1 day ¥
Top value 1 week
L 2 weeks
1 month
Top value
This option is used to display the most significant elements (top 5 or top 20) of a report type.
Filters
Depending on the category selected, the report can be generated by applying the following
filters:
e User

e Hostname
e Removable Devices
e \Viruses

Unavailable filters are grayed out.

i Monitoring / Reports

@ Reports = X Save Report () Update Report

[ User

Hostname C11-550-W7X86 "
— .
Device C12-550-XP

4 C16-550-W10X64
C18-550-INSIDER

|| C3-550-WTK6
C8-550-W10X36
51-550-W2K12
55-550-W2KaR2

17.3 "Graphical” reports

17.3.1 Servers and agents

Servers and Agents reports show in a summarized way information related to Stormshield
Endpoint Security servers and agents.

* Number of connected agents per server:
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STORMSHIELD
Humber of connected agents per server
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11
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j N f \ ¥4 y /. — PCI (192.168.5.22...
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\/ x,u_.f’ 85, ng

Q201710 03/0A10 0400010 05509790 DESOTSI0 OTONSN0 OBSDTS1D

e Agent compliance

This sub-report only displays in Real-Time mode. It shows the distribution of recommendations
among agents. Possible recommendations are: authorize, isolate, no access or no
recommendation. Recommendations are set up by script and allow communicating a status to
TNC clients (Trusted Network Connect) such as Juniper.

Agent compliance

Recommendation

I Mo recommendation
e Number of agents per version:
Number of agents per version
—1
4

Versions

7.
5718

P

e Number of agents per policy:

This is the security policy applied to the agents.
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Number of agents per policy

85—
1

Policies
B Policy 2
B Policy 1
B Policy 3

e Number of agents per configuration:

This is the dynamic configuration policy applied to the agents.

Nombre d'agents par configuration

Configurations
B Conf 4
B conf 1
W ConfO
W Conf 2
W Conf 3

17.3.2 Workstation integrity

These reports summarize blockages and warning logs which have been generated. Results are
grouped by types, users and hosts.

* Blockages and warnings:

Blockages and warnings
Total number of blockages: 380

SOCK-CONNECT/BELK (Metwork
[ access blocked in Server
Mode)
SOCK-EINDVELK (Metwork
[J access blocked in Client
Mode)
SOCK-EIND*SOCK-CONNECT/WARN
(Metwork access attempt)

k
—4n
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* Top [X] of blocked applications per user:

Top 5 of blocked applications per user

Useri

 Top [X] of blocked applications per host:

Top 5 of blocked applications per host

Host1

 Top [X] of network accesses blocked in Client Mode per user:

Top 5 of network accesses blocked in Client Mode per user

Userl

* Top [X] of network accesses blocked in Client Mode per host:
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Top 5 of network accesses blocked in Client Mode per host

Host1 1495

 Top [X] of network accesses blocked in Server Mode per user:

Top b of network accesses blocked in Server Mode per user

User1 149

114

* Top [X] of network accesses blocked in Server Mode per host:

Top b of network accesses blocked in Server Mode per host

Host1

* Top [X] of network access attempts per user:
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Top 5 of network access attempts per user

Usert

* Top [x] of network access attempts per host:

Top 5 of network access attempts per host

Host1

17.3.3 System security

These reports show data related to blockages applied by the agent in order to keep host
machines secured. They show the distribution of blockages by types, users and hosts.

* Number of system blockages:
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Number of system blockages
Total number of blockages: 537

331 214

[ OVERFLOW (Memory overflow)
[ KEYLOG (Keyloggers)
[ su (Privilege escalation)

.
8

* Top [X] of blockages per user:

Top 5 of blockages per user

:
[
=

[ OVERFLOW {Memory averflow)

_________ [ KEYLOG (Keyloggers)
[ sU (Privilege escalation)

260/ 109 /144

* Top [X] of blockages per host:

Top b of blockages per host

2754298 / 163

[ OVERFLOW (Memory overflow)
........ [0 KEYLOG (Keyloggers)
[ s (Privilege escalation)

Host5 Do Al G e
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17.3.4 Devices

These reports show statistics about the use of removable devices on agents.

 Top [X] of blocked files per device:

Top 5 of blocked files per device
Total of blocked files: 114

Devicel

112

* Top [X] of blocked files per user:

Top 5 of blocked files per user
Total of blocked files: 114

Usert

* Top [X] of blocked files per host:
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Top 5 of blocked files per host
Taotal of blocked files: 114

Host1

* Top [X] of data transfers per device:

Top 5 of data transfers per device
Total of data transferred: 3,26 GB

Devicel

Device2 195.09 MB

Deviced

Deviced 135.98MB

Deviced

* Top [X] of data transfers per user:

Top b of data transfers per user
Total of data transferred: 3.26 GB

Usert

)(135.!13 MB

* Top [X] of data transfers per host:
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Top 5 of data transfers per host
Total of data transferred: 3,26 GB

Host1 204 64 MB

135.09MB

175.84 MB

* Top [X] of most used devices:

Top 5 of most used devices
Total number of removediplugged-in devices: 146

Devicel

 Top [X] of users using removable devices:

Top 5 of users using removable devices
Total number of removediplugged-in devices: 146

Usert

* Top [X] of hosts using removable devices:
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Top 5 of hosts using removable devices
Total number of removed/plugged-in devices: 146

Host1

17.3.5 Licenses

These reports display information about:

e The number of agents deployed (taking into account the Stormshield Endpoint Security
package that you have installed).

¢ The number of licenses that are still available.

17.4 "Table" reports

17.4.1 Agent status

This report summarizes the agents status. It shows the following data:
¢ Connection state: connection to server state

* Hostname: name of the machine hosting the agent

e Agentversion

e Last connection: date and time of the last connection to server

e Username: name of the Windows user connected to the host

e Last User Log: date and time of the last Stormshield Endpoint Security system log

17.4.2 Stormshield Endpoint Security configuration changes
This report shows the modifications applied to configurations and policies from a management
console. It shows the following data:
* |d: event identifier
¢ Date: date on which the event occurred
* Username: name of the Windows user who made the modification
* Action: see the codes table below
e Type: see the codes table below

* Objects: objects impacted by the modification
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Type Meaning

u Operation on Users

R Operation on Roles

E Operation on the Environment

S Operation on Servers

M Operation on Server policy (Master)

N Operation on Agent group (Network)

C Operation on Dynamic Agent Configuration policy
CS Operation on Static Agent Configuration policy
PS Operation on Security policy

PC Operation on Encryption policy

T Operation on Test

A Operation on Action

B Operation on Script

F Operation on File

GA Operation on Agent collection

CN Connection
AD Addition
RE Renaming
up Update
SE Synchronization
LA Link creation
FA File added
RA Role added
RU Role update
DE Deletion
17.4.3 Stopped agents

This report shows the date on which an agent was stopped It shows the following data:
* Hostname: name of the machine hosting the agent

¢ Date: date on which the log was generated
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17.4.4 Agents’ configuration

This report lists the dynamic agent configurations applied to agents. It shows the following data:
* Hostname: name of the machine hosting the agent
¢ Configuration name: name of the dynamic agent configuration applied

¢ Date: date on which the log was generated

17.4.5 Agents’ policies

This report lists the security policies applied to agents. It shows the following data:
¢ Hostname: name of the machine hosting the agent
¢ Policy Name: name of the security policy applied to agents

¢ Date: date on which the log was generated

17.4.6 Policy Violations by User and Agent
This report shows system logs indicating the agent blocked something. It shows the following
data:
e Username: name of the Windows user for whom the log was generated
* Hostname: name of the machine hosting the agent
¢ Action: indicates what the agent blocked
e Status: block type
* Source: depends on the "Action/Status” pair
e Dest: depends on the "Action/Status” pair
¢ Rid: id of the rule which generated the log
e Date: date on which the log was generated

Possible "Status™ and "Action” combinations and the meaning of the content of the four "Source”
fields (Source path, Source MD5, Source SHA-1 and Source sender) and the "Dest" field are:

Status Action Description
BLK ATTACH- Stormshield Endpoint Security prevented a process from attaching to
PROCESS another process.

Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to attach itself.

Detail field content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] to which the source process
attempted to attach itself.

BLK ACCESS-REG Stormshield Endpoint Securityprevented a process from accessing a
Windows registry key.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to access the registry
key.
Del#ailfield content: path to the key protected by Stormshield Endpoint
Security.
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Status Action Description
BLK BAD-KEY The opening of an encrypted file is blocked because the user does not

have the correct encryption key.

Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to open the file.
Detail field content: absolute path to the encrypted file.

Beware: to see this log, you must enable the generation of this log in the
database from the Log Manager.

BLK COPY-PASTE A process which is not allowed to use Copy/Paste has been blocked.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to "copy".

Detail field content: same as the Source field.
Beware: to see this log, you must enable the generation of this log in the
database from the Log Manager.

BLK CREATE An attempt by a process to open a file in creation mode has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to open the file.

Detail field content: absolute path to the file that the source process tried
to open.

BLK DELETE An attempt to delete a file has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to delete the file.
Detail field content: absolute path to the file meant to be deleted.

BLK HOOK Stormshield Endpoint Security blocked a hook installation attempt.
Detail field content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to install the hook.
Detail field content: Windows AP function blocked.

BLK LINK Stormshield Endpoint Security denied the creation of a symbolic link.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to create the symbolic
link.

Detail field content: absolute path to the file.

BLK LOCK-KEY An attempt to open an encrypted file has been blocked because the user
key is blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to open the file.
Detail field content: absolute path to the file.
Beware: to see this log, you must enable the generation of this log in the
database from the Log Manager.

BLK KEYLOG A keylogging attempt has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted keylogging.
Detail field content: Windows API function blocked.

BLK OPEN An attempt by a process to open a file has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to open the file.
Detail field content: absolute path to the file that the process tried to open.
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Status Action Description
BLK OPEN-PROCESS  An attempt by a process to open another process in memory has been
blocked.

Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to open the process.
Detail field content: Windows API function blocked.

BLK PROCESS- An attempt by a process to retrieve data on another process has been
INFORMATION  blocked.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to retrieve data.
Detail field content: name of the Windows API blocked.

BLK REBOOT An attempt to restart the machine hosting Stormshield Endpoint
Securityhas been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to restart the machine.
Detail field content: privilege type used to restart the machine (SE_
SHUTDOWN PRIVILEGE or SE REMOTE SHUTDOWN PRIVILEGE).

BLK RENAME A file renaming attempt has been blocked.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to rename the file.
Detail field content: absolute path of the file that the source process tried
to rename.

BLK RDISK An attempt to open a file in creation mode on a removable device has
been blocked.
Source fields content: absolute path to the process which tried to access
the removable device.
Detail field content: description of the device.

BLK SOCK-ACCEPT  Anincoming connection on the host machine has been blocked.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] listening on a port.
Detail field content: remote host IP address.

BLK SOCK-BIND Stormshield Endpoint Security prevented an application from listening on
incoming connections.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to listen on incoming
connections.
Detail field content: local IP address.

BLK SOCK-CONNECT  An outgoing connection on the host machine has been blocked.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to set up a
connection.
Detail field content: remote host IP address.

BLK SOCK-ICMP Stormshield Endpoint Security denied the creation of an ICMP connection.
Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to set up a
connection.
Detail field content: remote host IP address.
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Status Action Description
BLK SOCK-RAWIP Stormshield Endpoint Security denied the creation of a RAW or UDP
connection.

Source fields content : identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to set up a
connection.

Detail field content: remote host IP address.

BLK SuU A privilege escalation attempt has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to escalate privileges.
Detail field content: privilege type (SE LOAD DRIVER PRIVILEGE, SE DEBUG_
PRIVILEGE), or the string "Kernel escalation” if the elevation of privilege
attempt comes from the kernel side.

BLK TERMINATE- A process termination attempt has been blocked.
PROCESS Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to shut down a
process.

Detail field content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) on which there had been a
termination attempt.

BLKCREATE CREATE An attempt to create a file has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to open the file.
Detail field content: absolute path to the file that the source process tried

to open.
BLKCREATE CREATE- An attempt to create a process has been blocked.
PROCESS Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1) that attempted to create a new
process.

Detail field content: absolute path to the process that the source process
tried to execute.

INVALID- CREATE- An attempt to create a process during Windows startup was illegally
BLKEXECUTE = PROCESS blocked.
Source fields content: identifier to the process (identified by certificate)
created illegally.
The process that was illegally blocked must be identified by path or
certificate in order to be properly authorized.

INVALID- CREATE- An illegal execution occurred during Windows startup. Source fields
EXECUTE PROCESS content: identifier to the process (identified by certificate) authorized
illegally.

The process that was illegally created must be identified by path or
certificate in order to be properly blocked.

BLKEXECUTE ~ EXEON USB An attempt to launch a process on a removable device has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that attempted to launch a process
on the removable device .

Detail field content: absolute path to the binary file that the source
process tried to launch.
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Status Action Description

BLKEXECUTE ~ OPEN or CREATE Attempt to execute a process has been blocked.
Source fields content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] that executed the process.
Detail field content: identification information for the process (absolute
path, certificate issuer, MD5, SHA-1] for which the execution was blocked

17.4.7 Blocked files
This report lists all the blockages related to files which occurred among agents. It shows the
following data:
¢ Hostname: name of the machine hosting the agent
¢ Action: indicates what the agent blocked
e Status: blockage type
* Source: depends on the couple "Action/Status”
* Dest: depends on the couple "Action/Status”
* Rid: id of the rule which generated the log
¢ Date: date on which the log was generated

For details about the meaning of the Source and Dest columns, refer to the table of the report
Policies Violations by User and Agent.

17.4.8 Devices accesses

This report gives an history of write accesses on storage devices. It shows the following data:
¢ Copy Date: date on which data were written

* Hostname: name of the machine hosting the agent

e Username: name of the Windows user for who the log was generated

¢ Type: device type on which the operation occurred

* Manufacturer: device manufacturer

* Model: device model

e Serial Number: device serial number

¢ (Copied File: name of the file on which the operation occurred

¢ Copied Size: size in bytes of copied data
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18. Troubleshooting

This chapter explains how to solve technical problems that may arise while using Stormshield
Endpoint Security.

18.1 Certificates

18.1.1 The console cannot communicate with the server

If the problem is related to the certificates used to encrypt communications between the server
and the console, a specific message is displayed in the Messages area in the Log Manager
menu.

In this case, follow the steps below while respecting the order indicated:

1. Check that the certificates are located in an environment where they can be accessed by
both the console and the server.

If certificates are accessible, the problem is probably due to the certificate itself (example:
the certificate has expired).

The console will indicate the most likely reason for this in the Message column.

2. Ifthere is no certificate problem, check the connectivity between the console and the
server:

° Use ping from the console to test access to the server P address.
° If the ping is successful, use telnet on the server address through port 16007 to test
the opening of the port used for communication between the console and the server.
3. If connectivity is available, the Stormshield Endpoint Security server is effectively running
on the server host machine.
If connectivity is not available, restart the server.
4. If the problem is solved, send the configuration again.

The console will display a message verifying that the configuration was sent and that the
server received it.

18.1.2 The agent cannot download its certificate
After installation, the agent has to download an X509 certificate to communicate securely with
the server.

1. Ifthe agent fails to download its certificate, a message is logged on the workstation.
This message can be consulted by right-clicking the Stormshield Endpoint Security icon
displayed in the taskbar and by selecting View event logs.

The most common reasons for such a failure are the following:

° The Checking server source option under Authentication Service is enabled on the
management console and the agent has been downloaded from another Stormshield
Endpoint Security server instance.

Two solutions can be considered:
Reinstall an agent generated by the appropriate server.

Disable the Checking server source option from the server configuration policy.
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° The certificate deployment period has expired.

The period must be renewed. You can modify it on the management console under
Authentication Service of the server configuration policy.

2. If the configuration is correct and the agent still cannot download its certificate:

> Check the communication by sending a ping to the Stormshield Endpoint Security
server IP address from the workstation.

° Stop the Stormshield Endpoint Security server.
° Runtelnet on port 443.
The connection should fail.

3. Ifthe connection is established, this means that another Web server is present on the
server host. Stop this server, and start the Stormshield Endpoint Security server again.

When the problem is solved, check that the agent actually downloads its certificate.

18.1.3 Unable to download certificates manually
If you cannot access the certificate downloading page, make sure that another Web server is
not already running the server host.
If manual download fails, one of the following error messages is displayed:
® Wrong login or password:

The login and/or password that have been entered do not match with those defined on the
management console.

® The server is unable to respond to your request (server is locked):
The server is locked. Try again later.
® An internal error occurred. Please contact your administrator:

An internal error occurred. Server logs should be analyzed in order to diagnose the origin of
the problem.

18.2 Configurations

18.2.1 Unable to apply the configuration

The simplest way to check that a security configuration has been properly applied to a client
workstation is to attempt an operation explicitly banned by a rule defined on the management
console.

A good example is the rule that bans the use of Windows notepad (notepad.exe] to open a
file with a . txt extension.

1. If the blocking rule works, the application will not be allowed to access the file.
2. If the blocking rule is not applied, check the following:

° The configuration has been assigned to the target machine by the management
console.

° The Stormshield Endpoint Security agent is running on the client workstation.

To do so, verify the Stormshield Endpoint Security Agent service status.
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If the service is not found in the list of Windows services, there has probably been a
problem with agent installation.

Correct installation is shown in the following file:

[Program Files]\Stormshield\Stormshield Endpoint Security
Agent\srservice.log

3. After verifying that the security configuration has been applied to the client workstation,
check that the data collected by the agent:
° Has effectively been sent to the server.
° Has effectively been stored in the database.
° Is accessible to the console.
This data must be visible in the Log Manager menu on the management console.
4. If no data is displayed on the console, check database connection.

If the console cannot connect to the database, a message indicates this on opening the
console.

5. When no connection to the database is available, you should check:

° The database server accessibility by sending a ping to the machine that hosts the
database.

> The database engine is started (via the services or taskbar icon).

6. If the database engine is running and the host machine is accessible, check the connection
data that is specific to the Stormshield Endpoint Security database.

To do so, verify the password in the Database password field and the IP address in the SQL
server instance field in the server configuration policy.

7. If the connection to the database is active, verify that event feedback is properly configured
on the console under Configuration in the Console Manager section.

When the connection to the database is active, you can generate a log to check that the
configuration has been correctly applied to the client workstation:

° Trigger rule application on the client workstation once again.
° Check data feedback.

> Check the frequency of configuration updates which is also the frequency of event
feedback.

© WARNING
Avoid updating too frequently as this may cause network saturation.

18.3 Miscellaneous

18.3.1 Incorrect installation of the Stormshield Endpoint Security agent

You must use the Administrator account to install the Stormshield Endpoint Security agent.
If you use another account:

* The installation starts but not all of the files are copied.

* The service is not registered.

e Nothing works (including the uninstaller).
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To fix the problem, you must manually remove all of the Stormshield Endpoint Security files and
registry keys.

@ WARNING
Before installing the agent, make sure that the Windows XP embedded firewall has been
disabled.

18.3.2 Agent fails to be remotely deployed

When the srdeployment assistant fails to deploy the agent, the error message Host
unreachable is displayed on the console.

In this case, follow the steps below while respecting the order indicated:
1. Send a ping command to the host IP address.
2. Check that the host netbios C$ share is accessible.

Check that Use simple file sharing is disabled.

3

4. Check that port 445 can be accessed by sending a telnet command.
5. Check that there is no connection to the host which is already open.

6

Repeat the agent deployment procedure.

18.3.3 Hardware conflicts

Conflicts between drivers may sometimes cause a system crash called BSeD (Blue Screen of
Death).

To determine the cause of the conflict, it is recommended to enable a Windows service that
keeps a trace of system activity at the time of the crash.

This service is accessible from the System Properties panel on your workstation:
1. Click the Advanced tab.

2. Click Settings in the Startup and Recovery group.

3. From the Write debugging information group, select Complete memory dump.
4. Keep the default directory $SystemRoot%\MEMORY . DMP.

%SystemRoot$% usually corresponds to c: \windows\ in Windows XP.

18.3.4 Degraded performance
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Stormshield Endpoint Security operation has no significant impact on client workstation
performance.

However, an application may repeatedly attempt to perform an operation that is blocked by
Stormshield Endpoint Security . This in turn may cause CPU overload.

If workstation performance drops, it is first of all necessary to check the affected process by
opening the Windows Task Manager.

If the affected process is indeed blocked by Stormshield Endpoint Security , a trace of the
blockage will be recorded in one of the agent log files. Checking the logs will show whether the
cause of the problem was indeed triggered by a Stormshield Endpoint Security -imposed
blockage.
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18.3.5 StopAgent does not work and/or Stormshield Endpoint Security cannot be
updated

The issue may occur under Windows Server 2003 SP2 or R2 SP2.

The agent Stormshield Endpoint Security is not able to apply updates or to run StopAgent (if
authorized] if it cannot verify the whole certificate chain.

However Windows Server 2003 SP2 or R2 SP2 may not have the root certificate of VeriSign, the
authority releasing Stormshield Endpoint Security signature certificate.

Ensure the up-to-date VeriSign root certificates are in the Trusted Root Certification Authorities
Windows store.

If not, the following error logs display in the software.sro file:

 [PIPE ADD REGISTERED FUNCTION STOPAGENT::LOGACCESSDENIED friendlyname=sr_
stopagent error : 0x800b010a]

* [An error occurred while applying a patch]

18.3.6 Tracing on the agent and server

Tracing on the Stormshield Endpoint Security agent and server in Windows ¢ versions and
upwards

Whenever the Stormshield Endpoint Security agent behaves unexpectedly, the trace manager
makes it possible to help technical support to establish a diagnosis and resolve the issue.

It allows tracing actions on an agent or server via a graphical interface or command line
interface.

The following are instructions for users on how to save traces.
Tracing from the graphical interface

To open the Trace manager:

* 0On a server, double-click on the executable file eir.exe in the Stormshield Endpoint Security
server's folder,

* On an agent, right-click on the Stormshield Endpoint Security agent icon in the taskbar and
select Other operations > Start trace manager.
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Welcome to the Trace manager

If you have any issue, the trace manager allows you to collect information when you reproduce the problem. This information will be useful to the technical
support.

Status: [l 1o tracing -.:e::\cHl.mmn:J.

Trace Manager - m} X

4 Product properties
Metwork
Encryption
System Behavior
Device Control
Product logs

F] System properties
MSinfo32
[] Problem Steps Recorder (PSR) ‘
[[] Device tracking

Fl Event logs
O San
Application
[] HardwareFvents
[] Internet Explorer
[[] Key Management Service
[] QAlerts
[] & Security
[] Stormshield Data Security
System
[] Windows PowerShell

F] Metwork properties
IpCenfig
Execute route print command

4[] ¥ Network traces
[ Include .cab file

Start tracing session

MNow e
[J ® Run as administrator

[] Circularlogging 1 GEB

@ Start tracing B Stop tracing

¥} Import a configuration | ‘ B Savethis configuration

To

NG~ W

8.

start tracing:
In the panel on the left, select the items for which you wish to collect traces.
Click on Start tracing.
Repeat the actions which caused the unexpected behavior of the agent or server.
Click on Stop tracing.
Write a comment if needed.
Wait for the end of the process.

When the archive is created, the save window opens. Save the archive. All the data recorded
is in the archive.

Forward this archive to technical support.

Tracing from the command line interface

Traces can be collected via the command line interface without any interaction with the user.

To
1.
2.

. N

start tracing:
Open a command prompt in the agent's or server's installation folder.

Run the command EirCmd.exe start resultFilePath="path\example.zip” to
start tracing and define the name and location of the trace archive.

Use the command EirCmd.exe stop to stop tracing.

Use the command EirCmd.exe status to find out the current status of the tracing
operation.
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@ Note

The trace manager cannot be used from the command line interface if simultaneously,
items to be collected require administrator privileges, and if the tracing operation
requires the workstation to be rebooted.

Saving and importing the configuration of the trace manager

¢ Once you have selected items from the left panel in the trace manager's graphical interface,

and you have defined your preferences in the section on the right, you can save your
configuration by clicking on Save this configuration.
It will be saved in .econf format.

* To use a configuration that was saved earlier:

© Double-click on a.econf file to open the trace manager's graphical interface
.Or-

© Click on Import a configuration from the trace manager's graphical interface
.Or-

° Indicate the .econf file un the configFilePath parameter in the command line in order
to start tracing :EirCmd.exe start resultFilePath="path\example.zip”
[configFilePath="path\example.econf”].

Tracing on the Stormshield Endpoint Security agent in Windows XP
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The tracing tool cannot be used at startup on Microsoft Windows XP clients.

To use the tool:

1.

N o~ w

Right-click on the Stormshield Endpoint Security agent icon in the taskbar and select Other
operations > Start trace manager.

Click the settings icon and select the traces you want to save. By default all traces are
checked and tracing will be done immediately only once.

Start tracing.

Repeat the actions which caused the unexpected behavior of the agent.
Stop tracing.

Write a comment if needed.

Wait for the process to end: various commands will be running to retrieve all the information
required about the machine as well as network configuration data. The technical support
teams needs them to analyze the problem.

When the archive is created, the save window opens. Save the archive. All the data recorded
is in the archive.

Forward this archive to technical support.

@ NoTE
Only the technical support team can work on the trace file (extension .etl).
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Appendix A. Protocols

Here is the protocol correspondence table:

Code Meaning

[0x0004]
[0x0101]
[0x0200]
[0x0200]
[0x0500]
[0x0400]
[0x0600]
[0x0601]
[0x0660]
[0x0661]
[0x0800]
[0x0801]
[0x0802]
[0x0803]
[0x0804]
[0x0805]
[0x0806]
[0x0807]
[0x0808]
[0x081C]
[0x0888]
[0x0900]
[0x0A00]
[0x0A01]
[0XOBAD]
[OXOBAE]
[OXOBAF]
[0x1000]
[0x1234]
[0x1600]
[0x1989]
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"0004/IEEE 802.3 packet"
"0101-1FF/Experimental”
"0200/Xerox PUP protocol - see 0A0QD"

"0200/PUP Address Translation - see 0AO1"

"0500/Protocol Unavailable"
"0400/Nixdorf"
"0600/XNS"

"0601/XNS Address Translation (3Mb only)"

"0660/DLOG (?)"

"0661/DLOG (?)"

"0800/IP protocol”

"0801/X.75 Internet”

"0802/NBS Internet"

"0803/ECMA Internet”
"0804/CHAOSnet"

"0805/X.25 Level 3"
"0806/Address resolution protocol”
"0807/XNS Compatibility”
"0808/Frame Relay ARP (RFC1701)"
"081C/Symbolics Private”
"0888-088A/Xyplex”

"0900/Ungermann-Bass network debugger"

"0A00/Xerox IEEE802.3 PUP"

"0A01/Xerox IEEE802.3 PUP Address Translation”

"0BAD/Banyan VINES"
"0BAE/Banyan VINES Loopback”
"0BAF/Banyan VINES Echo”
"1000/Trailer packet”
"1234/DCA - Multicast”
"1600/VALID system protocol”

SES - ADMINISTRATION GUIDE -V 7.2
APPENDIX A. PROTOCOLS

"1989/Artificial Horizons (\"Aviator\" dogfight simulator [on Sun])"

A
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Code Meaning

[0x1995] "1995/Datapoint Corporation (RCL lan protocol)”

[0x3C00] "3C00/3Com NBP virtual circuit datagram (like XNS SPP) not registered"
[0x3C01] "3C01/3Com NBP System control datagram not registered”
[0x3C02] "3C02/3Com NBP Connect request (virtual cct) not registered"
[0x3C03] "3C03/3Com NBP Connect response not registered”
[0x3C04] "3C04/3Com NBP Connect complete not registered"
[0x3C05] "3C05/3Com NBP Close request (virtual cct) not registered”
[0x3C06] "3C06/3Com NBP Close response not registered”

[0x3C07] "3C07/3Com NBP Datagram (like XNS IDP) not registered"
[0x3C08] "3C08/3Com NBP Datagram broadcast not registered"
[0x3C09] "3C09/3Com NBP Claim NetBIOS name not registered"
[Ox3CO0A] "3C0A/3Com NBP Delete Netbios name not registered"
[0x3C0B] "3C0B/3Com NBP Remote adaptor status request not registered"
[0x3C0C] "3C0C/3Com NBP Remote adaptor response not registered"
[0x3C0D] "3C0D/3Com NBP Reset not registered"

[0x4242] "4242/PCS Basic Block Protocol"

[0x424C] "424C/Information Modes Little Big LAN diagnostic”
[0x4321] "4321/THD - Diddle"

[0x4C42] "4C42/Information Modes Little Big LAN"

[0x5208] "5208/BBN Simnet Private”

[0x6000] "6000/DEC Unassigned, experimental”

[0x6001] "6001/DEC MOP dump/load”

[0x6002] "6002/DEC MOP remote console”

[0x6003] "6003/DEC DECNET Phase IV route”

[0x6004]  "6004/DEC LAT"

[0x6005] "6005/DEC diagnostic protocol (at interface initialization?)"
[0x6006] "6006/DEC customer protocol”

[0x6007]  "6007/DEC LAVC, SCA"

[0x6008] "6008/DEC AMBER"

[0x6009] "6009/DEC MUMPS™

[0x6010] "6010-6014/3Com Corporation”

[0x6558] "6558/Trans Ether Bridging (RFC1701)"

[0x6553] "6559/Raw Frame Relay (RFC1701)"

[0x7000] "7000/Ungermann-Bass download”
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Code Meaning

[0x7001]
[0x7002]
[0x7003]
[0x7005]
[0x7007]
[0x7009]
[0x7020]
[0x7030]
[0x7031]
[0x7034]
[0x8003]
[0x8004]
[0x8005]
[0x8006]
[0x8008]
[0x8010]
[0x8013]
[0x8014]
[0x8015]
[0x8016]
[0x8019]
[0x802E]
[0x802F]
[0x8035]
[0x8036]
[0x8037]
[0x8038]
[0x8039]
[0x803A]
[0x803B]
[0x803C]
[0x803D]
[0x803E]
[0x803F]
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"7001/Ungermann-Bass NIUs"

"?002/Ungermann-Bass diagnostic/loopback”
"7003/Ungermann-Bass ??? (NMC to/from UB Bridge)"

"7005/Ungermann-Bass Bridge Spanning Tree"

"7007/0S/9 Microware"
"7009/0S/9 Net?"

"?7020-7029/LRT (England] (now Sintrom)"

"?030/Racal-Interlan”

"?7031/Prime NTS (Network Terminal Service)"

"?034/Cabletron”
"8003/Cronus VLN"
"8004/Cronus Direct”
"8005/HP Probe”
"8006/Nestar"
"8008/AT&T/Stanford (local use)”
"8010/Excelan”

"8013/SGlI diagnostic type”
"8014/SGI network games”
"8015/SGlI reserved type”
"8016/SGI bounce server”
"8019/Apollo DOMAIN"
"802E/Tymeshare”
"802F/Tigan, Inc."

"8035/Reverse addr resolution protocol”

"8036/Aeonic Systems”

"8037/IPX (Novell Netware?)"
"8038/DEC LANBridge"

"8039/DEC DSM/DDP"

"803A/DEC Argonaut Console”
"803B/DEC VAXELN"

"803C/DEC DNS Naming Service"
"803D/DEC Ethernet Encryption”
"803E/DEC Distributed Time Service”
"803F/DEC LAN Traffic Monitor"

A
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Code Meaning

[0x8040] "8040/DEC PATHWORKS DECnet NETBIOS Emulation”
[0x8041] "8041/DEC Local Area System Transport"

[0x8042] "8042/DEC Unassigned”

[0x8044] "8044/Planning Research Corp."

[0x8046]  "8046-8047/AT&T"

[0x8048] "8048/DEC Availability Manager for Distributed Systems DECamds (but someone at DEC says
not)"

[0x8049] "8049/ExperData”

[0x805B] "805B/Stanford V Kernel exp."

[0x805C] "805C/Stanford V Kernel prod.”

[0x805D] "805D/Evans & Sutherland”

[0x8060] "8060/Little Machines"

[0x8062] "8062/Counterpoint Computers”
[0x8065] "8065-8066/Univ. of Mass @ Amherst"
[0x8067] "8067/Veeco Integrated Auto."

[0x8068] "8068/General Dynamics"

[0x8069]  "8069/AT&T"

[0x806A] "806A/Autophon”

[0x806C(] "806C/ComDesign"

[0x806D] "806D/Compugraphic Corporation”
[0x806E] "806E-8077/Landmark Graphics Corp."
[0x807A]  "807A/Matra”

[0x807B] "807B/Dansk Data Elektronik"

[0x807C] "807C/Merit Internodal (or Univ of Michigan?]"
[0x807D] "807D-807F/Vitalink Communications"
[0x8080] "8080/Vitalink TransLAN Ill Management"
[0x8081] "8081-8083/Counterpoint Computers"
[0x8088] "8088-808A/Xyplex”

[0x809B] "809B/AppleTalk”

[0x809C]  "809C-809E/Datability"

[0x809F] "809F/Spider Systems Ltd."

[Ox80A3] "80A3/Nixdorf"

[0x80A4] "80A4-80B3/Siemens Gammasonics Inc.”
[0x80C0] "80C0-80C3/DCA (Digital Comm. Assoc.) Data Exchange Cluster"
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Code Meaning

[0x80C4] "80C4-80C5/Banyan Systems”

[0x80C6] "80C6/Pacer Software"

[0x80C7] "80C?/Applitek Corporation”

[0x80C8] "80C8-80CC/Intergraph Corporation”

[0x80CD] "80CD-80CE/Harris Corporation”

[0x80CF] "80CF-80D2/Taylor Instrument”

[0x80D3] "80D3-80D4/Rosemount Corporation”

[0x80D5] "80D5/IBM SNA Services over Ethernet"

[0x80DD] "80DD/Varian Associates”

[Ox80DE] "80DE-80DF/TRFS (Integrated Solutions Transparent Remote File System)"
[0x80ED] "80EQ-80E3/Allen-Bradley”

[0x80E4]  "80E4-80F0/Datability”

[0x80F2]  "80F2/Retix"

[0x80F3] "80F3/AppleTalk AARP"

[0x80F4] "80F4-80F5/Kinetics”

[0x80F?] "80F7/Apollo Computer”

[0x8100] "8100/IEEE 802.10 VLAN tagging (XXX conflicts)"
[Ox80FF] "80FF-8101/Wellfleet Communications (XXX conflicts]"
[0x8102] "8102/Wellfleet BOFL (Breath OF Life) pkts [every 5-10 secs.]"
[0x8103] "8103/Wellfleet Communications”

[0x8107] "8107-8109/Symbolics Private”

[0x812B] "812B/Talaris"

[0x8130] "8130/Waterloo Microsystems Inc. (XXX which?)"
[0x8130] "8130/Hayes Microcomputers (XXX which?)"

[0x8131] "8131/VG Laboratory Systems”

[0x8132] "8132-8137/Bridge Communications”

[0x8137] "8137/Novell (old) NetWare IPX (ECONFIG E option)"
[0x8138] "8138/Novell, Inc."

[0x8139] "8139-813D/KTI"

[0x813F] "813F/M/MUMPS data sharing”

[0x8145] "8145/Vrije Universiteit (NL) Amoeba 4 RPC (obsolete)"
[0x8146] "8146/Vrije Universiteit (NL) FLIP (Fast Local Internet Protocol)”
[0x8147] "8147Nrije Universiteit (NL) [reserved]"”

[0x8148] "8148/Logicraft"
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Code Meaning

[0x8149]
[0x814A]
[0x814C]
[0x814D]
[0x814F]
[0x8150]
[0x8151]
[0x815C]
[0x8164]
[0x817D]
[0x817E]
[0x8180]
[0x8181]
[0x8182]
[0x8184]
[0x818D]
[0x8191]
[0x819A]
[0x81B7]
[0x81CC]
[0x81D6]
[0x81E6]
[0x81F0]
[0x81F3]
[0x81F6]
[0x8203]
[0x8221]
[0x823E]
[0x8263]
[0x827F]
[0x829A]
[0x829C]
[0x82AC]
[0x8390]
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"8149/Network Computing Devices”
"814A/Alpha Micro”

"814C/SNMP over Ethernet (see RFC1089)"

"814D-814E/BIIN"

"814F/Technically Elite Concepts”
"8150/Rational Corp”
"8151-8153/Qualcomm”
"815C-815E/Computer Protocol Pty Ltd"

"8164-8166/Charles River Data Systems”

"817D/Protocol Engines XTP"
"817E/SGI/Time Warner prop.”
"8180/HIPPI-FP encapsulation”
"8181/Scheduled Transfer STP, HIPPI-ST"
"8182-8183/Reserved for HIPPI-6400"
"8184-818C/SGI prop."

"818D/Motorola”

"8191/PowerLAN NetBIOS/NetBEUI (PC)"
"819A-81A3/RAD Network Devices”
"81B7-81B9/Xyplex”
"81CC-81D5/Apricot Computers”
"81D6-81DD/Artisoft Lantastic”
"81E6-81EF/Polygon”
"81F0-81F2/Comsat Labs"
"81F3-81F5/SAIC

"81F6-81F8/VG Analytical”
"8203-8205/0NX Software Systems Ltd."
"8221-8222/Ascom Banking Systems"

"823E-8240/Advanced Encryption Systems”

"8263-826A/Charles River Data Systems”
"827F-8282/Athena Programming”
"829A-829B/Inst Ind Info Tech"
"829C-82AB/Taurus Controls”
"82AC-8693/Walker Richer & Quinn”

"8390/Accton Technologies (unregistered)”

A
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Code Meaning

[0x852B] "852B/Talaris multicast"

[0x8582]  "8582/Kalpana”

[0x8694] "8694-869D/Idea Courier"

[Ox869E] "869E-86A1/Computer Network Tech”

[0x86A3] "86A3-86AC/Gateway Communications”

[0x86DB] "86DB/SECTRA"

[0x86DD] "86DD/IP protocol version 6"

[Ox86DE] "86DE/Delta Controls"

[0x86DF] "86DF/ATOMIC"

[0x86ED] "86E0-86EF/Landis & Gyr Powers"

[0x8700] "8700-8710/Motorola”

[0x8739] "8739/Control Technology Inc. RDP Without IP"

[0x873A] "873A/Control Technology Inc. Mcast Industrial Ctrl Proto."
[0x873B] "873B-873C/Control Technology Inc. Proprietary”

[0x876B] "876B/TCP/IP Compression (RFC1701)"

[0x876C] "876C/IP Autonomous Systems (RFC1701)"

[0x876D]  "876D/Secure Data (RFC1701])"

[0x8808] "8808/802.3x flow control packet"

[0x880B] "880B/PPP (obsolete by PPPOE]"

[0x8820] "8820/Hitachi Cable (Optoelectronic Systems Laboratory)"
[0x8847] "8847/MPLS Unicast”

[0x8848]  "8848/MPLS Multicast’

[0x8856] "8856/Axis Communications AB proprietary bootstrap/config"
[0x8863] "8863/PPP Over Ethernet Discovery Stage”

[0x8864] "8864/PPP Over Ethernet Session Stage”

[0x8888] "8888/HP LanProbe test?"

[0x9000] "9000/Loopback: used to test interfaces"

[0x9001] "9001/3Com (Formerly Bridge Communications), XNS Systems Management"
[0x9002] "9002/3Com (Formerly Bridge Communications), TCP/IP Systems Management"
[0x9003] "9003/3Com (Formerly Bridge Communications), loopback detection"
[OxAAAA] "AAAA/DECNET? Used by VAX 6220 DEBNI"

[OxFAF5] "FAF5/Sonix Arpeggio”
[0xFFOO] "FFO0/BBN VITAL-LanBridge cache wakeups”
[0x0] "HOPOPT/IPv6 Hop-by-Hop Option”
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[Ox1] "ICMP/Internet Control Message”
[0x2] "IGMP/Internet Group Management”
[0x3] "GGP/Gateway-to-Gateway"
[Ox4] "IP/IP in IP encapsulation”
[0x5] "ST/Stream”
[0x6] "TCP/Transmission Control"
[0x7] "CBT/CBT"
[0x8] "EGP/Exterior Gateway Protocol”
[0x9] "IGP/any private interior gateway"
[Oxa] "BBN-RCC-MON/BBN RCC Monitoring”
[Oxb] "NVP-II/Network Voice Protocol”
[0xc] "PUP/PUP"
[0xd] "ARGUS/ARGUS"
[Oxe] "EMCON/EMCON"
[0xf] "XNET/Cross Net Debugger”
[0x10] "CHAOS/Chaos"
[0x11] "UDP/User Datagram”
[0x12] "MUX/Multiplexing”
[0x13] "DCN-MEAS/DCN Measurement Subsystems”
[0x14] "HMP/Host Monitoring”
[0x15] "PRM/Packet Radio Measurement"
[0x16] "XNS-IDP/XEROX NS IDP"
[0x17] "TRUNK-1/Trunk-1"
[0x18] "TRUNK-2/Trunk-2"
[0x19] "LEAF-1/Leaf-1"
[Ox1a] "LEAF-2/Leaf-2"
[Ox1b] "RDP/Reliable Data Protocol”
[Ox1c] "IRTP/Internet Reliable Transaction”
[Ox1d] "ISO-TP4/IS0 Transport Protocol Class 4"
[Ox1e] "NETBLT/Bulk Data Transfer Protocol"
[Ox1f] "MFE-NSP/MFE Network Services Protocol"
[0x20] "MERIT-INP/MERIT Internodal Protocol”
[0x21] "SEP/Sequential Exchange Protocol”
[0x22] "3PC/Third Party Connect Protocol"
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[0x23] "IDPR/Inter-Domain Policy Routing Protocol”
[0x24] "XTP/XTP"

[0x25] "DDP/Datagram Delivery Protocol"

[0x26] "IDPR-CMTP/IDPR Control Message Transport Proto”
[0x27] "TP++/TP++ Transport Protocol”

[0x28] "IL/IL Transport Protocol”

[0x29] "IPv6/"

[Ox2a] "SDRP/Source Demand Routing Protocol”
[0x2b] "IPv6-Route/Routing Header for IPv6"
[0x2c] "IPv6-Frag/Fragment Header for IPv6"
[0x2d] "IDRP/Inter-Domain Routing Protocol"
[Ox2e] "RSVP/Reservation Protocol”

[0x2f] "GRE/General Routing Encapsulation”
[0x30] "MHRP/Mobile Host Routing Protocol”
[0x31] "BNA/"

[0x32] "ESP/Encap Security Payload"

[0x33] "AH/Authentication Header"

[0x34] “I-NLSP/Integrated Net Layer Security TUBA"
[0x35] "SWIPE/IP with Encryption”

[0x36] "NARP/NBMA Address Resolution Protocol"
[0x37] "MOBILE/IP Mobility"

[0x38] "TLSP/Transport Layer Security Protocol using Kryptonet key management”
[0x39] "SKIP/SKIP"

[0x3a] "IPv6-ICMP/ICMP for IPvB”

[0x3b] "IPv6-NoNxt/No Next Header for IPv6"
[0x3c] "IPv6-0pts/Destination Options for IPv6"
[0x3d] "any host internal protocol”

[0x3e] "CFTP/CFTP"

[0x3f] "any local network"

[0x40] "SAT-EXPAK/SATNET and Backroom EXPAK"
[0x41] "KRYPTOLAN/"

[0x42] "RVD/MIT Remote Virtual Disk Protocol"
[0x43] "IPPC/Internet Pluribus Packet Core"
[0x44] "any distributed file system"
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[0x45] "SAT-MON/SATNET Monitoring”
[0x46] "VISA/VISA Protocol”
[0x47] "IPCV/Internet Packet Core Utility"
[0x48] "CPNX/Computer Protocol Network Executive”
[0x49] "CPHB/Computer Protocol Heart Beat"
[Ox4a] "WSN/Wang Span Network"
[Ox4b] "PVP/Packet Video Protocol"
[Ox4c] "BR-SAT-MON/Backroom SATNET Monitoring”
[0x4d] "SUN-ND/SUN ND PROTOCOL-Temporary”
[Ox4e] "WB-MON/WIDEBAND Monitoring"
[Ox4f] "WB-EXPAK/WIDEBAND EXPAK"
[0x50] "ISO-1P/1SO Internet Protocol”
[0x51] "VMTP"
[0x52] "SECURE-VMTP/SECURE-VMTP"
[0x53] "VINES"
[0x54] "TTP"
[0x55] "NSFNET-IGP/NSFNET-IGP"
[0x56] "DGP/Dissimilar Gateway Protocol"
[0x57] "TCF"
[0x58] "EIGRP"
[0x59] "0SPFIGP"
[Ox5a] "Sprite-RPC/Sprite RPC Protocol”
[0x5b] "LARP/Locus Address Resolution Protocol”
[0x5c] "MTP/Multicast Transport Protocol”
[0x5d] "AX.25/AX.25 Frames"
[0x5e] "IPIP/IP-within-IP Encapsulation Protocol”
[Ox5f] "MICP/Mobile Internetworking Control Pro."
[0x60] "SCC-SP/Semaphore Communications Sec. Pro."
[0x61] "ETHERIP/Ethernet-within-IP Encapsulation”
[0x62] "ENCAP/Encapsulation Header"
[0x63] "any private encryption scheme”
[0x64] "GMTP"
[0x65] "IFMP/Ipsilon Flow Management Protocol”
[0x66] "PNNI/PNNI over IP"
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[0x67] "PIM/Protocol Independent Multicast”
[0x68] "ARIS"

[0x69] "SCPS"

[OxBa] "ONX"

[0x6b] "A/N/Active Networks"

[0x6c] "IPComp/IP Payload Compression Protocol"
[0x6d] "SNP/Sitara Networks Protocol”

[Ox6e] "Compag-Peer/Compaq Peer Protocol”
[0x6f] “IPX-in-IP"

[0x70] "VRRP/Virtual Router Redundancy Protocol"
[0x71] "PGM/PGM Reliable Transport Protocol”
[0x72] "any 0-hop protocol”

[0x?3] "L2TP/Layer Two Tunneling Protocol”
[0x74] "DDX/D-II Data Exchange DDX"

[0x?5] "|ATP/Interactive Agent Transfer Protocol”
[0x76] "STP/Schedule Transfer Protocol"

[0x?7] "SRP/SpectraLink Radio Protocol”

[0x78] T

[0x79] "SMP/Simple Message Protocol”

[Ox?a] "SM"

[0x7b] "PTP/Performance Transparency Protocol”
[0x7¢] "ISIS over IPv4"

[0x7d] "FIRE"

[Ox7e] "CRTP/Combat Radio Transport Protocol”
[0x?f] "CRUDP/Combat Radio User Datagram”
[0x80] "SSCOPMCE"

[0x81] "IPLT"

[0x82] "SPS/Secure Packet Shield"

[0x83] "PIPE/Private IP Encapsulation within IP"
[0x84] "SCTP/Stream Control Transmission Protocol”
[0x85] "FC/Fibre Channel"

[0x86] "RSVP-E2E-IGNORE"

[0x87] "Mobility Header"

[0x88] "UDPLite"
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Some files that are automatically initialized upon computer start-up will never be encrypted,
namely Windows system files and Stormshield Endpoint Security files.

Here is the list of files that will never be encrypted:

Files exempted from encryption

*.386

*a

* bat

*cab

*.com

*

.cpl

*cur

* dat

* desklink
*dev

*dll

*drv

* exe

*ico

* ¢

Jjob
*jod
*la
*lib
*Ink

*log

*0

*.0cx

*pl2
*.pdb

*

.pfx

*reg

* scf

*sra

* srk
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Files exempted from encryption

*srmn

* sro

*.srx

*.sys

*\boot.ini

*\bootfont.bin

*\bootmgr

*\bootsect.dos

*\desktop.htt

*\desktop.ini

*\ntldr

*\ntuser.ini

*\ntuser.pol

*System Volume Information\*

*temporary internet files\*

|programfiles|\*

|systemdrive|\Boot\*

|systemdrive\BOOTSECT.BAK

|systemdrive|\Documents and Settings\All Users\*
|systemdrive[\Documents and Settings\Default User\*
|systemdrive|\Documents and Settings\LocalService\*
|systemdrive|\Documents and Settings\NetworkService\*
|systemdrive|\programdata\*

|systemdrive|\progra~1\*

|systemdrive|\recovery\*

|systemroot|\*

|userprofile\application data\microsoft\crypto\*
|userprofile|\application data\microsoft\protect\*
|userprofile\application data\microsoft\systemcertificates\*
|userprofile\appdata\roaming\microsoft\crypto\*
|userprofile|\appdata\roaming\microsoft\protect\*
|userprofile\appdata\roaming\microsoft\systemcertificates\*
|userprofileNappdata\roaming\microsoft\sticky notes\*

|userprofile\appdata\local\microsoft\windows\appsfolder.*
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Files exempted from encryption

|userprofile\appdata\local\microsoft\windows\usrclass.*
|userprofile\appdata\local\microsoft\windows\caches\*
|users|\all users\*

|users|\default user\*

|userprofile[\ntuser.dat*
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Appendix C. Date and time format strings

This appendix shows the list of standard and custom date and time format strings used in the
console.

The option Date format is in the Configuration menu of the Console Manager section.

C.1 Standard date and time format strings

Format specifier Description Examples
d Short date pattern 6/15/2009
D Long date pattern Monday, June 15, 2009
f Full date/time pattern (shorttime] ~ Monday, June 15, 2009 1:45 PM
F Full date/time pattern (long time) 15/06/2009 1:45:30 PM
g General date/time pattern (short 15/06/2009 13:45
time]
G General date/time pattern (long 6/15/2009 1:45:30 PM
time)
M, m Month/day pattern June 15
0,0 Round-trip date/time pattern 2009-06-15T13:45:30.0900000
R,r RFC1123 pattern Mon, 15 Jun 2009 20:45:30 GMT
s Sortable date/time pattern 2009-06-15T13:45:30
t Short time pattern 1:45 PM
T Long time pattern 1:45:30 PM
u Universal sortable date/time pattern 2009-06-15 20:45:30Z
U Universal full date/time pattern Monday, June 15, 2009 8:45:30 PM
Y, y Year/month pattern June, 2009
Any other single Unknown specifier The console displays the "Invalid format”
character error

C.2 Custom date and time format strings

Format Description Examples

specifier

d The day of the month, from 1 through 6/1/2009 1:45:30 PM -> 1
31 6/15/2009 1:45:30 PM -> 15

dd The day of the month, from 01 through ~ 6/1/2009 1:45:30 PM -> 01
31 6/15/2009 1:45:30 PM -> 15

ddd The abbreviated name of the day of the  6/15/2009 1:45:30 PM -> Mon (en-US)
week
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Format Description Examples
specifier
dddd The full name of the day of the week 6/15/2009 1:45:30 PM -> Monday
h The hour, using a 12-hour clock from 1~ 6/15/2009 1:45:30 AM -> 1
to 12 6/15/2009 1:45:30 PM -> 1
hh The hour, using a 12-hour clock from 01  6/15/2009 1:45:30 AM -> 01
to 12 6/15/2009 1:45:30 PM -> 01
H The hour, using a 24-hour clock from 0 6/15/2009 1:45:30 AM -> 1
to 23 6/15/2009 1:45:30 PM -> 13
HH The hour, using a 24-hour clock from 00  6/15/2009 1:45:30 AM -> 01
to 23 6/15/2009 1:45:30 PM -> 13
K Time zone information With DateTime values:

6/15/2009 1:45:30 PM, Kind Unspecified ->
6/15/2009 1:45:30 PM, Kind Utc -> Z
6/15/2009 1:45:30 PM, Kind Local -> -07:00
(depends on local computer settings)

With DateTimeOffset values:

6/15/2009 1:45:30 AM -07:00 --> -07:00
6/15/2009 8:45:30 AM +00:00 --> +00:00

m The minute, from 0 through 59 6/15/2009 1:09:30 AM -> 9
6/15/2009 1:09:30 PM -> 9

mm The minute, from 00 through 59 6/15/2009 1:09:30 AM -> 09
6/15/2009 1:09:30 PM -> 09

M The month, from 1 through 12 6/15/2009 1:45:30 PM -> 6

MM The month, from 01 through 12 6/15/2009 1:45:30 PM -> 06

MMM The abbreviated name of the month 6/15/2009 1:45:30 PM -> Jun (en-US)
6/15/2009 1:45:30 PM -> juin (fr-FR])

MMMM The full name of the month 6/15/2009 1:45:30 PM -> Jun

s The second, from O through 59 6/15/2009 1:45:09 PM -> 9

ss The second, from 00 through 59 6/15/2009 1:45:09 PM -> 09

t The first character of the AM/PM 6/15/2009 1:45:30 PM -> P (en-US)

designator 6/15/2009 1:45:30 PM -> (fr-FR)
tt The AM/PM designator 6/15/2009 1:45:30 PM -> P
y The year, from 0 to 99 1/1/0001 12:00:00 AM -> 1

1/1/0900 12:00:00 AM -> 0
1/1/1900 12:00:00 AM -> 0
6/15/2009 1:45:30 PM -> 9

yy The year, from 00 to 99 1/1/0001 12:00:00 AM -> 01
1/1/0900 12:00:00 AM -> 00
1/1/1900 12:00:00 AM -> 00
6/15/2009 1:45:30 PM -> 09

yyy The year, with a minimum of three digits 1/1/0001 12:00:00 AM -> 001
1/1/0900 12:00:00 AM -> 900
1/1/1900 12:00:00 AM -> 1900
6/15/2009 1:45:30 PM -> 2009

Page 378/393 | ses-en-administration guide-v?.2 - 06/22/2023



& SES - ADMINISTRATION GUIDE - V 7.2
STORMSHIELD APPENDIX C. DATE AND TIME FORMAT STRINGS

Format Description Examples

specifier

yyyy The year as a four-digit number 1/1/0001 12:00:00 AM -> 0001
1/1/0900 12:00:00 AM -> 0900
1/1/1900 12:00:00 AM -> 1900
6/15/2009 1:45:30 PM -> 2009

yyyyy The year as a five-digit number 1/1/0001 12:00:00 AM -> 00001
6/15/2009 1:45:30 PM -> 02009
y4 Hours offset from UTC, with no leading 6/15/2009 1:45:30 PM -07:00 -> -7
Zeros
7z Hours offset from UTC, with a leading 6/15/2009 1:45:30 PM -07:00 -> -07

zero for a single-digit value
777 Hours and minutes offset from UTC 6/15/2009 1:45:30 PM -07:00 -> -07:00
The time separator

/ The date separator /
For more information: The "/" Custom
Format Specifier

"string" Literal string delimiter ("arr:"h:mt) -> arr: 1:45 P
string’
% Defines the following character as a (%h) -> 1

custom format specifier
\ The escape character (h\h)->1h
Any other The character is copied to the result (arr hh:mm t) -> arr 01:45 A
character string unchanged
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Appendix D. White list

This appendix contains the list of processes allowed to execute when the agent is in whitelist
mode (application control). Stormshield Endpoint Security processes will be allowed by default.

Windows XP SP3

%WINDIR%\Explorer.exe
%WINDIR%\system32\Autochk.exe
%WINDIR%\system32\crss.exe
%WINDIR%\system32\logonui.exe
%WINDIR%\system32\Isass.exe
%WINDIR%\system32\rundll32.exe
%WINDIR%\system32\services.exe
%WINDIR%\system32\smss.exe
%WINDIR%\system32\svchost.exe
%WINDIR%\system32\userinit.exe

%WINDIR%\system32\winlogon.exe

Windows 7 SP1

%»WINDIR%\Explorer.exe
%WINDIR%\system32\Autochk.exe
%WINDIR%\system32\conhost.exe
%WINDIR%\system32\consent.exe
%WINDIR%\system32\csrss.exe
%WINDIR%\system32\DIlIHost.exe
%WINDIR%\system32\logonui.exe
%WINDIR%\system32\Ism.exe
%WINDIR%\system32\runonce.exe
%WINDIR%\system32\services.exe
%WINDIR%\system32\smss.exe
%WINDIR%\system32\svchost.exe
%WINDIR%\system32\taskhost.exe
%WINDIR%\system32\userinit.exe
%WINDIR%\system32\wininit.exe

%WINDIR%\system32\winlogon.exe
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%WINDIR%\SysWOW64\Autochk.exe
%WINDIR%\SysWOW64\DIIHost.exe

%WINDIR%\SysWOW64\Explorer.exe
%WINDIR%\SysWOW64\runonce.exe
%WINDIR%\SysWOW64\svchost.exe
%WINDIR%\SysWOW64\userinit.exe

%WINDIR%\SysWOW64\wininit.exe
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Windows Server 2008 R2.

%WINDIR%\Explorer.exe

%WINDIR%\system32\Autochk.exe
%WINDIR%\system32\Autochk.exe

%WINDIR%\system32\conhost.exe
%WINDIR%\system32\consent.exe
%WINDIR%\system32\csrss.exe
%WINDIR%\system32\DlIHost.exe
%WINDIR%\system32\logonui.exe
%WINDIR%\system32\Ism.exe
%WINDIR%\system32\runonce.exe
%WINDIR%\system32\services.exe
%WINDIR%\system32\smss.exe
%WINDIR%\system32\svchost.exe
%WINDIR%\system32\taskhost.exe
%WINDIR%\system32\userinit.exe
%WINDIR%\system32\werfault.exe
%WINDIR%\system32\WerFaultSecure.exe
%WINDIR%\system32\wermgr.exe
%WINDIR%\system32\wininit.exe
%WINDIR%\system32\winlogon.exe
%WINDIR%\SysWOW64\Autochk.exe
%WINDIR%\SysWOW64\DIIHost.exe
%WINDIR%\SysWOWB4\Explorer.exe

%WINDIR%\SysWOW64\runonce.exe
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%WINDIR%\SysWOW64\svchost.exe
%WINDIR%\SysWOW64\userinit.exe
%WINDIR%\SysWOW64\werfault.exe
%WINDIR%\SysWOW64\WerFaultSecure.exe
%WINDIR%\SysWOW64\wermgr.exe

%WINDIR%\SysWOWB4\wininit.exe

Windows 8.1

%WINDIR%\Explorer.exe
%WINDIR%\system32\Autochk.exe
%WINDIR%\system32\conhost.exe
%WINDIR%\system32\consent.exe
%WINDIR%\system32\csrss.exe
%WINDIR%\system32\DlIHost.exe
%WINDIR%\system32\dwm.exe
%WINDIR%\system32\logonui.exe
%WINDIR%\system32\Ism.exe
%WINDIR%\system32\runonce.exe
%WINDIR%\system32\services.exe
%WINDIR%\system32\smss.exe
%WINDIR%\system32\svchost.exe
%WINDIR%\system32\taskhost.exe
%WINDIR%\system32\userinit.exe
%WINDIR%\system32\werfault.exe
%WINDIR%\system32\WerFaultSecure.exe
%WINDIR%\system32\wermgr.exe
%WINDIR%\system32\wininit.exe
%WINDIR%\system32\winlogon.exe
%WINDIR%\SysWOW64\Autochk.exe
%WINDIR%\SysWOWG64\DIIHost.exe
%WINDIR%\SysWOWB4\Explorer.exe
%WINDIR%\SysWOW64\runonce.exe

%WINDIR%\SysWOW64\svchost.exe
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%WINDIR%\SysWOW64\userinit.exe
%WINDIR%\SysWOW64\werfault.exe
%WINDIR%\SysWOW64\WerFaultSecure.exe
%WINDIR%\SysWOW64\wermgr.exe
%WINDIR%\SysWOWB4\wininit.exe
%WINDIR%\Explorer.exe
%WINDIR%\system32\Autochk.exe
%WINDIR%\system32\conhost.exe
%WINDIR%\system32\consent.exe
%WINDIR%\system32\csrss.exe
%WINDIR%\system32\DllHost.exe
%WINDIR%\system32\dwm.exe
%WINDIR%\system32\logonui.exe
%WINDIR%\system32\Ism.exe
%WINDIR%\system32\runonce.exe
%WINDIR%\system32\services.exe
%WINDIR%\system32\smss.exe
%WINDIR%\system32\svchost.exe
%WINDIR%\system32\taskhost.exe
%WINDIR%\system32\userinit.exe
%WINDIR%\system32\werfault.exe
%WINDIR%\system32\WerFaultSecure.exe
%WINDIR%\system32\wermgr.exe
%WINDIR%\system32\wininit.exe
%WINDIR%\system32\winlogon.exe
%WINDIR%\SysWOWG64\ DilHost.exe
%WINDIR%\SysWOWB4\ wininit.exe
%WINDIR%\SysWOW64\Autochk.exe
%WINDIR%\SysWOWGB4\Explorer.exe
%WINDIR%\SysWOW64\runonce.exe

%WINDIR%\SysWOW64\svchost.exe
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%WINDIR%\SysWOW64\userinit.exe
%WINDIR%\SysWOW64\werfault.exe
%WINDIR%\SysWOW64\WerFaultSecure.exe
%WINDIR%\SysWOW64\wermgr.exe
|systemroot|\Explorer.EXE
|systemroot|\System32\autochk.exe
|systemroot|\System32\conhost.exe
|systemroot|\System32\consent.exe
|systemroot|\System32\csrss.exe
|systemroot|\System32\dlIhost.exe
|systemroot|\System32\dwm.exe
|systemroot|\System32\logonui.exe
|systemroot|\System32\Isass.exe
|systemroot|\System32\runonce.exe
|systemroot|\System32\services.exe
|systemroot|\System32\sihost.exe
|systemroot|\System32\smss.exe
|systemroot|\System32\svchost.exe
|systemroot|\System32\userinit.exe
|systemroot|\System32\werfault.exe
|systemroot|\System32\werfaultsecure.exe
|systemroot|\System32\wermgr.exe
|systemroot|\System32\wininit.exe
|systemroot|\System32\winlogon.exe
|systemroot|\System32\upfc.exe
|systemroot|\SysWOW64\autochk.exe
|systemroot|\SysWOW64\dlIhost.exe
|systemroot|\SysWOWE4\Explorer.EXE
|systemroot|\SysWOW64\runonce.exe
|systemroot|\SysWOWE4\svchost.exe

|systemroot|\SysWOWB4\userinit.exe
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|systemroot|\SysWOW6E4\werfault.exe
|systemroot|\SysWOW64\werfaultsecure.exe

|systemroot|\SysWOW6E4\wermgr.exe
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Stormshield Endpoint Security logs are stored in four tables of the Stormshield Endpoint
Security database:

* Software logs table
¢ System logs table

* Network logs table
* Device logs table

This appendix shows a SQL database user how to write SQL scripts in order to extract and use
logs.

The file Stormshield Endpoint Security - Log Format.xIs is available on the SkyRecon support
website and gives all the possible values for each entry of the database.

E.1 Main tables of the Stormshield Endpoint Security database

Table dbo.db identification

This table contains agent identifiers.

Name Type Comment/Example
Index int Index
IP nvarchar(50) IPv4 address of the agent, in numeric format.
Example: 192.168.128.108
MAC nvarchar(50) MAC address of the agent/not used
Hostld nvarchar(50) Identifier of the agent certificate

Example: AwKiAblctFVYWVhhg/
This string is unique.

Hostname nvarchar(255) Name of the machine, as defined in the Computer Name section of the
advanced system properties.
Example: C7-FSO-W81-64

LDAP nvarchar(1024)  Full name of the machine in the domain.

Example: C7-FS0-W81-64.Computers.sshield1.test
Usually the first part of this variable is the hostname.

Table dbo.db username

This table contains user names.

Name Type Comment/Example
Id bigint User Identifier

User nvarchar(1024)  User name/login
Example: John Doe
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Table dbo.db SystemLog

This table contains logs describing processes blocked by the agent. It is related to the System
Logs in the Stormshield Endpoint Security console.

Name Type Comment/Example
Id bigint Log Id
Index int Index
Ltimestamp bigint Time in seconds since 01/01/1970 ( time t C/C++ )
Action nvarchar(50]) Action type
Action type performed by Stormshield Endpoint Security.
Example:

OVERFLOW: Overflow

Status nvarchar(50) Action status
Source nvarchar(1024)  The meaning of these fields depends on the codes "action” and
Dest avarchar(1024) "status”. See logs table for more details
Option nvarchar(1024)
Rid int Rule number
Userid nvarchar(1024)  User identifier. Used to find the name in the db username table
Cnx state tinyint Connection status
Table dbo.db SoftwareLog
This table contains logs about the agent and the policies received.
Name Type Comment/Example
Id bigint
Index int
Ltimestamp  bigint Time in seconds since 01/01/1970 ( time t C/C++ )
Action nvarchar(50) Severity of the event:
* INFO
*« WARN
+ ERROR
Status nvarchar(50) Nature of the event
Log nvarchar(1024)  Message the user can read
Example: An error occurred when communicating with driver
Type nvarchar(50) Type of the event
Modname nvarchar(50]) Module which sent the log
UserlD bigint Used to find the user in the db username table
Cnx state tinyint Connection status
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Table dbo.db MedialD

This table describes Plug and Play identifiers of removable devices. They come from the
Windows Plug and Play enumeration.

Name Type Comment/Example
MD5 nvarchar(50) MD5 of the various fields. Information stored in the logs table db_
MedialLog

VendorlD bigint Device PnP Vendor ID

ProductID bigint Device PnP Product ID

SeriallD nvarchar(1024) Serial number of the device

VendorName nvarchar(1024) Name of the device vendor.

ProductName  nvarchar(1024) Name of the device model.

Table dbo.db MedialLog

This table describes operations on removable devices.

D Y

A

Name Type Comment/Example

MD5 nvarchar(50) MD5 of the various PnP fields. Used to find the description of the
device in the table db MedialD.

Index int

[timestamp bigint Time in seconds since 01/01/1970 ( time t C/C++ )

Action nvarchar(50) Description of the type of event

Status nvarchar(50) Action status

Source nvarchar(1024)  Source of the event

Destl nvarchar(1024)  First object of the event

Dest2 nvarchar(1024)  Second object of the event

Size bigint Size assigned

Type nvarchar(50) Bus type assigned

ClasslID nvarchar(50]) Device class

Rid int Rule number

Userid igint Used to find the user in the db username table

Cnx state tinyint Connection status

Enrollmentstate nvarchar(50]) Enrollment status

Ownername nvarchar(1024) Enrolled devices owner

Page 389/393

ses-en-administration guide-v?.2 - 06/22/2023




& SES - ADMINISTRATION GUIDE -V 7.2

STORMSHIELD APPENDIX E. LOGS TABLES SCHEMA
Table dbo.db NetworkLog
This table contains network access logs (Thor and Meili drivers).
Name Type Comment/Example
Id bigint
Index int
Itimestamp bigint Time in seconds since 01/01/1970 ( time t C/C++ )
Action nvarchar(50]) Description of the type of event
Status nvarchar(50]) Action status
Metadata nvarchar(255) Various information, refer to the file Stormshield Endpoint Security -

Log Format.xls available on the SkyRecon support website.

Ipdst nvarchar(255) Destination IP address
Ipsrc nvarchar(255) Source IP address

Code nvarchar(255) Attack sub-type

Proto1 nvarchar(50]) Ethernet/MAC level protocol
Proto2 nvarchar(50]) Other protocol

Rid int Rule number

Cnx state tinyint Connection status

E.2 Examples of how to use tables

This section provides examples of SQL queries to get some information about the logs tables.

Retrieving all system logs and searching machines and users identifiers
select [user], [status],

CONVERT (nchar (20) , DATEADD (second, ltimestamp, CONVERT (Datetime, '1970-
01-01', 20) ), 13) tick,

SUBSTRING (source, 0, CHARINDEX('<>',source)) Source
from [stormshield].[dbo].[db SystemLog] s WITH (NOLOCK)

join stormshield.dbo.db username u WITH (NOLOCK)on s.userid = u.id

Retrieving all software logs and searching machines and users identifiers
select [user], [action], [status], [modname], [log],

CONVERT (nchar (20) , DATEADD (second, ltimestamp, CONVERT (Datetime, '1970-
01-01', 20) ), 13) tick

from [stormshield]. [dbo].[db SoftwareLog] s WITH (NOLOCK)
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join stormshield.dbo.db username u WITH (NOLOCK)on s.userid = u.id

Retrieving all network logs and searching machines and users identifiers

select [user], [action], [status], [ipdst] IpSrcTolIpDst, [ipsrc] Port,
[protol], [proto2],

CONVERT (nchar (20) , DATEADD (second, ltimestamp, CONVERT (Datetime, '1970-
01-01', 20) ), 13) tick

from [stormshield].[dbo].[db NetworkLog] s WITH (NOLOCK)

join stormshield.dbo.db username u WITH (NOLOCK)on s.userid = u.id

Retrieving all device logs and searching machines and users identifiers

select [user], [ownername], [Action], [status] , [ClassID],

CONVERT (nchar (20) , DATEADD (second, ltimestamp, CONVERT (Datetime, '1970-
01-01', 20) ), 13) tick,

SUBSTRING (source, 0, CHARINDEX('<>',source)) Source
from [stormshield].[dbo].[db MediaLog] s WITH (NOLOCK)

join stormshield.dbo.db username u WITH (NOLOCK)on s.userid = u.id
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The table below gives the correspondence between the names given to the WiFi authentication
modes in the SES security policies and the names of the corresponding modes in the Microsoft
Windows operating systems.

For more information on these authentication modes, refer to the Microsoft documentation:

¢ Windows XP
* Other operating systems

SES Windows XP Other operating systems
open Ndis802 11AuthModeOpen DOT11 AUTH ALGO 80211 OPEN
WEP Ndis802 11AuthModeShared DOT11 AUTH ALGO 80211 SHARED KEY
open or WEP Ndis802 11AuthModeAutoSwitch not supported
WPA Ndis802 11AuthModeWPA DOT11 AUTH ALGO WPA
WPA (PSK]) Ndis802 11AuthModeWPAPSK DOT11 AUTH ALGO WPA PSK
WPA (ADHOC) Ndis802 11AuthModeWPANone DOT11 AUTH ALGO WPA NONE
WPA2 Ndis802 11AuthModeWPA2 DOT11 AUTH ALGO RSNA
WPA2 (PSK) Ndis802 11AuthModeWPA2PSK DOT11 AUTH ALGO RSNA PSK

Other authentication modes Others (excludes the 8 values above] Others (excludes the 7 values above)
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