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Glossary

« CRL: Certificate Revocation List

« EXE: Non-Custom SDS Agent Installation File Format
* GPO: Group Policy Object

« MSI: Customizable SDS Agent Installation File Format
* PKI: Public Key Infrastructure

« SDAM: Stormshield Data Authority Manager

« SDS: Stormshield Data Security

« SDSe: SDS Enterprise version

« SGBD: Database Management System

« SMTP. Simple Mail Transfer Protocol

« USI: SDSe account installation file format

« USX: SDSe account update file format
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Variaple |ist

« Find and replace the following variables with your own values to automatically customize the configuration described in this document:

* %IP_SDAM

* %HOSTNAME_SDAM
+ %IP_SQL

« %HOSTNAME_SQL

* %IP_LDAP

* %HOSTNAME_LDAP
* %IP_MAIL

« %HOSTNAME_MAIL

* %IP_CLIENTI
 %HOSTNAME_CLIENTT1
* %USERNAME_CLIENTTI
* %IP_CLIENT2
* %HOSTNAME_CLIENTZ2
 %USERNAME_CLIENTZ2
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Objective of this document

* The purpose of this document is to guide end users or partners in
understanding the installation, configuration and use of SDSe.

- This is the quick start guide to establish a POC (Proof of Concept), and it
gets to the basics to help you quickly understand how SDSe runs.

- |t does not deal with all use cases or all of the product’s options, but
contains sufficient information for you to install SDSe without having
received certification training.

* Time to complete the POC:

- 1 day for installation
- 1 day to test all features
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POC detalls

« The SDSe POC consists of several steps in order to set up the
server:

« Configuring a Microsoft IIS server
* Installing a PKI (contained in the SDAM)

. Install)ing an administration workstation connecting to the SDAM (Windows
10 PC

* Installing a user workstation (Windows 10 PC)
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Technical requirements
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Stormshield Data Authority Manager

* The SDAM can be installed on:
« Windows 7 (32 bits and 64 bits)
« Windows Server 2008 R2 (64 bits)
« Windows Server 2012 R2 (64 bits)

* It needs:
« A Microsoft IIS Web server in version 7.0 or higher

 This server can be virtualized
* An account with administrator privileges is required
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Stormshield Data Security Suite

* An account with administrator privileges Is required

« SDS 9.1.X can be installed on:
« Windows 7 SP1 (32 or 64 bits)
« Windows 8.1 (32 or 64 bits)
« Windows 10 (32 or 64 bits)

* The Stormshield Data Mail module i1s compatible with Outlook
(2010 and upwards)
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Outlook

 For Outlook 2010:
« Office 2010 Service Pack 2
« KB2597137 (http://support.microsoft.com/kb/2597137)
« KB2881055 (http://support.microsoft.com/kb/2881055)

* For Outlook 201 3:
« Office 2013 Service Pack 1
« KB2878323 (http://support.microsoft.com/kb/2878323)
« KB2881040 (http://support.microsoft.com/kb/288104)
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http://support.microsoft.com/kb/2597137
http://support.microsoft.com/kb/2881055
http://support.microsoft.com/kb/2878323
http://support.microsoft.com/kb/288104

Outlook 2010

Stormshield Data Security

Microsoft Office 2010 Service SP1 SP2 SP1 SP2

pack Min

Mandatory Microsoft KB 2597137 2881055 2597137 2881055
2881055 2881055

SQL Server Compact Min Edition 4.0 Edition 4.0

Visual Studio 2010 Tools for VSTO Runtime 4.0 VSTO Runtime 4.0

Office Runtime Min
NET Framework Min 4572 4572
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Outlook 2013

Stormshield Data Security 9.1.3 9.1.4

Microsoft Office 2013 Service SP1 SP1

pack Min

Mandatory Microsoft KB KB2878323 KB2878323
KB2881040 KB2881040

SQL Server Compact Min Edition 4.0 Edition 4.0

Visual Studio 2010 Tools for VSTO Runtime 4.0 VSTO Runtime 4.0

Office Runtime Min
NET Framework Min 4572 4572
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Outlook 2016

No prerequisites
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ACTIVE X (mandatory)

« Only for administration and administrators of the SDAM solution.

* To access the SDAM web interface, the workstation must be able to
install an unsigned ActiveX (signed by Stormshield but not
Microsoft).

« The SDAM URL must be declared as a trusted site in IE.

« Administrator privileges are required on the computer, and there
must be no GPO that restricts the use of Internet Explorer.
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INTERNET EXPLORER

On Internet Explorer 11, the URL or IP address of the SDAM server must be
defined in the compatibility view settings.

Click on Settings > Compatibility View Settings

Compatibility View Settings H

Q Change Compatibility View Settings

_ o) -

Print » Add this website:
| File [ %IP_SDAM Add
Z 1005 2
oom ( ) Websites you've added to Compatibility View:
3

S 192.168.16,219 Remove
Add site to Apps 132.188.55.83
View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

Report website problems

Display intranet sites in Compatibility View
IUse Microsoft compatibility lists

Learn mare by reading the Internet Explorer privacy statement

Close

Internet options

About Internet Explorer
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L DAP ACCESS (optional)

* The SDAM must have read / write access to the LDAP server
to be able to import users, and export user certificates in the
"UserCertificates” attribute.

« SDS accounts must have read-only access to the
"UserCertificates” fields to download the certificates of other
users (this can be done with user accounts).
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SMTP ACCESS (optional)

* The SDAM must be able to access an SMTP server or an
SMTP relay to send e-mails to administrators and users (the
SDAM only sends e-malls, but does not receive them; you do
not need a mailbox for the SDAM).
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CRL PUBLICATION

* If you need to exchange secure data with external users, the
CRL must be publicly available.

 On a web server, the CRL must be available for free download
(for example on http://www.company.com/sdsCRL.crl).

« This is a .crl file (SDS will download it), so no need for a web

page.
Example: http://crl.stormshield.eu/stormcorpdatasec.crl
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http://www.company.com/sdsCRL.crl

Architecture of the POC
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CONNECTION MATRIX

« For a SDAM located behind a firewall and acting as a PKI:

- Open the HTTP (or HTTPS) connection for an administrator to access the web administration interface
Connection: "Admin Station” to SDAM in HTTP / HTTPS

- Open the SMTP connection so that users can receive .usi files (SDS agent account installer) by e-mail
Connection: SDAM to "Mail Server” on SMTP

- Open the LDAP connection (or LDAPS) for public certificate delivery
Connection: SDAM to "AD Server” on LDAP/LDAPS

- Set up a file transfer to forward .usx (SDS agent update file) or available web directory

- There are three ways to download the CRL:
- HTTP/HTTPS
- LDAP/LDAPS

- File transfer
STORMSHIELD



POC DIAGRAM

SDAM
(Server / 1IS / |dap/ PKI — 1CA)
Windows 2012 R2

{ %IP_SDAM
i %HOSTNAME_SDAM
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%IP_CLIENTT
%HOSTNAME_CLIENTT

%USERNAME_CLIENTT_. PC-Win-1SDSe
S [©]Admin workstation

tapiop  \Windows 10

_ PC-Win-2SDSe
__________ User workstation
%IP_CLIENT? Lapop - Windows 10

%HOSTNAME_CLIENTZ
%USERNAME_CLIENTZ



Best Practice diagram

SDAM
erver / 11IS/ PKI =1 CAand 1 Child-CA) SQL
Windows 2012 R2 Server AD /
o Mai
gerver
i Server

: %IP_saL
| %HOSTNAME_SQL

%IP_SDAM
: %HOSTNAME_SDAM

t %IP_LDAP
: %HOSTNAME_LDAP

F%IP_MAIL
: %HOSTNAME_MAIL

%IP_CLIENTT
%HOSTNAME_CLIENTT

o) —
éUSERNAMI:_—Tl_Ell_"I.I?_NT

Laptop PC‘Win‘-I SDSG
Admin workstation
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Installing the IS server

STORMSHIELD



Installing the IS server

An IIS server must be installed and configured in order for the SDAM management console
to run successfully (the screenshot below was taken on Windows server 2008 R2

E,: Server Manager

File  Action View Help

g ]
&= | Hn]
S Server Manager (WINZ00R2)
. o ) }T\ Roles —I—Name
Click on Start = Administrative Tools = Server Manager gﬁﬁmre# W Windoms Server Badka
Diagnostics P
L & Configuration =¥ Disk Management{Local)
% Storage
=Tk
File Acton View Help
&= Hnl=]

~r

B0 (WINZ003R.Z)

Click on Roles

MName I

'@Windows Server Backup
=7 Disk Management{Local)
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Installing the IIS server (continuec

Right click on Roles and select Add Roles

Select Web Server(l1S) and click on Next

STORMSHIELD

File

E.,_ Server Manager ;Iglil

Action  View Help

.

HFHEHEH

=|#=H

Bin Se
15 + View the health of the roles installed on your server and add or remove roles and features.
Z view 3
Fe =
7 Oi Refresh -
= ————————— '~ Roles Summary Roles Summary Help
= g Help
] _ —
[#) Roles: 3 of 17 installed U Add Roles
_:_ﬂ;i Remove Roles
(Add Roles Wizard x|
& Select Server Roles
Befare You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
Web Server (II5) [] Active Directory Certificate Services Web Server (II5) provides a reliable,

manageable, and scalable Web

Role Services Active Directory Domain Services (Instaled) application infrastructure.
. D Active Directory Federation Services
SrnrmEm [] Active Directory Lightweight Directory Services
Progress [] Active Directory Rights Management Services
Results "] Application Server

|:| DHCP Server
DNS Server (Installed)
|:| Fax Server
File Services (Instaled)
D Hyper-V
[] Metwork Policy and Access Services
[ | Print and Document Services

[] windows Server Update Services

More about server roles

< Previous | Mext = I Install Cancel
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Installing the IIS server (continuec

Click on Next again

At the Role Services step, leave all the options checked by
default and add the following:

1. Application Development: select ASP, CGl and ISAPI
Extension

2. Common HTTP features: be sure that Static Content
is selected (if not, select it)

3. Security: be sure that Request Filtering is selected (if
not, select it)

After you have checked that all options have been correctly
selected, click on Next.

STORMSHIELD

Add Roles Wizard

ﬁ:‘i Web Server (IIS)

Before You Begin

Role Services

Confirmation
Progress

Results

Intrc ion to Web (xs)

wWeb servers are computers that have specific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The web Server role indudes Internet Information Services (I1S) 7.0, a unified
Web platform that integrates IIS 7.0, ASP.NET, and Windows Communication Foundation. IIS 7.0 also features
enhanced security, simplified diag: -, and .

Things to Note

i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, espedially when there are multiple roles on this computer.

i The default installation for the Web Server (IIS) role indudes the installation of role services that enable
you to serve static content, make minor customizatons (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compressian.

Additional Information

Overview of Web Server {IIS)

Overview of Available Role Services in IS 7.0

115 Checklists

Common Administrative Tasks in IS

Overview of WSRM

< Previous | Next = || Iostall | cancel |

Add Roles Wizard

%E:-g Select Role Services

Before You Begin

Server Roles

Web Server (IIS)

Confirmation
Progress

Results

Select the role services to install for Web Server (I15):

Role services: Description:

Application Development provides
infrastructure for developing and
hosting Webapplications. Use these
features to create Web content or
extend the functionality of IIS. These
technologies typically provide away to
perform dynamic operations that

L result in the creation of HTML output,
[ .NET Extensibiity which IIS then sends to fulfill dlient
ASP requests.

faleis

Directory Browsing
HTTP Errors
[] HTTP Redirection

0l

ISAPI Extensions

[] 154P1T Filters

[ server Side Includes
[E Health and Diagnostics

[] Logging Toals

Request Maonitor

|:| Tracdng

[] custom Logaging

["] ODEC Logging
= @ security

[ Basic Authentication LI
Moare about role services

< Previous | Next > I Install Cancel




nstalling the 11S server (continued

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles

@ 2 informational messages below

Web Server (II5)
Role Services @ This server might need to be restarted after the installation completes, =
Click on Install to start the installation of IIS ® el seve 1)
Progress @ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage
Results
Web Server

Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors

Application Development

P

[alei
ISAPI Extensions
Health and Diagnostics =
HTTP Logging
Request Monitor
Securi
Re;{lest Filtering LI

Print, e-mail, or save this information

< Previous | INext > | Install I Cancel I

Add Roles Wiz

Installation Results

Before You Begin . . .
The following roles, role services, or features were installed successfully:
Server Roles

1. 1warning message below
Web Server (II5) T =

. Rale Services A Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is 2]
C h k .th .t .t I t | | t d d P automatically updated, turn on Windows Update in Control Panel,
S a yo u g €t an Installation succeeae P:gr;: - ~) Web Server (IIS) (@ Installation succeeded

. The following role services were installed:
message, then click on Close EETEE |

Commen HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors
Application Development
ASP
CGI
ISAPI Extensions b
Health and Diagnostics
HTTP Logging
Request Monitor
Security =l

Print, e-mail, or save the installation report

STORMS HIELD < Previous Next > | m Cancel




Installing the SDAM server
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Installing the SDAM server

Launch a command prompt with administrator privileges and then run the installer
via the command below msiexec /1 “Stormshield Data Authority Manager
9.12.688.msi" (name of the .msi could vary based on the SDAM version)

i Stormshield Data Authority Manager 9.13.931 x|

Stormshield Data Authority
Manager 9.13.931
) Administrator: C:\Windows\System32\cmd.exe = Welcome in the setup program for Stormshield Data Authority

Microsoft Windows [Version 6.1.7601] Manager 3.13.331
Copyright (c) 2009 Hicrosoft Corporation. All rights reserved.

C:\Hindows\system32>cd .. e
C:\Hindows>cd .. [

C:\>cd "Stormshield Data_RAuthority Manager_9.13.931 ENU OFFICIAL_INTERNE(1)"

C:\Stormshield Data Authority Manager 9.13.931 ENU_OFFTCIAL INTERNE(1)>msiexec / Please diick Next to proceed.
i "Stormshield Data Authority Manager 9.13.931.msi"o

Stormshield
Data Security
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Installing the SDAM server (continued

|§ Stormshield Data Authority Manager 9.13.931

Licence Key

Licence key:

Instalishield

STORMSHIELD

< Back

Next >

itz stormshield Data Authority Manager 9.13.931 ﬂ

License Agreement @

Terms and conditions for the use and the copyright -
of Stormshield Data Security

Stormshield (EDITOR) grants to customer {LICEMSEE) a non exdusive, non transferable,
enterprise wide, perpetual license to use the authorized number of copies of each title of the
[software Stormshield Data Security (Software), in object code form only, solely for
LICEMSEE's own internal uses. Stormshield Data Security, means a range of software based on
cryptography which spedifications and functionalities are described in the documentation

provided with the distribution of the product., Terms of Software license granted by EDITOR

are the following:

TERMS OF SOFTWARE LICENSE LICEMSEE agrees:
(a) to allow only Autharized Users to use the Software pursuant to this Agreement; (b) to use LI

¥ [ accept the terms in the license agreement
™ I do not accept the terms in the license agreement

Install5hield

« Back
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Installing the SDAM server (continued)

- A ¢ - B . 3
i':.‘ Stormshield Data Authority Manager 9.13.931 i Stormshield Data Authority Manager 9.13.931

STORMSHIELD
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Installing the SDAM server (continued)

i'-.% Stormshield Data Authority Manager 9.13.931

Website Configuration ) @

Enable automatic configuration of the website?

{* ¥es " No

Web site alias:

I oHoSTNAME SDAM
Port :

|s0ao

Create a rule for this port in the firewall?
v Yes " No

Instalshield

{i# Stormshield Data Authority Manager 9.13.931

Ready to Install the Program . @

STORMSHIELD

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Instalishield

!

cou [ oo ] e




Installing the SDAM server (continued)

iz Stormshield Data Authority Manager 9.13.931

Stormshield Data Authority
Manager 9.13.931

Stormshield Data Authority Manager 9. 13.931 has been
successfully installed.

Stormshield
Data Security
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Option: SQL Server recommendations

If this Is a demo/POC installation, please do not do this step.
Allow incoming network connections from the server %HOSTNAME_SDAM

In this example, the DB is called "SQLEXPRESS' In the same TCP/IP Propertieswindow,

_ . _ click on the second tab
7= sl Server Configuration Manager
Fe e e et TCP/IPProperties 2]

9| |E=|H Protoco| P Addresses |
@ SQL Server Configuration Manager (Local) Protocol Name | Status |

5CL Server Services %~ Shared Memory Enabled H 14 =
B s0L Server Network Configuration (32bit) %= Named Pipes Disabled TCP/IP Properties 2 Active Yes
B 501 Native Client 10,0 Configuration (32hit) ¥ TCR[P Disabled ‘
= H s0L server Network Configuration V1A Disabled Protocol [P Add ml Enabled Mo
&~ Protocols for SQLEXPRESS W R e IP Address fed0:;5efe: 192,168, 10, 3%:12
.. S0L Native Client 10.0 Configuration Enabled Yes LI TCP Dynamic Ports V]
Keep Alive 30000 TCP Port
Listen All Yes B 1ps
Active fes
Enabled Mo
IP Address fed0::100: 7f: fffa%13
TCP Dynamic Ports a
TCP Port
B 1pall
I W]
1433 I
-
Enabled TCP Port
Enable or disable TCP/IP protocol for this server instance TCP poart
OK | Cancel Apply Help
0K I Cancel Apply Help
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Option: SQL Server recommendations

If this is a demo/POC installation please do not do this step.
On the server where SQL is installed, create a firewall rule to allow incoming traffic over port 1433

* Windows Firewall with Advanced Security

File  Action View Help

&« | 2E=H=z

ool o F
a

£23 Inbound Rules
Outbound Rules
é‘h Connection Securil | =0

Mame Group = Profile Enabled Action Override Program Local Address Femote Address Protocol Local Port Femote Port Allowwe =

Access SOL server port TCP /1433 All Yes Allow Mo Any Any Any TCP 1433 Ary Any
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Option: SQL Server recommendation (continued)

« Script for the creation of the base available in the directory:
C:\Program Files (x86)\Arkoon\Security BOX Authority Manager\Database = <path>

e Creation of the base in command line:

sglemd -S myServer\instanceName —d Database
-1 <path>\create_database_SqlServer.sql

STORMSHIELD



Option: SQL Server recommendation (continuec

 Creation of the base with Microsoft SQL Management Studio

in create_database_SqlServer.sgl - SRV-WIN2012\SQLEXPRESS.CARacine (SRV-WIN2012\Administrateur (52)) - Microsoft SQL Server Management Studio (Administrateur) -8 x
Fichier Edition Affichage Requéte Projet Déboguer Outils Fenétre ?
Fi1- - 15 | Mowvelle requéte (T i i | 4 3 |9 - 0 - B 5 | b | | - ol
§ %) dg|[caRacine || ¥ Beécuter b Deboguer 8 o 37 5l (] 1744 | 43 4 <
Explorateur d'objets MI=RSI create_database SqlServer.sql - SRV-WIN2012\SQLEXPRESS.CARacine (SRV-WIN2012\Administrateur (52)) BYSpg Croprictes -4
Connecter~ 2 ) m 7 (2] .f = —mmmmmmm e 4|l| Paramétres de connexion en cours -
=1 (b SRV-WINZD12\SQLEXPRESS (SCL Server 11.0.2100 - SRV-WIN2012\Administrateur) ~- SQL script for Microsoft SQL Server database -- ~N=F=
= (1 Basesdedonnées @ LTTTTTmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm e _R 2
Bases de données systé - =
* 'j RS ByEEmE FIBEGIN TRAN ARKOON_TABLES; Nom de la connexion  SRV-WIN2012\SOLEXPRESS (SR
& acine
@ [ sos B mmemmemmme “
= £3 Securité _ TaBLES | Etat de la connexion Quvrir
® C3 Objetsservewr W |- Heure de début de la com
® 31 Réplication Heure de fin de la connex
% £ Gestion FICREATE TABLE ACCOUNTS ( ID de suivi de session
szUserID § NVARCHAR(32) NOT NULL, Lignes de la connexion ref 0
i:zzz::::léz:a/ﬁgt’ i:ﬁ ::i :t L, Nom complet SRV-WIN2012\SQLEXPRESS
s 10T NULL
PRIMARY KEY(szUserTD) ’ Nom de connexion SRY-WIN2012\Administrateur
Y3 Nom du serveur SRV-WIN2012\SQLEXPRESS
SPID 52
ICREATE TABLE ADMINISTRATORS ( Temps écoulé de la conne
1AdminID INT N 0.2100
; Version du serveur 11.0.2100
szAdminName NVARCHAR(64)
1adminType Nt 4
szUserID NVARCHAR (32) Echecs lors de Ia connexic
sztcAdminCertifvalue NWVARCHAR (max ) Etat Quvrir
sztcAdminKeyId NWARCHAR (max ) Heure de début
1AdminState INT Heure de fin
sztcAdminRights MNVARCHAR(64) Li B -
PRIMARY KEY(lAdminID) ignes retoumees B
y: Nom SRV-WIN2012\SOLEXPRESS
Temps écoulé
FICREATE TABLE ADMINISTRATORSPARAMSCLEAR (
1AdminID INT
szParamID NVARCHAR (258
szParamValue MWVARCHAR (max )
1Paramvalue INT
PRIMARY KEY(lAdminID, szParamID)
)5
ICREATE TABLE ALGOS (
iAlgoTD INT
balgoIsForlrypt INT
bAlgoIsForHash INT
bAlgoIsForKey INT
bAlgoIsForBase INT "
P -
W00% - < mn > No
m
2 Connecté. (1/1) SRV-WIN2012\SQLEXPRESS (11.... | SRV-WIN20124Administra... CARacine 00:00:00 | 0 lignes .
Nom de la connexion,
Lnd Col 13 Car13 INS
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Installing the evaluation version

Install the DEMO version of the SDS agent
on the workstation that you will use to
configure the SDAM via the web
management interface.

During installation, if you DO NOT NEED
SD Connector component, please ignore
this error message relating to PowerShell

STORMSHIELD

To view your download, click on a category below :

Stormshield Data Suite x|

PowerShell,

The release of PowerShell installed on this workstation is not
compatible with Stormshield Data Connector, If you install the
component, you will need to install the required release of

[ o |

STORMSHIELD NETWORK SECURITY C&M AGENT

STORMSHIELD ENDPOINT SECURITY SERVER

STORMSHIELD VISIBILITY CENTER TOOLS

NETASQ

= STORMSHIELD DATA SECURITY - ENTERPRISE -V 9.1.30931 Published the 2017-05-11

Release Mote :EM/FR  User Guide : EN/FR

NAME TYPE VERSION FORMAT ARCHI 0s LANGUAGE SIZE SHA256

SDAM_9.13.931_ENU_EVAL Enterprise Demo zip windows en 34M  Display
SDAM_9.13.931_FRA_EVAL Enterprise Demo zip windows fr 34M  Display
SDS_Suite_9.1.30931_ENU_Release_eval_x64 Enterprise Demo msi ¥G4  windows en 83M  Display
SDS_Suite_9.1.30931_ENU_Release_eval_xG64_setup Enterprise Demo exe ¥64  windows en 91M  Display
SDS_Suite_9.1.30931_ENU_Release_eval_x86 Enterprise Demo msi x86 windows en 55M  Display
SDS_Suite_9.1.30931_ENU_Release_eval_x86_setup Enterprize Demo exe ¥B6 windows en 61M  Display
SDS_Suite_9.1.30931_FRA_Release_eval_x64 Enterprise Demo msi ¥64  windows fr 83M  Display
SDS_Suite_9.1.30931_FRA_Release_eval_x64_setup Enterprise Demo exe ¥64  windows fr 91M  Display
SDS_Suite_9.1.30931_FRA_Release_eval_x86 Enterprise Demo msi *86 windows fr 54M  Display
SDS_Suite_9.1.30931_FRA_Release_eval x86_setup Enterprise Demo exe ¥86  windows fr 61M  Display




Installing the official version

Install the official version of the SDS agent
on the workstation that you will use to
configure the SDAM via the web
management interface

During installation, if you DO NOT NEED
SD Connector component, please ignore
this error message relating to PowerShell

STORMSHIELD

To view your download, click on a category below :

STORMSHIELD NETWORK SECURITY
STORMSHIELD ENDPOINT SECURITY
STORMSHIELD VISIBILITY CENTER
NETASQ

C&m
ENTERPRISE =]

DEMO
SERVER
TOOLS

Release Mote :EM/FR  User Guide : EN/FR
NAME
SDS_Suite_9.1.30931_ENU_Release_x64
SDS_Suite_9.1.30931_ENU_Release_x64_setup
SDS_Suwite_9.1.30931_ENU_Release_x86
SD5_Suwite_9.1.30931_ENU_Release_x86_setup
SDS_Suite_9.1.30931_FRA_Release_x64

5DS_Swite_9.1.30931_FRA_Release_x64_setup

SDS_Suite_9.1.30931_FRA_Release_x86
SDS_Suite_9.1.30931_FRA_Release_xB6_setup

= STORMSHIELD DATA SECURITY - ENTERPRISE - V 9.1.30921

TYPE VERSION
Enterprise Agent msi
Enterprise Agent exe
Enterprise Agent msi
Enterprise Agent exe
Enterprise Agent msi
Enterprise Agent exe
Enterprise Agent msi
Enterprise Agent exe

Stormshield Data Suite

PowerShell,

The release of PowerShell installed on this workstation is not
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Reqgistering your Stormshield Data Security product

Legal terms Terms of Use and Services My profile Lo
Browse < Dashboard Register SDS Software *
~
Associated STORMSHIELD (METASQARKOON) b4
cornpany:
License key:
Reseller:

Deal Registration

» Register a new Dea

*  REMA Details

* Product Details
Product

» Product management

Licenses

SES - General

505 - General

Register an SDS instance
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Scenarios

* In the following pages, two scenarios are presented:

1. POC scenario, only one database needs to be created for the root CA
(Access DB). In the Administration Guide uploaded from MyStormshield you
will find the procedure on how to migrate from Access DB to SQL. Refer to
the sections Creating the root PKI and Configuring Internet Explorer +
Initializing the root PKI.

2. Best Practice scenario, two databases are needed (SQL DB) for the root CA
and the child CA. Refer to the sections above and to the section Initializing a
child PKI (option).

STORMSHIELD



Creating the root PKi|
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Installing the Access DB for the Root CA

« |dentifier: The identifier is essentially used internally by the SDAM
 Label: The label is used in all SDAM pages to refer to the user database

Click on Create a new database and
Run as administrator

§m Database creation - Introduction 0l =]

& Internet Explorer

= T T S Y Sy DY O &M Database creation - Database setti o ]
x Nmap fle 3 This wizard enables you to ceate databa S0 ' =101 %]
IJ Notepad++ 7-Zip | | B —
3. Syslog Watcher [ Edit with Notepad ++ Q ‘ ‘ Database
& Thunderbird Pin to Taskbar 1 |
Ml vireshark Pin to Start Menu B ' Please enter the identifier of the database to be created:
- rmsniel

|, Accessories Rstore preve e » Data Security

b Administrative Tools ™ Do not display this introduction page again |

J hMaiServer Send to > . | 0 I ‘ Identifier: I rootca

|, Microsoft SQL Server 2008 Cut |

, Microsoft SQL Server 2008 R: Copy < Back | Next > I Cancel | g Label: RootCA
|, OpenOffice — -
Delete
i St Server 2000 R2 —— Tools  » Stormshield
., Startup ri
Data Security

Open a shell console
%= Update a database R

4 Back <gack | Cancel
l Search programs and files Log off | ’I 47

| y— szl




Installing the Access DB for the Root CA (continued)

If you choose to create a "Microsoft SQL Server" database, see SQL Server
recommendations

§m Database creation - Database type

o

6}

Stormshield
Data Security

Database type

=101 i

Please select the type of database you want to use:

I ¥ Microsoft Accessl

" Microsoft SOL Server

The database and its tables will be created. The database will
be dedared in the configuration file,

STORMSHIELD

#» Database creation - Main administrator's rights

s

0.

Stormshield
Data Security

Main administrator's rights

=101 =]

Please select the permissions given to the main administrator:

Ii:? Al rights I

" Permissions administrator

™ Mo right (password-based access disabled)

These permissions can be modified later.

Caution! If you select Mo right™, you will have to create or
define a permissions administrator immediately after
initializing the database.




Installing the Access DB for the Root CA (continued)

& Database creation - Summary

O

Stormshield
Data Security

Chedk the operation summary below before proceeding with
the creation of your database.

=101 x]

=% Database
- @ Identifier: rootca
- @ Label: RootCA
- Type: Microsoft Access

i Database creation - Results

O

Stormshield
Data Security

Database RootCA successfully created and
dedared.

=10 x|

@ Operations details
=& Database

'\é Reading authentication settings

P b ~¢ Database creation
El% Configuration file

STORMSHIELD

Cancel




Configuring Internet Explorer
_|_

Initializing the root PKI
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Initial connection to the SDAM web management interface

General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change

@ & v/ (O

Internet  Local intranet | P51 | Restricted
sites
Trusted sites |

This zone contains websites that you

trust not to damage your computer or

your files,
You have websites in this zone.

Sites

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

["]Enable Protected Mode {requires restarting Internet Explorer)

| Custom level... || Default level |

| Reset all zones to default level |

| oK | | Cancel Apply

Trusted sites

>

¥ou can add and remove websites from this zone. All websites in

J this zone will use the zone's security settings.

Add this website to the zone:

http://%IP_SDAM Add
Websites:
Remove
[ ]Require server verification {https:) for all sites in this zone
Close

STORMSHIELD
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Initial connection to the SDAM web management interface

(continued)

Trusted sites

Pt

You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this webhsite to the zone:

Websites:

http://%IP_SDAM

Add

Remowve

[ ]Require server verification {https:) for &l sites in this zone

STORMSHIELD

Close

Compatibility View Settings

Rl Change Compatibility View Settings

A

Add this website:

Websites you've added to Compatibility View:

http://%IP_SDAM

Display intranet sites in Compatibility View
[ Juse Microsoft compatibility lists

Add

Femove

Learn mare by reading the Internet Explorer privacy statement

Close




Initial connection to the SDAM web management interface
(continued)

Internet Options ? _
Settings
]!}:n_erall Security | Privacy I Content I Connections I Programs I Advanced| ¢/ Display video and animation on a webpage that does not use
(@) Disable
Select a zone to view or change security settings. O Enable
a |!'| Download signed ActiveX controls
']
0 J ® () Disable
Internet Local intranet| Trusted sites| Restricted O Enable
sites (@ Prompt
Trusted sites |!'| Download unsigned ActiveX controls
This zone contains websites that you (®) Disable
trust not to damage your computer or O Enable
your files, O
You have websites in this zone, . Prompt
Security level for this zone 'i Inltlal!ze and script ActiveX controls not marked as safe for scripting i
Disable
(@) Enable
Custom
Custom settings. O Prompt
-To change the settings, didk Custom level. < o N
-To use the recommended settings, dick Default level.
*Takes effect after you restart your computer 4
[]Enable Protected Modd Trequires restarang Enternet Explorer) Reset custom settings
Custom level... || Defaultlevel | Resetto: | Medium (default) d
| Reset all zones to default level |

| oK | | Cancel Apply

STORMSHIELD



Initial connection to the SDAM web management interface
(continued)

Open Internet Explorer from the workstation where you installed SDS agent and go to the following
website: http://%IP_SDAM:8080/bin/manager.exe/initBase

You need to install the activeX (if you have an error, please check your IE settings on the previous
slide)

http://%IP_SDAM:8080/bin/manager.exe/initBase [ Stormshield Data Security - ...

Stormshield Daf[g Securrty

Authority Manager

Initialize database

h_“ A ®
Database RootCA w
| @ J.,ra =
Stormshield ®
Data Security
Stormshield Data Authority Manager 9.13.931 - Copyright & 1996-2017 Stormshield

STORMSHI This website wants to install the following add-on: "SboxfAuthorityManager.cab’ frem “Stormshield’.  What's the risk?
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Initializing the RootCA

After you have installed the activeX, initialize the RootCA database

. Here, you need to insert the password that will be used to start the database
Initialize database

Enter password

- . Database RootCA v
| | —

1 Database

Identifier rootca

o
(@

Label RootCA

Stormshield a Startup password
Data Security

mﬁ’ A database must be started up prior to being used. The startup procedure requires a password to be presented. It must contain between 8 and 64 characters.
Password | .......... |
Password confirmation | .......... |

1 Key storage

’.: (® Store keys in the internal cryptographic module

Key storage Store keys in a hardware cryptographic module

Slot / Token: No slot or token activated

Click on Proceed at the bottom of the page

STORMSHIELD



Initializing the RootCA (continued

Encryption key creation

u Encryption key

a Confidential data managed by Stormshield Data Authority Manager are encrypted using a secret key, itself wrapped with an encryption key.

(®) Draw an encryption key Clle On Proceed

() Import an encryption key from a PKCS5#12 file:
Key creation

File name Browse...
Password
Exportable key Mark key as exportable
» Report
a The draw of the encryption key by the internal cryptographic module was successful.

» Main administrator's password

The main administrator is the only administrator authenticated through a password.

]
&

Password |.I...I...I.

Insert the Administrator password that you will

Password confirmation |uuuuuo

use to connect to the SDAM web interface

n Database certification authority

() Do not create an authority

Certification authority (®) Draw an authority key

() Import an authority key from a PKCS5#12 file
n Validation

The following operations will be performed:

» backup of the administrator's password;
» certification authority’s key draw by the internal cryptographic module.

STORMSHIELD



Initializing the RootCA (continued

Create certification authority’'s key

= Certification authority's key

ﬁ Key size

Exportable key

RSA 2048 biis v

Mark key as exportable

= Validation

The following operations will be performed:

» certification authority’s key draw by the internal cryptographic module.

Click on Finish.
Now the database has been
initialized.

STORMSHIELD

Authority certification

= Report

]

The draw of the certification authority's key by the internal cryptographic module was successful.

= Authority identity

Common name |Rootca |
Organization |Sinrm5hield |
Organization unit |StormshieldPOC |
City [ milan |
State or province |Lomhardia |
Country [ naty (m) v

DN [ |

= Authority certification

E a Ke: certified bx an external auﬂ'luriar

Validity period
The certificate will be valid until Tuesday, February 23, 2038.

Algorithm Certificate signed by (ERGEREHEIGNIETN v

® Self-certified (root) key

The number of certificates in the certification

Depth path starting from this authority, excduding the
end certificate

Key identifier Include key identifier (Subjectkeyld)




Configuring the CRL of the RootCA

Now you need to connect to the SDAM web interface and create the CRL for RootCA. To do so, use the link

http://%IP_SDAM:8080/bin/manager.exe/OpenSession

STORMSHIELD

Stormshield Data Security

Authority Manager

a Main menu
% Users management
¥fF certification authority nent

% Administrators

Setlings g Database
¥l External ceriificates General seftings
@ Setup customization % Users
ﬁ Cerification awthority Cerificates management
— —
e
Stormshield
Data Security

Stormshield Data Authority Manager 9.13.931 - Copyright @ 1996-2017 Stormshield



Configuring the CRL (continued

3 Certificaton authorkty

Sbjt st mask [Ch<Comntanes L<Loca =0 0-<Ogatzdn G-

(1 External certificate requests prefill

@j Organization

\ |
Organization urit ‘ |
\ |
\ |

Gy

State or provinga

<

Country ]

= Generated certificates

. Default certificate validity
duration

Default key size for CSPs

Algorithm
'Email" field

Resolution mask of external
certificates’ LDAP DN

Resolution mask of LDAP
entry's search filter

Certificates already published
on the LDAP server

File-based publication

2048 bits W
Certificate signed by | SHA-256 and RSA v

When generating a standard certificate (for which the SubjectAlternativeName extension was not filled at request time)
() Leave the email address in the identity only
@) Copy the identity email address into the certificate’s SubjectAltName field

() Move the identity email address to the certificate’s SubjectaltName field

\(maihmnuameEmaiH |

Default

) Keep

) Delete

@) Replace certificates that have the same usages and the same issuer
[] Activate file-based certificates publication

Publication folder:

CASBMDatalrootca\CertsPublished

File format: Binary W

STORMSHIELD



Configuring the CRL (continued)

Add the URL for the CRL download http://%IP_SDAM:8080/rootcrl/rootca.crl
You can add more than one URL if you would like to have more than one distribution point

= Revocation lists (CRLs)

ﬁ Algorithm Thumbprint algorithm used for signature
CRL validity duration hours
CRLs publication DN LDAP | |
AT S AT |c:\sBMDatavootca\Crirootea.cr |
"RLs archiving folder |c:\SBMData\rom.:a\anis1my |
[CRL generation By default, request CRL generation at each revocation
BExpired certificates [[] Include expired certificates in CRL

http.//%IP_SDAM:8080/rootcrl/rootca.crl

IE

Copy
CRL distribution points Delete

Distribution point:

http://%IP_SDAM:8080/rootcrl/rootca.crl

= Automatic CRL generation service

ﬁ Generation service Activate automatic CRL generation

Frequency |:| hours
Generation time 2

Click on Apply modifications

STORMSHIELD



Initializing a child PKI (option)
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Option: initializing the Child CA

To initialize a base, go to the following web page and then select the
base: http.//%IP_SDAM:8080/bin/manager.exe/initBase

LS B hrtp://192.168.10.3:2080/bin/manager 0 = & || B Stormshield Data Security - ... X .

Stormshield Data Security
Authority Manager

Initialize database

Database

Stormshield Data Authority Manager 9.13.931 - Copyright © 1996-2017 Stormshield

Click on Initialize

STORMSHIELD
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ion: Initializing the Child CA (continued

Stormshield Data Security S chlldc.a
Authority Manager *« Back to selection

Enter password

= Database o
g% Identifier childca
=
Label childca
& Startup password *
%’ A database must be started up prior to being used. The startup procedure requires a password to be presented. It must contain between 8 and 64 characters.
Password
! | |
Password confirmation | I |
i Key storage * 3
% ® store keys in the internal cryptographic module
Key storage Store keys in a hardware cryptographic module
Slot / Token: No slot or token activated
i Validation [ W

The following operations will be performed:

» calculation of the startup key derived from the password;
» insertion of general settings into the database;
» creation of a keystore in the internal cryptographic module.

STORMSHIELD
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Option: initializing the Child CA (continued

Stormshield Data Security B e 2 0 0 0o

Auéh;a‘r‘i‘ty Manager

Enter the administrator’s password

Encryption key creation

iz Report
i Encryption key
The draw of the encryption key by the internal cryptographic module was successful.
a Confidential data managed by Stormshield Data Authority Manager are encrypted using a secret key, itself wrapped with an encryption key.
b on - administrator’
© Ermen el @ Main administrator's password

(O Import an encryption key from a PKCS#12 file:
Key creation

File name
Password %I The main administrator is the only administrator authenticated through a password.
Exportable key [] Mark key as exportable Password || I
| |
i Validation Password confirmation | !
The following operations will be performed: = Database certification authority

» encryption key drawn by the internal cryptographic module.

() Do not create an authority

Certification authority ® Draw an authority key
() Import an authority key from a PKCS#12 file

= Validation

C | iC k O n P roceed The following operations will be performed:

» backup of the administrator's password;
» certification authority’s key draw by the internal cryptographic module.

STORMSHIELD ”



Option: initializing the Child CA (continued

Authority certification

= Report
ﬁ The draw of the certification authority's key by the internal cryptographic module was successful.
Stormshield Data Security ~ Authority identity
Authority Manager
Common name IChild CA
Create certification authority's key Organization

Organization unit

i Certification authority’s key

|
|
City |
State or province |

ﬁ Key size RSA 2048 bits W
Exportable key [] Mark key as exportable
Country France (FR} W

= Validation DN

— The following operations will be performed: . . .
. S o = Authority certification
= » certification authority's key draw by the internal cryptographic module.

I (@ Key certified by an external authority I

10 years W
Validity period
The certificate will be valid until Tuesday, August 8, 2028.
Algorithm Certificate signed by | SHA-1and RSA W

() Self-certified (root) key

Denth The number of certificates in the certification path
P starting from this authority, excluding the end certificate

C I IC k O n P roceed Key identifier ¥| Include key identifier (SubjectkeyId)

unlimited

= Validation

The following operations will be performed:
= » backup the authority’s identity to the database;
» display the certificate request page.

STORMSHIELD oc



Option: initializing the Child CA (continued

= Reach certification authority

The content of the certificate request is copied into the clipboard and the subject field of the email is automatically filled in.

Send the certificate request
by email

Email address:

Click on Request
The content of the certificate is automatically copied in the clipboard. p roceS Sed

Go to the CA's server page Server's URL:

Reach URL

Stormshield Data Security
Authority Manager

Initialize database

Database initialization complete.

The certificate request has been successfully issued.

Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield
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Option: configuring the Child CA CRL

Stormshield Data Security

Authority Manager

a Main menu

% Users management

& certification authority

& Administrators

Settings £ Database

[®]l External cerificates General settings

@ Setup customization % Users
ﬁ Certification authority Cerlificates management
1 FAULTTTTSU duu o

3 Settings
I
——gﬁ . e ExteTTE T tifiTEES

(@ Setup customization

Stormshield
Data Security

Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield
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Option: configuring the Child CA CRL (continued)

Certificates management

= Certification authority

Subject resolution mask

= External certificate requests pre-fill

0 izati
rganization

Organization unit
City
State or province

Country

STORMSHIELD

CN==CommonName= L==Locality=, OU==0rgUnit=, O==0rganization=, C==Country=
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Option: configuring the Child CA CRL (continued

2 Generated certificates

Defaullt certificate validity
duration
Default key size for CSPs 2048 bits W

Algorithm Certificate signed by [SHA-1andRSA W]

When generating a standard certificate (for which the SubjectalternativeName extension was not filled at request time)

~
(i
o

Leave the email address in the identity only
‘Email” field
(® Copy the identity email address into the certificate's SubjectAlthName field

() Move the identity email address to the certificate’s SubjectaltMame field

Resolution mask of external | |
certificates’ LDAP DN

Resolution mask of LDAP

entry's search filter |(mai|==:A|tNameEmai|=} |

Default

Certificates already published L

on the LDAP server () Delete

(®) Replace certificates that have the same usages and the same issuer

[ Activate file-based certificates publication

Publication folder:
File-based publication

L e L ia R

5]
i
1)
=
w
=
14}
=1

File format: Binary W

STORMSHIELD 69



Option: configuring the Child CA CRL (continued)

1 Revocation lists (CRLs)

ﬁ Algorithm

CRL validity duration

CRLs publication N LDAP

Current CRL's generation
location

CRLs archiving folder
CRL generation

Expired certificates

CRL distribution points

STORMSHIELD

Thumbprint algorithm used for signature IS".I'-".-1 .

24 hours

|C:'.E-Er.-'lDa1a'r::hiI|:|-:a"Erru:I' ikdca.crl

|C:'.E-Er.-'IDa1a'r:hild-:a"ErIHiE.h:-r',-'
By default, request CRL generation at each revocation

[ Include expired certificates in CRL

hitpoiBEIP SDAM: 303 0childerlichildes.orl

Distribution point:

http:SEIP_SOAM: BIED chikderlichildca.crl

Add

Copy

C=lzte




Option: configuring the Child CA CRL (continued

+ Automatic CRL generation service

@ Generation service

Frequency

Generation time

+ Email notifications

&

Certificate request deposit

Internal request validation

External reguest validation

STORMSHIELD

Activate automatic CRL generation

hours

v o v

Send email notification on certificate request deposit
Email address:
Subject:

Template:

Send email notification on validation of internal request
Email address:

Subject:

Template:

Send a notification email to the requestor

Subject:

Template:

Send email notification on validation of external request
Email address:

Subject:

Template:

Send a notification email to the requestor

Subject:

Template:

Confirm operation:

Apply modifications



Option: validating the Child CA

s en P, [ e—

Home Certification authority

"""-.. Users management . I ®) Key and certificate for the authority P
ﬁ Certification authority -

¥ | S= Administrators = _
e Settings
_ Ll
External certificates . . ] . o

(g Setup customization

Stormshield _
Data Security Stormshield
Data Security

Stormshield Data Authority Manager 9.14.444 - Copyright © 1996-2018 Stormshield
Stormshield Data Authority Manager 9.14.444 - Copyright © 1996-2018 Stormshield

STORMSHIELD .



Option: validating the Child C

Stormshield Data Security

Autl'l.n.r.ﬂ:y. Ménagar

P Properties [ cerfificate management

Issue a cerlificate request

Key and certificate for the au

i ldentity

Common name

Child Ca

Organization Stormshield
Organization unit R&D
City Lyon

State or province
Country FR

= Key

ﬁ Algorithm

Created on

RSA 2048 bits
Wednesday, August 8, 2018 11:03:26 AM

Security module Internal

STORMSHIELD

continued

i Certificate request

&

Certificate reguest in base 64
format

= Reach certification authority

Send the certificate request
by email

The text below contains the formatted request to be sent to the certification authority.

————— BEGIN NEW CERTIFICATE REQUEST-----
MITEnDCCAYACAORWIZERMARGA1 UEARMIQ 2 hpbG0g 0 xDTALBGHVERCTRERSE2 &x.
DDAKBgNVBA=MA] IMRDETMBIGAIUEChMLU 3Rveml2aGl LbGOxCz AJBgNVBAYTAKZS
MITBIjANBgkqhkiB3w0BAQEFAADCACRAMT TBCGHCAQEAG] TpC4qUER1 T1nZHRERR
*bTxnEq2 SREEMuNWAK2 k5 zKals #knAHl pygLrOP]l ci 1GO0pKES: EGDR] yeVIHcls
WhOgX+1H+BEYO0OV1vOOMOMOg 18 3JBvELyrixZy/ 1 PCUKCHu I 2dKEPa2 1XEOPFVCHA
R2gLaccFatkrS0q56LbbysCoeT+wl UTOMPS61 THS x0qUpGHEGE0CN 090 rKIHESA
46H8gZ14ndCviPMipL11 2TRI Ing +K+aIwTuMlkdKc XYdCCuSA1FzGgls
vIzxFqohl PRyGVzueEvHSyRZoKdhvhTGe0s faveyzhelFgeha LInBRSTEOICOAL
nOTDAQABOARWDOY TKoZ ThveNADEFBOADGEBATVE FUACOKRE § TVA4 TR IS SHXTVOO
zILAbFEp+RTyKJqtbx] DAOFKSmOxMI RedH/ dyW20vE3 FgLkkp PNE+gvM/ Smi FUMC
b03rILECTatAhghaFhbZve/ vCEYEYLER+ 0RSNVL]Soil CUImA TMEN1 I x40p 7+ 7T
DeXntCrOVImoz+eqVIdIrBkChSGroehiyIECakéPzSGoRD0ekRIz015MeZTPEZDT
ShFgrEpEySDgWIAL TpzwNEeMLIgLC5 Edw 103xgxhBOMZDLGO0IRIC
DFXLYykjayin/9HMKYBE/ fe¥0gfhs gl eclalvyy0BL1Y S0YNII kXS ketlk=
77777 END NEW CERTIFICATE REQUEST———

[ copy to cipboard | [ Save as_

The content of the certificate request is copied into the dipboard and the subject field of the email is automatically filled in.

Email address:

|

[ Eatmessaze |

The content of the cd Voulez-vous ouviir ou enregistrer Child CA-p10 (1000 octet(s]) 4 partir de 192.168.6.2 7

Ouvrie

Envegistrer  ~ |

Annuler

Click on Save
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Option: validating the Child CA (continued)

 To ask for a certificate, go to the following web page:
http.//%IP_SDAM:8080/bin/manager.exe/Pkiindex?baseid=rootca

Stormshield Data Security

Certification authority

- I «w Request cenlﬁcatel
¢ 3
~ @ View reque! us

«w View issued certificates

Stormsheeld
Data Security

Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield

STORMSHIELD

Stormshield Data Security

Authority Manager

Certificate request

Standard certificate

% Fill out and submit a certificate request
w Submit a request from a PKCS#10 structure

I Advanced certificate I

% Fill out and submit an advanced certificate request
e Submit an advanced certificate request from a PKCS£10 structure

Stormshield Data Authority Manager 9.14.444 - Copyright £ 1996-2018 Stormshield
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Option: validating the Child CA (continued)

Llootn frane dho ~hinksard

Stormshield Data Security ® Import from a file

File containing the PKCS#10 request to be sent out:
Clsersimesies ssssssiDovnloads\Child CAp10

| Parcourir...

Certificate request /& Certificate

Template [ Certification authority |

Standard certificate

“ Fill out and submit a certificate request i Alternative identity
w Submit a request from a PKCS#10 structure

Email address

Advanced certificate g |
Domain name |

|

|

& A .
I % Submit an advanced certificate request from a PKCS#£10 structure I IP address

> Universal principal name
Stormshield Data Authority Manager 9.14.444 - Copyright © 1956-2018 Stormshield

7 Contact

@ Email address |

Phone number |

Commeant |

Click on Send request
STORMSHIELD
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Option: validating the Child CA (continued) A

« Connect to the RootCA on the following web page and select the base:  ,
http.//%IP_SDAM:8080/bin/manager.exe/OpenSession

Stormshield Data Security

Autharitve Mananar

Stormshield Data Security

Authority Manager

& Main menu

& Users management \.
Open session &F centtication autnortty »
€9 Settings
e | B — .
- Pikahasa p & Users management
[ using the main administrator’s password (8 Setup customization ®F certification authority ®

6 %= Administrators
L @_. : €8 Settings »

P
- #) External certificates

Stormshield (@ Setup customization
Data Security o P
Stormshield
Data Security
Stormshield Data Authority Manager 9.14.444 - Copyright & 19%6-2018 Stormshield

Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield

Click Open session
STORMSHIELD 76



Option: validating the Child CA (continued

Stormshield Data Security

Authority Manager

List of pending requests

i Requests: request 1 out of 1

R, 0=Stormshield, OU=RA&D,L=Lyon,CN=Child CA
o Date of request: Wednesday, August 8, 2018
Template: Certification authority

Stormshield Data Autherity Manager 9.14.444 - Copyright © 1996-2018 Stormshield

iz Comments

Requestor's email address

Requestor's phone number
Requestor's comment

In case you deny this request, you may enter a comment that will be displayed when the requestor views the status of his/her request:

Denial comment e

STORMSHIELD




Option: validating the Child CA (continued)

Stormshield Data Security
Authority Manager

Certificate request validation

The request has been successfully validated.

Certification authority: Root CA Access

Certificate serial numheﬂ

STORMSHIELD

a &) Centificate of Child CA
This centificate is an intermediate authority certificate

@ § Subject: Child CA

@ @ Issued by: Root CA Access
Serial No: 06

Valid from aolt 2018, 08 to aoit 2028, 08
Public Key

Certificate footprints
Signature

Authority Key Identifier

Key Identity

Key Usage

Issuing Basic Constraints
Certificate format version: 3

HEEsEEHBEE

/= Certificate export

@ Base 64-encoded certificate's value
Copy to clipboard |

S

of the certificate into Stormshield Data Security

g

g

y of the certificate into your browser if you possess its private key

g

i

78



Option: validating the Child CA (continued)

« Connect to the Child CA on the following web page and select the base:
http.//%IP_SDAM:8080/bin/manager.exe/OpenSession

Stormshield Data Security

Authority Manager

Home

. I R certification authority I

B Administrators
0 {5 Settings
s ) External certificates

(@ Setup customization

Stormshield
Data Security

Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield

STORMSHIELD



Option: validating the Child CA (continued)

Stormshield Data Security

Authority Manager Authority Manager
& Main menu 8 Main menu P Properies [¥] cersficate management
lszue a certificate request
Certification authority Key and certificate for the al.Ii' \mport 2 new certficate I
i |dentity
'.‘” I ® Key and certificate for the authority I
-
Commean name Child CA
Organization Stormshield
Q—' Organization unit R&D
> |
| City Lyon
State or province
Stormshield Country MR
Data Security
R i Key
Stormshield Data Authority Manager 8.14.444 - Copyright ® 1996-2018 Stormshield ﬁ Algorithm RSA 2048 bits
Created on Wednesday, August 8, 2018 11:03:26 AM
Security module Internal

STORMSHIELD



Option: validating the Child CA (continued)

Stormshield Data Security

Authority Manager

& Main menu

Import certificate

1 Selection
1 Paste from the clipboard
Insert the value of the certificate:
B B L

Stormshield Data Security
Au(hbrlty Manager )

auanmenu

() Import from a file
File containing the certificate to import:
C:\Usersigsosys spsiDownloads\Child CA - 6 [KeyCeriSign,CRLSIgn].crt

Parcourir....

Click on Import

STORMSHIELD

Certificate import

/= Certificate details

Eﬂ ] Certficate of Child CA
This cartificate is an intermediate authority cestificate

& Subject: Child CA

® € lssued by: Root CA Access
Senial No: 05

Valid from aoit 2018, 08 to aolt 2023, 08
Public Key

Certificate foctprints
Signature

Authority Key identifier

Key Identity

Key Usage

Issuing Basic Constraints
Cerbficate format version: 3

FERERAERRAR

Stormsheeld Data Authonty Manager 9.14.444 - Copynight © 1536-2018 Stormshield

Click on Import the certificate



Option: validating the Child CA (continued)

« Connect to the Root CA on the following web page and select the base:
http://%IP_SDAM:8080/bin/manager.exe/OpenSession

Stormshield Data Security Stormshield Data Security

Home Certification authority

e - I—Nﬂﬂmﬁﬂmﬂ_l - . I B Key and certificate for the authority I
RF certification authority ”

Be Administrators

Gf ! {3 Settings @
- ) External certificates b

| S

(@ Setup customization

Stormshield

Stormshield
A At Data Security

Stormshield Data Authority Manager 9.14.444 - Copyright ©® 1996-2018 Stormshield
Stormshield Data Authority Manager 9.14.444 - Copyright @ 1996-2018 Stormshield

STORMSHIELD



Option: validating the Child CA (continued)

=1 Certificate details

E] [E] Certriicste of Roat Ca
This certificate is an intermediate avthority cemificate

# g Subject Root CA

m 82 lssued by: Roet CA Access
Serial Moz 06

Valid from aodt 2014, 02 ro aodr 2028, 02
Public Key

Certificate footprints
Signature

Authority Key ldentifier

K=y |denkity

Key Usage

guing Basic Constraants
Certificate format version: 3

EEHAHEREAHA

a Certificate export

@ Base f4-encoded cartificate’s valua
| Copy to chpboard |

Sava file

I Jave as... | I

STORMSHIELD



Option: validating the Child CA (continued)

« Connect to the Child CA on the following web page and select the base:
http://%IP_SDAM:8080/bin/manager.exe/OpenSession

Stormshield Data Security

................................ ¥

Authority Manager

£ Main menu Operations

i Import 2 new cemlbcalel
A External certificates added to address books

. & Users management
-
BF certification authority . Certificates: 2 certificates
%= Administrators
1 {2 Settings = ) . "
e \ Certificates are added to the address book of all users during their distribution.
, ) External certificates X |
.
(@ Setup customization
Stormshield » inter2k16
Data Security ]
Stormshield Data Authonty Manager 9.14.444 - Copyright ® 1996-2018 Stormshield

STORMSHIELD



Option: validating the Child CA (continued

External certificate import
L)
Import external certificate
= Certificate details .
= Selection
o Certificate of Root CA
This certificate is a root certificate
& subject: Root CA
% () Paste from the clipboard & Issued by: Root CA
; Serial No: 01
Inzert the value of the certificate: Valid from August 2018, 21 to August 2028, 21
Public Key
Certificate footprints
Signature
Issuing Basic Constraints
Key Usage
Key Identity
Certificate format version: 3
= Properties —
Facie from the clipboard
@ Import from a file Label Root CA u
Fil2 contzining the certificate to import: T X
E 3
I Browse...
» You are about to add this certificate to users' address books when they are distributed.
Confirm operation: M Confirm operation: Imgont

STORMSHIELD a5



Configuring the IIS server virtual directory
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Configuring the IS server

Create a virtual directory on the IIS server under the Stormshield Data
Authority Manager website for the CRL service

“E Internet Information Services (I15) Manager

@@ [0 v €@ » wIN2008R2 » Sites » Stormshield Data Authority Manager *

File  View Help

Comnections
e |78

e Stormshield Data Authority Manager Home

4
-5 Start Page —
=95 WIN2008R2 (DEMO\Administratg | Fier - (o - (Gyshow All | Groupby: Area 7 B2 -
.| 2% Application Pools s
EZ Sites — Add Virtual Directory 2] x|
- Storm — - el " .
SEr 2 a4 [ & 21 :
Edit Permissions. .. Authentication CGI Compression Default Directary Error Pages Handler Site name:  Stormshield Data Authority Manager
Dacument Browsing Mappings , .
o -“ o 4
i A4 P o= g '
1 = T 19| —
= ﬂ_ =t i» o= ; Alias:
Edit Bindings. .. Logging MIME Types Modules Output Request S5L Settings \ torl
Caching Filtering IrmI
Maniage Web Site 3 | Example: images
&3 Refresh nt Ehysical path:
- — ¢ [c:\sBMDataVootcalcr
Rename Pass-through authentication
{0z Switch to Content View Connectas... | TestSettings...
{
0K Cancel

STORMSHIELD 87



Configuring the IS server (continued)

Create a virtual directory on the IIS server under the Stormshield Data Authority
Manager website in order to be able to distribute update files for SDS

“E Internet Information Services (I1S) Manager

@@) [@ v €0 » WINZ0DBR2 » Sites » Stormshield Data Authority Manager »

File  View Help

_ﬂ) =TT @ Stormshield Data Authority Manager Home L
- g k
~-& Start Page —
=93 WIN2008R2 (DEMO\Administratd | T P88 - Eyshowl |Growpby: res =l
.;} Application Pools s
&) Sites

em— 2 g I3 = i vt orectory S TE

Edit Permissions. .. Authentication CGI Compression Default Directory Error Pages Handler
Document Browsing Mappings
8

Site name;  Stormshield Data Authority Manager

A # E g - p—

Edit Bindings. .. Logging MIME Types Modules Cutput Request 551 Settings } Alizs:
- Caching Filtering Irnntl..lpdate
Manage Web Site 3 |
nt Example: images
i3 Refresh
f Physical path:
x Remaove
IC:\SBMDaE‘l,rmtm‘l,Users _l

Rename Pass-through authentication

{02, Switch to Content View

Connect as... Test Settings... |

K I Cancel

STORMSHIELD

oS



Configuring the IS server (continued
Double click on MIME Types

*E Internet Information Services (IIS) Manager

=18 x|

% [0 3 @ b WIN2008R2Z » Sites ¢ Stormshield Data Authority Manager

@ < % 1@-

File \iew Help

Q- &8

-~ Start Page
E...Gj WIN2008R 2 (DEMOAdministratd
; Application Pools

tormshield Data Author

0 Stormshield Data Authority Manager Home

Filter: - %go - %Show Al | Groupby: Area ~ 35|~

ASP Authentication

Configuration
Editor

A =

GI Compression Default

Error Pages Handler
Mappings

Directory

Document Browsing

mldl = 5 §

MIME Types Modules Cutput Request

S5L Settings
Caching Filtering

‘ Configure extensions and assodated content types that are served as static files

1 | 3
Ready

Drsan| | @[

STORMSHIELD

[l Features View || % Content Yiew

20 Explore

Edit Permissions. ..

Edit Site
Bindings...
B Basic Settings...

View Applications
View Virtual Directories

Manage Web Site L)
2 Restart

P Start

B Stop

Browse Web Site
Browse *:80 (http)

Advanced Settings...

Configure
Limits...

@' Help

Online Help

9
|2 § s:siPv Em




Configuring the IS server (continued

Right click and select Add in order to add .usx MIME Types

1!E Internet Information Services (IIS) Manager

=8|

@@ [a F WINZOOBRZ » Sites * Stormshield Data Authority Manager

@< 2 1@-

File View Help

CComnections
e-id|2 |8

~-§5 StartPage
E...iij WIN2008R 2 (DEMO\Administraty
3 Application Pools

=[] Sites
-0 Stormshield Data Authar,

| | »

@ MIME Types

Use this feature to manage the list of file name extensions and assodated content types that are served as static files by the Web
SErVEr,

Group by: Mo Grouping M

Extension * | MIME Type | Entry Type | -
.323 text/h323 Inherited |
.aaf applicationfoctet-st...  Inherited

.aca applicationfoctet-st...  Inherited

.accdb application/msaccess  Inherited | Add...

Laccde application/msaccess  Inherited @ Hep

.accdt application/msaccess  Inherited )

LB applicationfinternet...  Inherited Torali=y

.afm applicationfoctet-st...  Inherited

i application fpostscript  Inherited

Jaif audiox-aiff Inherited

.gifc audio/aiff Inherited

.aiff audio/aiff Inherited

.application applicationfx-ms-ap... Inherited

.art image fx-jg Inherited

Jasd application foctet-st...  Inherited

.asf videox-ms-asf Inherited

.&si applicationfoctet-st...  Inherited

.85m text/plain Inherited

.8sr videox-ms-asf Inherited ;I

[= | Features View |/ 2 Content View

Configuration: "Stormshield Data Authority Manager' web. config

prsan| | @[

STORMSHIELD

Add...

@ Help

Online Help

Add MIME Type

File name extension:

I.UEK

MIME type:

2 x|

Cancel

# O S:53pM B




Configuring the IS server (continued)

Expand Stormshield Data Authority Manager and click on the virtual directory
rootcrl. Double click on Handler Mappings.

STORMSHIELD

‘E Internet Information Services (IIS) Manager

iﬂ b WINZOOBRZ P Sites P Stormshield Data Authority Manager » rootcl

G

File  View Help

€ -z |8

------ W Start Page

-85 WIN2008R2 (DEMO \Administrator)

3 Application Pools

E-[&] Sites

E@ Stormshield Data Authority Manager

[t | ActiveX
| Bin
[ | Database
[ | Htdocs
-] Himl
£
£
£

I

] St
/| Tools
|-z rootupdate

Ready

- - rootcrl Home

Filter: - Bco - (5 show Al | Groupby: Area

=)

A N

ASP Authentication CGI

HTTP

Error Pages Handler

Mappings Respa...
il = [%
OQutput Request 551 Settings
Caching Filtering
Management
Configuration
Editor

Compression

Logging

Iﬁl
Default
Document

e

MIME Types

Directary
Browsing

QI!EEH

Modules

(ol x|
|&@ < 5@ -
2 Explore
Edit Permissions. ..

D Basic Settings...

Manage Virtual Directory ()
Browse Virtual Directory
Browse *:8080 (http)

Edit Virtual Directory
Advanced Settings. ..

@ Help

Onling Help

(=] Features view |/ - Content View

e_:l:i




Configuring the IIS server (continued

Click on Edit Feature Permissions, flag the option Read and click on OK

*E Internet Information Services (IIS) Manager

@@j [;_'j » WIN200BR2 » Sites » Stormshield Data Authority Manager » rootol »

File View Help

€-id |78

-5 start Page

E..Hj WIN2008R2 (DEMO\Administrator)
2} Application Pools
Sites

1#] rootupdate

Ij Handler Mappings

Use this feature to specify the resources, such as DLLs and managed code, that handle responses for

spedific request types.

Group by: State

Mame =+ I Path I State I Path Type I -
Disabled

CGlexe *exe Disabled File

ISAPI-I =dl Disabled File

StaticFile = Disabled File or Folder
Enabled b

ASPClassic *.a5p Enabled File

aspg-Integrated-4.0 * @spg Enabled Unspecified

aspg-ISAPI-4.0_32bit *.aspq Enabled Unspecified

aspg-ISAPI-4.0_64bit * @spg Enabled Unspecified

AssemblyResourceloader-Intear...  WebResource, axd Enabled Unspecified

AXD-ISAPI-4.0_32bit * axd Enabled Unspecdified

AXD-ISAPI-4.0_a4bit * axd Enabled Unspecified

cshim-Integrated-4.0 * cshtm Enabled Unspecdified

cshim-ISAPI-4.0_32bit * cshtm Enabled Unspecified

cshim-ISAPI-4.0_g4bit * cshtm Enabled Unspecdified

cshiml-Integrated-4.0 *, cshtml Enabled Unspecified

cshiml-ISAPI-4.0_32hit *, cshtml Enabled

-

S

Unspecified =

[='| Features View |/ 2 Content View

Configuration: ‘Stormshield Data Authority Manager frootorl web. config

STORMSHIELD

Add Managed Handler...
Add Script Map...

Add Wildcard Script Map.

=101 x|

& - q e -

Edit Feature Permissions
Revert To Parent
View Ordered List...

‘ Edit Feature Permissions

2

Permissions:

@ Help

Online Help

IIF Read I
™ Script

I Eecute

Cancel

o)
N



Configuring the IIS server (continued
Select virtual directory rootupdate and double click on Handler Mappings

1!E Internet Information Services (IIS) Manager

@@) [ ] » WINZODBRZ » Sites » Stormshield Data Authority Manager » rootcrl »

File  View Help

€- |7 |8

- Start Page
E..Hﬂ WIN2008R.2 (DEMO\Administrator)
3 Application Pools
E|---;¢T| Sites
E@ Stormshield Data Authority Manager

| Database
- | Hidocs
i1 Himl

#-[ ] MaiTemplates
Ry rooterl

7l rootupdate ‘

STORM:

Ready

rootcrl Home

- %Show Al | Group by: Area

T%GD

TT

d e

Compression Default
Document
] =T
= f]ft_
Logging MIME Types

551 Settings

Request
Filtering

Configuration
Editor

Directory
Browsing

_|ol x|
& - e -
2 Explore
Edit Permissions. ..

B Basic Settings. ..

Manage Virtual Directory |4
Browse Virtual Directory
Browse *:8080 (http)

Edit Virtual Directory
Advanced Settings...

@ Help

Online Help

2| Features View (= Content View

Hﬂ:i




Configuring the IS server (continued

Click on Edit Feature Permissions, flag the option Read and click on OK

1'-'E Internet Information Services (I1S) Manager

=10l x|

Go

& ¥ WIN2OOSR2 » Sites » Stormshield Data Authority Manager

» rootupdate

& - @ -

File  Wiew Help

€- |2 |8
& Start Page
-85 WIN2008R 2 (DEMO \Administrator)
J Application Pools
E-[@] Sites
E@ Stormshield Data Authority Manager

oo ActiveX

L Handler Mappings

Use this feature to specify the resources, such as DLLs and managed code, that handle responses for

spedfic request types.,

Group by: State -

Mame - | Path | State | Path Type | -
Disabled

CGI-exe * exe Disabled File

ISAPI-dIl =dl Disabled File

StaticFile = Disabled File or Folder
Enabled b

ASPClassic =.&sp Enabled File

aspg-Integrated-4.0 * 88pq Enabled Unspecified

aspg-ISAPI-4.0_32bit * &spq Enabled Unspecified

aspg-ISAPI-4.0_64bit *.aspq Enabled Unspedified

AssemblyResourceloader-Integr... WebResource.axd Enabled Unspecified

AXD-ISAPI-4.0_32bit * axd Enabled Unspedfied

AXD-ISAPI-4.0_g4bit * axd Enabled Unspedfied

cshim-Integrated-4.0 =, cshim Enabled Unspedified

cshtm-ISAPI-4.0_32hit =, cshim Enabled Unspecified

cshtm-ISAPI-4.0_&4bit =, cshim Enabled Unspecified

cshtml-Integrated-+.0 =, cshiml Enabled Unspecified

cshitml-ISAPI-4.0_32bit =, cshiml Enabled

e

S

Unspedified _Iﬂ
" - ,

[='| Features View |\ Content View

Configuration: 'Stormshield Data Authority Manager frootupdate’ web. config

STORMSHIELD

Add Managed Handler. ..
Add Script Map. ..

Add Wildcard Script Map...
Add Module Mapping...

Edit Feature Permissions.

evert (o Paren
View Ordered List...

'@ Help

Online Help

ﬁif].:i

Edit Feature Permissions

Permissions:

IF Read I

™ Script

M Exeoute

=]

2l

Cancel



Configuring the Exchange
server (option)

SSSSSSSSSSS



Configuring Exchange Inbound Connector

E Exchange Management Console

File Action View Help

=18 %]

o A el 7 1]

@ Microsoft Exchange

=] @ Microsoft Exchange On-Premises
.i.: Organization Configuration
= ﬂ Server Configuration

i.i Mailbox
=2 Client Access
Unified Messaging

& Redpient Configuration

=1 Toolbox

STORMSHIELD

f=: Hub Transport 1 object | Actions

W Create Filter Hub Transport
5. ExportList...
Na... = | Role | Version | Message Tracking Enabled | =
[5:2KBR2Z  Hub Transport, Client Acc,..  Version 14.2 (Build 247.5)  True View 4
|G| Refresh
ﬂ Help
2KBR2
33 Manage Mailbox Role
ﬂr, Manage Client Access Raole
i.'_-]s 2KEBR2 1 object i_'. Manage Diagnostic Logging Properties. ..
Receive Connectors | ':'-I-—l Mew Receive Connectar...
Mame = | Status | D Properties
T Default Disabled

ﬂ Help

[ Introduction

[ New Connector
[ Completion

New Receive Connector

Introduction

Name:

This wizard helps you create a new Receive connector on the selected server.

| |SDAM

Select the intended use for this Receive connector:

ICustom

connect with systems that are not Exchange servers.

< Ba

5 | ]

H

Description: Select this option to create a customized connector, which will be used to

Cancel

(@)

(@)



Configuring Exchange Inbound Connector (continued)

a
New Receive Connector

B Introduction

o Local Network
settings

Remote Network
- settings

[} New Connector
I} Completion

_ teb |

Local Network settings
|_lIse these local IP addresses to receive mail:

|| o] pea.. |

Specify the FQDN this connector will provide in response to HELO or EHLO:

{Example:mail contoso.com)

< Back || Next > I

STORMSHIELD

Edit Receive Connector Binding X|

|P Address to Use

" Use all IP addresses available on this server
(¢ Specify an IP address:

|%IP_MAIL

Example: 192.168.1.10

Port to Use
Port:

OK




Configuring Exchange Inbound Connector (continued

| New Receive Connector

1 Introduction

n Local Network
settings

o Remote Network
settings

[ New Connector

[J Completion

Helpl

STORMSHIELD

Remote Network settings

Receive mail from servers that have these remote |P addresses:

gPAdd... ~ /Edn...,Zl

IP address{es) [Remove the selected items. |

0.0.0.0-255.255.255.255

<Back |

Next >

Cancel

4
. New Receive Connector
B Introduction Remote Network settings
Local Network | Receive mail from servers that have these remote |IP addresses:
™ setiings | |l Add... [+ Edit...
o Remote Network IP Address...
v —IPand Viask...
] New Connector IP Range...
[] Completion
Help B I

Next >




Configuring Exchange Inbound Connector (continued)

Add IP Addresses of Remote Servers

Address or address range:

[ %IP_SDAM /32

Example: 152.168.180.0/26 or 2001 :DB8:0:.C000:: /54

oK I Cancel

STORMSHIELD

1
I Introduction

n Local Network
settings

py Remote Network
settings

1 New Connector

[J Completion

New Receive Connector

New Connector
The wizard will use the configuration below. Click New to continue.

Configuration Summary:
221 SDAM

Name: SDAM
Type: Custom
IP Address(es):
%IP_Maik Port 25
Remote |P range(s):
%6IP_SDAM /32

To copy the contents of this page, press CTRL+C.

< Back || New I

Cancel




Configuring Exchange Inbound Connector (continued

" General I Netwol a’mission Emupsl

ige Management Console = |
ion  View Help
kol ? s
oft Exchange f: Hub Transport 1 object | Actions
Tosoft Exchange On-Premises
) Hub Transport -
| Organization Configuration ? Create Filter -
Server Configuration |5 Exportlist...
2. Mailbox MNa.., = | Role | ‘Version | Message Tracking Enabled |
= . =2k8R2  Hub Tran Client Acc...  Version 14.2 (Build 247. True View »
__%JJ Client Access Eﬂ sport, (Bu 5)
= Hub Transport |G| Refresh
=l ; .
i Unified Messaging
Recipient Configuration Help
ok e
2KBR2
55 Manage Mailbox Role
__E_l\.{_ Manage Client Access Role
f-ls 2KBR2 2 ohjects i_'. Manage Diagnostic Logaing Properties...

Receive Connectors I

MName = ISE:th I
‘_@ Default Disabled
:-I::I v Enabled

Disable

Remaove

'_;l Mew Receive Connector. ..
D Properties

SDAM
i) Disable

7 Remove

D Properties

Help

ey =

elep cr® 27" -

SDAM Propel

Specify which security mechanisms are available for incoming connections
[™ Transport Layer Security (TLS)
[ Enable Domain Securty (Mutual Auth TLS)

¥ Basic Authentication
[ Offer Basic authertication only after starting TLS
¥ Exchange Server authentication

V¥ Integrated Windows authentication
I” Bdtemally Secured for example, with IPsec)

SDAM Properties
‘General | Network | Authentication |

Specify who is allowed to connect to this Receive connector

V¥ Anonymous users

¥ Exchange users

[v Exchange servers

¥ Legacy Exchange Servers
[~ Parners

Cancel

Cancel

Apply

Help




Creating speclal SDS accounts
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Special accounts [~ o

Now you need to create two special users (Signatory and Recovery) .

Click on Users Management - Users - Special users - Policies signatory /1N

Stormshield Data Securi[y = RootCA - Main administrator
Authunty Manager T . Home > Users management > Users

ﬂ Users management m Cerlificates management % LDAP

STORMSHIELD 10



Speclal accounts (continued

Security policies signatory creation

i User

/= Account

Identifier

Description

User account protection
algorithms

i User passwords

®

Initial password

‘Signatory account

‘Signatory account

Encryption AES 256 bits %
Thumbprint | SHA-256 v

[nGe2G2n1psT7

() Disable the security officer password

@ Use the following security officer password:

Security officer
user account

i User's identity

&

d for [epiAWTPBUSPG=hkA |

General password

This password will allow you to unblock the account of a user if he/she loses his/her password.

Name

Given name
‘Organization
‘Organization unit
City

State or province
Country

Email address

‘ Signatory

‘Accounl

[ Stormshield

[Milano

\
|
|
|StormshiedIPOC |
\
\

Lombardia

[ taly (1) v

STORMSHIELD

= Key and certificate

ﬁ Certification mode
Validity period
Key role

Key algorithm

Subject

[ Internal CA - Signature v

~| until Wednesday, February 23, 2028

a Encryption |« L Signature

RSA 2048 bits v

| CMN=Signatory Account S=Signatory, GN=Account L=Milano, 0U=StormshiedIPOC, O=Stormshig

= Publication

DN of LDAP entry

cn=Signatory Account,ou=StormshiedIPOC, o=Stormshield

Click on Create user



Special accounts (continued)

Click on Users Management - Users - Special users > Recovery account N

= RootCA -] Main administrator *. Close session

Stormshield Data Security

.Quthl;lrltmr Manager . Home > Users management > Users
a Main menu ﬁ Special users @ Users management m Cerificates management % LDAP
I Recovery account I
Users list Policies signatary

= The database contains 0 user of which 0 is special

STORMSHIELD 104



Special accounts (continued

Recovery account creation -
2 Drer ﬁ Certification mode | Internal CA - Encryption v
Identifier ‘Remvew “Account ‘ Validity period Until Wednesday, February 23, 2028
D2 [Recovery Account | Key role v/ @ Encryption & Signature
@ Account Key algorithm
Subject |CN=Reoovery Account, 5=Recovery, GN=Account, L=Milan,OU=StormshieldFOC, 0=Slon113hiell|

User account protection (Err e AES 256 bits v
algorithms. - = A
g Thumbprint  |SHA-256 Vv @ Publication

i User passwords

% DN of LDAP entry cn=Recovery Account,ou=StormshieldPOC, o=Stormshield

lﬁ‘ Initial password [1pidyzUZiZHx

() Disable the security officer password = Usage of recovery certificate

@ Use the following security officer password:

ﬁie“r";f.‘éa‘i.fﬁntw B [epIAWPBUSPG kA | This certificate will be register as a recovery certificate in all users accounts in this database.
General password £
This password will allow you to unblock the account of a user if he/she loses his/her password. Attributes Visible to every user to whom it is applied
[[] Meodifiable by all the users to whom it is applied
i User's identity
™ Al stormshield Data Security components
g Name [Recovery \ A Security BOX SmartFILE
Given name [Account | Stormshield Data Security <2 Stormshield Data Virtual Disk
R [Stomshiei | :grl;ll%nents on which ftis @ Stormshield Data File
Organization unit ‘SIDrmshieldPOC ‘ _
‘MI ‘ Stormshield Data Mail
City ilan
i :
. [Lombardia ‘ Stormshield Data Team
Country [ aly (IT) v
Email address ‘ ‘

STORMSHIELD Click on Create U,§ber



Setting up SDS account configuration
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Jser settings

Click on Main menu - Settings = Users Management

a User creation

g) () By default, use this password for all accounts:

Security officer d f

the user accounts l Suggest (and store) a different password for each account I

() Disable security officer password for all accounts

Subject resolution mask |CN=<CommDnNam e= S=<5urName= GN=<GivenName= L=< Locality».OU=<OrgUnit>‘O=<Or|

@ Surname followed by given name 5 Certificate import and export
Common name format

(0 Given name followed by surname

User certificate import and
Eg? xnort folder [casemDatawootcalCerts
a Distribution Certificate import [] Authorize import of old certificates

C:\SBMData\rootca\Certs

Format for certificate expor.

Binary format

User account distribution .
folder C\SBMDatalwootcallsers Trust chain export [] Add trust chain when exporting certificates

for th d p7b extension
Mumber of password entry ETUIE EEET [EEATR

attemps before locking

Extension for exporting X
several certificates p7c extension

for the security officer password

sbc extension

Card account [] Make a copy of the private and public keys into the user account \ Email notifications
Address book I Add to each user's address book the certificates of all users present in the database I
Thumbri laorithm f @ [] Send an information email before the certificates expiration

umbprint algorithm for - . q _ .
updates (.usx) Thumbprint algerithm used for signature | SHA-256 v ey o i 30

) o Information email Frequency: 7 days

LDAP publication of updates [] Activate LDAP publication of updates N
(-usx) Caution, chose this option only if the users’ LDAP entries belong to a class that accepts the update publication attribute, as set in the LDAP configuration. Template: [ piration_m

[] Activate file-based publication of updates

File-based publication of

RS (me Publication folder:

[] Activate file-based publication of setup files (.usi)

File-based publication of

T IR (T Publication folder:

Click on Apply modifications

N7
)

STORMSHIELD 07



Option: LDAP settings

Click on Main menu > Settings = then select LDAP Synchronization

Settings

-
= Database

General settings
% LDAP Synchronization

| 0 | '» Outgoing mail server
| % Certificate templates

% Users
Stormshield » Users management
Data Security » Components configuration

iy External certification authorities

§ Certification authority

% Certificates management

STORMSHIELD



Option: LDAP settings (continue

LDAP synchronization settings

@ Server

|%HOSTNAM E_LDAP

% Server name

Port number

LDAP version

Protocol

Encoding

Duration of a connection

attempt BEE

7 Authentication

If you are connected to AD, set sAMAccountName as the

ldentifier

= Search

’O Base DN

Class of recognition for
"person” type entry

Search time limit

= Publication

% Keys to be published

= Publication of new certificates

(@ Authentication with a plaintext password

DN:

DN resolution mask

[en=Admint  CN=users,DC=:

.de=corp |

= MName of attributes

[ES———————

Authentication selection
Domain or workgroup name:
User name:

Password:

STORMSHIELD

| eN=users DC=stotrmshied! dc=corp| x|

| person |

seconds .

) All keys

(® The key with the encryption role and the key with the signature role

cn==CommoniName= ou==0rgUnit=0==0rganization=

Email address |mail |
Common name |cn |
Certificate in binary format userCertificate;binary

Identifier uid Or sAMAccountName if you are connected to Microsoft Active Direcfory
Given name |givenName |
Name |5n |

Authority certificate in binary
format

CRL in binary format

Security policies update in
binary format

| caCertificate; binary |

| certificateRevocationList;binary |

|5boxPOIil:yU parade;binary |

Click on Apply modifications



Option: SMTP settings [ &

Click on Main menu - Settings - Outgoing mail server and add all necessary mformatlon
to allow the SDAM to send e-mail using your e-mail server

= Child-CA - Main administrator . Close session

Stormshield Data Security

.ﬁuthnnl'_v Manager A Home > Settings = Outgoing mail server

a TE R =

Outgoing mail server settings

®
= SMTP Server f
1
F
Name of local server I1"':1H'::'tS-Tr'vl..f-.I.I'IE_SI:I'.E'.I.I'I
' | % [ ]
Name of remaote server TeHOISTHAME MAIL
Port number IEE
i Connection identifier
xr = W
Usemame I
Password {non-hidden) I

Sender's email address | inl:-—rephr.sda.m@dem.lmal I

Confirm operation: Apply modifications

STORMSHIELD 10



Creating SDS account templates
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Creating a template

Click on Main menu = User management - User templates
then click on Operations ->Create a template

Stormshield Data SECLIFHY g RootCA - Main administrator *. Close session
AuthurltyManager S e . Home > Users management > User templates

a Main menu Operations
E}g Create a template

List of templ

/= User templates: 0 User template .

T )

Stormshield Data Authority Manager 9.13.931 - Copyright © 1996-2017 Stormshield
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Creating a template (continue

#_ Home > Users management > Templates > Template creatio

Template creation

i Template .
i Users’ identities
i@ Tdentifier Template1 |
Description
| Organization |Slnrn1;hie\d |
Master's password | |
DN of LDAP entry used for | | Organization unit |Slnrmsh|e\dPOC |
update file publication City |M\Ian |
= Users accounts . State or province |Lomhardia |
E
Country Italy (IT) W
b User accounts protection Encryption AES 256 bits v
B2 : .
algorithms Thumbprint | SHA-256 v = Users keys and certificates
i Security officer password for user accounts - ﬂ
Key 1
T @ Blleliity it ey ol (s Certification mode [ Internal CA - Encryption v

l (8 Generate a different backup password for every user ' o ) .
Validity period Until Sunday, February 23, 2020

Security officer password for (7)) Use the following security officer password:

user accounts Key role | ﬂ Encryption & Signature

Key algorithm RSA 2048 bits v

This password will allow you to unblock the account of a user if he/she loses his/her password.

Key 2
Certification mode | Internal CA - Signafure W
Validity period Until Sunday, February 23, 2020
Key role @ Encryption v| & Signature

Key algorithm RSA 2048 bits v

STORMSHIELD Click on Create template -



Creating a template (continued): configuring the PoC ¢

Click on Main menu - Users management - User template and select the template that

you have already created D ;.

Stormsh ield Data Secu rity g RootCA - Main administrator ."'.,__ Close session £ @ At connection only Cannot be modified by the user

Authority Manager Home > Users management > Templates > Template1 ® EnEDErE R R R
() Every 5 minute(s) Cannot be modified by the user
= ] i ) _
@ Main menu & Properies & Template management @ Components Cperations Change your secret cad... O ot visible

Stormshield Data Virtual Disk

a Change secret code

Template rmmnwml .
Stormshield Data Kemel &;—_\ [J Request change every Cannot be modified by the user

= Template . . s
Stormshield Data Mail &+ 10 day(s) Cannot be modified by the user
Impose change every Cannot be modified by the user
day(s) Cannot be modified by the user
Stormshield Data Kernel - Connection and personal code - Password mode it change before Cannot be modifed by the user
a lcon El day(s) Cannot be modified by the user
w Personal code syntax .
ClICk On Connection and & Tcon in configuration panel Not visible

\'i, + Number of alphabetical characters

minimum: maximum: 2

personal code — Password s Tabs
mode

i
]

¢ Number of numerical characters

[ SLEIE

Screensaver tab Not visible T D TR T
Connection tab Not visible + Number of other characters
Authentication tab Mot visible minimum: E maximum: ;TI:::tec:?:::t‘i:;:e change
¢ Total number of characters
% On Windows screensaver turn on minimum: maximum:
+ Help text for the user
Py ) No action Your password must comtein between § and 32 chazacters.

&

® Lock session
Cannot be modified by the user
[1 And unlock on waking up = Log on to Windows

(O Disconnect
By ® Do not activate
SCreen saver.., | Mot visible L Cannot be modified by the user

() Using the following information: (User, Log on to, Password, Confirmation)

= On Windows session locking

By (O No action

- € et el Cannot be modified by the user CliCk On Apply mOdificatiOnS
STORMSHIELD [ And unlock on waking up 114



Automatic profile updates .

Click on Main menu - Users management - User template and select the template that you have already
created. Then click on Components - Stormshield Data Kernel.

Select Automatic update and fill in the following value under the Download section:
http://%IP_SDAM:port/update/<Userld>/<Userld>.usx

Stormshield Data Security

AuthontyManéen: “"A Home > Users management > Templates > Templatel > Stormshield Data Kernel > Automatic updatd

Stormshield Data Kernel - Automatic update

2 Automatic update

%ﬁ Icon in configuration panel [1 wot visible
[] Deactivate automatic update [] Cannot be modified by the user

Protocols: Activate automatic update with the following protocols

%} HTTP (web) [] Cannot be modified by the user
HTTP secure: d by SSL [[1 Cannot be modified by the user
LDAP (directory access) [[1 cannot be modified by the user
LDAP secured by SSL [] Cannot be madified by the user
FILE (file copy) [[1 cannot be modified by the user

The user is not allowed to
add distribution points

Delete

Cannot be Cannot be
| @ I modified deleted

http://%IP_SDAM:port/update/<Userld>/<Userld>.usx

Click on Apply modifications

J



CRL configuration [ —®

Click on Main menu - Users management - User template and select the template tpat
you have already created. Then click on Components = Stormshield Data Kernel. .

Stormshield Data SEGUF“ZY = RootCA - Main administrator *. Close session
Authnrltyl'u‘lanager o . Home > Users management > Templates > Templatel
& Main menu Eg_; Properties |5 Template management .ﬁ Components Operations
' A
Template Stormshield Data File
ISiurmshield Data Kemel I
=1 Template - ]
Stormshield Data Mail )
Stormshield Data Team
SE:?E, Identifier Templatel Stormshield Data Shredder
Description Stormshield Data Sign
Created on Friday, February 23, 2018 5:41:40 [mport from master
Last modification on Friday, February 23, 2018 5:49:05 PM
Latest distribution date Mo distribution has been performed

= User identity

STORMSHIELD
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CRL configuration (continued

Click on Revocation controller and click on the button highlighted below

Stormshield Data Security = RootCA - Main administrator *. Close ses
AuthontyManager"‘Ho'“e} Users management > Templates > Templatel > Stormshield Data Kernel > Revocation contr

& Main menu

Stormshield Data Kernel - Revocation controller

7 General settings

o
ﬁ Icon in configuration panel [0 Mot visible
[] Do not control the revocation state Cannot be modified by the user
CRLs default validity period (days) [1 cCannot be modified by the user
Protocols: Activate revocation lists downloads with the following protocols:
HTTP {web) Cannot be modified by the user
HTTP secured by SSL Cannot be modified by the user
LDAP (directory access) Cannot be modified by the user
LDAP secured by SSL Cannot be modified by the user
FILE (file copy) Cannot be modified by the user
= Issuers
* 8

RoolCA

Prohibit adding issuers

] Prohibit deleting this
Delete issuer from the list

Add database authority:
Add an external issuer: | Add |

STORMSHIELD | Domot controlthe revocation state ) Cannot be modified by the

Validity length (days) user
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CRL configuration (continued)

Add an external CRL distribution point: http://%IP_SDAM:port/rootcrl/rootca.crl

Revocation lists downloading rule:
[] Cannot be modified by the

W | Download at the first encryption operation (recommended) v| uSer

The user is not allowed to

. . . . add distribution points
Custom distribution points:

Cannot
Cannot be
E& Enter in order of priority ; be
modified deleted
1% . ﬁ
I http://%IP_SDAM:port/rootcrl/rootca.crl I - e b - E:nnut
| | & modified deleted
| |ﬁ [] Cannot be O E:nnut
modified
| @ deleted
Cannot
Cannot be
L] " ] be
modified deleted
Confirm operation: | Apply modifications

STORMSHIELD



Creating SDS user accounts
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Creating an account from a template <

Click on Main menu - Users management > User template and select TemplateT, then
click on Operation = Create a user from this template .
This operation allows you to create a user manually on the SDAM but If you want to create
a user from your Active Directory, please see the next slide. "

Stormshield Data Security
Authunty Manager

& Main menu E;@ Properties & Template management @ Components Operations

Create a user from this
template

& Home > Users management > Templates > Templatel

Template

= Template .

L
- Tdentifier Temnlatel

STORMSHIELD 190



Creating users via LDAP [ &

Click on Main menu - Users - LDAP and select LDAP Synchronization

StDﬂTIShiEld Da’[a SECLITHY = RootCA - Main administrator °. Close session
Authurlt]r Manager ST e #_ Home > Users management > Users |
.
a Main menu ,ﬂ Special users 8 Users creation ﬂ Users management m Cerlificates management % LDAP \‘
| LDAP Synchronization ”
Users list .
= The database contains 0 user of which 0 is special . .
. -
[ ]
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Creating users via LDAP (continued [ o=

Click on To associate or use to create users

Stormshield Data SGCurity = RootCA 3 Main administrator %% %HOSTNAME_LDAP:389 *, Close sessio

StOﬂTIShIBld Data SECUﬂty g RootCA =] Main administrator ‘ﬂ: %HOSTNAME_LDAP:389 *, Close session Authurlty Manager ‘# Home > Users management > Users = LDAP Synchronization > Users creation

Authurlty Manager & Home > Users management > Users > LDAP Synchronization

Users creation from the LDAP directory
Synchronization with the LDAP directory

= Description

3
@ This action lists all entries of the LDAP directory. For each entry not yet associated to a user, it searches for a user
. ) . which has the same email address, same cormmon name, same identifier, or same name and last name.
% Search LDAP entries @ If such a user is found, then the function suggests associating it with the entry.
= - If not, the function suggests creating a new user.
I w» To associate or use to create users
= Search criteria
* (B
Import certificates from the LDAP directorv@
w For all users ,O Search base | CN=users, DC=stotrmshied!,dc=corp |
w» For users with at least one non-certified key Filter |(Ohjectd355:persun} |
Caution, this operation may take several minutes. .
Searching:
. . . (® entire tree under the base
Publish users certificates on the LDAP dlrectorv@ Depth
() one level under the base
uy All certificates O b :
. . " ase on
s Certificates which are not yet published v
Caution, this operation may take several minutes.
I Confirm operation: I
Stormshield Data Authority Manager 9.13.931 - Copyright © 1996-2017 Stormshield

Caution, this operation may take several minutes.
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Creating users via LDAP (continued =

The SDAM interface will show you the first user found in the AD and will

let you choose whether to create the same user in the SDAM :
y - .
Stormshield Data. SBCUTITy 2 RootCA ] Main administrator #% 192.168.69.3:389 ", Close session = Publication .
AuthorltyManager Home > Users management > Users > LDAP Synchronization > Users creation > Creation
LDAP publication Publish generated certificate in the LDAP directory
- - A O K
Confirm user creation E=l
Certificates already published
) ) on the LDAP server L
i Report of previous operation '] @) Replace certificates that have the same usages and the same issuer
@ User was not created: User creation canceled. = User account configuration .
No user was created from entry CN=krbtgt,CN=Users,DC=demo,DC=lab.
-
. - £ Use as template
= Do you wish to create a user from the following LDAP entry? S gf_\?g | p
= Validation .
% DN CN=test1,CN=Users,DC=demo,DC=lab
The following operations will be performed:
= User 2 = » creation of testl in the database;
» key generation for testl;
» certificate generation for testl;
Identifier |195‘l1 | » account creation for test1 with copy of the template Template1.
Description | |
Do you confirm user creation? | Yes | | All | | No | | Cancel
= User identi
=] ty * B
g Name | | Stormshield Data Authority Manager 9.13.931 - Copyright @ 1996-2017 Stormshield
Given name |19511 |
Common name |135‘l1 | +
Email address |les11@siunnshield.com |

STORMSHIELD o



Deploying SDS user accounts
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Hile distribution

After you have created the user, you can download/send the file relating to this user so that he will be able to install it on his

workstation

From the Home menu, click on Users management > Users > select the user (in this example "test1") > then User

management - Distribute account

= RootCA -, Main administrator

Stormshield Data Security

Authurlty Manager

a Main menu

(53 LDAP
Users list

G Special users 8 Users creation |5 Users management m Cerfificates management

= The database contains 3 users of which 2 are special

=53 A B C D E F G H I 3 K L M N ] P Q R s T u v w X
—— 5]

¥ Policy Signatory

» Recovery Account

» testl testl@stormshield.com
Users 1 - 3 of 3 found

k3

Stormshield Data Authority Manager 9.13.931 - Copyright @ 1996-2017 Stormshield

STORMSHIELD

"« Close session

¢ Home > Users management > Users

Stormshield Data Security
Authurlty Manager

&1 Main menu 8 Properties

= RootCA 3]

#. Home >

|q User management

m Keys and cerificates

User

= User

Identifier

Template

& Identity

g Name

Given name
Common name
Organization
Organization unit
City

State or province
Country

Email address

Distribute account

SS0CI; a Sm cal

Administrate database
Delete
testl
Templatel
Testl
testl
testl
Stormshield
StormshieldPOC
Milan
Lombardia
IT

testl@stormshield.com

Main administrator

*. Close session

Users management > Users > testl




Hlle distribution (continued)

Check the option Generate setup file(*.usi) then click on Distribute account (you can download the file from the SDAM
server to C:\\SBMData\rootca\Users\test1)

= RootCA - Main administrator *. Close sessio|

RisEgstield DaigSgeurity

AuthorltyManager # Home > Users management > Users > testl > Selection of the distribution mod

& Main menu

Selection of the distribution mode

= Distribution mode

%@ ® Full (account file, address book file, lists)
Generate setup file (*.usi)
Distribution type
() Update (*.usx)
Include user certificates in order to update his key-holder

[] Send the file by email

Template file (*.sbp):

Subject:

Transmission by email
Text:

Confirm operation: Distribute account

You can also choose to send the file by e-mail (optional) but you need to configure an e-mail server under
Home - Settings - Outgoing mail server

STORMSHIELD



Installing the client workstation
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Installing the client workstation

In this step you will create a custom setup file. From the Home menu, click |
on Setup customization. .

In our case, we use only accounts protected by passwords with two keys.
We will therefore block the ability to create any local accounts other than these.

*+ Close session

= RootCA

= Main administrator

Stormshie[d Di{[_a! Sa:urrty

AuthorltyManager ‘& Home > Setup customization

Stormshield Data Security
Authority Manager

a Main menu Operations

Customize Stormshield Data Security Suite setup

_—El__‘, Settings for all types of accounts
T

58]
% Users management I % General settings

#F certification authority

"Password” accounts settings

& Administrators i General settings

Settings % Account creation with a single key
wy Account creation with two keys

w Key renewal

o

External certificates

(i Setup customization .
"Card or USB key" accounts settings

Stormshield

Data Security w General settings
R wy Account creation with a single key
iy Account creation with two keys
o Key renewal
Stormshield Data Autheority Manager 9.13.931 - Copyright © 1996-2017 Stormshield

Stormshield Data Authority Manager 9.13.931 - Copyright © 1996-2017 Stormshield
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Configuring the setup

Stormshield Data Secur'rty S RootCA =} Main administrator *. Close session

AuthantyManager . # Home > Setup customization > General settings

Stormshield Data Security Suite: General settings

= User connection

Allow only the use of )
password mode but not card mode =Y P— i essword mode

[] In card mode

Shutting down Windows [ Refused if a user is connected

If you wish that Stormshield Data Security creates and searches for users
accounts in a specific main folder (on a server for example), please indicate the
full path to this folder:

Main folder
| | e
You may define a backup folder on which Stormshield Data Security will look for
the user account in case it cannot be found in the main folder:
Backup folder |
In the Stormshield Data Security connection window:
Backup folder
[ Do not display the pathname of the second users accounts search folder @
Contextual menu [] Do not display the contextual menu @

In the connection window, a right click on the "Identifier” field displays a menu in
e (e which the "Browse” item allows to directly select the user account:

[] Do not display the "Browse” item

In the SBCMD.EXE command line utility:
Command line utility n Ignore a secret code supplied on the command line. User must enter his/her
secret code.

STORMSHIELD




Configuring the setup (continued) L&

Stormshield Data SEGUTHY g RootCA = Main administrator *. Close session

Authurlty I"u';lc;ill‘llaglglér # Home > Setup customization > General settings

Check the option
Prohibit account creation @ Account creation . s

g I New accounts Prohibit account creation I

Validity length of self-certified certificates generated by Stormshield Data Security:

-~ when creating an
Self-certified certificates account:

when renswing a
@ 20
Bie 20 ] years

When the user makes a certificate request, he/she may send it by email. Enter the
authority’s email address, and optionally the body of the message created by
Stormshield Data Security, according to the ‘'mailto:” link syntax:

<email=[?subject=<objet> [&body=<texte=]]

Years

Certificate request by email

=1 Address book

ﬂ In an LDAP search launched from the address book:
LDAP search [] Do not append "** to the search criteria

[ 1 Do notincude the search filter "usercertificate;binary™
STORMSHIELD




Configuring the setup (continued)

Go to the end of the Stormshield Data Security Suite: General settings
configuration page. Check Do not show license key and then click on Apply

modifications

2 Revocation controller

%

CRL download

1 Miscellaneous

License key

2 Adding settings to the SBox.ini file

Select a file:

File containing
the settings to
add or merge

STORMSHIELD

*
Maximum time limit for a CRL download in LDAP:
120 | secon ds
Maximum time limit for a CRL download via HTTP:
120 secondes

e
In the "About”™ window:
Do not show license key

T B

Browse. .

Reminder about the merge: the values of the settings present in this file replace those
already present in the SBox.ini file, as well as the values confi
customization”.

gured in the pages of "Setup

Confirm operation: | Apply modifications




Generating the installation file

You will now create the customized .msi file by selecting
Operation - Generate setup procedure

Stormshield Data SEGUFIIW = RootCA | Main administrator *. Close session
Authurlt]rManager “ 4 Home > Setup customization

@ Main menu Operations

I Generate sefup procedure

Customize Stormshield Data Security Suite setup

_—_El Settings for all types of accounts
1%
w» General settings

"Password” accounts settings

¢ General settings

e Account creation with a single key
e Account creation with two keys

e Kay renewal

"Card or USB key" accounts settings

wx General settings
i Account creation with a single key
i Account creation with two keys

e Key renewal
STORMSHIELD 132




Generating the installation file (continued)

From MyStormshield, download the .msi file (for example Stormshield_Data_Security_Suite_9.1.30931_ENU_Release_x64.msi) and copyit to
the Windows server on which you have installed the SDAM (in this example, under C:\SBMData\rootca)

Generating setup procedure

a Source and target

£y
ﬁ Original (*.msi) setup procedure:
etup procedure
|C \SBMData\rootca\Stormshield_Data_Security_Suite_9.1.30931_ENU_Release_x64.msi ‘
Target folder in which the setup procedure will be generated:
arget folder
|C:\sEMDatalrootcaMS| ITarEel
3 Components installed .
+

Enter the license key which will be pre-filled in the setup procedure:

— icense key
DSDFSFDF BN [EEFGDFGF] Checking_
Select the Stormshield Data Security Suite components:
Stormshield Data Mail - Microsoft® Outlook edition
Stormshield Data Mail - Lotus® Notes edition
Stormshield Data File

Stormshield Data - Connector
Components
Stormshield Data Shredder
Stormshield Data Sign
Stormshield Data Disk
Stormshield Data Team
Stormshield Data Card extension
Default setup folder on user's computer:
Setup folder |
2 Generating setup procedure .
+
The customized setup procedure of Stormshield Data Security Suite will be generated in the folder C:\SBMData\rootca\MSITarget.
Caution, this operation may take several minutes.
Confirm operation: | Generate setup procedure |

STORMSHIELD Click on Generate setup procedure -



Downloading the .msi file

Once It has been generated, you will get thisfpzlac?
olde

download the customized .msi file from the

= RootCA *, Close session

. Home > Setup customization > Generating setup procedure = Report

= Main administrator

Stormshield Data Security
Authority Manager

f@, Main menu

The setup procedure has been generated.
= Report

C:\SBEMData\rootca\MSITarget\MSITarget\Stormshield_Data_Security_Sui...

=T .

Stormshield Data Mail - Microsoft® Outlook edition
Stormshield Data Mail - Lotus® Notes edition
Stormshield Data File

Stormshield Data Shredder

Stormshield Data Sign

Stormshield Data Disk

Stormshield Data Team

Stormshield Data Card extension

_-_El Created file
Is
License key

Preselected components

Stormshield Data Authority Manager 9.13.931 - Copyright @ 1996-2017 Stormshield

e from the SDAM, and you will then be able to

r CASBMData\rootca\MSITarget\MSITarget .

=10l x|

%VI N \SBMDatalrootca MSITarget\MSITarget]

j m I Search M5ITarget

Organize

0 Favorites
Bl Desktop
4 Downloads
@ Documents

15 Recent Places

- Libraries
@ Documents

J‘f Music

[E=] Pictures

E Videos

1M Computer
£, Local Disk (C2)

G‘; MNetwork

7 Open Indudeinlibrary +  Sharewith v  MNew folder

Mame « | Date modified

f=

- 0 @

[ mvee

. Masters
5 stormshield_Data_Security_Suite_9, 1,30931_ENU_Release_x&4.msi

1]

l Masters Date modified: 2/26/2018 10:38 AM

File folder

2/26/2018 10:38 AM  Windows Installe

You can rename the customized setup file if you wish to, for example Custom_SDS_file.msi

STORMSHIELD
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Installing the .msi file

In order to install the .msi file on a workstation, you can enter this command in a
command prompt with administration privileges

Msiexec /I “C:\Custom_SDS_file.msi" /qb+

STORMSHIELD



Installing the SDS account
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'nstalling the SDS account

Retrieve the user file from the server in the following folder:

CASBMData\rootca\Users\test1

ﬁ! Stormshield Data Security - testl

-

e

Stormshield
Data Security

Stormshield Data Security

User

testl1

Welcome in the installation program of the user:

testl
To continue, dick Mext

STORMSHIELD

< Back

ﬁ! Stormshield Data Security - testl
User(s) to install and destination folder. 0

If you want to change the destination folder, dick on Browse,

test1 (testd)

Install to:
C:\ProgramDataarkoonSecurity BOX\Users),

Cancel

[ <back |:[ N> ]I [ concal ]




Installing the SDS account (continued)

"

ﬁ! Stormshield Data Security - testl ﬁ! Stormshield Data Security - testl
The installation can start
&l the informations needed by the installation program has been collected, 0 Stormshield Data Security
User
testl

Click Install to begin the installation.

The user has been successfully installed.
If you want to review or change any settings, did: Back.

[——- I Click on Finish to end the setup wizard,

Stormshield
Data Security

—
< Back Install I [ Cancel « Back

| ﬁ

Cancel
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INnitial connection
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nitial connection

The user icon displayed on the left indicates that the account exists on the workstation.

Enter the user's initial password. After the initial connection, the user will be asked to change his initial
password.

testl's secret code change @
% Stormshield
Stormshield Data Security - Connection STORMSHIELD Data SGCUHJ[}"
ﬁ StDrmSh | eld You MUST change your secret code now.
STORMSHEELD Data Security
Please enter your user identifier
or insert your card in the reader:
‘ﬁ,’ test Mew secret code: (&
Enter your secret code; Confirmation:
| Secret code analysis:
|[ Validate [ Cancel ]
In order to get the initial password, you need to go to the SDAM, —
search for the "test1" user, and click on

Properties - Password and see the Initial password field.
Set the new password
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Use case - Demonstration
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Mall module

» Sending an encrypted e-mall internally
» Recelving an encrypted e-mall internally

« How to send an encrypted e-mail outside the network

* %USERNAME_CLIENTT sends a signed e-mail to %USERNAME_CLIENT?2

« %BUSERNAME_CLIENT? receives a signed e-mail and imports the certificates into the
directory
* BUSERNAME_CLIENT?2 sends an encrypted e-mail to %USERNAME_CLIENTT
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Disk module

« Manually creating a disk volume on the computer %HOSTNAME_CLIENTT
with an automatic mount

* %USERNAME_CLIENTT manually creating a disk volume on a USB drive
shared with %USERNAME_CLIENTZ with manual editing
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Team module

 Creating a local rule for yourself in a confidential directory on
%HOSTNAME_CLIENT1's workstation

« %USERNAME_CLIENTT creating a shared rule in a confidential directory on

the file server with %USERNAME_CLIENT?2 from the workstation
%HOSTNAME_CLIENTT
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~lle module

* %USERNAME_CLIENT?Z encrypting a document with a password for
external use

 Sharing the password-protected document with someone who does not
have the SDS solution

» Going to the Mystormshield.eu website to download the SDS SmartFILE
Reader software

« hitps://www.stormshield.com/wpcontent/uploads/2016/09/SmartFile_Re
ader.zip

STORMSHIELD 4


https://www.stormshield.com/wpcontent/uploads/2016/09/SmartFile_Reader.zip

Support
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contacts

 For assistance on the ongoing POC:

- If you are a partner and have an EVALUATION license:
- You can contact your local Stormshield pre-sales engineer directly

- If you are a partner and have an NFR license (Not For Resale):
- You can contact Stormshield Support directly

Mmaintenance contract
- You already have access to your integrator's support department
- You already have access to Stormshield Support

- If you are a customer Ssolunon with permanent license under a valid
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Starting up the SDAM server database
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How to start up the database It | shut down the SDAM server

& Internet Explorer ;' —_— . _ o

* Nmap Open J * In the command line with administrator

gNntEpad++ \,‘_) .o . .
privileges, run this command in order to

:'. Syslog Watcher

Cpen file location

& Thundertird I " for start the DB C:\Program Files
M vireshark [ Edit with Notepad++ . .
- Accessores Pin to Taskbar .. (x86)\Arkoon\Security BOX Authority
Administrative Tools Pin to Start Menu

 hiServer Manager\Tools> SBMSTART.exe /o

) Restore previous versions
| Microsoft SQL Server 200

. Microsoft SQL Server 200 Send to 3

rel

e O « Run SBMSTART.exe /? to get all the
: erver o ive Tools * . .
 startup - et options of this command

| Stormshield Data Authorii  DElete
5;_5_; Create a new databa

Rename

_.i: L||:E|-|5E Prﬂperties
Open a shell console

14]

%= Update a database

1 Back

I Search programs and files lE_!]J Log off | hl
|f TStart |
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