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About this document
1. About this Document
This document features screen captures of the Minimal Arkoon Configuration ( minarkconf ) application.
Screen content (in particular for those screens relating to hardware detection, disks, interface or internet
connection) may vary slightly in appearance depending on which model of the Arkoon FAST360 UTM
appliance series you are configuring.

2. Knowledge Base
Arkoon Knowledge Base is also available from the following address: http:\\client.arkoon.net. It provides
information on specific problems that cannot be handled in the current documentation.

About this Document
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Chapter 1. Security on FAST 360 appliance
The following recommendations are designed to ensure maximum safety for you and your appliance
FAST360. Additional safety recommendations are also available in the FAST360 Administration Guide.

1.1. Security Instructions
1.1.1. FAST360 Appliance Environment
Install your FAST360 in a secure room with the following characteristics:
• The room access must be authenticated, logged and controlled by the administrator.
• The room must be locked with a key, digocode, card, etc.
• The room must be protected against intrusion (alarm, secured windows, etc.).
• The room must respect the security standards regarding the electrical installation (executed by a
competent electrician).
• The room must be protected against fires.
• The room must be equipped with air conditioning ensuring acceptable operating temperatures for the
appliance (see specifications).
• The electrical power must be regulated to protect the appliance against lightning, tension variations
and power cuts.
• The environment must be organised in such a way no physical element put the users in jeopardy:
• The machines must be in a stable position.
• The cables must not be across the way.

1.1.2. Electrical Security
Respect the following electrical security instructions when installing or manipulating the FAST360
appliance:
• Always stop and disconnect the appliance before moving it. The power cable and the power plugs
must be easily accessible at all times.
• Only the power cable provided with the appliance must be used.
• The FAST360 appliance has no spare parts. The maintenance or repairs must only be executed by
qualified people who know the risks related to manipulating computer and electronic hardware.

Security Instructions

|9

Chapter 1. Security on FAST 360 appliance

1.1.3. Physical Security
Respect the following physical safety practices regarding mechanical and physical aspects when
installing or manipulating the FAST360 appliance:
• To ensure its performance and integrity, the appliance must not be placed close to a source of heat or
into a humid environment and it shall be properly ventilated.
• All the plugs of the connection cables must be screwed in or tightly fastened to the rack, under the
control of the FAST360 administrator.
• The FAST360 appliance must be used in horizontal position.
• The FAST360 appliance must not be used if the device has visible damage.

Important
In this case, the FAST360 appliance must be unplugged and protected against any deliberate
action. The appliance must be left in an environment that is as safe as the operation
environment (physical access).
• All repairs must be executed only by the personnel authorized by ARKOON Network Security. In
case of problem or breakdown, contact your support reseller or ARKOON Technical Support if your
maintenance contract covers it.
• In case of technical failure, you must follow a customer service standard procedure by calling the
ARKOON Technical Support. The hardware will then be restored or replaced as per the terms of the
warranty.

1.2. Security Hypotheses
When using a FAST360 appliance, it is supposed the following security conditions are respected:
• the administrator can be trusted and he/she is a non hostile person trained to his tasks
• the FAST360 equipment as well as the supports containing the FAST360 parts must be in a secure room,
accessible only by the administrator
• the FAST360 environmnent must enable to authenticate the administrator for the appliance remote
accesses
• the administrator must regularly consult the audit logs generated by the firewall and he/she handles
the audits to avoid data loss
• the administrator must handle the alarms generated and sent by the firewall
• the administrator must regularly consult the audit logs generated by the VPN component and he/she
handles the audits to avoid data loss
• the administrator must control or regenerate the hardware and software firewall configuration
(services and goods) according to a reference state
• the administrator must control or regenerate the VPN component hardware and software
configuration (services and goods) according to a reference state
• the administrator must handle the alarms handled and sent by the VPN component
• the cryptographic keys generated outside the FAST360 appliance and uploaded into, must have
been generated according to the recommandations specified in the French Network and Information
Security Agency (FNISA or ANSSI in French, standing for "Agence Nationale de la Sécurité des
Systèmes d’Information") reference documents for the standard resistance level

10
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1.3. Security Rules
1.3.1. Content Control when Unpacking
1. Make sure that the items listed in the Liste Packaging document are consistent.
The following items must be present in the box:
• for NPA and XLarge series:
• a first-time configuration guide
• a CD-ROM with administration tools for UTM FAST 360 (only NPA and XLarge series)
• a 12V power supply adapter (only for Small series)
• for Performance series:
• a first-time configuration guide
• a note pointing to the first-time configuration guide and tools available on Arkoon Network
Security customer Website at the following address: http://client.arkoon.net
• a pair of earbrackets to rack the appliance.
• an Ethernet straight grey cable
• a power supply cable
• a console cable RJ45-DB9F
• a 12V power supply adapter (only for Small series)
• a first-time configuration guide
• a CD-ROM with administration tools for UTM FAST 360
• a registration key based on the serial number
• a FAST360 UTM unit
• a product conformity certificate
• a Return material sheet in case of renewal.
If one of these items is missing, please call Arkoon Support Service at +33 472 53 01 01.
2. Check the inviolability label of the product (see below) to ensure that the product has not been opened
during shipment:

3. Check the product version with the label placed on the product (see example below).

Security Rules
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1.3.2. Tools Integrity Control (Performance, NPA and XLarge)
To check the content of the CD-ROM provided with the appliance, please follow this procedure:
1. Install md5deep software on your Windows workstation. This software provides the sha256sum.exe
for Windows.
Or
Install the sha256sum command via Linux distribution (Ubuntu/Debian coreutils package)
2. Calculate the local sha256 checksum of the downloaded archive of Arkoon tools, and with a command
line, execute:
Windows : sha256sum Administration_Tools_FAST360_5_0_XX_Windows.zip
Linux : $ sha256sum Administration_Tools_FAST360_5_0_XX_Linux.zip

Note
In the command lines above, XX must be replaced with the corresponding version number.
For example: for version 5.0/23, replace XX with 23.
3. Check the obtained checksum with the checksum contained in the Release Notes document available
on Arkoon internet website to the following address: http://client.arkoon.net.

1.3.3. Integrity Control (Performance, NPA and XLarge appliances)
The following information applies only to Network Appliance Processor (Small, Medium and Large)
introduced with version 5.0 of the UTMFAST360 as well as for XLARGE (A2200 & A5200) appliances..

Operating mode
Minarkconf (Minimal arkoon configuration) configuration tool enables to verify the integrity of the system
at a precise moment. The following elements are verified:
• verification that no unionfs partition is mounted (these partitions can write temporarily on the system
partitions)
• verification it is actually impossible to write in the folders expected to be in Read only (/opt, /usr, /etc, /
sbin, /bin, /initrd, /lib, /mnt et /sys)
• verification that the kernel and file system correspond to the same version
• verification of signatures and checksums of kernel and rootfs files. The first file corresponds to the
Linux kernel, and the second contains the complete file system
The verification must be done manually, and may be at any time when the appliance is started.
The user may wish to compare the calculated checksums with the checksums of reference provided on
Arkoon Network Security website: http://client.arkoon.net.
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Implementation
To verify the integrity of the system:
1. Execute minarkconf.
2. Access the Maintenance entry.
3. Select Integrity Check: the verification is launched.
If an integrity problem is detected, the user is notified through the result window that displays the
detailed results and the following failure message: ERROR: The integrity check of your system
has FAILED.
If all goes correctly, the checksums calculated are displayed and the user can compare them with
those read in the Release Notes document of Arkoon FAST360 version. A text box allows the user to
copy / paste the official checksum and the additional comparison is performed automatically.

Note
It is possible that the window is not wide enough to display the full checksums. In this case,
use the arrow keys to view the areas not shown.

Output
The feature provides:
• The analysis system integrity result
• The version running
• Kernel checksums
• Checksums of rootfs containing the whole files system.

1.3.4. Password Security Rules
A safe password policy is required to ensure the security of your FAST360 appliance.
Passwords used on FAST360 devices must be at least 8 digits long and include at least three of the
following four different types of characters:
• Lowercase characters [a-z]
• Uppercase characters [A-Z]
• Numbers [0–9]
• Any special characters (@, #,$,...)

Important
Change the root password and the passwords of users with administrative rights frequently.
Keep passwords in memory or in a location with a level of security at least as high as the one for
the function for which they are intended (avoid post-its or saving them in an unsecured file).

Passwords used on FAST360 Appliance
Several password are used on the FAST360 appliance to protect or encypt accounts or files.

Password Security Rules
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Root Password. The root password corresponds to the login for the root user, or superuser.

Warning
The root user, or superuser account is allowed to access and modify anything from the interface.
To avoid configuration damages as well as a weakness on the security level applied on FAST360
appliance, it is crucial to ensure only the authorized and reliable persons can get access.
PEM Phrase. Password that encrypts the private key of the Certification Authority (entity managing
the certificates). If this password is lost, a complete reset of the Certificate Authority (CA) is required.
A complete reset of the Certificate Authority (CA) impacts all devices or applications that request
certificates from the FAST360 appliance set as a Certificate Authority (CA). As a consequence, you will
have to create all the certificates again (appliance, administrator, VPN).

Note
If you initialize the FAST360 appliance using the desktop wizard, the PEM Phrase will be identical
to the root password.
Passwords for PKCS#12 files . Files containing PKCS#12 file passwords need to be stored in such a way
that only authorized users can access them. This applies to PKCS#12 files used in the following situations:
• Authentication in administration with Arkoon Manager and Arkoon Monitoring .
• Authentication in flow rules.
• Authentication for VPN connections.
• Authentication of another FAST360 appliance.

1.3.5. Administration Console
The remote administration console allows the authorized and authentified administrator to detect any
event related to the FAST60 appliance security and to consult the audit logs.

1.3.6. Admin from Console
The Admin from control option allows the administrator to define the IP address(es) allowed to remotely
manage the FAST360.

1.3.7. Access Information
The physical access to the FAST360 appliance shall be of a level of security superior or equivalent to the
level for access in the remote administration mode. To keep track of physical accesses to the FAST360
appliance, we recommend that you record all the characteristics of these manipulations in an installation
booklet.
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1.3.8. Recommended initial configuration method
To guarantee the highest level of security, use the minarkconf (Minimal arkoon configuration) application.
For more details, refer to Chapter 3, Before you Start the Initial Configuration and Chapter 6, Using
minarkconf to Initialize a FAST360 Appliance.

1.3.9. Using FAST360 in “consolidated security” mode
To use the FAST360 appliance in “consolidated security” mode, initialize it (see Chapter 6, Using
minarkconf to Initialize a FAST360 Appliance) and apply the following procedure:

Note
A10 to A2100 appliances (XPA series) cannot be used in “consolidated security” mode.

Warning
It is essential to use the procedure with Minarkconf. Do not use the Wizard.

Arkoon Manager and Arkoon Monitoring
For Arkoon Manager and Arkoon Monitoring to use an SSL encryption with TLSv1 in order to
communicate with FAST360 appliance, apply the following changes:

On the appliance
1.

Add the following keys in the /config_card/etc/arkoon-config.local file:
arkoon-amc.srvmon.use-tlsv1 = yes
arkoon-amc.amanagerd.use-tlsv1 = yes

2.

Restart the amanagerd and srvmon daemons, for the options to be taken into account, typing the
following commands:
/etc/init.d/amanagerd restart
/etc/init.d/srvmon restart

On the workstation hosting the tools
With Linux (requires Java 1.6)
For Arkoon Monitoring: add the following key in the .arkoon file from the home folder of the current user:
Settings\Akmon\use-tlsv1=1

For Arkoon Manager: click on Application > Preferences > Network and select Communication with
consolidated security (for compatible appliances).
In the "consolidated security", Arkoon Manager and other administrative tools, can only use the AES 256
encryption algorithm with TLSv1. The Virtual Java 6.0 machine provided by Sun for GNU Linux does not
use this algorithm because of restrictions on the size of key encryption of certain countries. It is possible
to suppress this limitation by changing the configuration of the JRE (Jave Runtime Environment) installed

Recommended initial configuration method
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in your system. Please refer to section 1269 from Arkoon KB (http://faq.arkoon.net/) and contact Arkoon
Support team.
With Microsoft Windows (Java Virtual Machine embarked)
1.

For Arkoon Monitoring, open the registry database to access the following tree:
HKEY_CURRENT_USER\Software\Arkoon\Settings\akmon

2.

Create a new chain value and assign it the following name: use-tlsv1.

3.

Assign it the value 1.

For Arkoon Manager: click on Application > Preferences > Network and select Communication with
consolidated security (for compatible appliances).

Certification (CA) if the appliance hosts this feature
1. Add the following keys in the /etc/arkoon-config.local file:
arkoon-ca.key-numbits = 4096
arkoon-ca.algo-hash = sha256

This addition allows the generation of certificates whose private key has a length of 4096 bits. These
certificates will be signed with the algorithm SHA2-256.

Note
The generation of certificates in 4096 bits can take more time than in 1024 bits.
2. For new parameters to be taken in to account by the Certification Authority:
If the appliance already has a Certification Authority:
1.

Delete the current CA to create a new one that will take into account the new encryption
parameters: in Minarkconf > menu Certificates > submenu Delete Certificate Authority (CA).

2.

Recreate the CA with Initialize a Certificate Authority (CA).

If the appliance has no CA yet:
•

Create a CA in Minarkconf > menu Certificates > submenu Initialize a Certificate Authority (CA).

3. Create the certificates including:
• The FIREWALL certificate for the appliance via the submenu Create this Fast360 certificate.
• The ADMIN certificate to administer the appliance via the submenu New certificate.
4. Reinitialize the roles database (or initialize it if it has never been done before) via Minarkconf >
menu Access Control > submenu Init access control database (if the roles database has never been
initialized) or Reset access control database (if the roles database has already been initialized).

Recommended configuration for an optimal protection against logs
saturation attacks
To ensure maximum security in case of saturation attacks, it is recommended to configure the FAST360
appliance as follows:
• enabling the option to block non-administrative events
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• set policy logs so that the log records are sent to a syslog server

Warning
In this configuration, it is essential to protect the confidentiality and integrity of syslog logs
exchanged on the network and syslog server. Thus, the syslog server should be reinforced,
regularly updated, and administered by the same individuals that the FAST360 appliance (see the
Administration roles section of FAST360 administration Guide for details). In addition, the syslog
flow must travel on a safe network channel, or at least accessible only by those individuals.
This configuration can be implemented using the Arkoon Manager tool during the first connection.

Recommended configuration for an optimal protection against packets
replay
To ensure maximum security in case of attacks, it is recommended to activate the mode sticky ttl
that allows to ignore any packet with a TTL different from the initial packet. To do so, add the key
sysctl.arkoon.sticky_ttl = 1 in the file /config_card/etc/arkoon-config.local and re-enter
the command /etc/init.d/sysctl restart.

1.3.10. Checking the integrity of the MySQL database
To check the integrity of the MySQL database and ensure that no log has been deleted from the database,
run the following script:
/opt/arkoon/bin/missing_logs.sh

Once it is launched, the script:
• displays a summary on the status of the various tables in the database, indicating if the table is empty,
modified or not;
• checks whether logs have been deleted in the various tables in the MySQL database, displaying the
IDs of the missing logs.;

1.3.11. Secure deletion of data
Note
This operation is only accessible once the administrator is connected to the appliance via the
serial port.
To securely delete data from the appliance:
1. Make a boot of the appliance.
2. Press Return on your keyboard to display the menu and select Rescue.
3. Select Wipe Appliance Data.
4. Choose the partitions to delete.
5. Click on OK to validate: the secure deletion of data is starting.

Note
A total of 9 passes for writing (8 passes + one final reset) is performed during the deletion.

Checking the integrity of the MySQL database
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Warning
The deletion of data for the /var partition can take more than 10 hours.
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Chapter 2. FAST360 Appliances Physical and
Technical Characteristics Overview
2.1. Introduction
Arkoon's range of FAST360 UTM appliances provide platforms with performance levels scaled to meet
the security needs of your network.
• the Performance series provides 9 different types of appliances:
• P-1206
• P-1808
• P-2508
• P-3008
• P-80XL
• P-150XL
• P-250XL
• P-XS3
• P-S4
• the Network Processor Appliances range is composed of 4 series:
• Small series
• Medium series
• Large series
• the XLarge range:
• A2200
• A5200

2.2. Technical Characteristics
The following tables summarize the technical specifications of the Performance and Network Processor
Appliances ranges.

Introduction
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2.2.1. Performance appliances
Product

P-1206

P-1808

P-2508

P-3008

1

1

2

2+Hyperthreading

Intel Atom

Intel Atom

Intel Atom

Intel Atom

1.66 GHz

1.66 GHz

1.66 GHz

1.66 GHz

6

8 (with 2 PCI)

8 (with 2 PCI)

8 (with 2 PCI)

Storage

SATA HD 250
Gigabytes

SATA HD 250
Gigabytes

SATA HD 250
Gigabytes

SATA HD 250
Gigabytes

Memory

512 Megabytes

2 Gigabytes

2 Gigabytes

2 Gigabytes

Core
Processor
Core frequency
GE PCIe interfaces

Product

P-80XL

P-150XL

P-250XL

1

2

8

Intel(R) Xeon(R)
CPU E31275

Intel(R) Xeon(R)
CPU E31275

Intel(R) Xeon(R)
CPU E31275

3.39 GHz

3.39 GHz

3.39 GHz

8 to 32

8 to 32

8 to 32

Storage

SATA HD 250
Gigabytes in RAID

SATA HD 250
Gigabytes in RAID

SATA HD 250
Gigabytes in RAID

Memory

4 Gigabytes

4 Gigabytes

4 Gigabytes

Core
Processor
Core frequency
GE PCIe interfaces

Product

P-XS3

P-S4

1 + Hyperthreading

1

Intel Atom

Intel Atom

1 GHz

1.66GHz

3

4

Storage

SATA DOM 2 Gigabytes

Compact Flash 2 Gigabytes

Memory

512 Megabytes

512 Megabytes

Core
Processor
Core frequency
GE PCIe interfaces

2.2.2. Network Processor Appliances
Series
Product
Core
Processor
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Small

Medium

Large

150

250

500

1000

1800

2500

3200

1

1

1

2

4

6

8

Cavium
Networks Octeon

Cavium
Networks Octeon

Cavium Networks Octeon
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Series

Small

Medium

Large

Product

150

250

500

1000

1800

2500

3200

Core
frequency
(Mhz)

500

500

500

500

500

500

500

GE switch

1

-

0

0

0

0

0

GE
interfaces

2

3

3

3

8

8

8

FE
interfaces

0

1

2

2

0

0

0

SSD 2
Gigabytes

SSD 32Go

SATA
HD 120
Gigabytes

SATA
HD 120
Gigabytes

SATA
HD 120
Gigabytes

SATA
HD 120
Gigabytes

SATA
HD 120
Gigabytes

Storage

2.3. Introducing the new FAST360 appliances
2.3.1. Performance series
The main characteristics of the Performance series are described in the following section:

P-1206
The P-1206 appliance has the following characteristics:
• Intel Atom processor, 1 core 1.66 GHz.
• 6 Ethernet Gigabit interfaces, PCIe bus (PCI express).
• 1 SATA 250 GB hard drive, 7200 rpm, cache of 64 MB.
• 1200 Mbps.
• 1 Power button on the rear panel to reboot electrically the appliance, stop the software (short press)
or stop electrically (long press).

Figure 2.1. P-1206 Series Front View

Introducing the new FAST360 appliances
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• The power status LED is green when the appliance is on.
• The filtering status LED is green when filtering is active:
• steady orange when the FAST360 appliance is not operational (at startup of the appliance to full load
of services, termination of the appliance immediately after the stop of first services)
• blinking orange when the FAST306 appliance is operational when a system monitoring alert goes to
orange or red level (example: a network interface with parameters is disabled)
The filtering status LED goes off when the appliance is started and is in OK status.
• The disk activity status LED is orange when the disk is being accessed.
• The LCD screen displays information about the appliance (serial number, firmware version, appliance
hostname, ...).
• The buttons below the LCD screen are for a future use.
• The Reset button is used to restart the appliance electrically.
• 2 USB ports for a configuration restoration (refer to the procedure in the Administration Guide).
• The Ethernet Gigabit eth0, eth1, eth2, eth3, eth4 and eth5 ports are used to connect devices on separate
Ethernet networks up to 1GB/s.
• The serial port is used to connect to the appliance in console mode.

Figure 2.2. P-1206 Series Rear View

The Power button is used to
• switch on the appliance
• switch off the appliance with:
• a short press (less than 3 seconds): the appliance operates a software stop by stopping the services
in the apppropriate way
• a long press (more than 3 seconds): the appliance operates a complete hardware stop

P-1808, P-2508 and P-3008
• Intel Atom processor, 1 core 1.66 GHz for P-1808 and 2 cores 1.66 GHz for P-2508 and P-3008 appliances.
• 6 Ethernet Gigabit ports on PCIe bus.
• 2 Ethernet Gigabit ports (eth6 et eth7) on PCI bus.

Note
Gigabit eth0 to eth5 ports on PCIe (PCI express) bus provide better perfomances. It is
recommended to use them. It is not recommended to force the ports speed.
• 1 SATA 250 GB hard drive, 7200 tps, cache of 64 Mb.
• 3 models: 1800 Mbps, 2500 Mbps and 3000 Mbps.
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• 1 Power button on the rear panel to reboot electrically the appliance, stop the software (short press)
or stop electrically (long press).

Figure 2.3. P-1808/P-2508/P-3008 Series Front View

• The power status LED is green when the appliance is on.
• The filtering status LED is green when filtering is active:
• steady orange when the FAST360 appliance is not operational (at startup of the appliance to full load
of services, termination of the appliance immediately after the stop of first services)
• blinking orange when the FAST306 appliance is operational when a system monitoring alert goes to
orange or red level (example: a network interface with parameters is disabled)
The filtering status LED goes off when the appliance is started and is in OK status.
• The disk activity status LED is orange when the disk is being accessed.
• The LCD screen displays information about the appliance (serial number, firmware version, appliance
hostname, ...).
• The buttons below the LCD screen are for a future use.
• The Reset button is used to restart the appliance electrically.
• 2 USB ports for a configuration restoration (refer to the procedure in the Administration Guide).
• The Ethernet Gigabit eth0, eth1, eth2, eth3, eth4 and eth5 ports are used to connect devices on separate
Ethernet networks up to 1GB/s.
• The serial port is used to connect to the appliance in console mode.

Figure 2.4. P-1808/P-2508/P-3008 Series Rear View

The Power button is used to
• switch on the appliance
• switch off the appliance with:
• a short press (less than 3 seconds): the appliance operates a software stop by stopping the
services in the apppropriate way
• a short press (more than 3 seconds): the appliance operates a complete hardware stop
Performance series
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P-80XL, P-150XL and P-250XL
P-80XL, P-150XL and P-250XL appliances have the following characteristics:
• Intel Xeon CPU E31275 processor, 1 core 3,39 GHz for P-80XL, 2 cores3,39 GHz for P-150XL and 8 cores
3,39 GHz for P-250XL.
• 10 to 34 Ethernet Gigabit interfaces, PCIe bus (PCI express) and 0 to 4 Ethernet 10 Gigabit interfaces,
PCIe bus (PCI express). It is possible to insert ethernet modules in the four slots on the front panel of
the appliance. From the left to the right:
• In slots 1 and 2, it is possible to insert Gigabit ethernet 4 port and 8 port modules.
• In slots 3 and 4, it is possible to insert Gigabit ethernet 4 port and 8 port modules and 10 Gigabit fibre
two port modules.
Both interfaces eth100 and eth101 on the rear panel are for the administration and use of the FAST
Installer tool.
• 2 SATA HD 250 GB hard drive in RAID-1.
• 8 Gb/s to 25 Gb/s flow.
• 1 Power button on the front panel to reboot electrically the appliance, stop the software (short press)
or stop electrically (long press).
• The power status LED is green when the appliance is on.
• The status LED provides information related to system monitoring (sysmon), with the GOR states (green,
orange, red).
• If the appliance is in “green” system monitoring state: the LED is switched off.
• If the appliance is in “orange” or “red” system monitoring state: the LED blinks in orange.

Important
When the appliance switches off or reboots, the LED remains active in a continuous orange
state (no blinking) until the appliance stops. For a reboot, at the end of the boot, the colours
change (stopped or orange) according to the system monitoring, as described above.
• The hard drive status LED is on when there is a read/write activity on the appliance drive.
• The LCD screen displays information about the appliance (type of appliance, serial number, hostname,
system version, standalone / cluster appliance and system load).
• The buttons below the LCD screen are for a future use.
• The Reset button is used to restart the appliance electrically.
• 2 USB ports on the front panel and 2 USB ports on the rear panel which can be used for a configuration
restoration (refer to the procedure in the Administration Guide)..
• 1 IPMI interface (Intelligent Platform Management Interface) on the rear panel for a remote
management of the appliance.
• 2 power supplies ensure continuous operation of the appliance.

Important
The following errors can occur:
• If you start an appliance with only one power supply, the appliance does not send any error
message because it considers it is deliberate.
• If you start an appliance with both power supplies (basic configuration) and if you remove a
power supply while the appliance is operating, it does not send any error message because
it considers it is deliberate.
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• If you start an appliance with both power supplies (basic configuration) and if there is a
power issue (power plug removed, no more power in the outlet, etc.), the appliance starts to
beep to indicate the power issue. Remove the faulty power supply and replace it (the power
status LED is switched off). An alert is displayed in the IPMI event console.

Note
Arkoon Network Security recommends and supports the following combinations between the
slots on the front panel and the modules to insert:

Slot 1

Slot 2

Slot 3

Slot 4

Combination 1

8 port module

8 port module

–

–

Combination 2

8 port module

8 port module

8 port module

8 port module

Combination 3

8 port module

8 port module

10Gb
2
module

Combination 4

8 port module

4 port module

–

–

Combination 5

8 port module

8 port module

–

10Gb
2
module

port 10Gb
2
module

port

port

The ports on the front panel (on the modules inserted in the slots) are numbered as follows:
• module in the slot 1:
• eth0 to eth3 if 4 port module inserted
• eth0 to eth7 if 8 port module inserted (eth0 to eth3 at the top and eth4 to eth7 at the bottom)
• module in the slot 2:
• eth10 to eth13 if 4 port module inserted
• eth10 to eth17 if 8 port module inserted (eth10 to eth13 at the top and eth14 to eth17 at the
bottom)
• module in the slot 3:
• eth20 to eth21 if 10Gb 2 port module inserted
• eth20 to eth23 if 4 port module inserted
• eth20 to eth27 if 8 port module inserted (eth20 to eth23 at the top and eth24 to eth27 at the
bottom)
• module in the slot 4:
• eth30 to eth31 if 10Gb 2 port module inserted
• eth30 to eth33 if 4 port module inserted

Performance series
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• eth30 to eth37 if 8 port module inserted (eth30 to eth33 at the top and eth34 to eth37 at the
bottom)

Important
Hot addition or removal (hot-plug / hot-swap / appliance switched on) of a module with interfaces
is forbidden. However, it is possible to replace a port such as a GBIC port when the appliance
is switched on (hot-swap only).

P-XS3
The P-XS3 appliance has the following characteristics:
• Intel Atom processor, 1 core 1 GHz.
• 3 Ethernet Gigabit interfaces, PCIe bus (PCI express).
• 1 SATA DOM 2 GB hard drive.
• 600 Mbps.
• 1 Power button on the front panel to reboot electrically the appliance or stop electrically (long press).
• The status LED:
• is green when the appliance starts
• is red when the appliance stops

Figure 2.5. P-XS3 series front view

• 2 USB ports for a configuration restoration (refer to the procedure in the Administration Guide).
• The serial port is used to connect to the appliance in console mode.
• The Reset button on the rear panel is used to restart the appliance electrically.

Figure 2.6. P-XS3 series rear view

P-S4
The P-S4 appliance has the following characteristics:
• Intel Atom processor, 1 core 1.66 GHz.
• 4 Ethernet Gigabit interfaces, PCIe bus (PCI express).
• 1 Compact Flash 2 Gb.
• 1000 Mbps.
• 1 Power button on the rear panel to reboot electrically the appliance, stop the software (short press)
or stop electrically (long press)
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• The power status LED is green when the appliance is on.
• The filtering status LED is on when filtering is active:
• steady orange when the FAST360 appliance is not operational (at startup of the appliance to full load
of services, termination of the appliance immediately after the stop of first services)
• blinking orange when the FAST306 appliance is operational when a system monitoring alert goes to
orange or red level (example: a network interface with parameters is disabled)
The filtering status LED goes off when the appliance is started and is in OK status.
• The disk activity status LED is orange when the disk is being accessed.
• The LCD screen displays information about the appliance (serial number, firmware version, appliance
hostname, ...).
• The buttons below the LCD screen are for a future use.
• The Reset button is used to restart the appliance electrically.

Figure 2.7. P-S4 series front view

• 2 USB ports for a configuration restoration (refer to the procedure in the Administration Guide).
• The Ethernet Gigabit eth0, eth1, eth2 and eth3 ports are used to connect devices on separate Ethernet
networks up to 1GB/s.
• The serial port is used to connect to the appliance in console mode.
• The Power button is used to:
• switch on the appliance
• switch off the appliance with:
• a short press (less than 3 seconds): the appliance operates a software stop by stopping the
services in the apppropriate way
• a long press (more than 3 seconds): the appliance operates a complete hardware stop

Figure 2.8. P-S4 series rear view

2.3.2. Network Processor Appliances
Small Series
The key characteristics of the Small series appliances are:

Small-90R, Small-90, Small-150
• 1 core 500 MHz Cavium Octeon processor.

Network Processor Appliances
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• 3 Gigabit Ethernet interfaces including a 4 port switch.
• One 2 GB SSD (Solid State Disk).
• 3 Small models: from 90 to 150 Mbps.
• 1 Reset button on the rear panel used to reboot the appliance.

Figure 2.9. Small Series Appliance Front View (Small-90R, Small-90, Small-150)

• The power status LED is green when the appliance is on.
• The filtering status LED is green when filtering is active.
• The 4 ports of the Gigabit Ethernet switched port are seen as one port, eth0, by the appliance. The
switch is used to connect several devices to the same protected network.
• Gigabit Ethernet ports eth1 and eth2 are used to connect devices on separate Ethernet networks.
• The serial port is used to connect to the appliance in console mode.

Figure 2.10. Small Series Appliance Rear View (Small-90R, Small-90, Small-150)

• 1 USB port for a configuration restoration (refer to the procedure in the Administration Guide).
• The Reset button is used to restart the appliance as follows:
• If you press the button quickly (for less than 3 seconds), the appliance performs a software restart,
stopping all services as appropriate.
• If you press the button for more than 3 seconds, the appliance performs a hardware restart.

Small-250
• 1 core 500 MHz Cavium Octeon processor
• 3 Gigabit Ethernet interfaces and 1 Fast Ethernet port
• One 32 GB SSD (Solid State Disk)
• 1 Reset button on the front panel used to reboot the appliance.

Figure 2.11. Small-250 Appliance Front View

• Gigabit Ethernet ports eth0, eth1 and eth2 are used to connect devices on separate Ethernet networks.

28

| Network Processor Appliances

Chapter 2. FAST360 Appliances Physical and Technical Characteristics Overview

• Fast Ethernet ports eth3 is used to connect devices on separate Ethernet networks up to 100 Mbps.
• The serial port is used to connect to the appliance in console mode.
• The power status LED is green when the appliance is on.
• The disk activity status LED is orange when the disk is being accessed.
• The Reset button can be used to restart the appliance at the hardware level.

Figure 2.12. Small-250 Appliance Rear View

Medium Series
The key characteristics of the Medium series are:
• 1 Cavium Octeon 1 to 2 core 500 MHz processor
• 3 Gigabit Ethernet interfaces and 2 Fast Ethernet interfaces
• 1 SATA HD 120 GB disk
• 2 Medium models: from 500 to 1000 Mbps

Figure 2.13. Medium Series Appliance Front View

• Gigabit Ethernet ports eth0, eth1 and eth2 are used to connect devices on separate Ethernet networks.
• Fast Ethernet ports eth3 and eth4 are used to connect devices on separate Ethernet networks up to
100 Mbps.
• The serial port is used to connect to the appliance in console mode.
• The power status LED is green when the appliance is on.
• The disk activity status LED is orange when the disk is being accessed.
• The Reset button can be used to restart the appliance at the hardware level.

Figure 2.14. Medium Series Appliance Rear View

Large Series
The key characteristics of the Large series are:

Network Processor Appliances
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• 4 to 8 core Cavium Octeon 500 MHz processor
• 8 Gigabit Ethernet interfaces
• 1 SATA 120 GB disk
• 3 Large models: from 1800 to 3200 Mbps

Figure 2.15. Large Series Appliance Front View

• The serial port is used to connect to the appliance in console mode.
• Gigabit Ethernet ports eth0-eth7 are used to connect devices on separate Ethernet networks up to
1Gb/s
• The disk status LED is green when the disk is being accessed.
• The power status LED is lit when the appliance is on.

Figure 2.16. Large Series Appliance Rear View
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Chapter 3. Before you Start the Initial Configuration
This document describes how to configure your UTM FAST360 appliance for the first time.
There are two possible methods:
• Using minarkconf (Minimal arkoon configuration). This method is recommended to guarantee the
highest level of security (see Section 1.3.8, “Recommended initial configuration method”). This
method is described in Chapter 6, Using minarkconf to Initialize a FAST360 Appliance.
• Using a wizard installed on the administration workstation. This method enables to initialize the
appliance with the minimal parameters configuration. It is described in Chapter 5, Using FAST360
Installer Tool to Initialize a FAST360 Appliance.
The initial configuration allows you to access your FAST360 appliance via the network with Arkoon
Manager. Arkoon Manager then allows you to process to the complete configuration.
Before you start configuring, it is recommended to read the security rules (see Chapter 1, Security on
FAST 360 appliance).

3.1. Your IP Network
You need the following information about your IP network to proceed with the first-time configuration.
• Your domain name (if you have one).
• Your network security policy and your network IP addressing policy.
These policies allow you to:
• Assign an IP address to each of the FAST360 appliance connected interfaces.

Important
You must set up at least one interface, so that you can administer your FAST360 appliance
remotely across the network using the Arkoon Manager application.
• Define those IP address(es) that are allowed to remotely administer your FAST360 appliance across
the network using the Arkoon administration tools or an SSH connection.

Important
If you plan to use the Arkoon Manager application, you must give at least one authorized
IP address to remotely administer your FAST360 appliance.
• The FAST360 appliance's hierarchical position in your network architecture.

Your IP Network
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3.2. Certificate Authority
If your FAST360 appliance is stand-alone, or if it is the main device in a multi-FAST360 appliance
architecture, your FAST360 appliance must be configured as a Certificate Authority (CA). If you use the
desktop installation wizard to initialize a stand-alone appliance as described in Chapter 5, Using FAST360
Installer Tool to Initialize a FAST360 Appliance, this is done automatically. Otherwise, to configure an
appropriate Certificate Authority (CA) identity, you need to supply the correct values for the following
parameters:
• O (Organization): The Organization where the Certificate Authority (CA) is located.
• OU (Organization Unit): The Organizational Unit where the Certificate Authority (CA) is located.
• C (Country): The country where the Certificate Authority (CA) is located, a two letter abbreviation with
the letters in uppercase.
• L (Location): The city where the Certificate Authority (CA) is located.

Important
Make sure that you have the correct information before you start, and that you fill it in carefully
since this information cannot be changed without carrying out a complete reset of the FAST360
appliance's Certificate Authority (CA). A complete reset of the Certificate Authority (CA) impacts
all devices or applications that request certificates from the FAST360 appliance set as a
Certificate Authority (CA).

3.2.1. Multi FAST360 Appliance Architectures
If your FAST360 appliance is part of a multi-FAST360 appliance architecture, you must request a
certificate from the Certificate Authority (CA) administrator. This certificate must have the “FIREWALLS”
privilege. You cannot use the desktop initialization wizard in this case, you must initalize the appliance
using the minarkconf application (see Chapter 6, Using minarkconf to Initialize a FAST360 Appliance)
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Chapter 4. Installing Arkoon Tools
4.1. Introduction
Arkoon provides a suite of GUI-based software tools, Arkoon Tools , to facilitate management, monitoring,
and maintenance of FAST360 appliances. Arkoon Tools includes two programmes for FAST360
management:
Arkoon Manager

Arkoon Manager is the interface for FAST360 appliance configuration.
It also includes modules for managing administrative roles and
sessions.

Arkoon Monitoring

Arkoon Monitoring is the interface for day-to-day monitoring of
FAST360 activity, including logs and alerts and real-time appliance
status monitoring (load, performance, etc).

4.2. Arkoon Network Management Architecture
The Arkoon Tools software suite has been designed to support network management operations ranging
from single, stand-alone FAST360 deployments to extended multi-site networks. The management
architecture is based on a three-tier model:
• User interface: can be installed on a PC anywhere on the network. Secure communications protocols
ensure that only identified Arkoon Tools consoles can communicate with the policy deployment server.
• Policy deployment server: may be an identified FAST360 appliance, in the case of master/slave
deployments, or a dedicated server running the Arkoon Management Center solution. Configuration
files, monitoring and logging tasks are centralized on this server.
• Individual appliance(s).

4.3. Installing Arkoon Tools
For Performance appliances: the latest version of Arkoon Tools can be downloaded from Arkoon
customer support website: http://client.arkoon.net.
For Network Processor, Small, Medium, Large, and A2200 to A5200 appliances: Arkoon Tools versions
are provided on a CD-ROM.
The Arkoon Tools software is delivered on the CD accompanying the FAST360 appliance, in
\Arkoon\Windows\Administration Tools (for Microsoft Windows installation) or \Arkoon\Linux
\Administration Tools (for Linux).
To install the software simply insert the CD-ROM or execute the downloaded package on the
administration station.

Introduction
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Note
Arkoon Manager is a Java-based application. Arkoon Manager is delivered with the appropriate
Java machine.
See the Administration guide for details about Arkoon Tools installation.
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Chapter 5. Using FAST360 Installer Tool to Initialize
a FAST360 Appliance
The method with the FAST360 Installer tool installed on a management workstation allow you to
initialize the appliance with minimal configuration settings required for autonomous configurations:
you will be connected to the FAST360 appliance via Arkoon Manager. Arkoon Manager allows you to
fully configure the FAST360 appliance in your network.
If the appliance is to be used as a slave device in master/slave deployments or as a second node in a
cluster HA, you will need to use the minarkconf initialization procedures described in Chapter 6, Using
minarkconf to Initialize a FAST360 Appliance to initialize a FAST360 appliance. If the appliance is to
be deployed in a high availability configuration, refer to the configuration procedure in the FAST360
Administration Guide.

5.1. Before You Start the FAST360 Installer Tool
The following configuration is requires for the administration console:
• Operating system: Windows 10, Windows 7, Windows Vista, Windows XP, Linux
• CPU: Pentium 4 (or AMD), 2GHz
• RAM: 1 Gb
• Hard drive: 300 Mo

5.1.1. Prerequisite: Java Runtime Environment (JRE)
The FAST360 Installer tool requires the installation of Java version 1.5 on the PC. Open the About Java
window to check the version installed on your PC (note that the version number displayed in About Java
does not match the version number displayed on the download pages on the Java web site).
The required Java Runtime Environment can be installed from the CD supplied with your FAST360
appliance.

5.1.2. Connecting to the FAST360 Appliance
The PC running the desktop initialization wizard needs to be connected to the eth0 port of the FAST360
appliance using an Ethernet cable (one is delivered with the FAST360 appliance). The Ethernet interface
on the PC needs to be configured with two IP addresses:
• At initial power-up the eth0 port of the FAST360 appliance defaults to IP address 192.168.100.1.
Therefore the Ethernet connection of the PC must be configured with an IP address in the range
192.168.100.2 — 254 (subnet mask 255.255.255.0). This configuration is mandatory for the FAST360
Installer tool.
• The second IP address is needed in the final stage of initialization. At this point, the FAST360 appliance
is initialized with your parameters, including the new IP address for eth0 (configured according to
your network topology). The PC needs to connect to the appliance using this new address to get the

Before You Start the FAST360 Installer Tool
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management certificate and license request form generated as part of the initialization process. To do
this requires the PC to have an IP address in the same subnet as the eth0 port of the appliance.
You can configure this by clicking on the “Advanced” button in the TCP/IP properties configuration of
the PC's Ethernet connection.
With the IP addresses configured, connect the PC to the appliance’s eth0 port (marked on the appliance)
using an Ethernet crossover cable, supplied with the appliance.
You are now ready to power up the appliance and start the FAST360 Installer tool.

5.2. Running the FAST360 Installer Tool
You will find the FAST360 Installer on the Arkoon Tools CD shipped with FAST360 appliances or on http://
client.arkoon.net. The tool will start automatically when you load the CD into your PC’s CD drive. If you
will be using the tool frequently you can easily install it directly on your PC. You will find the setup program
in the FAST360 Installer directory on the CD.
The wizard includes a status message to inform you of the validity of your configuration parameters as
you enter them.

5.3. Initialization Parameters
You must enter the following parameters to complete the desktop initialization wizard and successfully
initialize the FAST360 appliance.

Note
Certain parameters are used in initializing the appliance as a certificate authority, pay special
attention to how you enter the information requested.
Company Name

36

| Running the FAST360 Installer Tool

The company name for the FAST360 configuration, consisting
of alphabetical, numerical, or hyphen (“-“) characters. No other
punctuation or special characters may be used. This parameter is
used in the certificate authority initialization.
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Administrator Name

Host Name

The administrator logon name; alphanumeric characters, no
punctuation or special characters. This parameter is used in the
certificate authority initialization.
The fully-qualified host name for the appliance, for example
arkoon.example.com

Appliance IP Address
Admin From IP Address

Root Password

The IP address for the eth0 port after initialization. The subnet mask
defaults to 24 bytes (255.255.255.0).
The IP address of the PC which will be managing the FAST360
appliance after initialization. You need to include the subnet mask in
byte-count format, e.g. 192.168.0.0/24 where “/24” equates to a
subnet mask of 24 bytes, or 255.255.255.0.
Enter a root password for the appliance. Note that this password will
also serve as the certificate authority password for the appliance, and
as the password for the management certificate.
The root password must be at least 8 characters long, and include at
least three of the following four classes of characters:
• Lowercase letters
• Uppercase letters
• Numbers
• Punctuation or special characters

Output Directory

Check the Show Password box to have your password entry displayed
in this window so you can check it.
Select the directory on your PC which will be used to store the
management certificate, the license request, and the installation
report generated on the appliance during initialization before being
copied to this directory on the PC in the final phase of the initialization
process.

A temporary license request is required only for the following model appliances: A10 to A2100.
The next screen will allow you to review the parameters you’ve just entered before launching the
initialization. Make sure the FAST360 appliance is connected and powered up, then click on Next to
launch the initialization.

Initialization Parameters
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5.4. Finishing Initialization
At this point the FAST360 appliance is initialized with the parameters you entered in the preceding steps.
Note that this means the IP address of the eth0 interface has now been modified to match the eth0 IP
Address entered in the wizard and the database rights has been generated. If your PC is not configured
with an IP address in the same network you can no longer connect to the appliance.
The certificate neededby Arkoon Tools to connect to the FAST360 appliance, along with the license
request file, can be found in the local output directory as entered in the wizard. Before proceeding
with configuration you need to register your appliance using the license request file, as described in
Section 7.2, “Specificities for Performance Appliances”.

5.5. Troubleshooting Desktop Initialization
5.5.1. Initialization Problems
If you get an error message when you click on the Next button of the final screen of the wizard, it is most
likely to be due to a problem connecting to the appliance.
• Check that the appliance is powered on.
• Check the Ethernet connection: LEDs on the PC and FAST360 appliance's Ethernet ports should be lit
if the Ethernet connection is up.
• Check that the Ethernet cable is connected to the eth0 port on the FAST360 appliance.
• Check the IP address of the PC's Ethernet port is in the range 192.168.100.2 to 192.168.100.254,
subnet mask 255.255.255.0.

5.5.2. Certificate File/License Request Problems
If you see the error message Failed to download /tmp/init/*, the certificate file and license request
have not been saved to the output directory on the PC.
This will occur, for example, if you have not configured the PC with a second IP address corresponding
to the network of the initialized FAST360 appliance.
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Chapter 6. Using minarkconf to Initialize a FAST360
Appliance
This method of initial configuration with minarkconf (Minimal arkoon configuration) ensures the
highest level of security.
If your appliance is part of a master/slave or high availability deployment, you must use minarkconf.

6.1. Operating System configuration
1.
2.

Connect the serial port of your FAST360 appliance to the serial port (usually COM1) of the
administration console using the serial cable provided.
Start a terminal window, specifying the following parameters:
•
•
•
•
•

Baud Rate: 38400 bits per second
Data: 8 bits
Parity: none
Stop: 1 bit
Flow control: Hardware

On Performance and NPA (Network Processor Appliances) appliances, the following parameters must
be used to setup the terminal serial connection to the appliance:
•
•
•
•
•
3.
4.

Baud Rate: 115200 bits per second
Data: 8 bits
Parity: none
Stop: 1 bit
Flow control: None

Connect the FAST360 appliance to the mains supply.
Press any key within 5 seconds ans select option 2 Init.
The FAST360 appliance boot script starts to run, and is displayed in the terminal window. Wait until
you see this message displayed in the terminal window:
┌────────────────── Arkoon Initialization ──────────────────┐
│
│
│
Keyword found in command line.
│
│
│
│ Do you want to start the automatic disk initialization?
│
├───────────────────────────────────────────────────────────┤
│
< Yes >
< No >
│
└───────────────────────────────────────────────────────────┘

5.

Select the default value <Yes> to start the Arkoon Initialization script.
“Hardware detection”. minarkconf scans the FAST360 appliance for available disks, interfaces
and optional cards.
When it detects the FAST360 appliance hardware configuration, the following screen appears in the
terminal window, showing what it has detected:

Operating System configuration
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┌──────────────────────── Hardware detection ────────────────────────┐
│
│
│ I have found the following devices on XXX:
│
│
│
│ Disks:
│
│ ide/host0/bus0/target0/lun0/disc ide/host0/bus0/target1/lun0/disc │
│ => Type 1 [1 Card + 1 Hardisk]
│
│
│
│ Network Interfaces:
│
│ o eth0 natsemi 10/100
│
│ o eth1 natsemi 10/100
│
│ o eth2 natsemi 10/100
│
│
│
│ Optional Cards:
│
│
│
│
│
│
│
├────────────────────────────────────────────────────────────────────┤
│
<OK>
│
└────────────────────────────────────────────────────────────────────┘

Select the default value <OK> to continue with the configuration.
6.

“Encrypt partition config_card”. You can encrypt your drives.
┌─────────────────── Encrypt partition config_card ────────────┐
│
│
│ Do you wish to encrypt the partition /config_card?
│
│
│
│ Warning: enabling this feature will cause you to
│
│ enter a password at each appliance boot
│
├──────────────────────────────────────────────────────────────┤
│
< Yes >
< No >
│
└──────────────────────────────────────────────────────────────┘

Note
The encryption algorithm is AES-256-CBC.
Select the default value <No> to continue with the configuration.
7.

“Root Password”. Enter a password for the root user.
The password you assign to the root user must fit the FAST360 appliance password security policy.
The following screen is displayed in the terminal window:
┌────── Root Password ───────┐
│ Note: keymap=
│
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Enter the root user's password and select <OK>.
When prompted to confirm the root user's password, re-enter the password and select <OK> to
continue with the configuration.
8.

“Timezone”. Set the time zone.
┌───────────── Timezone ──────────────┐
│
│
│ Default timezone is 'Europe/Paris' │
│
│
│ Accept ?
│
│
│
├─────────────────────────────────────┤
│
< Yes >
< No >
│
└─────────────────────────────────────┘

If the default time zone (Europe/Paris) corresponds to your location, select <Yes> to continue the
FAST360 appliance first configuration.
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If you are located in a different time zone select <No> to set your time zone.
The following screen is displayed on the terminal window:
┌─────────────── Timezone ───────────────┐
│ Select your Timezone
│
│ ┌───^(+)─────────────────────────────┐ │
│ │
America/Tijuana
│ │
│ │
America/Mazatlan
│ │
│ │
America/Mexico_City
│ │
│ │
America/Anchorage
│ │
│ │
America/Adak
│ │
│ │
America/Atka
│ │
│ │
America/Phoenix
│ │
│ │
America/Chicago
│ │
│ │
America/Fort_Wayne
│ │
│ │
America/Indianapolis
│ │
│ │
America/Knox_IN
│ │
│ │
America/Detroit
│ │
│ │
America/Denver
│ │
│ │
America/Shiprock
│ │
│ │
America/Los_Angeles
│ │
│ │
America/New_York
│ │
│ └───v(+)─────────────────────────────┘ │
├────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────┘

Select your location from the list (use the “up” or “down” arrow keys to scroll the list).
Confirm your choice by selecting <OK>.
The “Timezone” main screen is displayed with the updated time zone value.
Select <Yes> to continue with the configuration.
9.

“New date”.
To edit the date, type the date value directly in the date field.
┌──────────── New date ─────────────┐
│ Enter new local date: YYYY.MM.DD │
│ Current timezone: CET
│
│ ┌───────────────────────────────┐ │
│ │2005.11.30
│ │
│ └───────────────────────────────┘ │
├───────────────────────────────────┤
│
< OK >
<Cancel>
│
└───────────────────────────────────┘

Select <OK> to confirm the date and continue with configuration.
10. “New time”.
To edit the time, type the time value directly in the time field:
┌─────────── New time ────────────┐
│ Enter new local time: HH:MM:SS │
│ Current timezone: CET
│
│ ┌─────────────────────────────┐ │
│ │10:46:46
│ │
│ └─────────────────────────────┘ │
├─────────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────────┘

Select <OK> to confirm the time and continue with the configuration.
11. “Hostname”.
Type the host name directly in the hostname field.
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┌───────── Hostname ─────────┐
│ ┌────────────────────────┐ │
│ │arkoon.domain.xx
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

The syntax is as follows: "arkoon.domain.xx" , where "arkoon” represents the FAST360 appliance
name, "domain” represents the domain name and "xx”represents the domain extension.
Select <OK> to confirm the host name and continue with the configuration.

Important
If you are intending to run the email protection options of the FAST360 appliance, it is
important to use a legitimate DNS-resolvable domain name for the device.
Setting the host name with an inappropriate value (for example a non-existent domain
name) does not prevent the FAST360 appliance from working properly.
However if you are using the email protection options (antivirus, antispam) the FAST360
appliance operates as an SMTP proxy and outgoing emails are identified with this domain
name. If you do not use a legitimate DNS-resolvable domain name, outbound mail may
be rejected at its destination. This typically happens if the destination server implements
services such as antispam, which test for for legitimate domain name/IP address matching.
Continue the configuration with Section 6.2, “Administration Parameters”.

6.2. Administration Parameters
1.

“Admin from”.
Define one or more IP addresses that are authorized to administer the FAST360 appliance remotely.
┌─────────────── Admin from ───────────────┐
│ aa.bb.cc.dd/ee or aa.bb.cc.dd/ee(iface) │
│ ex: 192.168.1.0/24(eth0)
│
│ 192.168.2.33/32(eth1)
│
│ ┌──────────────────────────────────────┐ │
│ │
│ │
│ └──────────────────────────────────────┘ │
├──────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└──────────────────────────────────────────┘

Enter at least one IP address in the text field. The syntax is as follows:
192.168.1.0/24(eth0) where:

• 192.168.1.0 is the IP address.
• /24 is the subnet mask.
• (eth0) (optional), is the interface name.
Defining an interface name means that only this interface can remotely administer the FAST360
appliance.

Note
To enter more than one address, use whitespace as a separator.
Click <OK> to validate the address or addresses and continue with the configuration.
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2.

“Admin from (Ports)”. minarkconf prompts you to confirm the remote administration ports:
┌──── Admin from (Ports) ────┐
│ ex: 822 1750 1751
│
│ ┌────────────────────────┐ │
│ │822 1750 1751
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Check that the administration ports are set with the following values:
• 822 for SSH connections
• 1750 for the Arkoon Manager application
• 1751 for the Arkoon Monitoring application

Important
These values cannot be changed, but you can delete them. If you delete these values, this
disables remote access to the FAST360 appliance using the associated application
Click <OK> to validate the remote administration ports.
You have now completed the OS and administration parameters setup.
To continue with the FAST360 appliance initial configuration, refer to Section 6.3, “FAST360 Appliance
Set as a Certificate Authority (CA)” if your FAST360 appliance is the Certificate Authority (CA). If not, go
to Section 6.4, “FAST360 Appliance Set as not Certificate Authority”.

6.3. FAST360 Appliance Set as a Certificate Authority
(CA)
Follow this procedure if you are using the FAST360 as a Certificate Authority (CA).
1.

“Certificates Initialization”. minarkconf
Certificate Authority (CA) feature.

prompts you to initialize the FAST360 appliance's

The following screen is displayed in the terminal window:
┌────────────── Certificates Initialization ───────────────┐
│
│
│ Does this FAST360 have its own CA (Certificate
│
│ Authority)?
│
│
│
│ If you are using only one FAST360 or if unsure, say yes. │
│
│
├──────────────────────────────────────────────────────────┤
│
< Yes >
< No >
│
└──────────────────────────────────────────────────────────┘

Click <Yes> to activate and initialize the Certificate Authority (CA) feature.
2.

“CA PEM Phrase”. minarkconf requires a password to protect the FAST360 appliance's Certificate
Authority (CA).
The PEM Phrase you assign to the Certificate Authority must fit the FAST360 appliance password
security policy.
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┌────── CA PEM Phrase ───────┐
│ This password is used to
│
│ protect (crypt) the
│
│ private key of the CA
│
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Enter the Certificate Authority (CA) password and click <OK>.
When prompted to confirm the password, re-enter the Certificate Authority (CA) password and click
<OK> to continue with the configuration.
3.

“CA Common Name”. You must assign a name to the FAST360 appliance's Certificate Authority (CA).
┌────── CA Common Name ──────┐
│ ┌────────────────────────┐ │
│ │Arkoon CA
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Enter an appropriate name for the Certificate Authority (CA) and click <OK> to continue with the
configuration.
4.

“Organization Name”. Provide the name of the organization where the FAST360 appliance's
Certificate Authority (CA) is located.
┌ Organization Name (eg, company) ┐
│ ┌─────────────────────────────┐ │
│ │My Company
│ │
│ └─────────────────────────────┘ │
│
│
├─────────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────────┘

Type the company name where the Certificate Authority (CA) is located and click <OK> to continue
with the configuration.
5.

“Organizational Unit Name”.
┌ Organizational Unit Name (eg, section) ┐
│ ┌────────────────────────────────────┐ │
│ │My OrgDepartement
│ │
│ └────────────────────────────────────┘ │
│
│
├────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────┘

Type the company department name where the Certificate Authority (CA) is located and click <OK>
to continue with the configuration.
6.

“Locality Name”.
┌─ Locality Name (eg, city) ─┐
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Type the locality name (for example, a city name) where the Certificate Authority (CA) is located and
click <OK> to continue with the configuration.
7.
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┌ Country Name (2 letter code) ┐
│ ┌──────────────────────────┐ │
│ │FR
│ │
│ └──────────────────────────┘ │
│
│
├──────────────────────────────┤
│
< OK >
<Cancel>
│
└──────────────────────────────┘

Type the country name (as a two-letter abbreviation with the letters in uppercase) where the
Certificate Authority (CA) is located and click <OK> to continue with the configuration. The Certificate
Authority is now initialized on the FAST360 appliance.
8.

“Common Name for the Arkoon certificate”. You need to supply the FAST360 appliance's own
certificate name.
┌ Common Name for the Arkoon certificate ┐
│ ┌────────────────────────────────────┐ │
│ │Arkoon
│ │
│ └────────────────────────────────────┘ │
│
│
├────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────┘

This generates the certificate used to authenticate the FAST360 appliance.
Type an appropriate name for the FAST360 appliance's own certificate and click <OK> to continue
with the configuration.
9.

“Validity”. Configure the FAST360 appliance's own certificate validity duration.
The following screen is displayed in the terminal window:
┌──── Validity (in days) ────┐
│ Maximum = 11737 days
│
│ ┌────────────────────────┐ │
│ │3650
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Use the default value (3650 days) or type a value in days (maximum 11737 days) to set the FAST360
appliance's certificate validity duration and click <OK> to continue with the configuration The
certificate is now signed and installed on your FAST360 appliance and ready to use.

6.4. FAST360 Appliance Set as not Certificate Authority
Follow this procedure if you are using the FAST360 as a not Certificate Authority (CA) appliance.
1.

“Certificates Initialization”. minarkconf prompts you to initialize the Certificate Authority (CA)
appliance.
The following screen is displayed in the terminal window:
┌────────────── Certificates Initialization ───────────────┐
│
│
│ Does this FAST360 have its own CA (Certificate
│
│ Authority)?
│
│
│
│ If you are using only one FAST360 or if unsure, say yes. │
│
│
├──────────────────────────────────────────────────────────┤
│
< Yes >
< No >
│
└──────────────────────────────────────────────────────────┘
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Click <No> to activate and initialize the Certificate Authority (CA).
2.

“FAST360 certification file”. minarkconf vprompts you to install a FIREWALLS certificate on this
appliance.
The following screen is displayed in the terminal window:
┌───── Certificate file ─────┐
│ Start filename with a: to │
│ copy it on floppy
│
│ ┌────────────────────────┐ │
│ │/tmp/cert.p12
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Click <Cancel> to install the certificate of this appliance later.
3.

“Certificate Initialization”. minarkconf prompts you to confirm.
┌────────────── Certificates Initialization ───────────────┐
│
│
│ You do not have any certificate for this FAST360.
│
│ Are you sure you want to continue?
│
│
│
│
│
│
│
├──────────────────────────────────────────────────────────┤
│
< Yes >
< No >
│
└──────────────────────────────────────────────────────────┘

Click <Yes> to continue the initialization.

6.5. Configuring the Interfaces and Generating a
Configuration File
1.

“Configuration file initialization”. The system prompts you to create an initial configuration file.
┌─── Configuration file initialization ────┐
│
│
│ Do you want to create an initial config │
│ file ?
│
│
│
├──────────────────────────────────────────┤
│
< Yes >
< No >
│
└──────────────────────────────────────────┘

Click <Yes> to start the creation of a new configuration file and install it.
2.

“Create initial config file”. minarkconf displays the list of the FAST360 appliance configurable
parameters (interfaces and Internet Access).
┌─── Create initial config file ────┐
│ ┌───────────────────────────────┐ │
│ │
1 Interfaces
│ │
│ │
2 Internet Access [None]
│ │
│ │
3 Finish
│ │
│ └───────────────────────────────┘ │
│
│
├───────────────────────────────────┤
│
< OK >
<Cancel>
│
└───────────────────────────────────┘

Select “1 Interfaces” and click <OK> to continue with the configuration.
3.
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┌───────────── Interfaces ──────────────┐
│ ┌───────────────────────────────────┐ │
│ │
eth0 <none> [natsemi 10/100]
│ │
│ │
eth1 <none> [natsemi 10/100]
│ │
│ │
eth2 <none> [natsemi 10/100]
│ │
│ │
x
Back
│ │
│ └───────────────────────────────────┘ │
│
│
├───────────────────────────────────────┤
│
< OK >
<Cancel>
│
└───────────────────────────────────────┘

Select the interface you plan to use to administer your FAST360 appliance and click <OK> to continue
with the configuration.

Important
Remember that you may have restricted administrative accesses to a specific interface at
Step 1 on Section 6.2, “Administration Parameters”. If you did so, configure at least this
interface to be able to remotely administer your FAST360 appliance.

Note
There is no need to configure more than one interface and optionally one Internet Access
during the first setup because you will be able to configure them using Arkoon Manager
application later.
4.

“ethX”. You need to define the IP address and network mask for the chosen interface.
┌─────────── eth0 ───────────┐
│ IP Address/Nb mask - ex:
│
│ 192.168.1.32/24
│
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Type the IP address and the network mask used by the given interface for administration purposes.
Click <OK> to continue with the configuration.
┌────────────────── Interfaces ──────────────────┐
│ ┌────────────────────────────────────────────┐ │
│ │
eth0 192.168.9.47/32 [natsemi 10/100]
│ │
│ │
eth1 <none> [natsemi 10/100]
│ │
│ │
eth2 <none> [natsemi 10/100]
│ │
│ │
x
Back
│ │
│ └────────────────────────────────────────────┘ │
│
│
├────────────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────────────┘

You return to the “Interfaces” screen. Select “x Back” and click <OK> to exit the “Interfaces”
configuration menu and continue with the configuration. You can configure the other interfaces
later, using the Arkoon Manager application.
┌─── Create initial config file ────┐
│ ┌───────────────────────────────┐ │
│ │
1 Interfaces
│ │
│ │
2 Internet Access [None]
│ │
│ │
3 Finish
│ │
│ └───────────────────────────────┘ │
│
│
├───────────────────────────────────┤
│
< OK >
<Cancel>
│
└───────────────────────────────────┘

You return to the “Create initial config file” screen. Select “3 Finish” and click <OK> to exit
the “Create initial config file” configuration menu and continue with the configuration. You can
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configure other interfaces and/or internet access information later using the Arkoon Manager
application.
5.

“Initial config file name”. Provide a file name to save the configuration.
┌─ Initial config file name ─┐
│ ┌────────────────────────┐ │
│ │config.init
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Use the default value “config.init” and click <OK> to save the configuration file and continue with
the configuration.
If you need a license request file for your FAST360 appliance, click <Yes> and continue the configuration.
By default, this file is not mandatory.
Otherwise, click <No> when the following screen is displayed in the terminal window:
┌─────────── License request ───────────┐
│
│
│ Do you want to request a license now │
│ ?
│
│
│
├───────────────────────────────────────┤
│
< Yes >
< No >
│
└───────────────────────────────────────┘

The following screen appears in the terminal window, indicating that the first setup process has ended
successfully:
┌── Disks Initialization ───┐
│
│
│ Installation successful
│
│
│
│ Booting will continue... │
│
│
├───────────────────────────┤
│
< OK >
│
└───────────────────────────┘

Click <OK> to continue with the configuration.

6.6. Creating the First Administration Certificate
6.6.1. Generating the Arkoon Manager Certificate
Note
This procedure only applies to FAST360 appliances set as Certificate Authority (CA).
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1.

Log on the FAST360 appliance as “root” with the password you set at Step 7 on Chapter 6, Using
minarkconf to Initialize a FAST360 Appliance.

2.

Launch the minarkconf application (Minimal arkoon configuration) by entering “minarkconf”

3.

Select choice “4 Certificates” and click <OK> to continue with certificate generation.
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┌──────── Main menu ─────────┐
│ ┌────────────────────────┐ │
│ │
1 Configuration
│ │
│ │
2 License
│ │
│ │
3 Users
│ │
│ │
4 Certificates
│ │
│ │
5 Access Control
│ │
│ │
6 Maintenance
│ │
│ │
7 Informations
│ │
│ │
8 Shell
│ │
│ │
9 Quit
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

4.

“Certificates”. Select choice “c New certificate” and click <OK> to continue with certificate
generation.
┌──────────────── Certificates ────────────────┐
│ ┌──────────────────────────────────────────┐ │
│ │
a Delete Certificate Authority (CA)
│ │
│ │
b Create this Arkoon certificate
│ │
│ │
c New certificate
│ │
│ │
d Sign certificate request
│ │
│ │
e View certificates
│ │
│ │
f Revoke a certificate
│ │
│ │
g Modify CA PEM Phrase
│ │
│ │
h Back
│ │
│ └──────────────────────────────────────────┘ │
│
│
├──────────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└──────────────────────────────────────────────┘

5.

“CA PEM Phrase”. Type the password you defined at Step 2 on Section 6.3, “FAST360 Appliance Set
as a Certificate Authority (CA)” and click <OK> to continue with certificate generation.
┌────── CA PEM Phrase ───────┐
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

6.

“Common Name”. The system prompts you for a name (for example, administrator's name) to
associate with the certificate.
┌ Common Name (eg, your name) ┐
│ ┌─────────────────────────┐ │
│ │
│ │
│ └─────────────────────────┘ │
│
│
├─────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────┘

Type an appropriate name and click <OK> to continue with certificate generation.
7.

“Organization Name”. The system prompts you for the organization name where the FAST360
appliance's administrator is located.
┌ Organization Name (eg, company) ┐
│ ┌─────────────────────────────┐ │
│ │<same as CA>
│ │
│ └─────────────────────────────┘ │
│
│
├─────────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────────┘

Validate or edit the default value (inherited from the Certificate Authority (CA) configuration for the
company name where the FAST360 appliance's administrator is located) and click <OK> to continue
with certificate generation.
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8.

“Organizational Unit Name”. The system prompts you for the organization unit name where the
FAST360 appliance's administrator is located.
The following screen is displayed in the terminal window:
┌ Organizational Unit Name (eg, section) ┐
│ ┌────────────────────────────────────┐ │
│ │<same as CA>
│ │
│ └────────────────────────────────────┘ │
│
│
├────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────┘

Validate or edit the default value (inherited from the Certificate Authority (CA) configuration for the
company department name where the FAST360 appliance's administrator is located) and click <OK>
to continue with the configuration.
9.

“Locality Name”. The system prompts you for the locality (for example, city) name where the
FAST360 appliance's Certificate Authority (CA) is located.
┌─ Locality Name (eg, city) ─┐
│ ┌────────────────────────┐ │
│ │<same as CA>
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Validate or edit the default value (inherited from the Certificate Authority (CA) configuration for the
locality name where the FAST360 appliance's administrator is located) and click <OK> to continue
with certificate generation.
10. “Country Name”. The system prompts you for the country name (a two letter abbreviation) where
the FAST360 appliance's Certificate Authority (CA) is located.
┌ Country Name (2 letter code) ┐
│ ┌──────────────────────────┐ │
│ │<same as CA>
│ │
│ └──────────────────────────┘ │
│
│
├──────────────────────────────┤
│
< OK >
<Cancel>
│
└──────────────────────────────┘

Validate or edit the default value (inherited from the Certificate Authority (CA) configuration for the
country name (a two letter abbreviation) where the FAST360 appliance's administrator is located)
and click <OK> to continue with certificate generation.
11. “Validity”. The system prompts you for the FAST360 appliance's administrator certificate validity
duration.
┌──── Validity (in days) ────┐
│ Maximum = 11737 days
│
│ ┌────────────────────────┐ │
│ │3650
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Use the default value (3650 days) or type a value in days (maximum 11737 days) and click <OK> to
continue with certificate generation.
12. “Password”. The system prompts you for a password to protect the FAST360 appliance's
administrator certificate.
The password you assign to the FAST360 appliance's administrator certificate must comply with the
FAST360 appliance password security policy.
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┌───────── Password ─────────┐
│ Password used to protect
│
│ PKCS#12 file
│
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Enter the FAST360 appliance's administrator password and click <OK>.
When prompted to confirm the FAST360 appliance's administrator password, re-enter the FAST360
appliance's administrator password and click <OK> to continue with certificate generation:
┌─ Password (verification) ──┐
│ Password used to protect
│
│ PKCS#12 file
│
│ ┌────────────────────────┐ │
│ │
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Make sure that the FAST360 appliance's administrator knows this password.
13. “Permissions”. The system prompts you to set the permission level to apply to the FAST360
appliance's administrator certificate.
┌──────────────────── Permissions ────────────────────┐
│ ┌─────────────────────────────────────────────────┐ │
│ │ ( ) USER
User
│ │
│ │ (x) ADMIN
Admin
│ │
│ │ ( ) FIREWALLS Firewall (Secondary/Slave/...) │ │
│ └──────v(+)───────────────────────────────────────┘ │
│
│
├─────────────────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────────────────────────────┘

Select ADMIN and click <OK> to continue with certificate generation.
14. “Destination file”. The system suggests a path and a filename to save the FAST360 appliance's
administrator certificate file.
┌───── Destination file ─────┐
│ Start filename with a: to │
│ copy it on floppy
│
│ ┌────────────────────────┐ │
│ │/tmp/cert.p12
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Validate or edit the default file name and click <OK> to continue with certificate generation.

Note
On FAST360 appliance model without a hard drive, the files saved in /tmp directory are lost
after a reboot. If you choose this directory to save a file, you must download the file before
to reboot the device.
15. “Confirmation”. The system shows all the parameters previously entered and prompts you to sign
and save the FAST360 appliance's administrator certificate file.
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┌─────────────── Confirmation ───────────────┐
│ Country =
FR
│
│ Locality =
My Locality
│
│ Organization =
My Organization
│
│ Organizational Unit = My Org Unit
│
│ Common Name =
My Name
│
│ Email =
│
│ Validity =
3650 [Dec 05 2015] │
│ Permission =
ADMINRW
│
│ Destination =
/tmp/cert.p12
│
│
│
│ Sign this certificate ?
│
├────────────────────────────────────────────┤
│
< Yes >
< No >
│
└────────────────────────────────────────────┘

Click <OK> to sign the certificate and finish certificate generation.
The certificate has now been generated and recorded on the FAST360 appliance device (default location
and file name: /tmp/cert.p12).
To fetch this certificate file from the FAST360 device, you must open up an SSH connection on port 822.

6.6.2. Initializing the Administrator Access Control Database (CA
case)
The Administrator Access Control database is first initialized from minarkconf by associating the “All
Permissions” role with a Management Certificate.

Caution
The Administrator whose certificate is provided during this procedure will have all administration
permissions and will be able to perform any administration operation on the FAST360 appliance
from Arkoon Tools. Especially, this administrator will be authorized to define administration
authorizations to new administrators.
1.

Log on to the FAST360 appliance as root with the password you set at Step 8 on Chapter 6,
Using minarkconf to Initialize a FAST360 Appliance.

2.

Launch the

minarkconf

application (Minimal arkoon configuration) by entering

minarkconf

3.

Select “5 Access Control” and click <OK> to continue with Access Control initialization.
┌──────────────── Access Control ─────────────────┐
│ ┌────────────────────────────────────────────┐ │
│ │
a Init Access Control database
│ │
│ │
b Init Access Control database from file│ │
│ │
c Back
│ │
│ └────────────────────────────────────────────┘ │
│ ────────────────────────────────────────────────│
│
< OK >
<Cancel>
│
└─────────────────────────────────────────────────┘

4.

Select choice “b Init access control database from file” and click <OK>.
┌── Init Access Control from file ──┐
│
│
│ Please enter the PEM
│
│ certificate file location
│
│ ┌──────────────────────────────┐ │
│ │ /tmp/cert.pem
│ │
│ └──────────────────────────────┘ │
│ ──────────────────────────────
│
│
< OK >
<Cancel>
│
└───────────────────────────────────┘

5.
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6.

Select “c Back” and exit minarkconf.

Note
Once the Access Control database has been initialized, it can be reset via the Main
Menu 5. Access Control menu.
Procedure is identical to Step 5 above.
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Chapter 7. Registering your FAST360 Appliance
Your FAST360 appliance device must be registered and activated by Arkoon Network Security to run
properly.
The following sections guide you through the registration and activation process.

7.1. Registering your FAST360 Appliance
Before registering your FAST360 appliance device, prepare the following elements:
• an active Internet connection
• a valid email address to which licenses will be sent
• the appliance's serial number, located on the appliance's rear panel
• the appliance's registration key
To register:
1.

Connect to the Arkoon license web site at http://license.arkoon.net.

2.

Follow the procedure on the web site. It will guide you through the product registration process to
obtain the license of your erformance, NPA or XLarge appliance.

7.2. Specificities for Performance Appliances
7.2.1. List of features by default
In order to easily configure and deploy Performance appliances, the following features are available
whatever the license and are not related to a contract option:
• filtering: FAST and IDPS technologies
• relaying: HTTP, FTP, SMTP, POP3
• QoS rules
• nomad VPN and LAN-to-LAN
• clustering
• dynamic routing

7.2.2. Activating optional features
The optional features are enabled for a specific time via the installation of a license. These features are:
• anti-virus SOPHOS
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• Advanced URL database
• anti-spam COMMTOUCH

7.3. Getting access to online updates
It is essential to install the license to obtain the latest firmware updates on line and enable the security
modules on the appliance. For security reasons, it is necessary to install the license once you registered
the appliance.
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Chapter 8. Installing Arkoon FAST360 Appliance's
Certificate (not CA)
If your FAST360 appliance uses a remote Certificate Authority (CA), you need a certificate signed by this
Certificate Authority (CA). Ask the Certificate Authority (CA) administrator to generate a certificate file
for your FAST360 appliance. It must be signed with the “FIREWALLS” permission.

Note
This procedure only applies to FAST360 appliances which are not set as Certificate Authority
(CA).

8.1. Generating the FAST360 Appliance's Certificate
Depending on the type of deployment, the certificate will be generated by the Certification Authority
managed by the configuration master, or by an external PKI. Ask the CA's administrator to generate a
certificate's file with FIREWALLS rights for this appliance. This file will be provided in PKCS#12 format
(.p12 extension) and protected with a password.

8.2. Uploading the FAST360 Appliance's Certificate File
on your FAST360 Appliance
To upload the FAST360 appliance's Certificate file on your FAST360 appliance, you must open an SSH
connection on port 822.
To open an SSH connection, at least one of the interfaces of your FAST360 appliance configured for
administration must be connected to your network.

Important
You can only establish SSH connections from IP addresses authorized to administer your
FAST360 appliance (see Step 1 in Chapter 6, Using minarkconf to Initialize a FAST360 Appliance).
If you prefer not to use your network at this stage, you can connect your FAST360 appliance directly to
a computer with the supplied cross-wired cable. In this case, configure the computer's network card
with an authorized IP/subnet mask (see Step 1 on Chapter 6, Using minarkconf to Initialize a FAST360
Appliance).

Note
SSH connection applications are available on the CD provided with your unit.
If you are a registered Arkoon user, you can find it on http://client.arkoon.net.
1.

Start the SSH application and configure a connection using the following parameters:
• Host name: The IP FAST360 appliance address
• Port number: 822
• User name: root

Generating the FAST360 Appliance's Certificate
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• Password: The password you defined for the root user.
2.

Open the SSH connection between your computer and your FAST360 appliance device.

3.

Copy the certificate file provided by the Certificate Authority (CA) administrator (cert.p12) to the
FAST360 appliance device in the /tmp directory.

4.

Close the SSH connection.

8.3. Installing the FAST360 Appliance's Certificate
Start a terminal window connected to the FAST360 appliance.
1.

Log onto the FAST360 appliance as “root” with the password you set at Step 7 on Chapter 6, Using
minarkconf to Initialize a FAST360 Appliance.

2.

Launch the minarkconf (Minimal arkoon configuration) application by entering “minarkconf”.
The following screen is displayed on the terminal window:
┌──────── Main menu ─────────┐
│ ┌────────────────────────┐ │
│ │
1 Configuration
│ │
│ │
2 License
│ │
│ │
3 Users
│ │
│ │
4 Certificates
│ │
│ │
5 Maintenance
│ │
│ │
6 Informations
│ │
│ │
7 Shell
│ │
│ │
8 Quit
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Select 4 Certificates to enter the certificates menu and click <OK> to continue with the FAST360
appliance's Certificate installation.
3.

“Certificates” menu.
The following screen is displayed in the terminal window:
┌─────────────────── Certificates ───────────────────┐
│ ┌────────────────────────────────────────────────┐ │
│ │
a Initialize a Certificate Authority (CA)
│ │
│ │
b Import Arkoon certificate
│ │
│ │
c Back
│ │
│ └────────────────────────────────────────────────┘ │
│
│
├────────────────────────────────────────────────────┤
│
< OK >
<Cancel>
│
└────────────────────────────────────────────────────┘

Select “b Import Arkoon certificate” and click <OK> to continue with the FAST360 appliance's
certificate installation.
4.

“Arkoon certificate file” The system prompts you for the path to the FAST360 appliance's certificate
file.
┌─ Arkoon certificate file ──┐
│ Start filename with a: to │
│ get it from floppy
│
│ ┌────────────────────────┐ │
│ │/tmp/cert.p12
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘
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Validate or edit the default path and file name, and click <OK> to complete the FAST360 appliance's
Certificate installation.
You can now connect the FAST360 appliance to the master FAST360 appliance (see the FAST360
Administration Guide).
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Chapter 9. Creating a new configuration
9.1. Creating a new configuration
The New configuration feature allows you to retrieve the initially configured network addressing via the
Minimal Arkoon Configuration or the wizard.
To create a new configuration:
1.

Click on Select a session.

2.

Right-click on the session to retrieve, and then select Login.

3.

Enter your password: the Connected mode window is displayed.

4.

Click on New configuration. The Hardware information window opens.

Note
The Details button from the Hardware information window allows you to display all the
modifications done while synchronizing.
5.

Select the A new appliance will be added field, and then select Create a new appliance.

6.

Click on Apply. The Hardware synchronization window is displayed.
Your configuration has been synchronized with embedded data.

7.

Click on Continue to end the procedure.

Creating a new configuration
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9.2. Installing the License with Arkoon Manager
To install the license in master/slave mode with Arkoon Manager:
1.

Click on Actions > Advanced administration > Send a license....

2.

Select the licence(Open a file), then select the appliance.

Important
In cluster mode, the license installation is operated during the cluster publishing. For more
details, see the Clustering section in the Administration Guide.

9.3. Installing the License with minarkconf
To download files from the FAST360 appliance, you must open an SSH connection on port 822.
To open an SSH connection, at least one of the interfaces of your FAST360 appliance configured for
administration must be connected to your network.

Important
You can only establish SSH connections from IP addresses authorized to administer your
FAST360 appliance (see Chapter 6, Using minarkconf to Initialize a FAST360 Appliance).
If you prefer not to use your network at this stage, you can connect your FAST360 appliance directly to
a computer with the supplied cross-wired cable. In this case, configure the computer's network card
with an authorized IP/subnet mask (see Step 1 in Chapter 6, Using minarkconf to Initialize a FAST360
Appliance).

Note
SSH connection applications are available on the CD provided with your unit.
If you are a registered Arkoon user, you can find it on http://client.arkoon.net.
1.

Start the SSH application and configure a connection using the following parameters:
• Host name: The IP address of the FAST360 appliance
• Port number: 822
• User name: root
• Password: The password you defined for the root user.

2.

Open the SSH connection between your computer and the FAST360 appliance.

3.

Copy the license file (license.akl) provided in the /tmp directory of the FAST360 appliance on
http://license.arkoon.net.

4.

Close the SSH connection.

Note
It is highly recommended to disable the SSH interface if you use the “consolidated security”
mode.
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Open a window connected to your FAST360 appliance.
1.

Log on the FAST360 appliance as “root” user with the password chosen during the system
configuration described.

2.

Start minarkconf (Minimal arkoon configuration) typing “minarkconf”
The following screen is displayed:
┌──────── Main menu ─────────┐
│ ┌────────────────────────┐ │
│ │
1 Configuration
│ │
│ │
2 License
│ │
│ │
3 Users
│ │
│ │
4 Certificates
│ │
│ │
5 Maintenance
│ │
│ │
6 Informations
│ │
│ │
7 Shell
│ │
│ │
8 Quit
│ │
│ └────────────────────────┘ │
│
│
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Select “2 License” to access the license menu and click on <OK> to continue the installation.
3.

Menu “License”.
The following screen is displayed:
┌──────────── License ────────────┐
│ ┌─────────────────────────────┐ │
│ │
a Request license
│ │
│ │
b Install main license
│ │
│ │
c View HWID
│ │
│ │
d Back
│ │
│ └─────────────────────────────┘ │
│
│
├─────────────────────────────────┤
│
< OK >
<Cancel>
│
└─────────────────────────────────┘

Select “b Install main license” and click on <OK> to continue the installation.
4.

“License File”. The system requests the access path to the license file.
┌─────── License file ───────┐
│ Start filename with a: to │
│ get it from floppy
│
│ ┌────────────────────────┐ │
│ │/tmp/license.akl
│ │
│ └────────────────────────┘ │
├────────────────────────────┤
│
< OK > <Cancel>
│
└────────────────────────────┘

Validate or modify the access path and the name by default, then click on <OK> to end the license
installation. Your appliance will now work correctly and you can use all the services provided with
this license.

Important
The temporary license is valid for 30 days. The final license will be sent later by Arkoon
Network Security to the email address you provided during your license request.
If your FAST360 appliance is configured as CA, you can log using Arkoon Manager (see the
Administration Guide ).
If your appliance uses a remote CA, continue the configuration as described in Chapter 8, Installing
Arkoon FAST360 Appliance's Certificate (not CA) before you log on.
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Appendix A. Initializing the Administrator Access
Control Database (not CA case)
Initializing the Administrator Access Control Database is required if you need to manage an appliance
which is not CA and has not been linked to its master yet or does not have a second node in a HA cluster
configuration.

A.1. Initializing the Administrator Access Control
Database (not CA case)
The Administrator Access Control database is first initialized from minarkconf by associating the “All
Permissions” role with a Management Certificate.

Caution
The Administrator whose certificate is provided during this procedure will have all administration
permissions and will be able to perform any administration operation on the FAST360 appliance
from Arkoon Tools. Especially, this administrator will be authorized to define administration
authorizations to new administrators.
1.

Log on to the FAST360 appliance as root with the password you set at Step 8 on Chapter 6,
Using minarkconf to Initialize a FAST360 Appliance.

2.

Launch the

minarkconf

application (Minimal arkoon configuration) by entering

minarkconf

3.

Select “5 Access Control” and click <OK> to continue with Access Control initialization.
┌──────────────── Access Control ─────────────────┐
│ ┌────────────────────────────────────────────┐ │
│ │
a Init Access Control database
│ │
│ │
b Init Access Control database from file│ │
│ │
c Back
│ │
│ └────────────────────────────────────────────┘ │
│ ────────────────────────────────────────────────│
│
< OK >
<Cancel>
│
└─────────────────────────────────────────────────┘

4.

Select choice “b Init access control database from file” and click <OK>.
┌── Init Access Control from file ──┐
│
│
│ Please enter the PEM
│
│ certificate file location
│
│ ┌──────────────────────────────┐ │
│ │ /tmp/cert.pem
│ │
│ └──────────────────────────────┘ │
│ ──────────────────────────────
│
│
< OK >
<Cancel>
│
└───────────────────────────────────┘

5.

The system suggests a path and a filename for the first administrator certificate file. Validate
or edit the default file name and clic <OK> to continue with Access Control database
initialization.

6.

Select “c Back” and exit minarkconf.

Note
Once the Access Control database has been initialized, it can be reset via the Main
Menu 5. Access Control menu.
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Procedure is identical to Step 5 above.
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